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Username:admin
Password:

s Bl AHBOaL Y —)VHE
SWX2310 Rev.2.04.01 (Thu Sep 26 17:35:20 2019)
Copyright (c) 2019 Yamaha Corporation. All Rights Reserved.

SWX2310>
PEH 2 ——Tu /A v LA, IROARNRAY — RERRBENFRINETOT, WAT—REEH LT
<TFEW,

o XAV — RZE [

Username:admin
Password:

SWX2310 Rev.2.04.01 (Thu Sep 26 17:35:20 2019)
Copyright (c) 2019 Yamaha Corporation. All Rights Reserved.

Please change the default password for admin.
New Password:

New Password (Confirm) :

Saving

Succeeded to write configuration

¥, NAU— R 3 Ehdke TRIER 7256, 1 2l 74 U RfIRS v ET, | ok, ELWASAT—Ra A
ALTLIZEN,

o B UA BRI

Username: user
Password:

[o)

% Incorrect username or password, or login as user is restricted.
Password:

Q

% Incorrect username or password, or login as user is restricted.
Password:

[

% Incorrect username or password, or blocked upon 3 failed login attempts for user.
% Please try again later.

« Bl A UHIRES a2 —F =0, BUVUSRT — K& fEZ 5 &HlRIFEAEF S E T,
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e FET, =W —F, T NEMRT LI LT, BE, FOE—RICWDIONMRT DL ENTETET,




av R 77 LA avy RO[EWS |21

O I ¢
(JERD— R ADEm)

Dﬁ{yﬂml

#gi*ﬁ_%%f;) I SWX2310>

exit, logout

enable /administrator disable

FHEEXECE—R . SWX2310#
exit, logout
configure terminal
2J0-)0L
T IL—3 3 E—R SWX2310{config)#
interface’d &
&5 :
9~ I — 3 E—R SWX2310(config-if}#

A~y FANE— FOBBICHET AN 2~ NiE, UFERVES, Ju—rrarryy 7 L—a%®
— Rz 7 4 7= arE— OB A~y FZOonTiE, A=y 74 71— arE® = 2%
LTI,

« exit AV R

* logout =~ K

» enable =~ > I /administrator =~

+ disable =~ R

+ configure terminal =~ > K

e end IV NK

242 AR 7 4 T L—Y g UF— R
fErla> 74 7 b—3 a3 F— RKEiEL, LAN/SFP iR— FX° VLAN A ¥ —7 =— R QoS 72 &, FrEDIE B (Zxtd
DEIREEITO 2D DOE— FORKHETYT, a7 47— a3 rE— RICADIZIL, Fa—=Lar7 g
Jl—yarEt— RCEE— NIIBH:TIHDDa~y REETLET,
SWX2310 DRl a7 4 7L — 3 o — RIZIEROLORH Y £, lAllar 7471 —2 g9 F— RKOHIC
FEBLENLTWA DL ET, FlziE. RV —~vFE—R> RIS —<v 7« 75 XFE— RTT,

ERlay7 407 v—varyeE—F |(BBavU R A=A
A F—T2—AE—FR interface =~ K SWX2310(config-if)#
FA - K line con =~ | SWX2310(config-line)#
line vty =~ > N
VLAN £— F vlan database =~ > N SWX2310(config-vlan)#
VLAN 7 7 & A< v 7E—F vlan access-map =~ > K SWX2310(config-vlan-access-map)#
MST & — K s\ﬁa}?nmg-tree mst configuration =~ SWX2310(config-mst)#
I IGAR T E— R class-map =~ SWX2310(config-cmap)#
RY)v—vy7E—F policy-map =~ > K SWX2310(config-pmap)#

RV —<vT I ITRE—N class =< K SWX2310(config-pmap-c)#




2|avr R 77 LyR|avy KOMFNT

BRlay 740 7 v— g v E—F

Ba<wr R

A=

RO Y Y—F—F

aggregate-police =~ >

SWX2310(config-agg-policer)#

L2MS E—

I2ms configuration =~ >

SWX2310(config-12ms)#

LLDP =—Y = hE— K

lldp-agent =< >

SWX2310(lldp-agent)#

A—TFT o L— hE— R

mail template =~ > F

SWX2310(config-mail)#

AT a—NT T L— E— R

schedule template ==~ >

SWX2310(config-schedule)#

RADIUS v 7 4 /L — g »E—

radius-server local-profile =~ >

SWX2310(config-radius)#

K

243 a2 R T v OV T 4T A

a<w R OT VT 4T AT, FAMEERLTOVET, PIHNRETIIARA M4 E LT, ET LT
75 [SWX2310] #FERLTWVWET, AFERIZ. hostname 2~ NTCHRA N ERETHAI L TEETXES,
SWX2310 Z8EBHFEH L TWAHLARE, SAAL v T2 DA ERTEL TR LT, BENPLLTLS D F

—é—o
RA NG DIEHE

SWX2310 (config) # hostname Switch-012
Switch-012 (config) #

244 BRI AANTIE— KD~ REFT

SWX2310 Tix, T— RZ L ICRAAREZ 2 a~ v R 5720, FITRERE—RFRETERB L Ca~vr FEETL
ITFER Y A, FREMETAa< RELT, do a2~y RERMILLET,

do a~> FEEHTAE, T _RTHOary 74— arT— RO EHEEXEC E— NDa~vy REFE(TTH2 &
MNTEXFET, TNk, T R_RTOary 747 — 3 F— RO EXEC E— NICBEITAH 2 &7, 3BiE

a7 4 v—a rEERE LY RE

DIRFFBREE 720 £,

7272 L. do TIIMFEMRE IR T Zanizd, £D®KICHIK 2~ R 7 VALV EITER TA T 2 05N

HYFET,
o TNAAYULTANTHIBE

SWX2310 (config) #do show running-config

« BRI TANT 56
SWX2310 (config) #do sh ru

25 2 Y —NVERHEOX —FR— N#E

2.5.1 oY — )V A O EARERE

SWX2310 Tit, a2~ R4 BT, LLTO#RENTTEETY,

o« =Y ILOFKH)

F—AR— FHEfE B ES
- 1 CFAICBE L ET
— | XFEEICBE LT

Esc fi F#£IZ F

| BREAICBEI L £ (0 — Y MLEBICH D HEE D i
DXLFOWITHBE L 7))

Esc ## %12 B

| HEEAEICBE L £ (0 — Y NMLEICH 5 HGED JEEH
LFICBE L ET)

Ctrl + A TOSEEEICBE L E1
Ctrl+E ITORRBICBHLET

« AT OHIER




aw R 77 LR | 3wy ROMWTT |23

F—R— FEE B - =

Backspace

H—=INVDECH D LT wHIBRLET

Ctrl + H

H— I NMLEO L FEHIER L ET,
Ctrl+D a2 RITRZEOIREETAREEZ L7256 1E, exit =
< RERUEMEE 720 9,

_g——

Ctrl + K = I NANTENPITOREBEETEZHIRLET

Ctrl+U AIFOXFEZETHIBRLET

. T
F R FHRE B - 5

B —= I NMLED LT & FDEFO LT AN L F

Ctrl+T 7
H—=VIVHBTORRBIZH D & &, BERIDLF & Z D]
DXFw AN FT,
JERFHE EXEC & — R L 7 EXEC £=— R TlX, A
Da< RERFEL TROITIZE D £97,

Cirl + C MRz 747 v —3arE—RKTClE, AAFoa~

Vv RATZREEE L CRriE EXEC £— RICER L %7,
BEFETHOa~y RO Z TR LE9, (ex: ping =
< R)

sy 7 4 7 L—3 3 »F— RS Hi#E EXEC & —
Ctrl+Z NiZ#ER LET,
end 2~ FERIUEMESE 220 9,

252 a<y R~
av S RIA L ETP"EATTHIET, METEa~v RERFIANATA— X —EHRBTETET.
SWX2310#show vlan ?

<1-4094> VLAN id

access-map Show VLAN Access Map

brief VLAN information for all bridges (static and dynamic)
filter Show VLAN Access Map Filter

private-vlan private-vlan information

SWX2310#show vlan

253 Afja<r FofizE., ¥—V— RMEf—EDFR R

ayvY— ) ETa<wr RAJERPIZ, "Tab"F—%2 9 &, a~wr FEaBfieSNET, /2. ¥—U— AN
(2 "Tab"F— %9 &, WRICATAIBER T — U — ROBEM—E 2T LET, AEIEZ, "Cul+1I"$—Z#H L THIHE
BRARENMEL 720 F97,

. o<y RAOMTE

SWX2310#con"<Tab>¥ — & #fi4
l
SWX2310#configure
o F—U— NEfi—EoRR
SWX2310 (config) #vlan "<Tab>¥—Z&#fid "

access-map database filter
SWX2310 (config) #vlan




24| a~v> R Ty LR | avwy ROFEWS

254 < ROEEAT

AR RELFIANTA—F—ZHE L TAN LR, ANShEXFR—EDa~vy RERFARIA—2—L LT
W TCE %A, F0a~y RRFEITERET,

a2 ROEMEAJ)Hil(show running-config)

SWX2310# sh run

255 2~ REAXA Y —

av Re AN —kfea T 5L, WECANLEZa~vy REMHEAABETHET LY, BEICANLES
< RO—HALER L CHETTHZLENTEET, avr Fex M) —j3, FE— FEHROBEL L TE TSN

£7,
BIEGIEIZOWT, BLFIRLE T,

% —— NHE

T

Ctrl +P

o< R E2 S)h0iEs

!

Ctrl + N

a~< v NEREHED 5

2.6 [show| ThrEDBa~v K

261 FET 47747

TT 4774 TIE, show 2= RPN THHEHRE 7 4 M F—ZBL, RERFERICNEZKD Z & TR HIZ

RO <ERLET,
SWX2310 TlE, show 2~ ROET 4 774 T L LT, RO 3 FHEERME L ET,
EFA4T7AT A
include
BE LTI Gt e 45
grep
exclude BE LTI EEERTEH TS

BB, FETAT7ATIIH-TORMERWTRE T, BEIFET D LITTEEE A,

< (B

SWX2310#show running-conf
interface vlanl
http-server interface vla

telnet-server interface vlanl

show spanning-tree T Role # & {piEH & K RT 5,

< (B
SWX2310# show spanning-tr

% pol: Port Number 505
Discarding
% portl.1l: Port Number

State Forwarding
% portl.2: Port
State Forwarding
% portl.3: Port
State Forwarding
% portl.4: Port
State Forwarding
% portl.6: Port
State Forwarding
% portl.7: Port
State Forwarding
% portl.8: Port
State Forwarding
% portl.9: Port
State Forwarding
% portl.10:

State Forwarding

Number

Number

Number

Number

Number

Number

Number

ig

nl

e

show running-config C VLAN #1 % & el 2 FrnT 5,
grep vlanl

include Role

- Ifindex 4601 - Port Id 0x81f9 - Role Disabled - State

905

906

907

908

910

911

912

913

Ifindex

Ifindex

Ifindex

Ifindex

Ifindex

Ifindex

Ifindex

Ifindex

5001 - Port Id 0x8389 - Role Disabled -
5002 - Port Id 0x838a - Role Disabled -
5003 - Port Id 0x838b - Role Disabled -
5004 - Port Id 0x838c - Role Disabled -
5006 - Port Id 0x838e - Role Disabled -
5007 - Port Id 0x838f - Role Disabled -
5008 - Port Id 0x8390 - Role Disabled -
5009 - Port Id 0x8391 - Role Disabled -

Port Number 914 - Ifindex 5010 - Port Id 0x8392 - Role Disabled -
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3=

ay 747 —Tay

3.1 R EMEDEH
SWX2310 1%, LT 7 4 Z&FEHA L CREMBEEHRLEI,

av7 4 7O B! IR — P —HufE
Z =7 ar7 (7 (running- HAIEF OFREM, RAM ETE | BB/ AX =T v a7 4 7~
config) Y5, DIRAT

TRAF L 72iREMH, Flash ROM LoD 2
ODALT 47 & SDI—RED]
DDA T 4 T EEBT 5, Flash
AB— KT v T a7 47 (startup- |ROM LD T %7 — & startup-
config) config select =~ > K CRET 5,
SDAA—RED1 2D 7 ¢ 713"/
swx2310/startup-config" 7 + /L ¥ T4

ZH/HE /2 —

Y5,
T 74/ b a7 4 7 (default- 77 F /v O ESE, FlashROM E |,
config) ST B, PRAFEAT

SWX2310 D ¥ A7 AfLEIRE, LLF O E 720 £9,
1. startup-config select =~ NREMEZSZH L, T LAF— T v T a7 4 72 RET D,
startup-config select =~ > R Tsd NREIANTNWT, AF— T v 7 ar7 0 ZPRESNTNS SD 71— KA
FASNTWRNSTEHE, AX— T v T ar 7 ¢ 7 # B3R END,
20 WELIEAZ = NT v T ar7 4 FBRFEST D56, %87 — 4% RAM LIZT v =07 a7 4 7 & LTEM
‘a_‘éO
startup-config select =~ > RFXEMIZ L7 > TRE LT AX — K7 v 7327 ¢ 7 ) Flash ROM _EIZHFAE L
BRWES, T AN a7 4 7% RAM EICERT 5,
SWX2310 M i a2~y FARETREELZELRTLH L, ZELEARITSICT =073y 7 4 ZITKBEnE
T, Tr=rrar 7 4 JEER LR, write £72iX copy 2~ REFE(TTHI LT, AX— K T v Tarrgy
IMHEFHINET, RE - BRLIENELZRAFE LW THERNT 5 &, RE - EENAENKRDNVET, THEELSE
éb\o

32 F 7+ )V MR EE
SWX2310 DF 7 /v FREMEIZOWT, LFOFRIRLET,

THHHAAREEOFREIL, AEICGREHIN 2L~ 2 NOMYHENEH SN bbb Tid7el . LFOT 7 4 /L % E
Bl 72> TWET,

o VAT ARIKDT 7 )L FERIE

BESHE BREHHE F 7 NREME
CONFIG ECENREIZfE 3% CONFIG igﬁ;FW@x&~b7y7:y
ayI—NEA LT TR 600 sec
Uit A TE VTY %% 8
FRITEL 24
VR PR o — A — 2 —H—4 admin, /XA T —
’ R:admin
=AYV AT — _
INAT — ROKEZAL Bk L7y




26| A~ R Ty LA |avrTI L —ray

RESH REEHE 7 4V NREE
BA DS = JST (UTC + 9.0H)
RF 2 & B NTP #—/3— 7L
NTP 557/ 1 BFENC T[]
RMON B{E B

Ty =AU T B

# 7 m— K URL

firmware-update url http://
www.rtpro.yamaha.co.jp/firmware/
revision-up/swx2310.bin

VeV H Y DR FFRL L720
ZA LT T N 300 sec
BIE H5h
LLDP - —
HENRE H%h
EE B
L2MS
e T—Yx b
debug L~ u JH ) OFF
information L'~ L1 7' H /) ON
SYSLOG -
error L~yLa 7 H ) ON
SYSLOG #—/3— 2L
TELNET H—/3—khE EEh3 5
TELNET H—/X—7 7 & & VLAN #1 O A3 a]
SSH #—/N—IKEE EE LW
T 7 R TFTP H—/ 3 —ikRE EEh L 72w
HTTP #—/X—IKHE 2 e )
HTTP H—"—7 7 & % VLAN #1 O3 w]
¥ =7 HTTP Y — X —iRHE EEh L 722
£5F VLAN VLAN A »Z—7 = —A VLAN #1
MAC 7 KL A H @54 H%h
< BEME 0N
‘ MAC 7 RV AHEFE =— 7 300 sec
L2 AL v F il
ANR= VY — B2
MELV—T R L)
DNS 7 747 v b BIE H%h
QoS E5h
NZ 7 4w 7 Hil4E - —
7 v —fil{# (IEEE 802.3x) 2N
EE %)
A K 1
Ny &7 1D
ALy THR—FNTHESIPT KL A
Auto IP
il e
« LAN/SFP 7R— NHNLOT 7 4 )V FEETE




a2 K

V77 LA | aryrZ e L—va|27

RESHH REHEE 77 /v MR EM
RIS T — NI auto
7 a A&k L— BB A%
MRU 1,522 Byte
FEARTRE el N L
EEE B3]
Port Mode Access
FiTJE VLAN ID 1 (default VLAN)
L2MS L2MS 7 4 )L X — Ei3)
L2 AL v F o il ik
MEL— TR A%
QoS F T A RE—F CoS
NS5 7 4 2 I ~7 v —fil{# (IEEE 802.3x) =20
A b= Al B3]
LLDP =—Y x> k EEEE—F EEBIOEE

« 574/ k VLAN (VLAN #1) (2% 5% E
» IPv4 Address : 192.168.100.240/24
* IGMP Snooping: Enable
*  Querier : Disable

e Fast-Leave : Disable
*  Check TTL : Enable
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B4

PRST « IE R RE

4.1 XA J— R

4.1.1 FENSRZT— RORFE
&3]
enable password password
5 =5 —]
password BB — R
PAPRETELIO" & L > &2 EEATFER AT (G2 CTLUN)
BN D ST ST TRRT AT T e
[WIEARRE]
enable password admin
[ASTE— K]
rua—n\)Narsz 4l —ya 'R
B

et EXEC B — RABATT AT 00BN AT — RERET 5,
FITH NIRRT —RTHD admin [ICEFETDHZ LITTERU,
[/ —F]

password-encryption =21~ > |2 L7228 > TS L SN2/ XA T — RDOEE, 2227 4 7 1 Cld"enable password 8

password" DIE TR R EN D,

=P —Favr RIS b ar 7 4 FRETDHEE, ZOBRTANT DI LITTERN,
BENRFIC, BIRANA T — FRRE SN TORWGEIEL, #IE P NZA T — F(admin) & HEIRICRET 5.
[ E B

B RAT— KL LT adminl234 2 ET 5,

SWX2310 (config) #enable password adminl234

4.1.2 7RA T — ROREEAL

[EX]
password-encryption switch
no password-encryption

$5 A=z
switch DAY — RS 2080
REME B
enable ISR A B
disable 5k L7
(AR 2
password-encryption disable
[AF1E— F]

Jua—\)varz 4 l—y g rEw—NR



a<v 2 RU 77 LA |RSF - EAKEE | 29
[FEHA]
NAY — RO 5z AT %,
HZT B &, password =<2 K. enable password =~ K, username 2~ RCAS L7Z/AU—F%, 3
7 4 THTIEN S SN TRIET 5,

no JIERCTHAT LA 11X, N AU — FOR; 5/t % 2k L . password =~ > K enable password =~ > K username
TAN LI RAY—=RE, ar 7 4 ZHTIREXO F ERFT D,

[/—h]

WA — ROWSAbZ BN O AMIER L72GE 13, BRICREFHADO /AT — NI bk S vz izl
EHEINDD, GARPLEMHIIER LISGEE, BRcl STt a7 4 ZHORZAY — REFEUTITR S
fib\o

[BREH]

WA — RO Fb 2GR T D,

SWX2310 (config) #password-encryption enable
NAT — OB 5L 2 TN T D,

SWX2310 (config) #no password-encryption

42 2 —YP—T H U NEH

421 22— —DOH|E
E

username username [privilege privilege] password password

no username username

[F—T— K]
privilege =Y —DHERERET S
password D =P =AU — RERET D
[T A—F—]
username D a—Y—4
Hoffy S ETH(32 SCFLAN)
privilege DR AT B D
R EME WA
¥t EXEC & — FBATIRFIZ/SA T — FD A
on TIDRD BN
Administrator #£[E T Web GUI IZ7 7 £ AT
x5
¥t EXEC & — FRATHRRIC/SA T — FD A
off VAVIAD XY AW
Guest H#fR T WebGULIZT 7 EATE 5%
password D a—H—onr A RAT— R
AT TFTBIR" & b &> &2 LEATFERR BMATLIT(32 SLFLN)
BAN O SCFHAT A FHF TRTITVIT
[FIH#AER %]
L
[AJTE—F]

Ja—x\)aryz 4L —y g T — R



0| =2~ RU 77 LA | RS- EHIBERE
[@iA]
a—F—EFRERET D,
TP ERII R T I3 M E TRETE D, 72U, privilege off O —H— T K 32 % T, privilege on D 1—
P X T I FREE R D,
UUTOHGETZ—F—2 & L TR TEZRY,

lp, adm, bin, ftp, gdm, man, rpc, sys, xfs, halt, mail, news, nscd, sync, uucp, root, sshd, games, daemon, gopher, nobody,
ftpuser, mtsuser, rpcuser, mailnull, operator, shutdown

F T "R AT— R Th D admin 1T/32A T — RE L THEATERU,
[/—F]

password-encryption =~ > R E SN TW oG, AU — R 5t &= 7 ¢ 7 1 Tld"username
username 8 password password" DFE THRRIN D,

A—PF—Fav NI b ar T4 FRETDLEE, ZOBNTANT DI EIETTE R,

ELENEFIZ, privilege on D —H =73 1 D HERE I N TV RWIEA L, A& Bl = — ¥ —(admin/admin) & 1813 5,
BERFIZ, NAT— RBRRE SN TR —Y =T 22— =4 L[E CFHNEZ /AT — RICHBERRET 5,
[BREH]

Z—W— userl234 Z R ET D,

SWX2310 (config) #username userl234 password user pass

¥t 2t 5 LTz — W — user1234 # /T T D,

SWX2310 (config) #username userl234 privilege on password user pass

422 22—V —HERDOER

[EFX]
username username privilege privilege
[¥—TU— k]
privilege D a— DR EZIEET S
[73T A =4 —]
username D a—F—4
A G (32 SUTFLI)
privilege D FREER AT BT D0
BEE Bl
¥iHE EXEC E— FBATIFIC AN AT — RO A
on FIDIKD BN
Administrator HEFE T Web GULIZT 7 & 2T
EA)
FrHE EXEC ©— NBATRHIZ/NA U — FDOA
off HRHBND
Guest #[RC Web GUIIZT 7 EATE S
[WIEIRRE]
L
[AJ1E— F]
rua—\varz 4 b—va e —R
(A
IR H DA — Y —OHEREZEE T 5,
[/—}I]

FBERD 2 — P —TITRE T E R0,



(B E B

BRERFE D —F — user1234 |ZHEHEE [T 54 5,

SWX2310 (config) #username userl234 privilege on

423 0 A v a—F —FEROER

A~y R 77 LA RS - E#HIEERE | 31

[AF1E— F]
FEFFHE EXEC E— N, ffMEEXEC E— R, Z/m— \var 7 4 7 L— a3 VE— K
[FEA]
7Aoo ——ERERTT D,
UTFOHEHENRERIND,
HAH B
n A FREERRIT D,
con0 (X V7 aryy—LiR— kb
Line vty N [Z VTY "— b
stkNIZVUE—ha /A AR —h
http N (& Web GUI
Own H & O AR — S OITIZ * 2R T D,
User 0y A RO a—YF—2EFKRT D,
Status BT A VIRBRERRT S, 2P MEHF 05 G,
Login &/~ 7 2%,
Login time 07 A UK ERRT D,
IP address e —H—DIP 7 KL AEZFRT D,
[ E 5]

ALy JRRENER IR Ca— Y —Dn 7 A MR EFRT D,

SWX2310>show users

vty
vty
vty
http
http
http
http

ALy I RN AN RRE T —F—Du 7 A UEREFRT D,

WNhRFRPOJOUOU b WN P OO

userl234
operatorsl
abcdefghijklmnopgrstuvwxyzabcdef

userl234
(noname)

SWX2310>show users

Status

userl234
operatorsl
abcdefghijklmnopgrstuvwxyzabcdef

Login
Login
Login
Login

Login time IP address
02:15:23

00:12:59 192.168.100.1
00:00:50 192.168.100.24
00:00:21 192.168.100.10
01:12:25 192.168.100.4
00:18:04 192.168.100.102
Login time IP address
02:15:23

00:12:59 192.168.100.1
00:00:50 192.168.100.24
00:00:21 192.168.100.10
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vty
vty
vty
stk
stk
stk
stk
http
http
http
http

userl234 Login
(noname) Login

WNRFRPOWNRE OJoy U
|
|

4.2.4 N —DFRE

00:33:11

01:12:25
00:18:04

192.168.100.4
192.168.100.102

[EX]

banner motd word
no banner motd

[23F A —%—]
word DOEABEHIT R L UREA R E(256 STELIA)

(AR E

no banner motd

[AS1E—F]
Jua—\)aryz 4 b—ya rET—NR

B

Ay —=nn A VRHIRRSNDNT—ERET D,
[EXRE )

N F—FoRm% [Hello World! | IZFXET 5.,

Username:
Password:

SWX2310 Rev.2.04.01 (Thu Sep 26 17:35:20 2019)

Copyright (c) 2019 Yamaha Corporation. All Rights Reserved.

SWx2310>enable
SWX2310#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

SWX2310 (config) #banner motd Hello World!
SWX2310 (config) #exit
SWX2310#exit

Username:
Password:

Hello World!

SWxX2310>enable
SWX2310#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

SWX2310 (config) #no banner motd
SWX2310 (config) #exit
SWX2310#exit

Username:
Password:

SWX2310 Rev.2.04.01 (Thu Sep 26 17:35:20 2019)

Copyright (c) 2019 Yamaha Corporation. All Rights Reserved.

SWX2310>
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43 a7 4 T DOEH

431 =T a7 4 FORE

[EX
copy running-config startup-config [config num)|
[T A—=F—]
config_num N A
RIEE B!
<0-1> AB—NT v T a7 47 #0-#1
sd SDI—RHNAZ— R T T a7 47
[AJ1E— K]
FikE EXEC E— R
[

BEEATORE(T =7 ar 7 4 NEREIFOBREA T — T v T a7 407 LTRET 5,

config_num AW LT A 1E, BUEORBIRHCHEH LA X — T v T ar 7 4 71T GFT 5,

[/—}]

Fr=y a7 4 FORGIE write 2 2 RSP save 2 v RTHITH 2N TX D,

SD 1 — R~ FSITWRVREETIX, SD #— RN® Config # X RIZ L TARa~v L REETTLHE=T— L

%5,
AL T HIRFE, A A AL Fl(Active JRAE) D A F1T AT HE,
[EXEH]

Fr=vrarv a4 rehkfiE T 5,

SWX2310#copy running-config startup-config
Succeeded to write configuration
SWX23104#

43270 =07 a7 4 T DRLE
[EX]

write [config num]

save [config num]

[8F A—F—]
config_num LAy I 4 rEE
REMHE B
<0-1> AR — K T v a7 4 T #0-#1
sd SD i—FKHRARAZ— T v Sarr47
[AS1E— F]
Rt EXEC E— K, B2 7 4 7L —va v EF—FR
[BiA)

BRIEEHPORET v =7 ar 7 4 NERBROREAR Y — T v 7Tar7 40 7)e LTRFET 5,
config_num ZHWE LT2GE X, BUEORBIFRHIMEHA L7 A X — N7 v 7ar 7 4 JITRFT 5,
[/—}]

T =T a7 4 7 ORTEI copy running-config startup-config =~ > R THITH Z LN TE 5,

SD I— R~ FZITWRUVIRAETIL, SD 71— FN® Config ZxRIZL T ARa~v Ly REETTHEZT—L
2%,
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AH - T HIREL, A A AL w FTl(Active IRRE) D A ZEAT A HE,

[BXEH]

- TE K RE

Trv=vrarg 4 7 ERET D,

SWX2310#write

Succeeded to write configuration.

SWX2310#

43370 =0 72T 4 T DRR

[EX

show running-config
show config

[section]

[/3T A —HF—]
section D BT HEI VA
REME B
access-list 77 AY A EE
http-server HTTP H— /N —[8
interface A H—T x— ABE
ip 1P [
ipv6 IPv6 [
key FRRIE X — B
12ms L2MS B8
lidp LLDP B8
mail o — L RN B
radius-server RADIUS #—/3— 5
schedule ALy a— )V
snmp SNMP 338
spanning-tree STP B
ssh-server SSH #—/N— i
telnet-sever TELNET #—/N—[3
[AJ1E— K]

¥l EXECE— R, a7 4 L— 3 0F—R

[FiAA]

BEERAFORE(T y=v 7 a7 4 NeRRTH.

section T8 EBMEIF X T X COEREELR T D,

[ EH

Tr=rTarg 4l zRRT 5,

SWX2310#show running-config

|

interface portl.1l
switchport

|

line con O
line vty 0 7
|

end
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SWX2310#

434 AZ— W NT v T a7 4 T DER
[EX]

show startup-config [config num]

show config [config num]

[R5 =]
config_num Do arv I 4 &S
BUEfE R
<0-1> A= T T a7 7 #0-#1
sd SD N — RNAZ = T v Tar7 47
[AS1E—F]
¥ He EXEC £— K
B

BERHCER T ORERZ— T v T a7 4 N eRrd b,

config num B LT=561L, UTA2FRr~T 5,

- show startup-config : BIEE L CWA Iy 7 4 FBED AL — KT v Far 7 4 7 uFRT5
- show config : BUEER T DT =T a7 4 Va2 FRT5H

[/—}]

SD 71— KRB~ h S TWRVIREETIE, SD #— FIN® Config ZxXRIZL TARa~vy REETTHEZT—L
725,

[BREH]

WIEEFNEFEDOA X — "N T v a7 4 T ERRT D,

SWX2310#show startup-config

!

! Last Modified: 00:00:00 JST Mon Jan 01 2018
|

interface portl.l

switchport

switchport mode access

no shutdown
|

|
interface vlanl
no switchport
ip address 192.168.100.240/24

no shutdown
|

clock timezone JST
|

http-server enable
http-proxy enable
|

telnet-server enable

|

line con O
line vty 0 7
|

end

SWX2310#
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435 2R F— T v FarT7 4 JDHEE

[ER
erase startup-config [config num]
[73T7 A= —]
config_num LAY T4 IRy
R B
<0-1> AP —NT v T a7 4 7 #0-#1
sd SD i— FNRZ— T v T ar747
[AFIE—F]
F#HE EXEC £— K
(@]

BRI T DR EAR Y — T v 7 ar 7 4 NEZHET DEREEET D,
config_num B LT GE 1T, BUEOERBIRICHEN LA X — T v T ar 7 4 7 &2 HET 5,

[/—}]

SD 71— KRB~ S TWZRVIREETIE, SD #— RIN® Config ZxRIZ L TARa~vy REETTHET—L
%,

[ E B

AR =T v TSarr 4 TEHET B,

SWX2310#erase startup-config
Succeeded to erase configuration.
SWX2310#

436 AFZ— T v TSar7 4 J0ar—

[EFX]
copy startup-config src_config num dst_config num
[73F A —4F—]
src_config num . A —gxOaL T 4 TEKS
REMHE Gzl
<0-1> AP — KT v T a7 4 7 #0-#1
sd SDH— RANRZ— T v T a7 47
dst config num coav—foar 4 rJEK S
RIEE Wi
<0-1> AE =R T w7 a7 47 #0-#1
sd SD I — RNAZ = T v Tar7 47
[AS1E— ]
F¢bE EXEC £— R
[
BEREORE(A Y — T v T a7 4 NeZNICHET LERE 2 —F 2,
[/— "}
SD 71— R~ FSILTWRUVREETIX, SD #— RN® Config # X RIZL TARa~v L REFETTH LT —L
2%,
[BXE B

AZ—= K T oA T4 T #H EAZ— T v a7 47 # ~abt—73 5,



SWX2310#copy startup-config 0 1
Succeeded to copy configuration
SWX2310#

43T AZ— T v Far 7 4 FOE R
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E&

startup-config select config num
no startup-config select

[/XT A —=HF—]
config_num Lo ArIT 4 Ry
REME Bl
<0-1> AP —NT v T a7 47 #0-#1
sd SD I —KNAZ—= R T v T arr47
(AR E]
startup-config select sd
[AS1E— F]
FiiE EXEC E— N
(@]

EEIFICAE T T ORERARF— T v T a7 ¢ 7 aER L CTHEET 5,

no B THEAT Lic & id, MIIREICR D,
[/—}

ELENRE, config num & LT sd WEEINTWNWT, AX— R T v a7 4 ZPRGFSITNS SD 1— RRFAX

NTCWRMoTZE, A — T v 7ar 7 4 7 # DRSNS,

ALy TEREMN AR config IV B2 % LT AIE, AX v IV NE LR TE R R570nellEs LT

Ei S D ER DD,
[ EH]
AL = T v T Ay 7 4 7 # ZBRRLCHEST 2,

SWX2310#startup-config select 1
reboot system? (y/n): y

438 AXZ— T v Fary7 4 FTOHMAXDERE

[EX]
startup-config description config_num line
no startup-config description config num

[/3F A =4 —]

config_num ;. <0-1>
AT TEE

line DA ST LU AR (63 SUFLI)
HRAL— NT v T a7 4 JITHET DRI

IAS1E— F)

FrtE EXEC E— I

B

SBAR— T T a7 4 7 L CRAXEZHRET 5,
no IR THEAT LI25A1E. A CEHIBRT 5,

#BA ST show startup-config =~ > RO I THRER DO IAICE R I N D,
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[ EH]
AR = NT T a7 47 #l ITHAXERET 5,

SWX2310#startup-config description 1 TEST CONFIG 1

4.4 EEEFHROEH

4.4.1 EBYFHDORR

[E
show boot num
show boot all
show boot list

[%—T— K]
all DOEEEROBEAR R TS HFETERTD
list D EEMEROBEERKRCSHETCHSERT D
[73T A —&—]
num - <0-4>
BELIEEFDRBREEZER TS
[AJ1E— K]
FHHFHE EXEC £ — P, FrbE EXEC £— F
[
EENE R A KT D,
[/ — 1]
cold start =~ > K clear bootlist 2~ > R&FE/T3 5L, ZOEBEILIYZ VT &b,
[ EH]
BUEDOEEE®REFRT D,

SWX2310>show boot 0

Running EXEC: SWX2310 Rev.2.04.01 (Thu Sep 26 17:35:20 2019)
Previous EXEC: SWX2310 Rev.2.04.01 (Thu Sep 26 17:35:20 2019)
Restart by reload command

EEEEO —FE 2 £ R T 5,

SWX2310>show boot list
No. Date Time Info

0 2018/03/15 09:50:29 Restart by reload command
1 2018/03/14 20:24:40 Power-on boot

4.4.2 EBVFHRDO I VT

[#FX]
clear boot list
[AJ1E— K]
Kb EXEC £— R
B
EENME OB ZHIBRT 5,
[BREH]

EEEHRE2 27 V735,
SWX2310#clear boot list
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4.43SD 1— K7 — FDOEE
B

boot prioritize sd switch

no boot prioritize sd

[T A—F—]
switch : SDA— N7 — b AT D0 ED
REfE B
enable SD 1— R7— b EHNZT D
disable SD 1 — K7 — M &M+ 5
(IR E]
boot prioritize sd enable
[AS1E— K]
FitE EXEC £— I
[RLBA]

77— =T DSDA— R7— MEROAZ - BANZTIV KR D,

a~ v RETR, VAT AOFHEBN TS,

VAT A THEORE TH D 7=, EE)H (startup-config #0 ~ strtup-config #1)E(ZFR 1L TE 7200,
VIR EIX SD — K7 — " 3G TH D,

no 2~ NEITRHIMMIREIZR D,

[/—}]

SD 1 — N7 — MERED AL - ME2hIL, show boot prioritize sd =~ > N THEFE FIHE,

[BREH]

77 —ALTU =T DSDI— 7 — MEREAENTT D

SWX2310#boot prioritize sd enable
reboot system? (y/n): y

4.4.4SD h— K7 — b HEhEFAEEDORE

[EF=
boot auto-apply switch

[/3T A—HF—]

switch : SD A— F7— b HEhi RE 2 AN T 5 050
B EE B!
enable SD 1 — R7— b H#Ehw fikee 2 A0Ic 325
disable SD 1 — 7 — I H & B RE 2 RN 2§ 2

[WIRRE ]

boot auto-apply enable

[AS1E—F]

F¢HE EXEC &— R

B

SD #— K7 — ~ BEhi IR 2 A2 £ 713 E2hic 3 %,
AFEEEDIRAEIX, show environment =~ > N CTHERTE 5,
[ EH]

SD 1 — N7 —  HEhiE HRE 2 T 5
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SWX2310#boot auto-apply disable

4.45SD 11— F7— FREBHROER

EEN

show boot prioritize sd
[AS1E—F]
FEFrHE EXEC E— N, %§# EXEC E— N
[REFA]
SD 71— N7 — MEREREFHRE RRT 2,
[ 2B

SD 71— R 7 — MEREREFHRE £ RT D,
SWX2310#show boot prioritize sd
SD boot configuration:

firmware : enable

4.5 EREHRFZT

4.5.1 "aiFHROFR

[ER]
show inventory
[AJ1E— K]
FEFFHE EXEC E— N, ¢t EXEC E— K
[FHA]
ANEE L OVSFP Y 2 — L OB ER A FRT 5,
UTOHEANRERSND,

HH LA

NAME 4,

DESCR B

Vendor R4

PID 7u&7 1D

VID /§_:)3 v 1D, ﬁ;ﬁ]w%é\bio

SN YT NEE

[EEHl]
U E £ 5.

SWX2310>show inventory
NAME: L2 switch

DESCR: SWX2310-10G
Vendor: Yamaha

PID: SWX2310-10G

VID: 0000

SN: S00000000

SWX2310>

4.5.2 BEMEBOFIR

[
show environment
[AJ1E— K]
FEFFHE EXEC £ — K, 454 EXEC £— K



B
VAT AOBIERE R RT D,
UTOHEBRFRIND,

T—hR—=T g

Ty —AUT I EY g

VYT NEE

MAC 7 RL &

CPU f# {1

AE VR

7 7 v ORENKEE %52 AN— DA
7 7 v DEREL %52 R— FDH
Ty —AU=T 77 A

AR—= W NT v Tar 7477 7A4)
SD 1 — K7 — |k A @i A RE DX E
YU TNAR—L— b
CPLD "— 3

RE
HBIEREX]
I D OB

RRIRE DIRAE %52 IR— DA
AIKIRE %52 R— DA

(B E B
BENEHZRRT D,

SWX2310>show environment
SWX2310-52GT BootROM Ver.1.00

SWX2310 Rev.2.04.01

(Thu Sep 26 17:35:20 2019)
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main=SWX2310-52GT ver=00 serial=S00000000 MAC-Address=ac44.£200.0000

CPU: 7% (5sec) 8% (1min) 8% (5min)

Fan status: Normal

Fan speed: FAN1=4444RPM FAN2=4444RPM

Startup firmware: execO

Startup Configuration file:
selected file: configO

Boot auto-apply: Enable
Serial Baudrate: 9600
CPLD version: 00

Boot time:
Current time:
Elapsed time from boot:

Temperature status: Normal
Temperature: 37 degree C

config0

2020/01/01 11:13:44 +09:00
2020/01/02 16:19:43 +09:00
ldays 05:06:04

s used

SWX2310>
4.5.3 5 4 A 7 {E R
E

show disk-usage

[ASIE—F]

JEHHE EXEC ©— F. H# EXEC =— F

[@iHA]

VAT LATHEH LT DT 4 27 ORI EZFRT 5,

[

System : A7 AMEHT Y 7
Config : REHH=Y 7
Temporary : —FfT U 7

e

T4 A7 ORI E LR T D,
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SWX2310#show disk-usage

Category Total Used

46.1M
103.4M
80.0M

2.2M 41.5M
2.5M 96.2M
152.0K 79.9M

System
Config
Temporary

454 ZFTHR DO ukv ADOFR

[EX]

show process
[ASTE— F]
FikE EXEC E— R
[BLFA]
EfFHOT a2 e AERTT S,
[BREH]
FIThDOFuv R EFRT 5,

SWX2310#show process

4.5.5 A F VU RN DOFR

EEN
show memory
[AJIE— K]
kiHE EXEC E— R
[REFA]
Tuk 2O AT VENEEFRTT D,
UTOHEHAZFRTT 5,

HHAE

B

PID

1t 21D

NAME

a4

%MEM

WELAEY O AR

SIZE

WEL A £ U O F B (BEME)

PEAK

PrE 2 £ U Off 8 Z AL E T Ok KAH)

DATA

R A £ U —fE A X

STK

ALy TP A X

[BEH]
TueA O ATV ERREERTT D,

SWX2310#show memory

4.5.6 ZIFY R — MERDFR

[#FX]

show tech-support
[AFTE— K]
Kt EXEC £— R
[RLEA]

PR — MEME R T D, HI A — MEBRIZIE, U TOa~<2r FOETRRPEGEND,
A Gy JEEREDNA RN IR G, A v 7 AL TV DTN TOMSROEM R — MEREEKRT D,
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2L, AA VAL v FLRAUN—AA, v FTETENDa~ L FIZEAL D, FEHIUTOa~y F—E2 SR
L

o< R

A& 7 S

A& 7B

AL VAL v F

AVIN=RAL T

show running-config

O

O

show startup-config

O

O

show stack

O (1)

O (¥1)

show environment

O

O

show system-diagnostics

show clock detail

show disk-usage

show inventory

show boot all

show boot prioritize sd

show logging

show process

show users

OlO[O]O1O0[O|O

show interface

show frame-counter

show vlan brief

show spanning-tree mst detail

show etherchannel status detail

show loop-detect

show mac-address-table

show 12ms detail

show qos queue-counters

show ddm status

show errdisable

show auth status

show auth supplicant

show error port-led

show ip interface brief

show ip forwarding

show ipv6 interface brief

show ipv6 forwarding

show ip route

show ip route database

show ipv6 route

show ipv6 route database

show arp

show ipv6 neighbors

OlO[O]OO[O|O]OO[O]OIO[O[O]O|1O0[O]O1O00[O]O1O0[O[O]O1O0[O]0|10[0(0

OlO[O]OO[O]O]OIO[O]OIO[O[O]O1O0[O]O1O010[O]O1O0[O[O]O1O0[O]O010[0(0
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a<w K RAH 7R

A 7 B/Eh

AA VAL 0T AUN=ZAL v F

show ip igmp snooping groups

O

show ip igmp snooping interface

show ipv6 mld snooping groups

show ipv6 mld snooping interface

show radius-server local certificate status

show radius-server local nas

show radius-server local user

show radius-server local certificate list

O[O|O]1O0|10[O0]O|10]0

show radius-server local certificate revoke

O[O]O1O010[O]0

K1 ALy 7 GET NVIZITICEEND,
[EE B
Bdfr N— MEHR 2 £RT 5,

SWX2310#show tech-support
#

# Information for Yamaha Technical Support

#

*** show running-config ***
|
! - Running Configuration -

! Current Time: Fri Jan 1 00:00:00 JST 2021
|

dns-client enable
|

vlan database
vlan 2 name VLANO00O2

vlan 3 name VLANOO0OO3
|

interface portl.l
switchport
switchport mode access

*** show startup-config ***
*** show stack ***
*** show environment ***

*** show disk-usage ***

#
# End of Information for Yamaha Technical Support
#
SWX2310#
4.5.7 B R — MEROEE
[EX]

copy tech-support sd
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[ASTE— R
et EXEC B— R

[FAA]
B R— MEHR A SD I — RIZRET 5,
SD H— RNIZIZLL T D7 7 A M TR S D,

/swx2310/tech-support/YYYYMMDDHHMMSS techsupport.txt

YYYYMMDDHHMMSS .. 2+ Y REFTREOEH A K5 FD
[/— 1]
FHNC SD H— F AL TB LERH D,
[BREH]
Hefti bR — MME#H A SD B — RIZRFET 5,
SWX2310#copy tech-support sd

SWX2310#

4.6 AT AHDT2ZH

4.6.1 AT LHECEZWRREOER

EEy
show system-diagnostics
[ASTE—F]
FEHEHE EXEC £ — N, ke EXEC £— R
Ei)
TARTOYAT AHCBWHER (7= N7 v TBUHER, 427~ FBUHER, ~AT=4 ) v/ BIFER)
o S A
[BEHI]

VAT LAHEZWIERE R T D,

SWX2310#show system-diagnostics
Test results: (P = Pass, F = Fail, U = Untested, N = Normal, W = Warning)

- Bootup
Loading Test: Pass

RTC Test: Pass

- On-demand
Last on-demand diagnostics information:
Date : 2021/07/07 09:00:00 +09:00
BootROM : Ver.1.00

Firmware : Rev.2.06.07

PHY Test:
Port 1 2 3 4 5 6 7 8 9 10 11 12

- Health monitoring

SFP Test:
Port 13 14 15 16
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4.62 AT = FUDOFEAT
[
system-diagnostics on-demand execute [no-confirm]
[FF—T—F]
no-confirm ATy FR2EOETHGE (yorn) Z{THOTRINIITT S

[AJTE— K]

¥i#E EXEC £ — K

B

T~ Righia E174 %,

LWL _TO LAN/SFP R— F &2 v v A o35, W THEICIIE S 2R A2 E R L. A8y A7
LEFEET 5,

NI A=H—RBELRWEARIE, AT ~0 F2BEFEITT 08 ) hoERERO BN D,
gélrﬁ%%ﬁ'fj—é%/ﬁ\@i "y” é’\ gﬁ%ﬁi Lfcﬁb\i}%é\gi """ %Aj}j—é%\gﬁlﬂbéo

[/—}]
T v R Wik B OFEHN I FEE B)#£ 12 show system-diagnostics =~ > K CHERTX 5,
[BREH]

T~y NgWE EITT 5,

SWX2310#system-diagnostics on-demand execute
The system will be rebooted after diagnostics. Continue ? (y/n) y

on-demand diagnostics completed (pass). reboot immediately...
4.6.3 7 < v R2WiREROHIFR

[ER]

clear system-diagnostics on-demand

[AJ1E— K]

FitE EXEC £— R

B

F T R REHIRT 5,

[BREH]

FUT v N A HIRT 5.

SWX2310#clear system-diagnostics on-demand

4.7 lr—7 )Vl

4.7.1 r— 7 IVEZW D ELT
EEN

cable-diagnostics tdr execute interface ifname

test cable-diagnostics tdr interface ifname

[R5 A—5—]
ifname : LANR— DA U F—T =— R4

ROV H—T 2 — A
[AFTE—F]

¥+ EXEC £— K
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[RLBA]

=T Nl EFEITT 5, AiROBETHRE R show cable-diagnostics tdr =~ > R CTHERTZ 5,
[/— k]

WO FUXERTOFER DA RFF S, BESS —T7 VW& F AT LGRS EEE I D,
[ E B

portl.1 I[ZHft STV D LAN 7 —7 )L OBl & E1 74 5,

SWX2310#cable-diagnostics tdr execute interface portl.l
The port will be temporarily down during test. Continue? (y/n): y

[o)

% To check result, enter "show cable-diagnostics tdr"

472 r—7 )W R0 7 ) T
[EX]

clear cable-diagnostics tdr
clear test cable-diagnostics tdr

[AF1E— K]

FiHE EXEC E— R

[iFA)

Hif[E]? cable-diagnostics tdr execute interface 2~ > RDOFEITHER A 7 U 735,
[ EH]

Al D r —T VB O EITRERE 7 ) T35,

SWX2310#clear cable-diagnostics tdr
SWX2310#

413 r— T NEBWHRERDOFR
Ex

show cable-diagnostics tdr
show test cable-diagnostics tdr

[AJTE— F]

JEHHE EXEC &— R, H# EXEC £— R

[FHA]

HilF D cable-diagnostics tdr execute interface =~ > ROFEITHRER 2 F T 5,
[BR E B

RO 7 — 7 VS W O FATHE R A R T D,

SWXZBlO#show cable—dlagnostlcs tdr
Last run on Tue May 31 14:29:35 2022

Port Pair Status Fault distance
portl.8 1 OK =

2 OK =

3 Open 15 m

4 Open 15 m

4.8 Rzl B B

4.8.1 RO FEERE

EEN

clock set time month day year
[T A—=HF—]
time : hh:mm:ss

1532
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month 1 <1-12> F£ 7213 Jan, Feb, Mar, ..., Dec
A E72id A4

day ¢ <131>
H

year D AR(FETE 4 47)

[AJ1E— K]

FikE EXEC E— R

[RLBA]

VAT LRI ERET D,

[BXE B

BEZ) & 2015451 A 1 H OFF0 %) 0 RMICERET 5,
SWX2310#clock set 00:00:00 Jan 1 2015

4.82 XA L) — L DERE

[ER]
clock timezone zone
clock timezone offset
no clock timezone

[73T A =4 —]
zone . UTC, JST
IEHERFE DS AT SV TV D & ZITRIRSIND Z A LY — 2 DA
offset . -12:00, -11:00, ..., -1:00, +1:00, ..., +13:00
UTC 726 D% AN T)
(AR E
clock timezone UTC
[AJ1E— F]
Jsu—nmnarz 4 b—va e —R
B

BA LS —VERET D,

no JEATIATT 5 L. UTC T2 %,

[BREH]

HA LY =& ISTICRET D,

SWX2310 (config) #clock timezone JST
B A LY — % UTCH9 BREICEET 5.
SWX2310 (config) #clock timezone +9:00

(]

483V ~—F A LOREGEVIEL)

By

clock summer-time name recurring week wday month time week wday month time [offset]

no clock summer-time

[/3T7 A—F—]

name D =S A ADEITENTNWD & EWIRRT DA A LY — DL4HIT

(T SCFLA)
week 1 <l-4> F£ 7213 first, last
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H oA B8 ET 5
wday : Sun, Mon, Tue, ..., Sat
e H
month 1 <1-12> F£ 7213 Jan, Feb, Mar, ..., Dec
A £ A4
time : hh:mm
=
offset o <1-1440>

Y= A LOMITIBINT SHFH, 5 THRES 2, 774/ MiT 60,

[FIHAER ]

7L

[AFTE— ]

Jra—n_"pyar 74— g rET— R

[BiA)

v —F A LERET D,

FEREE LI EMA CRBB IO T T2 L0 I8 ~—F 1 2 E2RET D,
ROIOERG T~ —2 A LAOBIERN A | 2 F OO TR TR AR ET 2.
no WA THEATT H &, HEVHIBRSN D,

[/—}]

P~ —F A MFTEERE TE R,

REH]

V=S A LPEE3 HOFE HWEO 2FHIAEEY . 11 AOFE —HRED 2 KT L L O ITRET D,
SWX2310 (config) #clock summer-time JDT recurring 2 Sun Mar 2:00 1 Sun Nov 2:00

4.84 F~—F A LOFREBMNIEE)
EE

clock summer-time name date month day year time month day year time [offset|

no clock summer-time

[/3T A —=HF—]
name Y= A LADPRHATSNTWD L ZITRKIRT DX A LY — DA
e ST L)
month : <1-12> F£721% Jan, Feb, Mar, ..., Dec
H E£71x A4
day : <1-31>
H
year © ARE(VETE 4 #7)
time : hh:mm
1534
offset o <1-1440>
Y~ — A LOMITEINY D, 3 THET 5, 7 7 4/L M 60,
[FIHIRRE]

L
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[AS1E—F]
rua—)arz 4 L—va R
B
Y= A LERIET D,
FRE LI A CRMRB IR T T2 L0 I8 ~—H2 A LaRET D,
WD TH~—Z2 A 2O AT 2, 2FDOEH TR T A Z246ET 5,
no LA THEITT D L. REDHIBFRS D,
[/— k]
Y= A DMIEERETER,
[BREH]
Yv—FA L2021 F3 ] 14 HO2BHIAAE Y 2021 11 H 7 HO 2B D D KO ITRET D,
SWX2310 (config) #clock summer-time JDT date Mar 14 2021 2:00 Nov 7 2021 2:00

4.8.5 BIEEZ D FRR

[EX]
show clock [detail]

[F—T—F]

detail ORISR S
[AJ1E— K]

FEHFHE EXEC = — R, ¥ EXEC £— K

[@iA]
BUEDRZ, A B EF£rd 5,
detail ZH5E L7255 G132, FEMEMEEDRL L Y~ —F A D)2 FRT D,

P —F A ATV K U (recurring) D565, R(FE TZIFBAEMEITH) DOV~ — % A 2HIFOFEEEO Aft 2 E£RT 5,

[EEH]
BUEDR A & 2R %,

SWX2310>show clock
Thu Jan 1 00:00:00 JST 2015

BUEDR A DOFEE R 2 TR T 2, (M~ —2 1 LORENH L25H)

SWX2310>show clock detail
Thu Jan 1 00:00:00 JST 2021

Summer Time

Type : Recurring

Offset : 60 (min)

From : Sun Mar 14 02:00:00 JST 2021
To : Sun Nov 7 02:00:00 JDT 2021

BUEDRF A OFEME R A TR T D, (V~—F A LORENROEGE)

SWX2310>show clock detail
SWX3220>show clock detail
Thu Jan 1 00:00:00 JST 2021

Summer Time Disabled

4.8.6 NTP % —/N— DR E

EEN
ntpdate server ipv4 ipv4_addr
ntpdate server ipv6 ipv6 _addr
ntpdate server name fgdn
no ntpdate server
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[F—TU—F]
ipv4 © NTP #— _—% IPv4 7 RL A THRET D
ipv6 : NTPH—"—%IPv6 7 RLATHET D
name : NTP #— _"—% KA M TIEET D
[/NT A —=HF—]
ipv4_addr : NTP #—/"—®D IPv4 7 R L &
ipv6_addr © NTP #—/S—D IPv6 7 K L &
IPv6 U > 7 = NT RURAZIRET 2HE1E, kA v /=7 == A b RETLLEN D
% (fe80::X%vlanN D)
fqdn : NTP h——DHKRA
R L U CHEFRILTINLT), BT (B VA R) -(0A 7 )0l mTae
[FIHR ]
7L
[AJ1E— K]
ra—\)vary74 7 b—va rE'— R
[FHA]

NTP $—"—D7 R AE IR A N 8T D,

ARa< FIIRKT2HOETHETE D,

no B TFATT D &, RENHIRES D,

NTP H—/3—% 2 O E LIIRRE CREZI R 21T > 72354 . show ntpdate =~ > N TH/R X412 NTP server 1, NTP
server 2 DJIEF TRWEHLEEIT I,

NTP server 2 ~DOFWAbH (X, NTP server 1 & ORIEICKRIK L7=HEDOHITHOND,

[ EH]

NTP H—/3—|Z 192.168.1.1 Z 5% ET 5,

SWX2310 (config) #ntpdate server ipv4 192.168.1.1
NTP ¥ —/3—{Z fe80::2a0:deff:fe11:2233%vlanl Z & E T D,

SWX2310 (config) #ntpdate server ipvo6 fe80::2a0:deff:fell:2233%vlanl
NTP #—/3—{Z ntp.example.com %X ET 5,

SWX2310 (config) #ntpdate server name ntp.example.com

4.8.7 NTP % — "—Z X ARZIEEI 2 3 v FFEH)

E&

ntpdate oneshot
[AJ1E— ]
FikE EXEC E— R
[@iHH]

BEE SN TWD NTP — =0 5 A RO G2 3 5,
Ko< RETRIC L ERETIT O,

(B EH]

NTP W — 3= S EZIE W 2 US4 5,

SWX2310#ntpdate oneshot
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4.8.8 NTP #— — 2 L 2 W RS AHEHRE)

[EFX]

ntpdate interval interval-time
no ntpdate interval

ST A—F—]
interval-time o <0-24>

BEZ & DY OB, 0 BFfA 2 457E LIS aid, A 217h 720
(AR E

ntpdate interval 1

[AJ1E—F]

ryua—Nary7 4L —vgrE—R

[BLAA]

Bk S AL TN D NTP H— 3= b JE IR IS REZ S R 2 IS5 2 iR 2 1 REFHEAL CRROET 2,
no B TIATT 5 & WIHIREIZR D,

Ko< FEATHE, BUEICREZ OB 2470 LI, &€ LA TR 2179,

[BEH]

A OGO % 2 R B X 1217 9,

SWX2310 (config) #ntpdate interval 2
REZ O E AT 21T L 21275,

SWX2310 (config) #ntpdate interval 0

4.8.9 NTP ¥ — "—Z X 2 BZIRHR EFROF T

[ER
show ntpdate
[AS1E— F]
JEFFHE EXEC £ — R, 4§ EXEC £— K

B
NTP $— _"— 2 L LRI T 2% EN R LT ERT D,

[EEH]
PRI E T e 2o 5. XREHEH 1 KOS5 A

SWX2310#show ntpdate

NTP Server 1 : ntp.nict.jp

NTP Server 2 : none

adjust time : Thu Jan 1 09:00:00 2015 + interval 1 hour
sync server : ntp.nict.jp

WA RIER E T e £ 5, XAMERZR LOBE

SWX2310#show ntpdate

NTP Server 1 : ntp.nict.jp

NTP Server 2 : none

adjust time : Thu Jan 1 09:00:00 2015
sync server : ntp.nict.jp

4.9 SRR E

491 A VE— K@Y —NVE— I F ) ~DBIT

[EX]

line con port
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[73F A —%&—]
port . 0
YUT Ay —)LiR— " EE

[FIEIER E]

line con 0

[ATTE— K]

Ja—n)ary7 41— F— R

B

A= NE =T IAVDOREETITEODT A E— RIZBITT 5,
[/—F]

FA =R b T u—var 7 47—y a T — RICED T exit 2~ FEEH L., %54 EXEC £— NIZ
AT end 2~ REfEHAT 5,

[ 2B
A= N —IFNERETHIEDODT A E— NITBITT 5,

SWX2310 (config) #line con 0
SWX2310 (config-1line) #

492 VTY ;R— FDOREB LT A »E— F(VTY R— b)) ~DBAT

[E]
line vty portl [port2]

no line vty portl [port2]

[T A —=F—]

portl . <0-7>
VTY ~"— &5

port2 . <0-7>
HPHFRERFORAE VTY N— F &5

(AR E]

no line vty 0 7

ASE— K]

Jsa—x)ars7 47—y g — R

B

HELEVIY R—h2AC LB, VIY R— FOBREEITHIT2ODT A »E— RICBITT 5,

no I CTHAT L2 GEIE, FBE LT VIY R— M &2+ 5,

port2 ZIRE LT GEE, ®FEE & 72 0 L port] 7>5 port2 £ TOTRTOVIY R— hZHEELZZ LI D, port2
X portl J//U:@%Féﬁ LT 6780,

[/—}]

TELNET 7 7 A 7 > F O KRFEIFREHEIL, A%)78 VIY N— F OEIKFT D,

TAE— R a— a7 4 Fb—arE— RIRED I exit 2~ RE@H L, F#H EXEC £— RIiZ
EAHIZEend 2~ FEFEHT 5,

Bl

VIY R—F#0 2B Lm0, T4 T — RIZBITT 5,

SWX2310 (config)#line vty O
SWX2310 (config-line) #
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493 AR TA LV FA LT U MRFHORE
[ER
exec-timeout min [sec]
no exec-timeout
85 A —&—]
min 1 <0-35791>
ZA LT U NEEE(G))
sec 1 <0-2147483>
A LT T NEFHEED)
(AR E
exec-timeout 10
[AJTE— K]
I vk
[BLBA]

A= E=IFTNEBLOVIY T, F—ANPRVEARICEBNICe 77D 5 TORHEZRET D,
sec ZAME LTEETX, 0 BREIND, min, sec & HIZ0ICRE LG AIL. BENICE 77 7 K LA,
no JETHEAT LGB B EICR %,

[/— 1]

Kavr RREHR, kO 7 A ARENLREPEHN SN D,

[BEH]

AV —=NDZA LT T M A 5 FICERET D,

SWX2310 (config)#line con 0

SWX2310 (config-line) #exec-timeout 5 0
SWX2310 (config-1line) #

494 AL TVAEEK 1 R—VHE OFRFRITROLEE
Ey

terminal length /ine

terminal no length

[R5 A—F—]
line . <0-512>

AR 1 _R—=T BT 0 DRFITE
[AJ7E— K]
FERFME EXEC £ — R, ¢t EXEC E— 1
[FHA

AL TWDIR 1 X—Y B ORFITRELET 5,

line \Z 0 Z8E L=ty _—VHL THRRE —RHEIE L2V,

terminal no length =~ > N& FT L2 HEIL, HATHDR VY T va sy Yy — L OE1X 24, VTY OBE TR O
VAV RUYA XD,

[/—}]

AKawr Nid, F7ih. HEBICEERRKB SN,

service terminal-length =~ > FOFREL YD, Ka~r ROFETHREROFMEL L CEM I b,

[BEH]

BEHLTWDER 1 ~—TH 70 OFRTITEE 100 TICEET D,
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SWX2310>terminal length 100
SWX2310>

4.9.5 ﬁ#-lﬁj{ 1 J\ob—j‘/‘\})‘f: D 0)§ﬁ<’/{?§0)§x{hi
[EX]

service terminal-length /ine

no service terminal-length

[/3T7 A —HF—]
line 1 <0-512>
IR 1 R—Yd T2 ) OFRITH
(AR E]
no service terminal-length
[AJ1E— K]
Jua—\)narz74 g b—varsE— R
[FAA]

MR 1 R_X=U BT ORTBITEEHRET S,

line % 0 \ZRE Lt ~R_—VHALCRREZ —RHELL L,

no IR THEIT LIZBAIE. BRITEN LY Tar Y —LORAIX 24, VIY OBAIIERKRO Y 4 Rud A4 X
L5,

[/—}]

Kavwy REREH, RO T A CRENLERENEH SN D,

terminal length =1~ > R23E(T S 72354, terminal length =~ > ROSATRER OGN B L CHEH S b,

[ EH]

Ui AR 1 ~—=TH 72 ORFATEZ 100 TICRET D,

SWX2310 (config) #service terminal-length 100
SWX2310 (config) #

4.10 {&5F

4.10.1 {#5F VLAN OHE
[EF=]

management interface interface

no management interface
[/3T7 A =5 —]
interface : VLAN A VX —T = — R4

(IR E]

management interface vlanl

[AJ1E— F]

Jya—n"narz 4 r—ya rETw—R

[LEA]

R5FCHI 9% VLAN 2% ET %,

Kavwr FeRETHIET, L2MS =— Y= FTEMET D & &, L2MS v R — ¥ —/bHi% 2 VLAN [ZHI Y 2
TOHNEIPT RLAZRE - UG T %,

no IR THEATLI2HE. b LIL VLAN ZHIBR L35G, Ao~ 2 RLUIMIRREICR D,
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[ EH]
f5F VLAN % VLAN #2 IZRET 5,

SWX2310 (config) #management interface vlan2

4.11 SYSLOG

4.11.

4.11.

1 v 7 O@AFE(SYSLOG Y — N—) DX E
EEv
logging host /ost
no logging host /ost
[73T7 A —5F—]
host : AB.CD
SYSLOG #—/S—®dD IPv4 7 R L&
X:X:X:X
SYSLOG H—/3—®D IPv6 7 K L A
IPv6 U > 77— N7 RUAZIRET 2561
5 (fe80::X%vlanN D)
(AR E
no logging host
AHE— K]
sua—s\)var7 4 L—3a E— R
B

0 7 O TH S SYSLOG r—"—D P 7 RV AZHET 5,
R M) —$iF2 TH D,

no FECHEAT LGS IFWHIRREICREY . @A Th7ew,
[BREH]

SYSLOG #—/X—®D IPv4 7 KL A% 192.168.100.1 (Z;RET D,

SWX2310 (config) #logging host 192.168.100.1
SYSLOG #—/3—®D IPv6 7 K L A % fe80::2a0:deff:fe11:2233 IZF%E

CIEHA U E =T 2= AL IRETHAILERD

SWX2310 (config) #logging host fe80::2a0:deff:fell:2233%vlanl

20 DT +—~ v FDRE

E&

logging format sype
no logging format

[/XT A —=F—]
type DB rO7x—~ v MEj

REME

R

Bl

legacy

Ny B (XA LARE T

GORVWIIE 7 —~ v b

KA ML) %

(R E]

no logging format

[AJ1E— K]
Ja—)aryz 4 lb—y g rEw—NR
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[FEHA]
SYSLOG H—"—~EHT HA v =V DTy —~v v NEEET D,
no TR CIFAT L7285 1E SYSLOG A v =N~y X =8 (XA LAX LT FRARNL) &5,
Bl
SYSLOG A v t—=Y DT —v v o~y X —72 LIZRET D,

SWX2310 (config) #logging format legacy

4113077 )T AEOHRE

[EX]
logging facility facility

no logging facility
[/3T7 A —F—]
facility s uso7rv T 4l
R EM A

0..23 facility fi
user 1
local0..local7 16..23

(AR E]

logging facility local0

[ASIE—F]

Ja—)ar 74—y g F— KR

B

SYSLOG #— "=~ T 5 A v =07 7V U T 4 HEEET D,

[/— "}

77 VT A EOEWRSTIE, % SYSLOG H—/S—THMHIZIT ),

(B E B

SYSLOG A v &=y D7 7+ U7 4% 10 IZRET D,
SWX2310 (config) #logging facility 10

4.11.4 1 Z OHF Ll (debug) DFRE

E&
logging trap debug
no logging trap debug

[FIEIEXE]

no logging trap debug

[ASE— ]

Ja—x)ars7 47—y g — R

[RLBA]

debug L~ LD w7 % SYSLOG IZH /1T %, no B THEAIT LIZGAIEH I LR,
debug LIV EHHNZT D EREOR I NHIIENDT20, LEBRIGAEDHZEMNT 5,
logging host =~ > N C SYSYLOG ¥ —/\—|ZIEHT 255, B A MZIZ 077 « 27 szl L T 2 &
DEFE LV, T 74/ MREXHI LAV,

[F% 2 5]

debug L~)L D 7 % SYSLOG (ZH /19 %,
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SWX2310 (config) #logging trap debug

I

4.11.5 v 7 O J) LV (informational) D

EN
logging trap informational
no logging trap informational

(AR E

logging trap informational

[AJ1E— F]

Ju—nm a7 b—va e —R

[@iH]

informational L'~V 1 7 % SYSLOG |ZH /13 %,
no I THEAT LG GITH I Ly,

[/—H]

logging stdout info =~ > K Ca >V — /L1 SED Z L BARETH B,
[EXE B

informational L'~/L0 1 7' % SYSLOG 21§ %,

SWX2310 (config) #logging trap informational

BRRE

|

4.11.6 © 7 O J7 L) (error)D

E&

logging trap error
no logging trap error

[#IEIRRE]

logging trap error

[AJIE— F]
sa—\)varZ 4 S L—varyE—R
[RLBA]

error L' ~/L D1 7 % SYSLOG (ZH )3 %,
no B CHEAT LI=HAITH A LW,
[BEH

error Ll 7 % SYSLOG (ZH /17 5,

SWX2310 (config) #logging trap error

aNnTwer7oaryy—VHHHRE

[FX
logging stdout info
no logging stdout info

[HIHIRRE]

no logging stdout info

[ASTE—F]

srua—\arz 4 b—varE—RF

(B

informational L' ~L'® SYSLOG % =2 >V —/WIZH 13 5,
no JIER CTHEAT LI EITH ) L7guy,
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informational L' ~/L'® SYSLOG % = > YV —/LIZH 13 5,

SWX2310 (config) #logging stdout info

411.8 4 X FEfroa FH ST DORE

av R 77 LA RS - EHRE

E&
logging event type
no logging fype
S5 A—&—]
type D n WA ERET DA R MER

REME

lan-map

LAN v v 7

(AR E

no logging event lan-map

[AJIE— F]
ra—m"\narz4lb—varE—R

B

FBE LicA Ry MEBO v 7 E AT %,
no I THEAT LIl a i ) 21778 b 70,
[BXEH)

LAN v v 70w 7N EHT 5

SWX2310 (config) #logging event lan-map

41197 ORI T oS

(&=
save logging
[AJ1E— F]
JEHME EXEC &— K, #5# EXEC £— K
[FiFA]
RAM LIZ#& Sz m 7 24T Flash ROM (ZPRFFT 2,

v 7 OEfEIX RAM ETiTbiv, EHMICEEIT Flash ROM (2N 7 7 v 7 LTV AN,

TR I T T TAHIENTES,

logging backup sd enable =~ > R E SN TIEH Y, 232 SD #— RBRFHEA I TV DA Flash ROM (2
LIRIFFIZ, SD B — FRICHLL T DT 7 A VA TRIFE N D,

/swx2310/1og\YYYYMMDD syslog.txt

YYYYMMDD ... save logging =~ > REE[TREDLEH H

[B%E B
Oy DNy IT T ERITH,

SWX2310#save logging

41110 2 7D SD I — RNy I 7 v TORE

Ka<wr FiZkv, F#)

[ER]
logging backup sd enable
logging backup sd disable

|59
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no logging backup sd
[F—v— k]
enable D mIDOSDH— KRy I T v AT D
disable D BT DSDA— RNy I T TN D
(AR E
logging backup sd disable
[AJ1E—F]
sua—s\)var7 4 b—3a E— R
B

17D SDA— Ry 7Ty TORYE - Wbz ET S,

A L7545 savelogging =~ > RAFEITLIZ L ZIZSD I — Rigwr 7 &2 R{FT 5,
no FECHEAT LG & I3 WHIR EICR 5,

SD 1 — RWNIZIZLL F D7 7 A W4 TIRF S LD,

/swx2310/1og/YYYYMMDD syslog.txt

YYYYMMDD ... save logging =~ > RZE{THIFD4EH H
[EXRE B
BT DSDA— RNy 7T v T2 HIIT D
SWX2310 (config) #logging backup sd enable

4.11.11 v 7 OYIKE
[

clear logging
[AJ1E— ]
FiHE EXEC £— R
B
m 7 aHIERT 2,
Bl
17z IR %,

SWX2310#clear logging

4.11.12 v 7 OSR
[EFX]

show logging [reverse]
[F—U—F]
reverse D e EWIRICERT D

[ASE— )
JEHME EXEC & — K, #5# EXEC £— K
[RHFA]

Atk @@WF«U({R% Fhdk Lo 7 23Rk 5, @EIIRERLOE VL OG0 7 ZEICERT DM, reverse 23N E
E SN A TN R R T 2,

1 7 O KRR 10,000 - TH D, I REEZBZ 72568120, BAEFZAOHWEONBIEEIN TV, &KX
Bl Eonv 7 EREFET 5854121%, logging host =~ > KT 7 % SYSLOG H—/N—|Z#5k LT, & A MUITHRFT
LVEND D,

H13 %8 7O L1 logging trap =~ > R CTHEFGETH 5,
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[/ —h]

o 7 OEREIT RAM ETiTbil, EHIMIZEEI T FlashROM Iy 7 7 v XL TW5, BIRAZY DL RNy 7T v
STV RV a ZEREFESNRVOT, v 7 2R FELEVEREFEI Ty 7T v 7T 50ENDH D,

reload 2~ KTV 77— U 2T ONRX—=Ta 0T v 7RIk 5HEHZITo1256F., 072 EHFL W5,
Batl]
0 s ERRT D,

SWX2310#show logging

4.12 SNMP

W

4121 SNMP BHI A v —DEEBERA FOHRE
[EFX]

snmp-server host sost_address type version version community

snmp-server host iost_address type version version seclevel user
no snmp-server host rost_address

no snmp-server host iost_address type version version community
no snmp-server host rost_address type version version seclevel user

[/3T A —HF—]
host_address DOEEIA =V OR[ESE IPv4 £721XIPve 7 R L
IPv6 U > 7 = NT RUAZIRET 25613, kA v /=7 == AL RETLLEN D
% (fe80::X%vlanN DOFEZ)
type DA vE—Y
REME B
traps BCERSY )‘ y%’z— Uk b7y TR ONE RS
L)TEET D
i@ A v —P% inform U 7 = & MER(E
informs EHER B V) TEET D, version 32 E 7=
3oL EfRETED
version : SNMP N— 3
REME B
1 SNMPv1 % {#
2c SNMPv2c % fifi F
3 SNMPv3 %
community oA a=T 4 —432 LFUN)
version W 1'E 72132 D L EFFETE D
MSEAS, " FE L CHER TV & & Mo ", IESCTFHICE Eh e
seclevel DA Y —VORIEIBWTRO NS EX 2 YT 4 —LL
version 33D & EDHIFETE D
REME B
noauth FARE7R L+ B 51K 72 L(noAuthNoPriv)
auth FRED D« HF 5K 72 L (authNoPriv)
priv LD U« B 5 b &V (authPriv)

user D a—P—4 32 JLFLN)
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version IN3'D L X DIHIFEETE 5
M2, " FEE T CTHERLTWEE &, RO ", " IEFEICE e n

[FIAER E]

2L

[AS1E— K]

ra—npvar 74—y a e — R

[FHA)

SNMP I A v — L DFELREHRET D,

AT M) =T 8 TH D,

no JEATIAT L7 G 13, faERELAR A NORELHIFRT 5,

[/—}]

IPv6 V77— 7 RUATHRELTWDGA, Fl—7 RUAIZX LRERDEMNA V¥ —T 2 —AZ$RE Lok
EEBNTHE, TRLREEHA LV E—T 2—AOMBBEDENERE SN LR L, ﬁwﬁAAbﬁ® REN
FTRTCHIBRENDZDOTEET D &, BlxIE, "fe80:10%vlanl" ZFHE LIZZENEHS 25512, #Hizl
"fe80::10%vlan2" DR EZIBIT S & . "fe80::10%vlanl" OFREIL T THIRES L, BILE- "fe80 10%vlan2" D&
TEDIHNIED T 25,

[ EH]

SNMPvl ZfEH L, M7 v 7 OEE % 192.168.100.11 IZFRET D, N7 v 7D I 2 =7 ¢ —4 % snmptrapname
WZHET D,

SWX2310 (config) #snmp-server host 192.168.100.11 traps version 1 snmptrapname

SNMPv2c Z L, i85 A v & — Y DOREHEE 192.168.100.12 IZERET 5, @M K A 7 % informs, WESED I =
=7 4 —4 % snmpinformsname |Z$5ET 5,

SWX2310 (config) #snmp-server host 192.168.100.12 informs version 2c snmpinformsname

SNMPv3 il L, @A v —DOEENE 192.168.10.13 IZRET D, HBIF A 7% traps, KETIHHEOEF 2
UT 4 — L% privIZ, =—F—4% adminl \ZHET 5.

SWX2310 (config) #snmp-server host 192.168.10.13 traps version 3 priv adminl

4.12.2 VAT AJREIRFIZBRH A v — VR EET D F TORERR DORE
EN

snmp-server startup-trap-delay sec

no snmp-server startup-trap-delay

[R5 A— 4 —|
sec . <10-600>

TP R] (7))
(IR E]
snmp-server startup-trap-delay 10
[AJ1E— F]
Ju—nm a7 b—va e —R
(@]

VAT LNEEFIZ, SNMP I A vE—Y (FT v ) ZBET DHE TOMERMEZRET 5,

VAT NEEN, FHEREARGE D F TIZAMR S SNMP @A A v — Uk, R RIRRERR ISR E S D,
no I THEAT LI AL, REZHIRT 2,

[/—}]

FERERFRI OFHAIBA A, K TIX, U TFor RN hsniz2 14 I 7,
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[ SNMP] :dbg: SNMP startup trap delay timer start (delay sec : XX)
[ SNMP] :dbg: SNMP startup trap delay timer end (delay sec : XX)

[ E R
VAT LAEEIFFIZ, SNMP A A vt — U R IRET D E TORMEREZ 30 IR ET D,

SWX2310 (config) #snmp-server startup-trap-delay 30

4123 EETHEHRA v E—T XA TORE

&3]
snmp-server enable trap trap_type [trap_type]

no snmp-server enable trap

[/RT A —HF—]
trap _type N S AP) |
REME B
coldstart IR OFF/ON, 77—, = 7 By
warmstart reload =1~ o NI T
linkdown YIS/ Vg
linkup Vo o7y 7
authentication FORIE S I
temperature LR SRR RERIRS 51
fan FAN [F#550281E, FAN {5 1R I 51
12ms L2MS D> — = > M FEKIE
errdisable ErrorDisable %t/ fi# FRIF
rmon RMON A > [ FELTIRf
termmonitor it A A AR e By
bridge i/*’:‘/ﬁ“/U—zv—}\*ﬁﬂj/ =R
i
loopdetect Jb— 7Kg /R RS
" TANTO T TR, 27 47 LTI
ERIANTO T v THENRE SN D,
%1 SWX2310-52GT D 7% & Fl g
[#IEIEXE]
no snmp-server enable trap
[AS1E—F]
sa—\)varZ 4 L—varyE— R
B

HMET DTy T OMMEIA T EIEET D,

no I TIATLIZLEIE, M7 vy 72815

[EEH]

coldstart 7 v 7 EHIHZT 5,

SWX2310 (config) #snmp-server enable trap coldstart
N7 T EENT D,

SWX2310 (config) #no snmp-server enable trap
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4124 VAT LAV E T NOHRE

[EFX]

snmp-server contact contact

no snmp-server contact

[73T A—=F—]

contact VAT AU E T N LUTEENT DAFRQRSS SUFLIN)

[FIIRRE]

no snmp-server contact

[AF1E— R

ra—m\narz4b—varE—R

[iHA)

MIB Z#%% sysContact % E T D,

sysContact {X—fXAVIZ, HFHE DA FTREK L LA L TEBEHTH D,
no LA THEAT LA id, REZHIRT 2,

[BEH]

VAT LAY k% swx_admin@sample.com [ZERET D,

SWX2310 (config) #snmp-server contact swx admin@sample.com

4125 VA TFLhalr— g VOFRE

[EFX]

snmp-server location /ocation

no snmp-server location

ST A—F—]

location VAT Au—r g b LTOBRET D4 FRRS55 SUFELIN)

[FIEIERE]

no snmp-server location

[ASIE—F]

Ja—\)nary7 4 JL—y g rET— R

[

MIB Z %% sysLocation % 5% E T 5,

sysLocation I3 — XA, HRORBELRTE AL TBLERTH D,
no JTETIAT LA 13X, REZHIRT 5,

[FREHI]

VAT hna/lr—3 3 v % MainOffice-1F ([Z3XET 5.,

SWX2310 (config) #snmp-server location MainOffice-1F

4126 SNMP 2 2 =F 4 —DHRTE

E&

snmp-server community community ro_rw
no snmp-server community community

[/$5 A— & —]
community DA 2 =T —4(32 SCFLL)
WisAs, " E L CHER TV L &, B "

M ES S == A
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ro_rw T RFIR
R EE Bk
o FeAHAH LEH
™ EXIALFHE
[FIHIER 2]
L
[ASTE— F]
Ja—nN\)aryz 4 L—varE—FR
[FRHA]

SNMP X =2 =7 4 —&F&ET D,
BERCEDLAI =T 4 —DHRAREIT 16 TH D,

no B TIAT LI G, HBEa2I2=7 1 —ZHIBRT 5,
[BREH]

A LEHDO I 2 =5 ¢ —4 public ¥R ET 5,

SWX2310 (config) #snmp-server community public ro
public 2 X = =7 ¢ —&HIRT D,

SWX2310 (config) #no snmp-server community public

!

4.1277SNMP B =2 —DRE
[EX]

snmp-server view view oid type

no snmp-server view view

[XT A—=HF—]
view B a—4(32 XTFLN)
oid : MIBA 7Y =7 FID
type D XA
BEME LA
include WEL-A7 V=7 FID ZFHGRIZTSH
exclude BELIAT7 Y7 b ID 2EBENZ O
NI 5
[F18AE% €]
L
[AFTE— F]
Ja—\)vary7 41— g E— R
B

SNMPMIB ¥ = —%HET 5,

MIB B2 — &L, 727 v AMEEFFATHRICIRETAMIBA 7V =7 NOELSTHD,

BEETE D MIB B2 — DR AEIX 16 TH D,

0id /3T A —H—L type /XT A —H —DHUT FREDA TP =7 NID UKD MIB V7Y U —&2EH%H L4525/ L
W EEBEWRT D, 0id NT A —H—& type NTA—H—DflE 1 OO N —E LT, £2DMIB E=2—I(Z
KL TEROT L ) —ZIEETHZENTE, TORREILIE TH S,
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Oz N —ZIEE LIS, FREFRIEELEA 7 Y27 FID O TAGEERICH D b DI, L FAok
BETHRELEAT V=2 FIDIZHIGT D type /3T A —H —NEHLIND,

no JERTa~r REFITLEEAIE. MIB B a—2HId 5, =2 MU —HEOBIBRIZTTEX 220,
[ EH]
internet / — R(1.3.6.)EL F & K7 most B = — %2 RET D,

SWX2310 (config) #snmp-server view most 1.3.6.1 include
mib-2 / — R(1.3.6.1.2.1)EL F %7 standard ¥ = — %R ET 5,

SWX2310 (config) #snmp-server view standard 1.3.6.1.2.1 include

4.12.8 SNMP 7 )V —7DRE
[E=]

snmp-server group group seclevel read read view [write write_view]

snmp-server group group seclevel write write_view [read read view]
no snmp-server group group

[F—T— ]
read DRI N—=TIRT == G L TREZR MIB B 2 — & FRET S
write AR N—=TIIHRT S =P =N EZIALFRER MIB E = — 2 fEET 5
[T A —F—]
group L T—T 4432 SCTFEA)
seclevel DRIV —T IR T A=l ko enstXxa )T 4 —LL
R EE Bk
noauth FREEZR L - IF5{k 72 L (noAuthNoPriv)
auth FRES V- 5 k72 L (authNoPriv)
priv PAEdD VD -« B 5k & U (authPriv)
read_view DRI NIRRT D = —5EE A L RTREZR MIB B = — DA HT(32 STFLAR)
write_view DRI N—FICHBET D 2 — P —REEXIALAEE/: MIB £ = — D432 3LFLAN)
[FIHIER E]
L
[AFTE— K]
sa—\)vary7 4 b—g E—F
[FHA]

=PI N—TERET D,

ATy RTREINDAMIB Ea—IlHENRVMIBA T V=2 ba~D7T 7 AFEEIEIND,
MIB t = —{I snmp-server view =~ > R K> CEHZIND,

R M) =T 16 TH D,

no EATa~ v FEFETLIELGIL, MEINV—TORELZHIRT 5,

[ E ]

2 —H— 7 )—7 admins Z{ERL L. admins 7V — IR T A 22— —|Imost Ea—~D T )LT 7 AEE 5 %
éo

SWX2310 (config) #snmp-server group admins priv read most write most

2 — 2 N—" users & 1ERK L. users 7V —7 D ET 52—V —|X standard & 2 —~DFmAH LT 7 ¥ AL 5
2B,
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SWX2310 (config) #snmp-server group users auth read standard

4.12.9 SNMP .— P —DRE
B

snmp-server user user group [auth auth auth_pass [priv priv priv_pass]|

no snmp-server user user

[F—U—F]
auth CORRRET VA Y R AERET D
priv ORI AT RAERET S
/3T A—&—]
user DA —4 (32 CFLUA)

mieAs ., " E IR THER TV L & WO " IESCFERICE Enn
group LI N—T 432 SLTFL)

FSE2S, " EIL T TEEATW L & WiiHo " IETRICE En e
auth ORGET Y XA

B EME B!

md5 HMAC-MD5-96

sha HMAC-SHA-96
auth_pass DGR R AT — R UFLL R, 32 SUFLI)

WSS, " EIE " TEEATW L & Bmo " IETRICE En 0
priv - e = W

BEME B!

des DES-CBC

aes AES128-CFB
priv_pass DK RRA T — R UFEL B 32 STFLL)

mieAs, " E IR THER TV L & WO ", " IESCFERICE Fnn
[ RE]
L
[ASIE—F]
sa—s)var7 4 b—3a sE— R
B

=Y —ZRET D,

AKa< v ROV N—741% snmp-server group =~ > R CTER LIARIEZHEEL, Z/V—T7RETHEELLEX2Y
T4 — LU LT, BENFORIEERESLTHEAT 7LV ITY XA ENRRT— RERET D,

B, WIEEITOT R B LD A EITH Z LT TE R,

AT b —HuT 16 Th D,

FORECHE S DAME, T T Y ALBLOANAY — RiE, ®fE 2% SNMP v 32— v — il — W —3kiE & —

SETBILEND D,
no XA Ta~ > 2T LG EE, HE2—V —OREZHIRT 2,
[BXE B

A—H#—L& L Tadminl Z1EKS 2, BB V—7ORELFIRZ V=7 TEDONIZEF 2 U T 4 — L ULIZh
O T, Rk - WS THEMT 57 7 h 2(SHA, AES) & /XA U — R(passwd1234) 2 5T %,



68| 2~ R 77 LA | fR5T - HEHIFERE

SWX2310 (config) #snmp-server user adminl admins auth sha passwdl234 priv aes
passwdl234

2L LT userl Z1ET %, AR V—7OELFBI V—T TEDLNIZEF 2 U T 4 — L YLIZAD
BT, FBFE - BB L THEMAT 5 7 1 k2 /1(SHA) & /XA U — R(passwd5678) & HEiE T 5.

SWX2310 (config) #snmp-server user userl users auth sha passwd5678

4.12.10 SNMP Yy —NR—~T IV RATEBRIIFTA T FDOIP T KL RHIR
EV

snmp-server access action info [community community]

no snmp-server access [action info [community community]]

[F—U—F]
community D Ala=T4—%RRETD
[2XT A—&—]
action T RASGHCR T A2 EMEERRET D
R EM B
permit S L S R )
info DR T D EIETT IPVA/IPVG 7 R L AT EZ R ET S
REME L
AB.CD IPv4 7 KL A(AB.CD)&ZET S
P 7Ry b~ A7 EMbiff & D IPvd 7 K
A.B.CDM L A(AB.CD)ZEET 5
X:X::X:X IPv6 7 R L AX:X:X:X) &2 fRET 5
XX BT Ry b A7 EMbitftZ D IPve 7 K
XXX XM VAX XX X)EHRET D
any FRTD IPVA/IPV6 7 KL AZIRET D
community oA a=T 0 —4(32 LFELN)
T RARMNEEAT A2l a=T 41—
A 2=T 4 —DREEER LIEZGE. 77 8AFMIZTT_NTOaIo=7 —IZx L il
Hans
im2s, "ELITCTHENA TV E X WO, "I TFEICE TN,
(IR E]
7L
[AJIE— K]
Jua—)aryz 4 l—yarEw—NR
[

SNMP 4 —/S—~DT 7 ¥ REFFAT 52 T4 T 2 Mk [Pv4/IPv6 7 K LA THIRT 5,
Aoy FEREK 2 FE CRENAHETH Y, EICHESNEZ LORMEE L THEASND,
Aawr ReBE Licha, Bk UILRMELil- 20T 7 g 23~ TG T %,
L, Aawy RERELTORVEAIE, T_TOT7 7 AT 5,

no AR THAT LIFAIE, 1RE LIELHIRT 5,

no J%3C community %M L7356, $HE L7z info DR TORIEZHIRT 5,

no R TTRTORT A—4 —24Ms LI5rd, TRCOREZHIRT 5.
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[/ —F]
Ka<wr RTOT 7 ZAOHIRIZ., SNMPv]l, SNMPv2c D7 7 B ADREH S 5,
SNMPv3 @O 7 7 & 223w H S,
Bl
SNMP Y—R—~DT 7 2% 192.168.100.024 DE T A v "6 DOBEHFT 5,

SWX2310 (config) #snmp-server access permit 192.168.100.0/24

a3 2= 4 —4'public' T7 7 & AATREZR R A b % 192.168.100.0/24 DT, = 2 2 =F 4 —%'private’ T7 2 & A 7]
BEZ2AR A N % 192.168.100.12 DI ZHIFRET 5,

SWX2310 (config) #snmp-server access permit 192.168.100.0/24 community public
SWX2310 (config) #snmp-server access permit 192.168.100.12 community private

41211 SNMP 2 I =2 =5 4 —DEBOFRR

Ev
show snmp community
[AJTE— K]
FEHEHE EXEC £ — N, ke EXEC £— R
B!

SNMP = X = =7 ( =Dz £~ T 5,
AIa=T 4%, TITEAE—RELRRT D,
[EXE B

SNMP = X = =7 4 —DERERTT D,
SWX2310#show snmp community

SNMP Community information

Community Name: public
Access: Read-Only

Community Name: private
Access: Read-Write

4.12.12 SNMP 2 — DR ENBEDF R
EEN|
show snmp view
[ASTE— R
JERFHE EXEC & — R, $## EXEC £— F
BN
SNMP b = — DR ENEEFRT D,
Va—%, 777 FID, ¥4 T E5ERTH,
[ EH]
SNMP B = — DR ENEEFRT D,

SWX2310#show snmp view
SNMP View information
View Name: most
OID: 1.6.1
Type: include

View Name: standard
OID: 1.3.6.1.2.1
Type: include
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4.12.13 SNMP NV —F DR ENBT DR

EEN
show snmp group
[AJIE— F]
FEREME EXEC £ — N, FrbE EXEC £— F
[Fi ]

SNMP 7 V—7 DR ENBEZ K RT D,

TN—T%, EXa VT 44—, GiBABHE 2 — HEEIALHE 2 —2R 7T 5,
[ EH]

SNMP 7 /L —7 DR ENKZ R AT D,

SWX2310#show snmp group
SNMP Group information
Group Name: admins
Security Level: priv
Read View: most
Write View: most

Group Name: users

Security Level: auth
Read View: standard
Write View: standard

4.12.14 SNMP = —HP —DRENBEDRR

[#FX]
show snmp user
[AJTE— K]
FEREHE EXEC E— K, $## EXEC — K
BN
SNMP —H—DFHENEE X RT D,
TV ID, a—V—4, FiET N —T4%, RiEGA, Bk XEFRRT S,
(B EH]
SNMP = —H —DRENEEZFKRT D,

SWX2310#show snmp user
SNMP User information
EngineID: 0x8000049e0300a0deaeb90e

User Name: adminl
Group Name: admins
Auth: sha
Priv: aes

User Name: userl
Group Name: users
Auth: sha
Priv: none

4.13 RMON

e
il

4.13.1 RMON #&8ED

[EX]
rmon switch
no rmon

[/NT A—F—]
switch : RMON HEREDBENE
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RIEME B
enable RMON #iEZ= BT 5
disable RMON #ERE A HEZHIZ T 5
(IR E]
rmon enable
[AS1E— F]
sra—m\)varZ 47—y arE—FR
[FFA]

T AT LAKD RMON HREDEIE AR E T 2.,

no JEATIAT L7 A I3 EIZ R D,

[/—h]

AKawy RTUAT LAERO RMON HRENS R & L7-8546 . LLFO RMON 7 /b— 7 OEfEREEZY & 70 %,
o A —Wxy MNEGEHER LV—T

- BEIN—T

o TI—LITN—T

s ARV INITN—T

ARKa< R, 774 ~— |k MIB ysrmonSetting(1.3.6.1.4.1.1182.3.7.1) Z HH W\ TEXET 5 Z & M AlHE,
[ E ]

RMON #ae 2= AT %,

SWX2310 (config) #rmon enable
RMON #§8E A 2T 5,
SWX2310 (config) #rmon disable
4.13.2 RMON A —#} % v MEEHER I NV— T ORIE
E&y

rmon statistics index [owner owner]

no rmon statistics index

[73F A —&—]
index 1 <1-65535>
A =Py MEFHER I V—T DA > F v 7 A(etherStatsIndex)
owner A=Y Ry MEEHEH SV — 7 D F—F—4 (etherStatsOwner)
127 3L LI
(B L7=3%55 : RMON_SNMP)
(IR E]
L
[AJ1E— F]
A F—=T2—AE—F
[BLFA]

HRA L H—7 =— AT, RMON OA —Hh Ry MEFHER I NV — T DREEZHNNT 5,

Ko<y RERELEEE. HitERONENTTHI, RMON MIB O etherStatsTable V5 T&x 5 X 91272 5,
f—AZ =722k T D, Ka~vr FORERD LRIZS TH D,

no JERCHEAT LI HAIE, BE &L Lokt M A HIbR 3 5,
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[/—}]
RMON #EHECTA — % > MEFHERZ NV — T ORELZANIT D720, Ra~ 2 FITMA T, Y A7 LK T
 RMON BEREZ A RNC T 2 EN B D,
AKawy Re EEEX LSS, 2NECIE LIEAEHERZHIBR L2 9 2 C, HENELBRHBT 5,
VAT LARIRD RMON BEREZ M0 L7256, MaHEMOIEN T S D, TD%, v AT LA2KD RMON #
RBEANI L7eSa, JAvE CIE L7eRGEHEREZHIBR L7 5 2 C. BENEZBIET 5,
[ EH]
portl.1 TRMON DA —H x> MEFHER T NV —TDRELANZT D,

SWX2310 (config) #interface portl.1l
SWX2310 (config-if) #rmon statistics 1

E

e

4.13.3 RMON B /L —7D
(&R

rmon history index [buckets buckets] [interval interval] [owner owner]

no rmon history index

[T A—=F—]
index 1 <1-65535>

J&RE 7 N—"TDA T 7 A(historyControlIndex)
buckets 1 <1-65535>

JEIRE 7 v — 7 D Jg FELR 45 (historyControlBucketsRequested)
(AW L7354 1 50)

interval 1 <1-3600>
JEIE 7 v — 7 D g FE R A7 FEIRR (7)) (historyControlInterval)
(AW L7=5%E 1 1800)

owner o BT — 7 DA —TF —% (historyControlOwner)
127 3L LA
(B L7354 : RMON_SNMP)

[FIIRRE]

7L

[AS1E— K]

B =T z2—AF— R

B

WRA VB —T 2— AT, RMON DR V—T DFREEFNT D,

Ao~ REERE LZ%4A. RMON MIB O historyControlTable 8EfG CT& 5 L 912725, Ko~ FREH., &
L7k <. JBREESROIENTTHIL., RMON MIB @ etherHistoryTable 235 CT& 5 X 91272 5,
fl—AF—=T7x—RAKT 5, Ka~vry ROREHLD LRIZS TH D,

no I TIAT LI GIE, iE L IUE LI BIEIE A HIFRT 2.

[/—h]

RMON HERE CIEE 7 NV — 7 OREZ AT DD, Ka~ L FITMA T, Y A7 ALK TH RMON ez A
MZTHMENRH D,

AKavy Fae EEEZLESSG, ZNECIEELEBEEREZHIR L S 2T, FENELRKT D,

VAT LAIRD RMON HEREA HE2)IC L7256, BIEEMONEN TS D, TO%, AT LA2KD RMON #
REANCL7eSE., JivE CINE LTCBEERAZHIBR L7z 5 2 C, BENEZBIET 5,

B!

portl.1 C RMON DJERE 7 V—T7 O E % BT 5,
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SWX2310 (config) #interface portl.1l
SWX2310 (config-if) #rmon history 1

4.13.4 RMON A XV N T N—TFDFRE
BN

rmon event index type community [description description] [owner owner]

no rmon event index

[T A—F—]
index ;o <1-65535>
AR NTN—T DA T v 7 A(eventIndex)
type : A2 M (eventType)
REE B
log 0 JICELERT S
trap SNMP k7 v 7% k(7
log-trap 2 Z\ZFEk L. SNMP 7 v T & E(E
community : 3 I 2 =7 1 —%(eventCommunity)
127 3T LI
type I3 "trap" F 721X "log-trap" D L FFEETE 5
description i A2k DFiH (eventDescription)
127 3L
(B L7=3%55 : RMON_SNMP)
owner AR NI NV—T DA —F —4% (eventOwner)
127 3L LI
(B L7355 : RMON_SNMP)
(IR E]
7L
[AJ1E— K]
rua—s\varz 47 b—va e — R
[FEEA]

RMON O A Xy I N—T DR EEZ/INTT 5,

Ka<r REFRE LS. RMON MIB @ eventTable NS TX 5 K512 b, Aa~<vr ROA XY KT A—T7D
FZEIL, rmon alarm =~ > R THEHT 5,

no B CTHEIT LG EIE. REEZHIRT 5,

[/ —}]

RMON ERETA Xy R NV —TF ORELEZHINZT H1-0I121F, Ao~ FIZZ T, ¥ 27 L 2KTH RMON HERE
RN TDMEND D,

RMON @ SNMP kT v 7&#EETHHES. SNMP D F T v FEEORENMTONTWALEND S,

[ EH]

SNMP k7 v 7 DEEEIT>TH D, RMON OA X2 b T IV—TOREEFINT D, A2 MEBIIL "log-trap",
N7 w7 Da =7 (4% Ipublic] L9 %,

SWX2310 (config) #snmp-server host 192.168.100.3 traps version 2c public
SWX2310 (config) #snmp-server enable trap rmon
SWX2310 (config) #rmon event 1 log-trap public
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4135 RMON 7 T — AL T )L—TFDRE

[EFX]

rmon alarm index variable interval interval [type] rising-threshold rising threshold event rising event-index falling-
threshold falling threshold event falling event index [alarmstartup startup] [owner owner|

rmon alarm index variable interval interval [type] rising-threshold rising threshold event rising event-index [owner

owner)

rmon alarm index variable interval interval [type] falling-threshold falling threshold event falling event index [owner

owner]

no rmon alarm index

T A= —]

index

variable

interval

type

rising threshold

rising_event _index :

falling_threshold

falling event inde
X

startup

owner

(IR E
L

<1-65535>

7T = LT N—T DA T v 7 A(alarmIndex)
REARKRIE MIB 47 ¥ = 7 b (alarmVariable)
<1-2147483647>

W 7Y 7 IRR(FP) (alarmInterval)
7Y 7 FE ] (alarmSampleType)

REME B!
MBI L AL, o EE LEVWE
absolute T 5
ot RIS & % Hole, RO > 7 L & i

T NVEDZEE L EVE L LT 5

(AW L 7= : absolute)

<1-2147483647>

EFR L & v VE(alarmRisingThreshold)
<1-65535>

A X A T v 7 A(alarmRisingEventIndex)
<1-2147483647>

TBR L & M (alarmFallingThreshold)
<1-65535>

A X~ T v 7 A(alarmFallingEventIndex)

<1-3>

7 T — LOERMOHE THEMT H L Z VM E(alarmStartupAlarm)

REME EL
1 EBR L & UMED A 5 (risingAlarm)
2 FIR L & U MEO 248 il 5 % (fallingAlarm)
; ERR L& VMEL FER L&V ME0D A

% (risingOrFallingAlarm)

(EME L7355 3)

T T — AT N—"T7 DA —F—2% (alarmOwner)
127 SLFLH

(B L7=3%55 : RMON_SNMP)




v KU 77 LA RS - EAKEE | 75
[AFTE— K]
ra—r)var 74— g rE— R
[BA)
RMON D7 T — L7 )V—T DR E &GN T D,
variable (21X, RMON D7 T — A7 )L—T DR MIB A7V =7 N &RET D, variable 1%, etherStatsEntry(
1.3.6.1.2.1.16.1.1.1YOMIBA 7 V=7 "D H, AU EREREOMIB AT V=2 hOBIFERHRE, LLFD 3 DD
T THRIE D Al HE,
» etherStatsEntry. X.Y

+ (etherStatsEntry T OID 4).Y
e .136.12.1.16.1.1.1.X.Y

il 21X, etherStatsPkts.1(.1.3.6.1.2.1.16.1.1.1.5.1) 2 ET 2. LFOWTHOATH 3 E HE,

¥ 24 HH
etherStatsEntry. X.Y etherStatsEntry.5.1
(etherStatsEntry T @ OID 4).Y etherStatsPkts. 1
.1.3.6.1.2.1.16.1.1.1.X.Y .1.3.6.1.2.1.16.1.1.1.5.1

rising threshold £ 1-1%. falling threshold D &L H)DH % ET DA EHHATEE, ZO%HE, RENEM ST
WD RT A—=ZITIE, AT OENRE S5,
s rising threshold O 7 Ff]
s falling threshold : rising threshold & 7] UfE
* falling event index : rising event index &[] UfH
o startup : 1(ER L EWEO LT %)
s falling threshold @ Z{# H
s rising threshold : falling threshold & 7] UfE
* rising_event_index : falling event_index & 7] Uf
o startup : 2(FIRL EWEOAMEH T 5)
Ra~y REHREL7Z%E. RMONMIB O alarmTable 23U T& 5 X 912725,
no A TIAT L7 55A 13, RIEMELZHIRT 5,
[/—h]
RMON #§#ETT T — LV N —F DBREZADNCT 5720101k, Aa<r FITNZ T, ¥ A7 ALK TH RMON HHE
EANNCT DUERD D,
variable \ZH5TET D MIB A7V =27 ME, A =Ry MERHERZ V=T OMIB AT V=7 b ThD, HROA
T I AEFFOA =Ry MEEHERZ V=T DPMER SN T RWES, Ra~vr NiZ= T —Li b,
A —H x>y MEEHERZ L — 71X, rmon statistics =~ > RIZTIERRATRE, Ao~ RTCHEALTWS A —¥x v b
MEHEWM 7 V— T DBHIBR SN2 E6, KRa~r RLEIRESND,
AR INDA T v 7 AL, rmonevent 2~ RTCRELIEA VT v/ AZEBETH, Ka~vr FCHEHLTWS
AR NI NV=TBHIBRSNTZGE, Kavry RbHIRESND,
rising_threshold ™ L Z\VMEVX. falling threshold ® L X WMELL EOE T/ LT 72 5720,
Kavr RebEESLELSG. INETOV TV 77 =250 LIS 2T, BEY 7Y 7 %2R T 5,
VAT LAERD RMON BREZ N L7 G6 . Vo7 U v rhidiiang, €0k, A7 L4k RMON ke
EEMC LSS, ZUETOY TV T =2 2R L) 2T BEY T U 7 EBAT D,
Bl
LIFOEMET, RMON OF T — A7 )—7 DR EZ AT 5,
o EERXSRMIB 47 Y =7 M. etherStatsPkts.1,
o YT U IRIEEE 180 B,
o BTV TREBNIL, delta,
o EFRLZVVMEIX3000, ERLEVWMEE Ealo7z & &0 _0 R,
o TFRRLZVMEIL2000, FRRLEVWMELZ FEIS72E & DA R0 ME L,

SWX2310 (config) #rmon alarm 1 etherStatsPkts.l interval 180 delta rising-threshold
3000 event 1 falling-threshold 2000 event 1
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4.13.6 RMON B¥REDIREBR R

[ER]

show rmon
[AJTE— R
FFeME EXEC £ — N, F#bE EXEC E— K
[FiHA)
RMON #ERE DR EIRREZ TR T 5,
LT OHEBENFRREND,

o VAT LAE{KD RMON HERE DR E
+ RMONEEED /NN —T7 Z L ORRE
o A=Yy MGEHERI V—T
. BRI NL—T
o TIT—ALITN—F
s ARV NTN—T

[BE B

SWX2310>show rmon
rmon: Enable

statistics:
rmon collection index 1
stats->ifindex = 5001
input packets 7, bytes 600, drop events 0, multicast packets 4
output packets 17, bytes 2091, multicast packets 17 broadcast packets 0

history:
history index =1
data source ifindex = 5001

buckets requested = 50
buckets granted = 50
Interval = 1800

Owner RMON SNMP

event:
event Index = 1
Description RMON_ SNMP
Event type Log
Event community name RMON SNMP
Last Time Sent = 00:00:58
Owner RMON_ SNMP

alarm:
alarm Index =1

alarm status = VALID
alarm Interval = 15
alarm Type is Absolute
alarm Value = 0
alarm Rising Threshold = 10
alarm Rising Event = 1
alarm Falling Threshold = 7
alarm Falling Event = 1
alarm Startup Alarm = 3
alarm Owner is RMON_ SNMP

4.13.7 RMON A — %R v MREHEBR 7 L — 7 DIREFER

[EX]
show rmon statistics
[AJS1E— ]
HHrtE EXEC £— R, %M EXEC £— I
[@iA]

RMON A —H % v MEEEHR I L — T ORERIRIEEL ERT D,
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UToHEANERIND,
s AT VI A

s XMBALH—T 2 —R
s input /X7 v |

« output /X7 > b

(B E B

SWX2310>show rmon statistics
rmon collection index 1
stats->ifindex = 5001
input packets 7, bytes 600, drop events 0, multicast packets 4
output packets 17, bytes 2091, multicast packets 17 broadcast packets 0

4.13.8 RMON B 7 )L — 7 DIREER R

[#FX]

show rmon history
[AJIE— K]
JFFHE EXEC E— R, 454 EXEC E— N
[RiAA]
RMON JEE 7 V—T DR ECIREEZ R AT D,
UTOHEANERIND,

s AT VI A

e WBRALUH—Tx—2R
o JREEREH ORI

o JRIECRAFRIE

R

[ EH]

SWX2310>show rmon history
history index = 1
data source ifindex = 5001
buckets requested = 50
buckets granted = 50
Interval = 1800
Owner RMON SNMP

4.13.9 RMON A X s 7 )L—TF DIRBER R

[ER]
show rmon event
[AFTE—F]
FEHFHE EXEC £— N, F#E EXEC E— I
[FLHA]
RMON A X N7 —T O ECRELZ R RT 5,
UTOHEANRERSND,

s AT VIR

« A2 MO

e savay vl

e NI TEEROaAIa=T 14
o AU NFETEE

« A—F—4%

[ EH]
SWX2310>show rmon event

event Index = 1
Description RMON_ SNMP



78| 2~ FU 77 LA [R5 - ERBERE

Event type Log

Event community name RMON SNMP
Last Time Sent = 00:00:58
Owner RMON_ SNMP

4.13.10 RMON 7 7 — A7 )L— 7 OIREER R

E&y
show rmon alarm
[AJ1E— K]
FHFiHE EXEC £ — N, %54 EXEC £— N
B
RMON 7 7 — A7 )L—7 D EVIREEZ KT 5,
UTOHEANFEREND,

s AT VI A

« T I—LDIREE

o EHMAHEMIBATY 2/ k
« BTV TG

« BrTY v TRER

o JEfE

o EFRL XM

e« ERRUEVMEDA Nk
« TRRLEWE

o FRLEWEDA X K
. BRGET T — 4

. A—F—4%

[BXE B

SWX2310>show rmon alarm
alarm Index = 1

alarm status = VALID
alarm Interval = 15
alarm Type is Absolute
alarm Value = 0
alarm Rising Threshold = 10
alarm Rising Event =1
alarm Falling Threshold = 7
alarm Falling Event = 1
alarm Startup Alarm = 3
alarm Owner is RMON_ SNMP

4.13.11 RMON A —% X > MREHERIN—T DI Z—D I VT

[EX]
rmon clear counters
[AFTE— R
AR —=T 2—AF— K
[RRAA]
KRA o H—T 2 —AD, RMON A —H v MNEFHERINV—TDOH Y o2 —% 27 VT 5,
[BXEH]
portl.1 @ RMON O A —H %> MEiHERIN—T DI 2 —% 7 VT T 5,

SWX2310 (config) #interface portl.l
SWX2310 (config-if) #rmon clear counters

4.14 TELNET $—/3—
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[ER]
telnet-server enable [port]
telnet-server disable
no telnet-server

[F—U— K]
enable : TELNET %—_—%HGhZT 5
disable : TELNET % ——% #5235
[/%F A—&—]
port : <1-65535>
TELNET % ——D U A= 7K — &5 (AW L7254 @ 23)
[WIHIRRE]
telnet-server disable
[AJIE—F]
Ja—nN")naryz4JL—g T — R
[

TELNET #— _—% G245, £7-. URA=L 27 TCP R— "NEBZIEETHZ LN TX S,

no G THAT L2 BTN 2,
[BEHl]

U 2=V iR— FE5 % 1234512 LT TELNET H— "—%ig#h1 5,

SWX2310 (config) #telnet-server enable 12345

4.14.2 TELNET YV — _— DR EIRED R

[EX]

show telnet-server
[AS1E— K]
¥ikE EXEC E— 1
B!

TELNET 4 — _—DRERMN 2 FRT 5, LTFOHEANRFRIND,

»  TELNET Y —/N\—#EE DA %h/ M%)
e VA=V ITAHR—TNDOEE

e TELNET V—/N—~DT 7 B A%FH0[T5 VLANA VX —T = — R

¢ TELNET %—R—~D7 7 v A &ZHIBT 57 4 /L7 —
[ EH]
TELNET S — _R—DORERNEFTRT 5,

SWX2310#show telnet-server
Service:Enable

Port:23

Management interface(vlan): 1
Interface(vlan):1, 2, 3
Access:

deny  192.168.100.5
permit 192.168.100.0/24

4143 TELNET —R—~T7 7 A TEXBHR A NOERTE

&

telnet-server interface inferface
no telnet-server interface interface
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[/XT7 A—5—]

interface
[WIHIRRE]

L
[AS1E— K]

VLAN A > & —7 = — A4,

Ja—nN)naryz 4 JL—y g rET— R

[FiHA]

TELNET #r—/N—=~D7 7 B AZFFA[ 5 VLAN A VX —T = —AZRET D,
no WA TCHEAT LG A, BELIEA V¥ —7 = —RA%HIRT 5,
AKavwy FIIERRMHETRETE, RELLIRICHEHET 5,

AKawy REZRE L THWRWEAIX, fR5F VLAN OAT 7B A TE 5,

[/—F]
telnet-server enable 73

[ EH]

HESHTORWES, Kz~ NIEE LR

AN

VLAN #1, VLAN #2 (2858 L TV DR A 225D TELNET ¥ —/"—=~D7 7 ¥ ZZFF [T 25,
SWX2310 (config) #telnet-server interface vlanl

SWX2310 (config) #

telnet-server interface vlan?2

4144 TELNET Y —RX—~T 7R TEX 57547 DOIP 7 KL RHIR

[EFX]

telnet-server access action info

no telnet-server access [action info)

[T A —F—]

action

info

(IR 2]
L
[ASTE— ]

TR AR o @R RET S

REME DA
deny FHE ST
permit B S e B R )
Sk &+ B E(E T IPVA/IPVE 7 R L AEHRAERET 5.
REME B
AB.CD IPv4d 7 KL A(AB.CD)&ZET S
HT Ry b A7 EMbit)ft & D IPvd 7 K
AB.CDM L A(AB.CD)&ZHET D
XX X:X IPv6 7 R L AX:X:X:X) &R ET 5
XX BT Ry b A7 EMbitftE D IPve 7 K
XX:XXM L AX: XX X)EFHRET 5
any T RTO IPV4/IPv6 7 KL AZIRET 5

Ja—)aryz 4 l—y g rEw—R

[FifA]

TELNET %—N—~D7 VB R ZF0[$ 57 T4 7T > MmK% IPv4/IPv6 7 KL A THIRT 5,
Ko<y RiIK8HFE THRENAETHY ., LITREINTZHL D)

MEEL TSN,
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Kawy FaeRE L, B8 LR SR0WT 78 233~ THEG T 25,
L, Kavy REREL TOWRWESIE, 3TXTO7 78R E2FT 5,
no A TIAT LA Id, € LEREZHIRT 5,
no JE T/RT A =X —Z AW LT-56. T XCTOXRELHIRT 5,
[/—}]
telnet-server enable 735% & SV TWVVRWEA, Ao~ RIFHEEE L 720,
[ EH]
192.168.1.1 & 192.168.10.0/24 D& 7 A k)5 D TELNET H—/"—~D7T 7 B RAD L EFr][T 5,

SWX2310 (config) #telnet-server access permit 192.168.1.1
SWX2310 (config) #telnet-server access permit 192.168.10.0/24

192.168.10.0/24 & 7' X > =350 TELNET Y — X—~D7T 7 & ADHE LT 5,

SWX2310 (config) ftelnet-server access deny 192.168.10.0/24
SWX2310 (config) #telnet-server access permit any

415 TELNET 7 747 b

4.15.1 TELNET 7 54 7> hOiEH)
[EF=
telnet host [port]
[8F A—F—]
host o UE'— AR M, 7203, IPv4 T RLA(AB.CD), £7-1%. IPv6 7 K L A(X:X:X:X)

IPv6 Uo7 ma—RN7 RUAZET 2581L, BHHA v 2 —T7 = — AL HETLH2LEND
% (fe80::X%vlanN DIEI)

port : <1-65535>
T 2R — S (BB LSS 23)

(IR E]

L

[ASTE— K]

HrfE EXEC £— R

[FHA]

FEE L7mR A h~TELNET T4 5,

[RXEHI]

IPv4 7 R 1A 192.168.100.1 D7 A MMZ, A~— F&E 5 12345 T TELNET #5595,
SWX2310#telnet 192.168.100.1 12345

IPv6 7 K L & fe80::2a0:deff:fe11:2233 DR A MZ, A— h&F 5 12345 T TELNET ##c7 5.
SWX2310#telnet fe80::2al0:deff:fell:2233%vlanl 12345

4152 TELNET 7 74 7 > s DFEZL
E&y

telnet-client switch

no telnet-client
[/XT A= —]
switch : TELNET 7 74 7 > N & HITT 2080
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REME ek
enable BINZT 5
disable il A B
[FIHIER 2]
telnet-client disable
[AJTE— R
Ja—nN\)aryz 4 L—varE—FR
[REA]

TELNET 7 A4 7> hE LCtelnet 2~ > REFEHATEXS L H5I1CT 5,
no IER TEIT LI-HE1X TELNET 27 54 7 > N &z 5.,
[BXEH]

TELNET 7 94 7 > &G 5,

SWX2310 (config) #telnet-client enable

4.16 TFTP Y —/\—

4.16.1 TFTP Yy —"—DEENE L U R — FEFDOER

[EX]
tftp-server enable [port]
tftp-server disable
no tftp-server

[¥F—7U—F]
enable : TFTP = "—ZHNZT 5
disable : TFTP h—"—Z 82T 5
[T A—F—]
port 1 <1-65535>

TETP $h— =D ) A= 7 R— b & (BIELIESHE : 69)
[WIERR E]
tftp-server disable
[AS1E— F]
ra—var 747 —va e — R
[FLEA]

TFTP H—N_—%HNT 5, £1-. VA=V I R— I NEEEIEETHILENTE S,
no JEX CTHEAT L725A 13 TFTP Y — — %2 Whiz 3 5,

[ EH]

VA=V R— hE&E% 1234512 L C TFTP H— —% K87 5,

SWX2310 (config) #tftp-server enable 12345

4.16.2 TFTP ¥ — _— DR EIREOER

[F2

show tftp-server
[AFIE—F]
FiHE EXEC £— R
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[FEHA]

TFTP = "— O ERNZ R AT D, L FOHANRERRIND,

« TFTP % —/—i&RE DO 2N/ %)

o VA= TR—FOEE

o TFTP %—/"—~DT 7 ¥ AZFF0[$ %5 VLAN f » FZ—7 =— X
[ EH]

TFTP % — " — Ok ER I E KT 5,

SWX2310#show tftp-server
Service:Enable

Port:69

Management interface(vlan): 1
Interface (vlan):1, 2, 3

4163 TFTP Y —NR—~T 7 A TEXAF A NORE
[E=]

tftp-server interface interface

no tftp-server interface interface
[NT A—=F—]
interface © VLAN A V' #— T = — R4,

[FIEAER E]

L

[AJTE— K]

Jua—npyarz 4 J—yarET—NR

[FAA]

TFTP Y — "= ~DT 7 v A% 0[5 VLAN A VX —T = —AZRET D,
no R TEITLIEHEAIT, BE LA v A —T =2 — 2 & HIRT 2,
RKa<wy FidgKR8MHETHETE, RELLIAICEHT 5,

RKa<wy REFRELTWRWEASIX, R VLAN OALT 7B ATE S,

[ E R

VLAN #1. VLAN#2 IZHE L CWADERA RS D TFTP v — "= ~DT 7 B A &[4 5,

SWX2310 (config) #tftp-server interface vlanl
SWX2310 (config) #tftp-server interface vlan2

4.17 HTTP Y —/3—

4.17.1 HTTP % —_—DEEIRE L O R — B FDOER

EEN!
http-server enable [port]

http-server disable
no http-server

[F—D—F]

enable © HTTP ¥ —N—%FhT 5
disable : HTTP r—"—% Wiz %
[78T7 A —=F—]

port : <1-65535>

HTTP —_—DJ 2= 7V R— b &R (Bl L7845 : 80)
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[FIHIER E]
http-server disable
[AJ1E— K]
sa—m\)varZ g S L—varE— R
B
HTTP #——Z2 G T 5, £72. VA=V T TCP R— "NEBEAIEETHZ ENTE 5,
no JER CTHAT L7258 13 Bz 3 %,
[ EH]
VA= 7 R— b5 % 8080 (Z L C HTTP — —% KL#7 5,
SWX2310 (config) #http-server enable 8080

4172 X 27 HTTP 4 —_"—0DRBIEB L 2 R— N EEOLEE

[
http-server secure enable [porf]
http-server secure disable
no http-server secure

[F—T—F]
enable © BEFX =7 HTTP b —"—%2F T 5
disable D BF 2T HTTP — =% T 5
[73F A —4—]
port : <1-65535>
TH 27 HTTP = =D U 2= 7 R— hEE (B LI-5HEA : 443)
[FIEIRRE]
http-server secure disable
[AS1E— ]
sa—m\)var7 47—y arE—FR
B

X a7 HTTP b—N"—%HNZT 5, /2, VA=V T TCP R — hESEHRETH I M TX 5,

no FEX CHAT L= GA 13 shic 5 5,

X a7 HTTP b — "2 G LG E, B LIXY 7 b =TI X > T T b 72®, 77 4 v 7 &ISLT
CPU EFNm < 725,

B HREBET 572012, ¥y aR— L LAN vy 772 A THEH SN D Web X— V2B o —HF—T7 7
T AT HFITHET DONLFE LV,

[ EH]

VA= R— hE&F% 8080 (2 LT =7 HTTP — —%EHET 5,

SWX2310 (config) #http-server secure enable 8080

4.17.3 HTTP Y — _"—DF{ EREDOFH T

=V

show http-server
[AFIE—F]
FiHE EXEC E— R
[@i8H]

HTTP ¥ —_—DFRERNE R RT D, UTOHEAREREIND,
o HTTP % — —HEEE DA Zh/ %)
e HITP H—1R_—DJ A= T HR— FDF=
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o HTTP H—N—~D7T 7 RA%ZFHFAT5HVLAN f  F—T = — A
o HTTP H—_—~DT7 7B RAZHIBTE7 4 /L2 —
e B =27 HTTP Y — —HERED A %N/ %)
e A UEALT U NERHY

[RXEHI]
HTTP % — "— DR ERM = TR T 5,

SWX2310#show http-server

HTTP :Enable (80)
HTTPS:Disable

Management interface(vlan): 1
Interface(vlan) :1

Access:None

Login timeout:30 min 51 sec

4174 HTTP y—NR_R—~T 7 EATEBEHRA NOHRE
[

http-server interface interface

no http-server interface interface
P95 A —5—|
interface : VLAN A & —T = — R4

[FIHAER E]

L

[ASTE— K]

Ja—x\)vary7 4L — g E— R

B

HTTP % —X—=~DT 7 R &F#H T 5 VLAN A VX —T =2—AERET D,
no R TEITLIZGAIE, BELI-A VX —7 = — A& HIBRT 5,

RKa=wy FidgKk8ME THRETE, RELLIBIZ#EHAT 5,

RKa=wy REFRELTWARWEEIL, (RF VLAN OALT 72 A TE 5,

(B EHI]

VLAN #1, VLAN#2 IZEHE L TV AR A WSO HTTP 34— _R—~D 7T 7 A A4 5,

SWX2310 (config) #http-server interface vlanl
SWX2310 (config) #http-server interface vlan2

4175 HTTP y—R_R—~T I B RATE B 7547 FDOIP 7 R Ril[R
]

http-server access action info

no http-server access [action info]

[73F A—4—]
action LT BAGMICRT 2EMEREET D
REME A
deny FEE"ESE"T 5
permit S L S R

info DS ML T D IEIETTIPVA/IPVE 7 R L AR ERTET D,
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REME LA
AB.CD IPv4 7 KL A(AB.CD)&ZET S
TRy b A7 RMbiffE D IPvd 7 R
A.B.C.DM L A(AB.CD)EZHET D
X:X::X:X IPv6 7 R L AX:X:X:X) &2 FRET D
XX BT Ry b A7 EMbit)fd & D IPve 7 K
XXEXXM VAX XX X)EHRET D
any T RTOIPV4/IPV6 7 KL AZIREET S
[FIHIRR E]
7L
[AFTE— ]
Jya—\)arz 4 b—vaE— R
[

HTTP % —"—=~D7 7 ¥ AZFFRT D7 T4 7 MKz IPv4/IPv6 7 F L A THIIRT 5,

AKa<wy FIRSUHETRENHRETH Y, BICRESNTZHLONER L THEHH SN D,

Kaxy FeBRELESEE. BELUEFMERMIZIR20WT 78 2T TN THESRT 2,

L, Aawy ReE L TOWRWERIE, T TOT 7 v AZFT 5,

no I THAT LG EIE, faE LIERELZHIBRT 5,

no B T/NRT A —X — %AW LT-GA, T XTORELHIRT S,

[/—}]

http-server enable % L < |X http-server secure enable 735X iE STV WS, AKa~ o RIIHRE L2V,
[BRE ]

192.168.1.1 & 192.168.10.0/24 D& 7 A > "6 @ HITP = X—~DT 7 ¥ AD I ZFF [T 5,

SWX2310 (config) #http-server access permit 192.168.1.1
SWX2310 (config) #http-server access permit 192.168.10.0/24

192.168.10.024 D& 7 X > k2350 HTTP r—_R—~DT7 7 B 2D L5 HEET 5,

SWX2310 (config) #http-server access deny 192.168.10.0/24
SWX2310 (config) #http-server access permit any

417.6 HTTP ¥ ——Dnua /A4 U Z A4 AT 7 MNEE DR E

[ER
http-server login-timeout min [sec]
no http-server login-timeout

[73F A =4 —]
min ;. <0-35791>

ZA LT U MEEH(GT)
sec 1 <0-2147483>

A LT T NEEHEED)
(IR 2|
http-server login-timeout 5
[AFIE— K]
Jua—N)arz4 b —varET— R
[FAA]

HTITP $h—/—~D7T 7 AR WGAEICHEMICR 77T U N5 FE TORMERET D,
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sec ZAME LI-HA1X, 0 R EIND,
no JEATIAT L7 B I3 EIC R
[/— 1]
RE ATRE 7 e/ IMIEL T 50
[BEH
HTTP —/3—D % A L7 U M Z 2 43 30 AR ET 2,
SWX2310 (config) #http-server login-timeout 2 30

4.18 HTTP Proxy

4.18.1 HTTP Proxy #EED AL

EEN
http-proxy switch

no http-proxy

[/3T A =4 —]
switch : HTTP Proxy ¥§RE & AT 2 &0
RIEME ks
enable BT 5
disable T D
(R E]
http-proxy disable
AHE— K]
sua—\)arz 4 b—varE—R
(B

HTTP —/X—® HTTP Proxy HHEA HN T 5,
no JEX CHFAT L= GA 13 ahc 5,

B!

HTTP #—/X—® HTTP Proxy #EREZ AN 5,
SWX2310 (config) #http-proxy enable

4.18.2 HTTP Proxy BRED Z A LT 7 MR ORIE
£

http-proxy timeout time

no http-proxy timeout [time]
[R5 A— 4|
time o <1-180>

A A LT NTDHETORRE ()

(IR RE]

http-proxy timeout 60

[AJTE— K]

Ja—x\)ary7 41—y g T — R

[FREA]

I2MS =—Y = @D Web GUI ZHUfGT 5 L XD X A A7 7 MR ZRET D,
no JEX CTHEAIT LT25E 1 60 2T 5,
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[BREH]
HTTP Proxy #GED % A4 L7 U MR % 2 53 ICRRET 5,
SWX2310 (config) #http-proxy timeout 120

4.18.3 HTTP Proxy B8 REREBORTR

[FX]

show http-proxy
[AJ1E— K]
¥t EXEC E— I
[FHA]

HTTP Proxy HRED X ERIM A KT D, LLFOHANRREZNLD,
« HTTP Proxy H&RE DA 2N/ i)

o XA LT U MEEH

[BREH]

HTTP Proxy #AE DR IR 2 £KRT D,

SWX2310#show http-proxy
Service:Enable
Timeout:60

4.19 SSH H#—,3—

4.19.1 SSH — N"—DEREHB L OZfrR— FBEEOER

[ER]
ssh-server enable [port]
ssh-server disable
no ssh-server

[¥F—T— K]
enable : SSH ¥ —_—Z [T 5
disable : SSH $r—/_"—% T2
[/XF A—%—]
port : <1-65535>

SSH ¥—/S—D Y A= R— hEH (B LT-HE : 22)
[WIHIRRE]
ssh-server disable
[AJ1E— K]
ra—\)varyz 47—y a e — R
[RLBA]

SSH == FNT D, £lo, VA=V TCP R— MESEIEET 22 LN TE D,
SSH $r—_"—Z G T D5A 1%, FANIA A MEDOIER (ssh-server host key generate) 21T > T < MENH 5,
no JEATIHAT L7728 A 13 SSH — " — 2 T 5,

[/ —}]

SSHZ A4 7 bmbulAr358681%, Falll—F—4 L/3XA T — ROBGk(username) & L TH L HE DR H
2

[ EH]

YU2A=U 7 R— B % 1234512 LT SSH — —add#h4 %,

SWX2310#ssh-server host key generate



SWX2310#configure terminal
SWX2310 (config) #ssh-server enable 12345

4.19.2 SSH ¥ — N— DR EIRBB DR
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[ER]
show ssh-server
[AIE—F]
¥i#E EXEC £— K
[FHA]
SSH #r—_—DOikER I E KRR T D,
UTOHEAENRERSIND,
«  SSH ¥— —HERE D A %)/ )
s VR=VITHR—FOFEE
e SSH #—/R—7K X NEDOHE
« SSHY#—R—=~D7 7 EA%ZFFAT5HVLAN A »H—T = —2A
¢« SSHV—R_—=~DT7 7 v AEHIRTEH T 4 NH—
[BREH]
SSH Y —_—DOiRER I E KR T D,

SWX2310#show ssh-server
Service:Enable

Port:23

Hostkey:Generated

Management interface(vlan): 1
Interface (vlan):1, 2, 3
Access:

deny 192.168.100.5
permit 192.168.100.0/24

4193 SSH #—NR—~TFT I LA TXBEHRA NOHRTE

[EFX]

ssh-server interface ifname
no ssh-server interface ifname

[/3T A —F—]
ifname : VLAN A & —T = — R4

(IR E)
L

[AJTE— K]
Ja—x\)ary7 41— g T — R

[FBA]

SSH #r—N—~D7T 7 A% T5H VLAN A VX —T = —AERET D,

no LA TIATLIZHG AL, FBELIA v F =7 =— A& HIRT %,
AKaxy FER8HFETRETE, RELTMIZEN T2,

Ko<y RERELTWHRWESIL, T VLAN OLT 7B ATE 5,

[BXE B

VLAN #1, VLAN #2 [CH55t L TWAARA R B D SSH —"—~DT 7 B A& a4 5,

SWX2310 (config) #ssh-server interface vlanl
SWX2310 (config) #ssh-server interface vlan?
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4194 SSH ¥ —R—~T 7BV XA TEBH 7T T 2 NDRE
[ER]
ssh-server access action info
no ssh-server access [action info]

[73F A —4&—]

action DT RARECK T A EMEERTRET D
REME A
deny FEEES"T 5
permit P S L T M )

info DS ML T D IEIETTIPVA/IPVE 7 R L AR ERIET 5,
R EE B
AB.CD IPv4 7 KL A(AB.CD)&ZET S

BT Ry b A7 EMbitft & D IPv4 7 K
A.B.C.DM L A(AB.CD)YZHET D
X:X::X:X IPv6 7 R L AX:X:X:X) &2 FRET 5
XX HT Ry b A7 EMbit)flZ D IPve 7 K

XX:XXM VAX XX X)EHRET D
any FTRTCTO IPVA/IPV6 7 KL AZIRET S

[FIHIRRE]

7L

[AF1E— ]

Ja—x\)ary 74— g E— R

[FiAA]

SSH THEfi 725 27 74 7> MK % IPv4/IPv6 7 K L A THIFET 5,

AKawy RIRKSUETRENAEETH Y, HICHESNTZHONEELE L THEAIND,
Kavwy REFRE LS. B LR EZMI S 2WT 78 A LT X THELRT 5,
EREL, Ravy FERELTORVEAE, T_TOT 7 ¥ 2 23T 5,

no A THEIT L7 E I, FHE LIeRELHIRT 5,
no JERTHRI A—F—%HM LT2GE, TX3TO

[/—FI]

ZHIERT 5,

ssh-server enable =~ FNREIN TWARWES., Ko~ RITHEE L 720,

[BE B

192.168.1.1 & 192.168.10.024 D& 7 A2 ") BD SSH Y —/"—=~DT 7 B ADHZFFAIT 5,

SWX2310 (config) #ssh-server access permit 192.168.1.1
SWX2310 (config) #ssh-server access permit 192.168.10.0/24

192.168.10.0/24 D& 7 A "B D SSH 1 —_"—~DT 7 B ADHEIERT 5,

SWX2310 (config) #ssh-server access deny 192.168.10.0/24

SWX2310 (config) #ssh-server access permit any

4.19.5 SSH ¥ — —7KR 2 MEDOVERL

[EX]

ssh-server host key generate [bit bif]
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X A—5—]
bit 1024, 2048
RSA #DOE » b

[P E]

L

[AS1E— K]

HrfE EXEC £— R

BN

SSH #—/X—®D7k A h RSA # & R A - DSA 2R ET 5,

RSA #1% bit NT A —HIZX - THEKRT IO Y NMEETETE TE 5, DSA#3 1024 £ FofEE AT 5,
[/ —F]

SSH H— N\—fe 2RI T 284813, FicAa~ Yy REFEITLTHRA MEEAKRTALENRH B,
BEZARA MEDRRESNTOWDRIETAa Y FEEIT LA, 22— = LTHRA MEZEH T 20 B0 %
BT 5,

RA MEOARIZIE, BOBREORRN DD END D,

Ao~ Rk, SSH —_—NEHGDLEITOHRILTTE 5,

(B EH]

2048 B D RSA L, DSA AT D,

SWX2310#ssh-server host key generate bit 2048

4.19.6 SSH + —N\—F X NED I VT
[EX)

clear ssh-server host key
[ASIE— K]
¥iHE EXEC £ — F
[REA]
SSH #—/3—@D 7R A h RSA # & /A A |~ DSA # 4 HIBRT 5.
[/ — ]
AKa~< RiE, SSH h— =N DGEIZDOHRIATTE D,
[ EH]
A N RSA #t L 7R A | DSA & HIBRT 5,

SWX2310#clear ssh-server host key

4.19.7 SSH ¥ — \—/ABHEEDF R

[ER

show ssh-server host key [fingerprint]
[F—T—F]
fingerprint DR AR RTT D
[AJIE— F]
F¢HE EXEC E— R
[BLBA]

SSH Y —_"—ORAR#EZ R TT 5,
fingerprint % — 7 — RZIEE L7-HE X, AREOHEE L @#IE, 7AX—T7— 2R T 5,
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[/—}]
BRI DO Ny 2T 3 Y X AE, MD5 & SHA256 O i &= £~ 9 5,
[BREHI
NEgEERTRT D,

SWX2310#show ssh-server host key

ssh—dss XXXXXXXXXX1kc3MAAAEBAPTBOYYdgvE+4bbhF4dmtoIJri+ujdAIfgr4hL/0w7J1vc50eXg
sXJoCglP1lsLRGHOOzxVYbOouPCUV/jPFCatg0Iii8edNzUgSBle6MOFtGijmESrdYiafyIUhps+YWgd
T1Io0AFNVUKMgAbYODA3Cy7kNVptYRK8rcKWk1ChbatWnT/Z7RcmEVEou0glOyp79b3DcpFM70fadd
9ySbomj06Y/0k81L5gqFhCHMGOGtgITKZsgb5VnPz8FYC8tls6/tpyrUabaG2af/yTEaS5USBDYAuUcC88
wNIUG9alGo/8WIHiBJAM43207UPQTHWO/5nYEQuU44gmEPQrPGJI65GT8AAAAVAOPJEO0Jyel+4c5qWSFEF
PXUgrLf5SHAAABAQCNNPO+ZjWZcZwGabLxTGMczAjDySuwD4DWBbRxsPKaX1sicJGCOaridnTthIGa8
ARypDjhpLl1a37SDezx8yClQ5vh+4SPLAS1hdSSzXXE+MXIICXnOVPdiKC4ial0n81tMxW/EPw4SqFP
77r7VVCE/JpXv82AN2JTJ/HAN3X71vMyCsKZLoWrEcEcBH5anvAQKByVt7RerToZ4vSgodskv7nyXX
XXXXXXX

ssh-rsa XXXXXXXXXX1yc2EAAAABIWAAAQEAwWVAZKI18JKTCHIHQfRV4Ar7UOYChX0oeKjBbuul.SDhSH
WmhpG3xxJO0pDIedSF3Knb7LX2SfymQYJ7XYIgMimUOoziv/zi+De/z3M7wIHQUwWEMZEDAJR6Mx 39w
6004 /ehQcaszjXi+0A12wG/kk561AU23CW/i210//5GZTzkFKyEJUtWauHWEWOglF5Yy7F64PesqoH
6h50DNK7Lh1T7s40Q0XRnUJphI1INrW278Dnvyry31liR+tgTJAg3cGHEYsaQCdankDi1IQhUazUY0vJO
/g3 YCJMuWH6Ek/cst+PCtgnt0XV5B107 9uRUMCACS 2pDX5EWrwbPXXXXXXXXXX==

NBREDRFEN 2 KR T D,

SWX2310#show ssh-server host key fingerprint

ssh-dss
1024 MD5:XX:XX:a8:09:51:93:9d:d2:ec:40:1a:43:66:3a:XX:XX
+———[DSA 1024]————+
| 2 ¥ g |
|=*=+. o |
|E+X+ o) |
| o + = + |
.. ..0 X . |
|oo=.B.*.0o |
| o + S o |
| . O |
| E |
+————— [MDSIf===——= +
1024 SHA256:XXXXearwsCXvYTfIKrS6yYSrjMhOfW6WOBw7aA0XXXX
+———[DSA 1024]————+
| . +E. |
| 0o |
| o X S |
| F=F |
| o B * . |
| + o . |
| * k + |
|X+.@ +o= |
|[@*0.= o. |
+-—---[SHA256] ————— +
ssh-rsa
2048 MD5:XX:XX:b8:07:e3:5e:57:08:80:e3:fc:03:24:17:XX:XX
+-——[RSA 2048]----+
| |
| oo0o® |
| *+. |
| |
| + |
| |
| E |
| B.. |
| . 00 |
- [MD5] —————— +
2048 SHA256 : XXXXMkUuEbkJggPD68UOR+gobWPhgu7qqXzE81UXXXX
+-——[RSA 2048]----+
* == |
| *o+= |
| *=0. . S |
| * S |
|

| + B * o
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419.8SSH 7 S5 A T v NDEGFRHERBOBRE
E&N|

ssh-server client alive enable [interval [count]]

ssh-server client alive disable
no ssh-server client alive

[/NT A —=HF—]
interval 1 <1-2147483647>
7747 v s OEERRIE (B Al LSS 100)
count 1 <1-2147483647>
74T NOEFHERRR T T M (EIg L7258 - 3)
(AR RE]
ssh-server client alive disable
[AJ1E— F]
ra—n_)ary 74— g U F— R
(@]

D5 AT v NDEGHEREIT I DENERTET D,

7 FA47 v MZinterval TRRE LT CIGEEZERTDH A v —T%%D, count THE L7271k LT
WENIRINoT2h, 2O T4 T MEDOEREZYIV, Ty a a2 T35,

no JER . CHEAT LIRS I3 EIZRE 5,

rI

420SSH 7 A7~ b

420.1SSH 7 547~ FDiLHE)

[ER]
ssh [user@] host [port]
[T A—F—]
user D UE—RMRA NIRRT A T LB 52—V —4
host D UE—FARRA M, F72E IPvA 7 KL A(AB.CD), £720%, IPv6 7 F L A(X:X:X:X)

IPv6 Vo7 a— T RUAERET 25613, BHA v ¥ —T7 = — A bEETLHLENRD
% (fe80::X%vlanN OFEZ)

port ;. <1-65535>
EH 58— b (Bl LIZEE @ 22)
(AR E
2L
[AJIE— F]
F¢HE EXEC £— K
B
fEE L7z A b~ SSH CH 3 2.
user ZHME LI2GG, v /A O —F =L %A L TSSH Y —_—~D7 7 2% T 5,
A o ——Tr 7oA U user ZEME LT25E 1L root" 235,
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[/—}]
TR —TLFETNE (~) &T5, TAF—TLFIITHICAN SN L EETRE#H IS,
ITEAD B = A7 — 7305 % 2 Al CA LIZGAIZE, m A —7CFER— O A LTER SRS,
TR —T7 PR T U A OB AT S 6 . smfilrc R 2 L 5,
TR =T LT T T AT a V(OB AN SN E, 2 AT —TANO—ENRERIND,
[ EH]
IPv4 7 K LA 192.168.100.1 ®7FR A MMZ, 2—H—4 uname, H~— hFE 12345 T SSH ##i 7 5,

SWX2310#ssh uname@192.168.100.1 12345
IPv6 7 N L A fe80::2a0:deff:fe11:2233 DR A MM, L —HP—4 uname, H— hF 5 12345 T SSH He 4 5,

SWX2310#ssh uname@fe80::2a0:deff:fell:2233%vlanl 12345

4.202SSH 7 54 7 b OBFRL

[EF2

ssh-client switch
no ssh-client

[/XT7 A—=5—]

switch : SSHZ 947> MEFITTB0ED0
BEE FiEA
enable BT D
disable ELI) ] Rl

[FIEAER E]

ssh-client disable

[AJTE— K]

Ja—)nary7 4l —y g F—NR

[FRAA]

SSHZ 947 rELTsshavwy REfEHTER L2 5,

no FERTEITLIESAILSSH 7 94 7 M Bhicd 5.

[EXEH]

SSHZ 47 > b5,

SWX2310 (config) #ssh-client enable

4203 SSH =2 ME#DOZ VT
[ER]
clear ssh host /0st

[23T A —%—]

host D UE—FARA ML, 720, IPvd 7 KL A(AB.CD), £720%, IPv6 7 F L A(X:X:X:X)

[AJTE— K]

¥ibE EXEC £— R

[FRHA]

SSHZ ZA 7 b & LU THEE L2 SSH Y — S—DABH#EEZ HI R4 2,

[B%E B

SSH /R A ME#HRZEZ UV T3 5,
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SWX2310#clear ssh host 192.168.100.1

421 A —/)Vi@E%E

4.21.1 SMTP A — /L ¥ — _"—DHE

[EX]

mail server smtp id host Aost [port port] [encrypt method] [auth username password]
no mail server smtp id

[F—T— K]
port AN N—DR— NEBERET S
encrypt D B b T REEET D
auth © SMTPRERETEES T v v MEBREEET S
[/3T A —HF—]
id : <1-10>
A =)L ¥ —,"—1D
host DAY= RN=T R X EliE, RA N
IPv4 7 F L A(A.B.C.D), IPv6 7 F L Z(X:X:X:X)
IPv6 U > 7 u—NT RUAZIRET 2HE1E, dHA v =7 =2 —AbEETLOLERH
% (fe80::X%vlanN DJE)
RA NL(64 SCFLN, EARETE-0)
port 1 <1-65535>
A== R—= DR — TS (B ML 25, method & LT over-ssl MEE SN TV =HATT
465)
method A bR
REME B
over-ssl W1E 2 W5 5135 (over SSL)
starttls (5 Z# W55k d % (STARTTLS)
username : SMTPRBRETHHT 52— —4
(64 SUFLIN, 2" [ > & A= 2 2 BR A 5T - AR
password © SMTPRBFECHHT 5 /32T — K
(64 STFLAN, 2" | > LA A=A ZFRCEARET - AT
[WIRRE ]
L
[ASTE—F]
ra—s\)var7 4 b—3a UE— R
[BLAA]
A= VIEBIERT 52— " —ERERET 5,
[/— 1]

SMTP #ZFEA1T 9 S, AUTH LOGIN =2~ > K%~ CRFEE1T 9,

SSL/TLS /3—<0 3 4% TLSv1, TLSvI.1, TLSv1.2 IZxi LT 5

A=Y —=_"—=DT KL AL LTIPv6 7 FLAZRIET D586, SSL/TLS 1T X DI FLITFIA TE 220,
[3% 2 5]

A — VIRV —/3—|Z, smtp-server-test.com Z R ET D,

|95
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SWX2310 (config) #mail server smtp 1 host smtp-server-test.com
A= ViE[E Y — 3 —& LT smtp-server-test2.com Z 5 & L, W55k & SMTP §RAEZFIH T D E LT 9,

SWX2310 (config) #mail server smtp 1 host smtp-server-test2.com encrypt over-ssl auth
test user test password

4.21.2 SMTP A — )L ¥ — _—& DR IE

R

[EFX

mail server smtp id name server_name
no mail server smtp id

[/3T A —HF—]
id o <1-10>

A =P —"—1D
server_name A== N4

(64 SCFLIN, 2& bR < A SHECT - AR
[WIHIRRE]
7L
[AFTE— K]
sua—\)arz 4 b—varE—R
B
A= VEEIMHEHT 2 —"—D4FTIZRET D,
[BREBH]

A= )VIEEY— _R—D4HTE LT test_ mail_server Zi%XET D,

SWX2310 (config) #mail server smtp 1 name test mail server

4.21.3 A—/)VBED ) H—RE

[ER]
mail notify temp-id trigger lan-map [type [type ...]]
mail notify temp-id trigger terminal
mail notify femp-id trigger stack
no mail notify temp-id trigger lan-map
no mail notify temp-id trigger terminal
no mail notify femp-id trigger stack

[F—VU—F]

lan-map : LAN =y I3 54Xy M EdEmEmT 5
terminal 5 Ny = N A T NVl SR i S B
stack R E y VHERBICEET A Ry N EmAT S
[73F A —&—]

temp-id o <1-10>

A—)LTFT 71— K ID
ARy NAHKHIMERAT 27 7L — M ERET S
type : LAN v v 73514 X2 O
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R EME B
hardware ENYN Y
loop J— TR
sfp-power SFP %yt L~V B
queue-usage E(E ¥ = — R
poe PoE #f %
snapshot AF v FTay b
12ms L2MS ¥ R — ¥ v —DEH
(IR E]
L
[AJ1E— F]
Jua—m\varz 4 b—va e —R
B

T LTERBED A R MEWRE A — VBT D72 DR EEIT I,

lan-map ZHEE LT pype #HET D &, $E L LAN v v FICBT 54 Xy MEFAEMEND,
type ZEME LT84 1%, LAN v v 72T 5T _XRTOA Ry b @EmEN D,

[/—}]

AH w7 HEREICEAT B4 X NEFNE, A Y v 7 BERRICHIIS LTV SR D 7,

Bl

A—=)T T L= #LIZLAN ¥ v TREREOA N2 b ) T —2RET D,

SWX2310 (config) #mail notify 1 trigger lan-map

4214 A—NVEEDOT L — FREE—F
EEN

mail template temp-id

no template
[/3T7 A —5F—]
temp-id . <1-10>

A—=)VT 7L —hKID

(R
L
[AF1E— ]
rua—\)arr 4 S —va TR
[FAA]
A—NVIHERHICENT 27 o 7 L— FERET 2E— FITBITT 2,
T b= RIBIT TSI L TTROEAZRET DI LN TE D, 7 7 b— MIE KA 10 FEERRTHE,
« AILREDLET FLX
© AIVEEORFEILT KL A
o A—VIEEOMH4
o A= NVIEERFBERR OB E (A N b IEE O HE )
[F B
AT T L= b ORGEE— FICBATT 5.

SWX2310 (config) #mail template 1
SWX2310 (config-mail) #
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4215 A—NLEEDOH——ID OFEE

[EFX]

send server server-id
no send server

[XT A —=F—]

server-id ¢ <1-10>
A—=NT 7L —hKID

(AR E

no send server

[AHE— K]

A=NT T L—RFE—R

B

T2 A=Y — =D ID Z45ET D,

Bl

A—NLTF T L—h#l THEHATAA— L —_"— 2 ——ID# ZIEET A,

SWX2310 (config) #mail template 1
SWX2310 (config-mail) #send server 1

4.21.6 A —NVEFDEEBITLA—NVT FUADERE

[EX]
send from address
no send from address

[/3T A —F—]
address COEFImA—LT KL A

(256 SLFLAN, FAFRET & _-@)
(IR )

no send from

[AS1E— K]

A=) T T L—hE—F

[F A

EEITLA—NLT RLRAERET D,

[ EH]

A—)LT T L— b #l OFEETTA—/LT KL AT sample@test.com ZFEET 5,

SWX2310 (config) #mail template 1
SWX2310 (config-mail) #send from sample@test.com

4217 A —)VIEE DA —NLT FUADHEE

[EX

send to address

no send to
[PXT A —=F—]
address DS A— LT R
(256 SLTLIA, FATKT L -@)
(B3R ]

no send to
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[AJ1E— K]
A—=NT T L—FE—FK
[BA)
SHEA—INT RUARAEHRTET D, (FeK41F)
[/—h]
ARERENTA N M@ Ogis & LT S 4L, FEEORAR L CHmagL & L TIEH 2,
[ EH]
A—LT T L— b #] DFEYEA—LT R L AT user@test.com ZHEET 5.

SWX2310 (config) #mail template 1
SWX2310 (config-mail) #send to user@test.com

4.21.8 A — )VEX(E D4 DFERE
Ey

send subject subject

no send subject
[/3F A—&—]
temp-id A= VIR ERF D4
(128 SLFLIA, 22 bR < M 308y« M0 )
[FIHIERE]
no send subject
[ASIE— R
A—=NT T b—hhE—R
[
A —)VIRE D ZFRET D,
[/—}]
RREDHEIZLLT O & 72 5,
s A XY N@ZN : Notification from SWX2310
+ AFBAEEA : Certification publishment
FEBHESEAD : Certification expiration
B!
A—)VT T L— bk #1 DA —)LEEREOIEL I "TestMail" 2R ET 5,

SWX2310 (config) #mail template 1
SWX2310 (config-mail) #send subject TestMail

4.21.9 A —/VAEFFDEHE OB E

EEN

send notify wait-time time

no send notify wait-time
[/3F A —4—]
time 1 <1-86400>

EER DR D)

[ E]
send notify wait-time 30
[AFIE—F]
A=NT T L—FE—F
[FHA]

A Ry NBRESRD A —)VINERRIZIEE END T TOREREMAZRTET D,
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[/—}]
AFRTENIA R MBAIDO A — VIR ERERFM & LT S %,
[B% 2 5]
A—=)T T L= b #l DA = VR ERFHIFHIC 60 BERET D,
SWX2310 (config) #mail template 1
SWX2310 (config-mail) #send notify wait-time 60
4.21.10 FERAEEMARF DO A —LVERE
E&N|

mail send certificate temp-id

no mail send certificate
[/3T A—HF—]
temp-id o <1-10>
A—=)T 7L —hKID

(#1313 2]

no mail send certificate

[ASIE— K]

RADIUS 27 4 /' L— g »E— KR

[RAA]

RADIUS H—_—0D 7 FA4 T > MiEAEZEMT 2 & EIMEHT27 7 L— M D 2 f8ET 5,

RADIUS ¥—"—D 7 T4 7 FFFEBAEIL, RADIUS — _"—RED user I~ RTHRE LA —/LT R L A~k
4%,

[/ —F]

RADIUS #—_—D 7 T4 7 o FEEBAEZESFO X — /L AR

Certification is published.

Name : [£HI[] 3 user 2~ RO NAME 47> 3 > O%EE
Account : [ —H—4] 3% user =~ > K USERID f#

MAC address : XX:XX:XX: XX:XX:XX

Expire : YYYY/MM/DD

[ EH]
RADIUS % —_—=D 27 F AT > FiEAEEZ A — LV EMT 2 L EIMEHT L7 7L — M IDIC#] Z46ET D,
SWX2310 (config-radius) #mail send certificate 1

4.21.11 FEBHEBRAEED 2 — LR E

E&

mail send certificate-notify temp-id
no mail send certificate-notify

[/NT A —=HF—]
temp-id o <1-10>
A—)T 7 L— K ID
[FIHIRRE]
no mail send certificate-notify
[A1E— ]

RADIUS 27 4 7 L—3 a3 E— R
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B
RADIUS —_R—0D 7 S 4 7 v FFHES A — L@+ 5 L X\HT AT AL — M 2EET 5,

[/ —F]

RADIUS % — _"—0D 7 5 A 7 FEEHEOA IR SV ERTEEN O A — LA S

Your certificate will expire in [X] days.

Name : [£ (] % user 2~ > KO NAME 47> 3 v D% EE
Account : [ —H—4] 3% user =~ > K USERID f#

MAC address : XX:XX:XX: XX:XX:XX

Expire : YYYY/MM/DD

[ E A
RADIUS % —_"—0D 7 A4 7 > MEEE A — /Ll T 5 L ZIEATL57 7 L— MoK Z2HRET 5,
SWX2310 (config-radius) #mail send certificate-notify 2

4.21.12 FEFAEDO A HIREIIEIM X A XV T ORE

[#FX]
mail certificate expire-notify day [day] [day]

(]

no mail certificate expire-notify

[/XT A—&—]
day : <1-90>
BEBIREIN % @7 2 5% A7 B K
[(WIHIRRE]
mail certificate expire-notify 30
[AJTE— K]
RADIUS =27 4 ZL—y gV E— R
(@]

RADIUS #—"—D 27 T4 7 FFEHEFEOFRBIREIN 2 FaN@m+ 2 AR EEET 5,
WHIBEBII 3 FETIHETE 2,

[/—}]

day (I ANNEFICBED LT, BIE TR RIND,

Bl

RADIUS #—/—=0D 7 T4 7 > FEAFEO AR OB Z 50 AETE 10 ARNIIRET 2,
SWX2310 (config-radius) #mail certificate expire-notify 50 10

4.21.13 A —/LVEEBFEBROER

(&)

show mail information [temp-id]
[NT A —=F—]
temp-id : <1-10>

A—=nNT 7L —hKID

AHE— K]
F#HE EXEC £— R
(B

BELET 7L —FID DA —LEEEREPERT D,
T 7L —hID ZEWELEEAIT. 2 TOA—FEREFRT D,
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[ EH]
A—=)NT T L—hk#l DA —=NVIFREFRT D,

SWX2310#show mail information 1

Template ID 1

Notify trigger : lan-map, terminal, stack

LAN map notices : hardware/loop/sfp-power/queue-usage/poe/snapshot/12ms
Server host : sSmtp-server.com

Server port : 25

Encryption : STARTTLS

Wait time : 30 sec

Mail address (from) : sample@test.com

Mail address (to) : userl@test.com

user2@test.com
user3@test.com
userd4@test.com

4.22 Yamaha Unified Network Operation Service (Y-UNOS)

4.22.1 Y-UNOS ¥EREDRE

EN
y-unos enable
y-unos disable
no y-unos

[F—VU—F]
enable : Y-UNOS #Bex BT 5
disable : Y-UNOS #He % #2029 5

(AR E

y-unos enable

[AS1E—F]
rua—arr g4 L—va E—R
B

Y-UNOS (Yamaha Unified Network Operation Service: % v s 7 —27 &4 LT /A AR LZ&#EET 55— 2) #EhE
BN E TSI+ 5,

no FEX . CHEAT LIRS ITWIIREIZRE 5,

[/—F]

Y-UNOS HEREIZIRST VLAN OB TEIWET 5, f£5F VLAN (2 IPv4 7 R L ARRE SN TR WA, #£5F VLAN
NY 7 BT L TOAIREETIE Y-UNOS BERE 215 1k 5,

Y-UNOS #REDH ML/ BEINITITRKR 1 B 2580165,
AL VDAL E . Aa~r NI TE 20,
(B

Y-UNOS H#EEZ AT 5,

SWX2310 (config) #y-unos enable

Y-UNOS #¥HE A ST 5,

SWX2310 (config) #y-unos disable

4.22.2 Y-UNOS {HFHR DK

[EX]

show y-unos
[ASTE— F]
FHE EXEC £— R
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[FEHA]
Y-UNOS IZBHT DR ERCAT — X ADERE R RT D,
KTRAFEIILTO LB,
+  Y-UNOS BEHE D% E(Y-UNOS)
+  Y-UNOS BEHE DK fiE(Status)
« Y-UNOS HHED IPv4 7 R L A(IPv4-Address)
« ASFVLAN O IPv4 7 KL AL ID £ 5
. RO —%
s BT /L4 (Model)
« U 7 LE 5 (Serial)
o 77 —AU=xT/N— 3 (Version)
¢« MAC 7 R L A(MAC-Address)
e IPv4 7 R L A(IPv4-Address)
s 7R A M4 (HostName)

Y-UNOS #ARE DR BE(Status) TIXLL FOWT i gE £aRT 5,
Status 208
Active Y-UNOS BEREDSENE L TSk TE

Y-UNOS BEREDNEIE L CTWVRUVNREE(A & v 7 BSREN A
BT 72> TWND) A Z v 7 Sl HEFE D 2

Y-UNOS FEREMEIE L TUN 72V IRBE(SESF VLAN (2 IPv4

Inactive(stack enable)

Inactive(no ipv4 address) T RUARREIN TRV, F2I3EF VLAN 8 Y >
I HET L LTND)

Disable Y-UNOS HERE DN ) 7R e

[ E B

Y-UNOS fE# 2 F£mrd 5,

SWX2310>show y-unos

Y-UNOS : Enable

Status : Active

IPv4 address : 192.168.10.6 (vlanl)

Model Serial Version MAC-Address IPv4-Address HostName
RM-CR RMCRO0001 V2.0.0 0000.0000.0000 192.168.10.5 RMCR-hostname
SWX3220-16MT Z740000000 Rev.4.02.11 0000.0000.0000 192.168.10.4 SWX3220

SWX2310-28GT Z2610000000 Rev.2.04.15 0000.0000.0000 192.168.10.28 SW-Hostname002

4.23 LLDP

4.23.1 LLDP #se DA %Nk

[EFX]
lldp run
no lldp run

(#1813 €]

L

[AJTE— ]

Ja—x\)ary7 4L — g E— R

B

AT AEET LLDP #EEZ AT 5,

no B TEIT LI-H8A1E. VAT ALK T LLDP ¥R 2 M4 5,
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[/—}]
AR— Mk LT LLDP HREZ AT DIIFA F DA~y RERET ILERD 5,
set Ildp enable =~ > K® fype (LLDP T— = > hE— R)TMEIZIEL U C txrx, txonly, rxonly Z 5% E 9 5,
« Idprun (/' u— Va7 47 L— 3 F—K)
¢ lldp-agent (f > Z —7 = —AEF— )
+ set lldp enable fype (LLDP =—3 = > FE— R)
[ E ]
LAN R— I #1 @ LLDP #REDEZIE 2 AT 5,

SWX2310#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SWX2310 (config)#11ldp run

SWX2310 (config) #interface portl.1l

SWX2310 (config-if) #1lldp-agent

SWX2310 (11ldp-agent) #set 1lldp enable txrx

4232 AT ADOBEATDOHRE

E&

Ildp system-description /ine
no lldp system-description

[78T7 A —=HF—]
line D VAT LD O CFAN255 SCFLAN)

(W E]

no lldp system-description

[AJ1E— K]

sa—\)varZ 4 S L—varyE—R

B!

LLDP BRE TR+ 5. v AT AOBHI L EHRET D,

no JEITIFAT LGB I3 EIZ K D,

VIR EOIE, A +7 7y —2v =T VEYay] Thd,
[FE B

VAT AOFHA % SWITCHI_POINT A 1295,

SWX2310 (config) #11dp system-description SWITCH1 POINT A

4233 VAT ADLFROERE

[EFX

lldp system-name name
no lldp system-name

[T A —F—]
name D VAT AOLAFRO LTS5 SLFLIA)

(R E]

no 1ldp system-name

[AS1E— ]
rua—s\varz 4 b—va e —R

[FA]

LLDP BRE CHET 5. v AT LDAFRERET D,
no A TIAT L7 A I3 EIC K D,
WIHIRE DL THEFEA | ThH D,
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FXEAEIX LLDP System Name TLV [Z5%E S 415,
[ E ]
AT LD FREZ SWITCHL IZF 5,

SWX2310 (config) #11dp system-name SWITCHI1

4234 LLDP =— = > F OVERR

[EFX]
Ildp-agent
no lldp-agent

[P E]

L

[ASE— K]

AR =T 2—AF— K

[FEHA]

LLDP =— = F2E L, LLDP =— = > FE— RICEBT 5,
no R TCEITLI-HEE1E, LLDP =—2 = > M & HIBRT 5,

[/—F]
LLDP =— Y x> FEHEIET AL LLDP =— Vx> NE— RTCRELEZa~<Y RLYIREN5S,
[ EH]

portl.]1 TLLDP =— = b ZfER L, LLDP =— = F&— NIIBATT %,

SWX2310 (config) #interface portl.1
SWX2310 (config-if) #11ldp-agent
SWX2310 (11dp-agent) #

4.23.5 LLDP |Z X 5 HEVR EREREDRE
[

1ldp auto-setting switch

no lldp auto-setting

[R5 A—H—]
switch : LLDP {2 X % HERREMARE DR E
REfE B
enable LLDP (2 X % HERREMREZ AT 5
disable LLDP |2 X % B #s e 2 AT 5
[ E]
lldp auto-setting disable
[AS1E— K]
ra—\)vary7 47—y a e — R
[FHA

FEDY~ RN EET D LLDP 7 L—AIZ KD | AL v FOREL BEIICEE T 282 G207 5,
F72. power-inline disable delay =~ > NIZ X HfaEIF L2 A I 7 OdHBEREZ AT 5,

LLDP 7 L — A TIZLL T OFERED R E S D,

o 7 —ifilfH

* QoS

e IGMP AX—t' 7

« EEE
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+ RADIUS #—/3—7K A |
o UnAREH
no TR TIAT L= 8B-AI3HIIR EITR 5,
WA L H—T 2= ADRIEETE D,
[/—}]
ARERE A+ 2 729121%, setlldp enable =~ > R C, LLDP 7 L — A% Z(ETE D&
[BREH]
LLDP T & % HERREMREZ AT 5,

(T ORENDH D,

'ﬂlm

SWX2310 (config) #11dp auto-setting enable

4.23.6 LLDP 25— FORE

[
set lldp enable #ype
set lldp disable
no set lldp enable

[73T7 A —=F—]

type EZREE—NR

REME B

I

rxonly ZAEHHICERET S

i

txonly EEHHICHRET S

txrx EEBIOZEICRET D

(IR E]

set lldp disable

[AN1E—F]

LLDP =—Y = hE— I

[FBA]

MHRA VA —T 2—ATOLLDP 7 L—LDEZEE— REHRET D,
set lldp disable ®354 1%, LLDP 7 L — A& E5(5E L7V,

no JEATHEAT Lo ald. PIMIRREIZRE D,

[ E B

LAN 7R— b #1 @ LLDP %5 — K2 ZEHHICHET D,

SWX2310 (config) #11dp run

SWX2310 (config) #interface portl.1l

SWX2310 (config-if) #1lldp-agent

SWX2310 (11ldp-agent) #set 1ldp enable rxonly

4237 T FL AOEEDORE

BN
set management-address-tlv fype
no set management-address-tlv

[/XT A —F—]
type o EHET RV RO

RIEME Bl

ip-address BHT FLAZIPT RLAET S

mac-address BHT FLAZMACT RLALET 5
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(AR E]

set management-address-tlv ip-address
[AJ1E— ]

LLDP =Y = hE—F

B

LLDP T2, A"— FDOEFHT FL 2AOFIEZRET 5,

no JER CTEIT LIRS IR EICKE S,

X BB LLDP Management Address TLV [ZF%E &1 5,

[ EHI]

LAN R— bk #1 OFHT R AOFEEZ MAC 7 KL RAICERET 5,

SWX2310
SWX2310
SWX2310
SWX2310

config) #11ldp run

config) #interface portl.l
config-if)#lldp-agent

lldp-agent) #set management-address mac-address

4.23.8 EEAEH TLV ORTE
B

tlv-select basic-mgmt
no tlv-select basic-mgmt

[FIHIERE]

7L

[AS1E— K]

LLDP =—Y x> FE—F
[BLFA]

EE7 LU — LTEAEH TLV 21BN %,

no FEXCTEIT LA, BE7 L— 200 RAEHE TLV 26k<,
DA<y RTLLF®D TLV 28 LLDP 7 L— A ZEBME 5D,
<HAE P TLV>

(1) Port Description TLV : 78— k D& 5T

(2) System Name TLV : > A7 LD A4

(3) System Description TLV : 3 A7 A D#BH 3L

(4) Syatem Capabilities TLV : A7 A DHE

(5) Management Address TLV : R— FOEFEHHT FL A (MAC 7 RV RAETITIP 7 RLR)
[BREH]

LAN /R— h #1 T#(57 % LLDP 7 L — AIZEARE L TLV ZBINT 5,

SWX2310 (config) #11ldp run

SWX2310 (config) #interface portl.1l

SWX2310 (config-if) #11ldp-agent

SWX2310 (11ldp-agent) #tlv-select basic-mgmt

4.23.9 IEEE-802.1 TLV D E
N

tlv-select ieee-8021-org-specific
no tlv-select ieee-8021-org-specific

(IR E
L

[AFTE— F]
LLIDP =— = hE— R
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[FEHA]
(% 7 L— AT IEEE-802.1 TLV ZiENI$ %,
no TR THFEAT L2/ 1E, 257 L— 24705 IEEE-802.1 TLV %[k <,
ZPa<y RTLUL RO TLV 78 LLDP 7 L—AIZBEn 5,
<IEEE-802.1 TLV>
(1) Port VLAN ID : 7"— k VLAN ID
(2) Port and Protocol VLANID : 7’1 | =/ VLAN ID
(3) Protocol Identity : R — h9 2571w h=a,Ld U X |
(4) Link Aggregation: U > 7 7 7'V i —3 = UAEH
(5) VLAN Name : " — k VLAN O£
[ EH]
LAN 7R— k #1 T4 % LLDP 7 L — A |Z [EEE-802.1 TLV ZiB N4 %,

SWX2310 (config)#11dp run

SWX2310 (config) #interface portl.l

SWX2310 (config-if) #1lldp-agent

SWX2310 (1l1ldp-agent) #tlv-select ieee-8021-org-specific

4.23.10 IEEE-802.3 TLV DX E

BN
tlv-select ieee-8023-org-specific
no tlv-select ieee-8023-org-specific

[(WIHIRRE]

7L

[AJ1E— K]

LLDP =— = hE—
[FHA]

%{F 7 L— A2 [EEE-802.3 TLV ZiEN14 %,

no IR THFEAT L 728HA 13X, 257 L— 2405 IEEE-802.3 TLV % [#&<,
ZOa~wy RTLLF®TLV 28 LLDP 7 L— AZBIEL D,

<IEEE-802.3 TLV>

(1) MAC/PHY Configuration/Status : A — h r T > = —3 3 » OH R — MEH
(2) Power Via MDI : PoE f& ¥k (PoE B&HE D & % 1 fd 0D 7r)

(3) Link Aggregation: U > 7 7 7'V i —3 = UAEH

(4) Maximum Frame Size : fixg K 7 L' — L% A X

[BXRE )

LAN 7R— b #1 Ti4/59 % LLDP 7 L — A2 IEEE-802.3 TLV % B9 %,
SWX2310 (config) #11dp run

SWX2310 (config) #interface portl.1l

SWX2310 (config-if) #1lldp-agent

SWX2310 (1l1ldp-agent) #tlv-select ieee-8023-org-specific

4.23.11 LLDP-MED TLV D& E

EEy

tlv-select med
no tlv-select med

(IR RE]
L

[AS1E— K]
LLDP =— ¥ =¥ hE— R
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[FEHA]

(%7 L— A2 LLDP-MED TLV % B4 %,

no FEICHEAT L= HGA 1L, %4157 L—2420>5 LLDP-MED TLV % &<,
ZDa<y RTLUUTF®OTLV A LLDP 7 L—AISBEMEN 5,

<LLDP-MED TLV>

(1) Media Capabilities : 251595 LLDP-MED TLV O f#¥

(2) Network Policy : Voice VLAN % ##(Voice VLAN % E STV DR — hDH)
(3) Extended Power-via-MDI : §i57E PoE & #(PoE ¥§HED & 2 H§FE D 1)

[/ —}]

Location Identification TLV DfE 3 "Location" 3% STV 5,

[ EH]

LAN AR— k #1 T{E4 5 LLDP 7 L — A2 LLDP-MED TLV % 3BII1 %,

SWX2310 (config)#11ldp run

SWX2310 (config) #interface portl.1l
SWX2310 (config-if) #1lldp-agent
SWX2310 (11ldp-agent) #tlv-select med

4.23.12 LLDP 7 L — A DEERRBD
B

set timer msg-tx-interval tx_interval

E

X

no set timer msg-tx-interval
8T A —5—]
tx_interval 1 <5-3600>

LLDP 7 L — A 25[5 REIBR(RD)

(IR E]

set timer msg-tx-interval 30

[AJ1E— K]

LLDP =— = hE— K

[RAEA]

LLDP 7 L — A DOEEMFEZ R ET 5,

no FECHEAT LGS I3 WHIREICR 5,

[ EH]

LAN R— k #1 T&EET 5 LLDP 7 L — A DO EERFEZ 60 ISR ET 5.

SWX2310 (config)#11ldp run

SWX2310 (config) #interface portl.1l
(
(

SWX2310 (config-if) #11ldp-agent
SWX2310 (1lldp-agent) #set timer msg-tx-interval 60

4.23.13 EEEEHIB O LLDP 7 L — AEERRORE
[ER

set timer msg-fast-tx fast tx

no set timer msg-fast-tx

[/ A—%—]
fast_tx : <1-3600>

EH S B O LLDP 7 L — A E(E IR (D)
(IR RE]

set timer msg-fast-tx 1
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[AF1E— F]
LLDP =—Y = hE— ]
(LA

I O LLDP 7 L— A EHB 2% ET 5,

no B THEAT L= A IR EICR S,

I IEE IR & VXA — b OBEGEER BT L < Ao o T EZROHIF T, mEREMMBREROLL T3~y RICiE
WLLDP 7 L—AREE S5,

«  set timerx msg—fast-tx fast ix A E HIM O EEMRE) 2R ET 5,

* set tx-fast-init value : FEEEEHIMICEE T 5 LLDP 7 L — A DOEEZRET D,

(B EHI]
LAN F— k #1 TEHEEEHIRIO LLDP 7 L — AR ERIGEE 2 IR ET 4,

SWX2310
SWX2310
SWX2310
SWX2310

config)#1ldp run

config) #interface portl.1l
config-if) #1ldp-agent
l1ldp-agent) #set timer msg-fast-tx 2

423,14 LLDP 7 L —AEXEELN O HIHIL T TCOEBORE

E&

set timer reinit-delay reinit delay
no set timer reinit-delay

[XT A —F—]
reinit_delay : <1-10>
LLDP 7 L — AEEE 12 & B L £ CTORREI(FD)

[ E

set timer reinit-delay 2

[AJ1E— ]

LIDP =— = hE— R

[FRHA]

LLDP 7 L — A EEEIEN L EHLE CORRM 2R ET 5,

no IER CHEAT LIS I3 MR EICE 5,

(B EH]

LAN AR— k #1 TLLDP 7 L' — A EEE 1) S L £ TORR 2 10 BICRET 5,

SWX2310 (config) #11ldp run

SWX2310 (config) #interface portl.1l

SWX2310 (config-if) #11ldp-agent

SWX2310 (1lldp-agent) #set timer reinit-delay 10

4.23.15 KSR IE MM DR (TTL) 2 B T 3 72D DRBORE

EEN
set msg-tx-hold value
no set msg-tx-hold

[73T A =4 —]
value : <1-100>
PEER TR ORFFRER] (TTL) OE £ FHT 2 720 OFHL
(IR E]
set msg-tx-hold 4
[AS1E— F]

LLDP =—Y = hE— R



a< KU 77 LA | RSF - EAERE | 111
[FEHA]
B M O RFFRER] (TTL) 2 /T 5 72D O FEE ZHET 5,
no G THEIT LB AITHIMREICR 5,
Z O EEIX LLDP 7 L— Ai%1{5 i (msg-tx-interva)IC R HE X1, 512+ 1 LCTTLE@EB) & 725,
TTL fE!l%. Time To Live TLV IZ5%E S 5D,

TTL = msg-tx-interval x msg-tx-hold + 1 (7))

(B EHI]
LAN 7R— | #1 CTHEZSE R OREFRR (TTL) 25 H T 57200 % 2 ITRET D,

SWX2310
SWX2310
SWX2310

config)#1ldp run
config) #interface portl.1l
config-if) #1ldp-agent

SWX2310 (11dp-agent) #set msg-tx-hold 2
4.23.16 B HEEEHI O LLDP 7 L — A% EBBORE
[EFR]

set tx-fast-init value
no set tx-fast-init

[XTA—=F—]
value o <1-8&>
HEEAE I O LLDP 7 L— A 245 4%
[WIHARRE]
set tx-fast-init 4
[AS1E—F]
LLDP =—Y =¥ FE— K
B

EEEEIR O LLDP 7 L — AR EEE A B ET B,

no IR CEIT LIS 1R EICE S,

[RXEH]

LAN R— k #1 TEHEEESHMO LLDP 7 L— A EMEE 2 TR ET 5,

SWX2310 (config) #11dp run

SWX2310 (config) #interface portl.1l
SWX2310 (config-if) #1lldp-agent

SWX2310 (11ldp-agent) #set tx-fast-init 2

42317 R— FEL CHEHETX 2B ORRKEGERORE
[ER)

set too-many-neighbors limit max_value

no set too-many-neighbors limit

[/3T7 A —F—]
max_value : <1-1000>
N— ML TEET & D O R R 6 5K
(AR RE]
set too-many-neighbors limit 5
[AFTE—F]
LLDP =—Y = hE— R
[FiAA]

AR— MR CEIHCTX AR ORRKERERTET 5,
no FECTHEAT LG A IIWIHIREIC B R S,



1u|:vaU77vyxy%#-@m%%
“— OB KEGEREBITGE, BT LR HXE SN2 LLDP 7 L — AT RT3,

[/—}]

vy RERETDHE, HRR—FTHRYOLLDP 7 L— L2 &2Z G Lz EI—FE, VE— MEREHT —7 LN
7T EIND,

[ EH]

LAN /R— k #1 TR— (I CEH TX 2O RKEEE 10 ITHRET 5,

SWX2310 (config) #11ldp run

SWX2310 (config) #interface portl.1l

SWX2310 (config-if) #11ldp-agent

SWX2310 (1lldp-agent) #set too-many-neighbors limit 10

42318 LLDP e A ¥ — T = — A —FERE

[EA
Ildp interface enable type
lldp interface disable
[F—U— K]
enable : LLDP#mex AT 5
disable : LLDP f%REZ HEDNIZ T 5
S5 A—F ]
type DOEXEE—F
RIEME B!
rxonly ZEHEHICRET D
txonly EEHERICHRET D
txrx EEBLORFICHRET D
[ASIE—F]
Ja—N\)aryz4JL— g rF— R
B

LLDP §HE DA %0/ M%) % 42T D LAN/SFP AR — MZ—fE%ET 2,

BB EDH AL, FEE L LLDP 7 L—ADEZEE— RE2HET 5,

[/ —}]

Ka<wo RiZZa—r~varr7 47— g F— KOBRFETAHE,

B, Kavw  NE&A 4 —T72c—AOLLDPREZTAHODOHEDTH Y | running-config IZITFRAR I 720,
(R ]

4C® LAN/SFP 7" — ~ @ LLDP #§EZ H20IZ L, LLDP 7 L — A% EZ(E AlRE72E— NIZRET 5,

SWX2310 (config) #1lldp interface enable txrx

4.23.19 4 V7 —7 = — ADIKEFRT

EEN
show lldp interface ifname [neighbor]
[%—7— K]
neighbor DL TV SO E R T D,
[T A—=HF—]
ifname : LAN/SFP R— DA  HX—T = — A4,

BT HA B —T = — R
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[AFTE— R
FEFRFHE EXEC *E— K, F##E EXEC £— K
[FEA)
ifname TIRE LizA ¥ —7 =—AD LLDP 1§ & £ ~T 5,
neighbor Z 57 L7288 13A v Z — 7 = — AT L CO AR O R A TR 5,
UTOHEANRERIND,

show lldp interface ifname DGH

o A VH—T 2 —AREOREHER
Agent Mode 7Y v U — K(Nearest bridge [# &)
Enable (tx/rx) EEE— FZEE—F(Y: Al N: KA
Message fast transmit time EEREE I O LLDP 7 L — ARERIREGE)
Message transmission interval LLDP 7 L — L2415 HIFE (D)
Reinitialisation delay EEE L BRI E TOREME)
MED Enabled LLDP-MED TLV /5 DA %/ %)
Device Type F 34 A H A 7(NETWORK_CONNECTIVITY [ 7E)
Total frames transmitted LLDP 7 L — A DEEHK
Total entries aged TTL UL EZEN 72 BET — 7 A0 DHIBR S 78
RO
Total frames received LLDP 7 L — A DZ{EHK
Total frames received in error LLDP 7 L' — ADZAE= T —4%
Total frames discarded #E X 7= LLDP 7 L— A DK
Total discarded TLVs EFE S L7z TLV O
Total unrecognised TLVs Rk X o7z TLV OF
show lldp interface ifname neighbor D55
o EAREPE
Interface Name ZELIEAVE—T 2 —R4
System Name AT MR
System Description AT LDFRA
Port Description AN— ~DFHH
System Capabilities AT LDRE
Interface Numbering A =T 2 —AFEDEA TS
Interface Number A F =T 2= A
OID Number OID %75
Management Address MACT RLAE7ZIZIP T FL A
«  Mandatory TLV D15 #
CHASSIS ID TYPE CHASSISID TLV ® % A 7" & il
PORT ID TYPE PORTID TLV D% A 7 L f
TTL (Time To Live) T 17 0 O PR FFIRE ] (FD)
« 8021 ORIGIN SPECIFIC TLV D1 #
Port Vlan id A— K VLAN @ ID
PP Vlan id 7'v k=L VLAN @ 1D
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VLAN ID AR— K VLAN @ ID
VLAN Name AR— K~ VLAN 04

Remote Protocols Advertised

HPAR—r D7 harol x b

Remote VID Usage Digestt

VID Usage Digestt fE

Remote Management Vlan

EHH VLAN O4 FR

Link Aggregation Status

Voo 77— g OFRMES

Link Aggregation Port ID

Voo 77 A=y g ViR— D ID

« 8023 ORIGIN SPECIFIC TLV DO{E#H

AutoNego Support

F— b Rr I m— 3 VHERED AN/ )

AutoNego Capability F— bR I m— a A[RE/REIE H
Operational MAU Type WEREELET 2Ly 7 AE—R

MDI power support PoE H¥REH AR — F D

PSE power pair PSE N\U —~7 —

Power class

PoE #a&& 7 7 A

Type/source/priority

PoE#EX A 7, V—A, BEE

PD requested power value

PD #2232k 5577 (0.1mW HAT)

PSE allocated power value

PSE #4523 4576 T & 28 /) (0.1mW HL)

Link Aggregation Status

Vo o7 7 )= g o OERER)

Link Aggregation Port ID

Vo7 7Y A=y g ViR— D ID

Max Frame Size

BR7 L— LA R

« LLDP-MED TLV ®O1f## (LLDP-MED TLV % %3 L= AICFEREND)

MED Capabilities

LLDP-MED TLV OFfEfED 1) A b

MED Capabilities Dev Type

LLDP-MED A5 4 7T XA AHX AT

MED Application Type TV r—var AT
MED Vlan id VLAN @ ID

MED Tag/Untag VLAN % 7 O 47 4

MED L2 Priority L2 O

MED DSCP Val DSCP DS

MED Location Data Format

MEFRHRDO 7 +—~ v b

Latitude Res FEFE D fRBE(E 2h 72 BALE > R
Latitude FEIE(B4 B b
Longitude Res TEEE D RBEA 2072 B E Y F )
Longitude G4 E Y R)
AT RS AT

LA—4—

2:enrorvuar
Altitude Res D RRE(R 78 BALE v M)
Altitude FEEQGO B B
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Datum Tty I ¥
0: K E ot FRIHR (WGS 84)
1AL 7 A U Jr JIHR(NAD 83)
2:967 A U 7 IR (NAD 83) D - HAIBE: Fe KT
LCI length FLEEHRT —# DR E
What BINE AT
0:DHCP H— " — DT
17747 MlEbiinwe&ZE2 b5 Xy T —/ 3
ERIVA
2:7 747 hONLE
Country Code a—F
CA type CA (Civic Address) & A 7
MED Inventory Inventory 1&# U % k

NEEEEICEI L CTiX RFC 3825 &1

[BREH]
LAN R— h #1 ® LLDP {§# & £R~7 5,
SWX2310#show 1ldp interface portl 1

Agent Mode : Nearest bridge
Enable (tx/rx) 1 Y/Y

Message fast transmit time 1

Message transmission interval : 30
Reinitialisation delay 3 2

MED Enabled Y

Device Type
LLDP Agent traffic statistics
Total frames transmitted
Total entries aged
Total frames received
Total frames received in error
Total frames discarded
Total discarded TLVs
Total unrecognised TLVs
SWX23104#

O OO OO oo

: NETWORK CONNECTIVITY

42320 2TDA  F—T = — R TBIT HEREOB#HF TR

[EF=
show Ildp neighbors
[AJIE— K]
FEREHE EXEC £ — N, FikE EXEC £— R
[
BTOA L F—T 2 —AIBIT LR OERE R TRT D,
(F~-E201T show Ildp interface ifname neighbor =2~ > R % £ )
[BREB]

Hafe L TV DR O E KT 5,
SWX2310#show 1lldp nelghbors

Interface Name : portl.l
System Name SWX2310-10G
System Description 2
Port Description : portl.3
System Capabilities : L2 Switching
Interface Numbering Y
Interface Number 5003
OID Number

Management MAC Address
Mandatory TLVs

acd44.£230.0000

SWX2310 Rev.2.04.01

(Thu Sep 26 17:35:20 2019)
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CHASSIS ID TYPE
IP ADDRESS : 0.0.0.0
PORT ID TYPE
INTERFACE NAME : portl.3
TTL (Time To Live) 41
8021 ORIGIN SPECIFIC TLVs
Port Vlan id 1
PP Vlan id : 0
Remote VLANs Configured
VLAN ID 1
VLAN Name : default
Remote Protocols Advertised
Multiple Spanning Tree Protocol
Remote VID Usage Digestt : 0
Remote Management Vlan : 0
Link Aggregation Status
Link Aggregation Port ID
8023 ORIGIN SPECIFIC TLVs

AutoNego Support : Supported Enabled
AutoNego Capability : 27649
Operational MAU Type : 30

Power via MDI Capability (raw data)

MDI power support : 0x0
PSE power pair : 0x0
Power class : 0x0
Type/source/priority : 0x0
PD requested power value : 0xO0

PSE allocated power value : 0x0

Link Aggregation Status

Link Aggregation Port ID

Max Frame Size : 1522

LLDP-MED TLVs

MED Capabilities
Capabilities
Network Policy

MED Capabilities Dev Type : End Point Class-3

MED Application Type : Reserved

MED Vlan id H0)

MED Tag/Untag : Untagged

MED L2 Priority 0

MED DSCP Val : 0

MED Location Data Format : ECS ELIN
Latitude Res : 0
Latitude 3
Longitude Res
Longitude
AT
Altitude Res
Altitude
Datum
LCI length
What
Country Code
CA type

MED Inventory

oNoloNoNoNoNololeNoNo]

SWX2310#

42321 LLDP 7 L —AL U Z—D 7 )T

[ER]
clear lldp counters
[AJ1E— K]
¥5i#E EXEC £— K
[RA]
ATOR—FDLLDP 7L —Lh I E—% 7 ) 745,
[BREH]
LLDP 7 L —ALh T H—% 7 VT T 5,
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SWX2310>clear 1lldp counters

4.24 L2MS (Layer 2 management service) DE% &
4.24.1 L2MS &— F~D{T

[EX]

I2ms configuration

[AJTE— K]

sa—m\)varZ 47—y aryE—R

[BLFA]

L2MS O EZAT D 728D L2MS £ — RIZBITT 5,

[/—1}]

L2MS E— Kb/ a—)vary 7 47—y g U — RIORED 1T exit 2~ FEMHH L, #54 EXEC £— KiZ
RAHWend 2~ REMEHT S,

[BXEH]
L2MS E— RIZBITT 5,

SWX2310 (config) #12ms configuration
SWX2310 (config-12ms) #

4.24.2 L2MS BEEEDRE
B

12ms enable
12ms disable
no 12ms

[F—7—F]
enable : L2MS Hrex T 5
disable : L2MS BéreE A L

(R E]

12ms enable

[AJTE— ]

L2MS E— K

B

L2MS HEREZE T 2 a0 ERET D,
no JE X CEIT LS ITVHEREICRE D,
[ EH]

L2MS #ERE 2 9%,

SWX2310 (config) #12ms configuration
SWX2310 (config-12ms) #12ms enable

4.24.3 L2MS BEBED R EI DR E
E]

12ms role role

no 12ms role
[/XT A—F—]
role : L2MS R D #&RE
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BEE B
Be FIc#se L7- SWX & U — X WLX302
manager VU —XDOFKE HH AT H L2ZMS < R —

¥—&L LTEMET S

N—B— Ty A —T f—)L, MMSv*
— VY —IIREINT- SWX v — X%
L2MS <= % — 3 ¥y — &LT@@#%%VA
MM DEHEIND L OEET D

agent

[WIERRE]

12ms role agent

[AJ1E— K]

L2MS E— F

[RLFA]

L2MS HRE A2 ] T~ D BR ORI 2R ET D,
no JIER CTHAT L7255 13 agent & L CTENVMET 5,
[/— 1]

ﬁ**y%? 7 NIZ L2MS (A A v FHlEHE) BEEZ AN L~ I —F =7 7 A ¥ —7 3 —/L L2MS =
F =T ¥ —ITEE STz SWX v U — XN EBGFE LT-GE. L2MS BERES IEFICEEL S8 A,

Fl—Fy FT =272, L2MS v 3% — Vv — L DN 1 B ERD X I LT 7E &,
[ EH]
L2MS #§fEx ~ % —V v — & L THERHT 5,

SWX2310 (config) #12ms configuration
SWX2310 (config-12ms) #12ms enable
SWX2310 (config-12ms) #12ms role manager

4244 1L2MS =— = Vv N OEEARERB BB O R E
E&N|

agent-watch interval time

no agent-watch interval
85 A —5—]
time o <2-10>

B AR ] P B (D)
[N E]

agent-watch interval 3

[ASTE— K]

L2MS E— R

[REBA)

L2MS D= — = AR T H 7 L — AOEERMBRERET 5,

no I CTHEAT L7245 i@%&ﬁ 2R 5,

time % RERMEICRTE LTI2HE ., R 7 L— L OEEHE T D M3, MMS@I—VI/F%ﬁmLT#%L%BV
=Ty — #Mﬁﬁéifwﬁﬁwﬁ<ﬁéoMw%méﬁﬁ_mﬁbt BITFO LY BRI L — LD
EHEIIEZ AN, L2MS O —2 = 2B LT D L2MS = 32—V ¥ — Nk 95 £ CORBNEL 2 5,
[/ —}]

L2MS D =—V = v hOEFIL LIMS B~ —Y ¥ — & LTEEL TWAIHEDHIT I,

[BXEH]

BRI R 2 5 RICRRET 5,
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SWX2310 (config) #12ms configuration

SWX2310 (config-12ms) #12ms enable

SWX2310 (config-12ms) #12ms role manager
SWX2310 (config-12ms) #agent-watch interval 5

R
il

4245 12MS =—2 = v N O F T Ut Z W A RO
Ex

agent-watch down-count count

no agent-watch down-count
[T A—5—]
count : <2-10>
AV I]L: o REIEIE
(AR RE]

agent-watch down-count 3

[AJTE— K]

L2MS E— K

B

I2MS =— Y v B DA T L — 2 E2ZEET LA T Lzt 5 F TORR T L — L EEREERET 5,
no TC K THEAT L= A ITUIMRR EIC R 5.

BEHRT L — L% count TRELTFEFEEELTHLLMS =— V2 M OISE T L—LAEZELRWES., 4%
L2MS =— Y x> MMIF T v L= LT 5,

[/—F]

I2MS =— V= " EEHR L TWAR— IRV 7 X7 LEGAE, Ya~vr FORELV LRWE A I T T
L2MS ==V = "X T L LT Z LR d 5,

I2MS D= — = FOEEHIZI2MS v % —V v — & LTEWEL TWAIREDOHRITH,

[B%E B

2o e AT A e 8 B ET D,

SWX2310 (config) #12ms configuration

SWX2310 (config-12ms) #12ms enable

SWX2310 (config-12ms) #12ms role manager
SWX2310 (config-12ms) #agent-watch down-count 8

4.24.6 VAR DEEHERE DR E
E&N|

terminal-watch enable

terminal-watch disable
no terminal-watch

[F—TU—F]

enable DR OEHEERE A AT S

disable D IR OEEREEE A AN LR

[FIHIER 2]

terminal-watch disable

[AFTE— F]

L2MS £— K

B

SR DOEPREREE H T D, BT D EEMICE Yy T — 7 NIFET DA EROTIGZ1T 9,
no JECTHEAIT LGB IE. WAROEHMEREN R LD,
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[/ — 1]
AR DEHILL2ZMS v 12— % — & LTEEL TW DA DORT I,
[BREHI
UK DEPRERE Z B N T D,
SWX2310 (config) #12ms configuration
SWX2310 (config-12ms) #12ms enable

(
SWX2310 (config-12ms) #12ms role manager
SWX2310 (config-12ms) #terminal-watch enable

4.24.7 S AR i 0D BUA Ry ] 1] 8 DB E

[EF=

terminal-watch interval time
no terminal-watch interval

ST A—F—]
time : <1800-86400>
A R )

[FIEIER ]

terminal-watch interval 1800

[ASIE— K]

L2MS E— R

B!

Fv N —7 ORI HRE BT HREMMREZ X ET D, time (ZEXE LTCRFREINRIBT 5 &, Ry MU — 27 ITFE
T 2UARDIERE TGS 2,

no JE K CEIT LSS IIOIMREICRE S,

[/ —}]

AR DE RN AN TIIRWGS, Ra~r FOREICHELL T, WRFROIUFII TR,
[BREH]

B AR D B FR 2 3600 FUIZERET 5,

SWX2310 (config) #12ms configuration

SWX2310 (config-12ms) #12ms enable

SWX2310 (config-12ms) #12ms role manager

(

( )
SWX2310 (config-12ms) #terminal-watch enable
SWX2310 (config-12ms) #terminal-watch interval 3600

4.24.8 L2MS §fHl 7 L— A DEZIEHE

EEN
12ms filter enable
12ms filter disable
no 12ms filter

[FF—Y—F]
enable : L2MS O 7 L— A B EZETE RN
disable : L2MS OHIEI 7 L — A B IEZ(ETX D

[#IEIEXE]

12ms filter disable

[ASTE— ]

A B =Tz —AFE— R

[RLBA]

L2MS Ofilffl 7 L — L% EZET 2 ENERET D,

no I THAT LI A IE, L2MS Ol 7 L — L 2 X ZETE 5 L 912D,
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[/—}]

AKa<wr Rix, UFOA ¥ —7 2 — A ZXRETER0,

e VLANA U F—T x—2R

o FElA LH—T =R NESNTWDOYEA L F—T 2 — R

A L H =T 2= AN EBE SN TWDIWERA o H—T7 = — A%, WHRIEDOARa~ > ROREIHKE> TEET 5,
B, WHA L E—T 2= ABmMEA A —T 2= RNET HHEEIT, WA F— T = — 2O EITHIHIEIC
%,

Kawy ROFEICEHDL T, LTFTOWTNNDOFRMELZRTZ L T D5EEIEL, L2MS Ofilill 7 L — AW EZ(E Sz
W2 EnB D,

o STP 7213V —7HHMEREIC L - TA > ¥ —7 = — A Blocking IRKFEIZ72 > T D

« switchport trunk native vlan none =~ > R3GRE S 41 TV 5

o BB VA —T 2 —RIME SN TNS

[ EH]

portl.5 T L2MS Ol 7 L — L& EZF LRV E 52T 5,

SWX2310 (config) #interface portl.5
SWX2310 (config-if) #12ms filter enable

4249 12MS =—V =V FOFEEDO Y > b
[EF2

12ms reset
[AJ1E— R
¥ibE EXEC £ — KR
B!
L2MS ¥ % — Y% —WNEH L TWVWALTOLMS T—V = 0 FEEH TN LA LT L2MS = — 2 = N OEREZ 0
VIET,
[/ — 1]
L2MS N~ R =V v —& L TEIEL TWAIEEDHRFETTE 5,
Ka<wr REFTTHEEHENTWEZILMS ==V 2> b HE % L2MS < % — ¥ ¥ — O & FRIREE) B4,
AKav s REFATLIERZRICHOLMS =— Y = > M RET 5% A I 71X, agent-watch interval =~ > F TR iE
L 7= BRIk 5,
B!
L2MS =— V= FOEHEHEZ Y N5,
SWX2310#12ms reset

4.24.10 L2MS DfEFR DO TR

[ER]

show 12ms [detail]
[F—TU— K]
detail G e
[AF1E— K]
FEHHE EXEC B — I, 45 EXEC £— N
[F ]

L2MS OBIERIEICIE LT, LR O #E #5775,
« L2MS B3 —Y vy —¢ LTEEL TV A 5E
o BFLTWVWALIMS =— = h D%

o HEL TS LIMS =—Y = L DIEHR
« MACT7 RLX

. B4
. BSR4
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T
s TV IER—F
o WHEINTWDIEE
o L2MS v R—V % —& LTEEL TWT, detail Z45E L7256
o L2MS v 3x— ¥ v —DOE#
o L2MS ¥ 3 — V¥ —IZHEE SN TV AR O
o L2MS ¥ 3 — T ¥ —IZHHE S LTV D IR D1
e MACT7 FL XA
o BERESNRTWAHR— b
o AR E R LT REZ
e BEHLTWSL2MS =—Y = FO¥K
e BHLTWSL2MS =—2 = FOfE#R
e MACT FL XA
. R4
. B
o BRI
s UL I T v LTWVAR—
o TV IER—F
o XL UTER— R
o WHEINTWDIHRE
o L2MS =— ¥ = ¥ MIHEEH STV DR DK
o L2MS =—V =V MIEH SN TV DHEERDOER (AL v F OFE)
e MACT7 FL XA
« BERESRTWAHER— b
5 N S Ay
o L2MS =— U x U MIHERFES LTV DR DE#H (AP DIGH)
o BEHEINL TS SSID
Bt S QB B K
o AR EFE R LT REZ
e L2MS AT —Y =z hELTEMEL TV DA
o L2MS ¥R — V¥ —|ZEHE I TV D 0 ED
e L2MS ¥ F—Y ¥ —0DMAC 7 RLA(EEENTWHEE

[/ —F]

L2MS 2NENE L TV WS, BHIIE RSN,

detail DFFEIL., L2MS N~ 32—V ¥ — ¢ LTIEL CHHAEDAANTH D,
(B EH]

L2MS R~ % — ¢ —& LTCEIEL TWAEE D L2MS [HFHROZEMZ FHr1 5,

SWX2310>show 12ms detail
Role : Manager

[Manager]
Number of Terminals 3 0
[Agent]
Number of Agents : 2
[acd44.£230.00a5]
Model name : SWX2100-24G
Device name : SWX2100-24G_7Z5301050WX
Route : port2.1
LinkUp 1, 3, 9
Uplink N
Downlink : 3
Config : None
Appear time : Tue Mar 13 18:43:18 2018
Number of Terminals : 1

[bcae.cbad.7fb3]
Port 3 9



Appear time

[00a0.deae.b8bf]
Model name
Device name

SWX2300-24G

: port2.1-3

A R 77 LA RSE - EHBEEE | 123
: Wed Mar 14 14:01:18 2018

SWX2300-24G_S4L000401

Route
LinkUp H
Uplink 3 A
Downlink : None
Config : None
Appear time : Tue Mar 13 18:43:18 2018
Number of Terminals : 0

42411 1L2MS D=—x v hav 7 4 JEBROFER

[EFX

show 12ms agent-config [agent]
87 X —5—]

agent

MAC 7 R L A(HHHH.HHHH.HHHH), F72i1%, ##¥(portD.D-D.D)

KD IL2MS T— x> MR D MAC 7 RL A F-IIRIE 25 ET 5, AIEEITIA L2MS

T—Vxr MRRENRET D,

[AFTE— K]
JEHHE EXEC E— R, H## EXEC £— F

[FiAA]

L2MS =—¥ = hBEAR(SWX2200)D =1 > 7 4 THEH A FoRvT 5,

FIRNFEIFLUTDO LB TH D,

HH

LA

system-name name

Wz DA TR E

energy-saving mode

HERIERELMEN T 2SN ORE

led-brightness mode

LED DD FRFE

port-speed port speed

AN— FOBEFRER L OEEE— FORTE

e

port-use port mode

RN— b EE AT 20BN DORE

port-auto-crossover port mode

F— b7 v AF— =R Z T D G ORGE

port-speed-downshift port mode

HWEX T T MERREM T B0 ENORE

port-flow-control port mode

7 v —HlEEZER T 2 0B ORE

vlan-id vlan_register num vid

VLAN ID DR E

vlan-port-mode port mode

AN— F® VLAN 8{EE€— FORE

vlan-access port vlan_register num

T U AR— N DOERE

vlan-trunk port vlan_register num mode

77 R— FDOFRGE

vlan-multiple-use mode

~/)LF 7L VLAN T 2 B O E

vlan-multiple port group_num mode

~/)LF 7 )L VLAN O 7 )L —T DX E

qos-dscp-remark-type port type

DSCP V~—F 7 0ExHZ FROFE

qos-dscp-remark-class port class

ZAENT Y bDT T AT ORRE

qos-speed-unit unit

BRI R 21T 5 B oD B2 BAZ DR E

qos-policing-use port mode

ZERNT T4 T DORY T ELTI DEDPDOHRE

qos-policing-speed port level

ZAE NT 7 4 v 7 ORHIE DR E

qos-shaping-use port mode

EERNT T4 I DY =2 — L TEITIMNEDNDEE
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HAE

B

qos-shaping-speed port level

ri—{i
Il

BT T4y T ORFIEDORE

mirroring-use mode

— U U 7R T 2 I D DOBGE

141
il

mirroring-dest port

141

F—=V IRy EEHT O - FORE

mirroring-sre-rx port mode

ZELIEATy eI 7= 7T 50 ENDORE

mirroring-sre-tx port mode

BETAHE Ny b eI T7—=) U TTBENENPOHRTE

counter-frame-rx-type port counter type

ZETVL—A A AT T BT L— DO
DFRTE

counter-frame-tx-type port counter type

FEEITLV—A AU A ThHU Y T BT L— AT
DFHTE

loopdetect-count count

1B H720 ON—T 04 Uiz LB 2 BIE R E

loopdetect-linkdown action

JL— T FAREOENMEDFRE

loopdetect-recovery-timer time

K= 2V 72X LT bLERSE S E TORM
DFRTE

loopdetect-port-use port mode

N— TR RE 2 3 2 B D ORE

poe-class port class

&H— | CRAATIER Y T A0 EROBE

[ EH

ETOLMS =—V = MgRO a7 4 TIEREFRT D,

SWX2310>show 12ms agent-config

[portl.23-1.23-8]

system-name TEST3 SWX2200-8G
vlian-id 2 2

vlan-id 3 3

vlan-port-mode 1 hybrid
vlan-access 5 2

vlan-access 6 3

vlian-trunk 1 2 join
vlan-trunk 1 3 join

[00a0.de00.0001]

system-name TEST2 SWX2200-8G
vlan-id 2 2

vlan-id 3 3

vlian-port-mode 1 hybrid
vlan-port-mode 8 hybrid
vlan-trunk 1 2 join
vlan-trunk 1 3 join
vlian-trunk 8 2 join
vlian-trunk 8 3 join

[00a0.de00.0002]

system-name TEST1 SWX2200-24G
port-speed 7 100-hdx
port-auto-crossover 7 off
port-speed-downshift 7 off
port-flow-control 7 on
vlian-id 2 2

vlan-id 3 3

vlan-port-mode 1 hybrid
vlan-port-mode 23 hybrid
vlian-trunk 1 2 join
vlian-trunk 1 3 join
vlan-trunk 23 2 join
vlan-trunk 23 3 join
loopdetect-count 5
loopdetect-linkdown linkdown-recovery
loopdetect-recovery-timer 600
loopdetect-port-use 7 off

MAC 7 K L Z72% 0020.de00.0001 O L2MS =— = > RO 2 v 7 ¢ Z1ERE T 5,




g R 77 LA | RSF - EAAE | 125
SWX2310>show 12ms agent-config 00a0.de00.0001

[00a0.de00.0001]

system-name TEST2 SWX2200-8G
vlan-id 2 2

vlan-id 3 3

vlan-port-mode 1 hybrid
vlan-port-mode 8 hybrid
vlian-trunk 1 2 join
vlian-trunk 1 3 join
vlan-trunk 8 2 join
vlan-trunk 8 3 join

PREM 1.23-123-8 D L2MS =— Y = > bR D a7 4 TG & FKRT D,
SWX2310>show 12ms agent-config portl.23-1.23-8

[portl.23-1.23-8]

system-name TEST3 SWX2200-8G
vlan-id 2 2

vlan-id 3 3

vlian-port-mode 1 hybrid
vlan-access 5 2

vlan-access 6 3

vlan-trunk 1 2 join
vlan-trunk 1 3 join

4.24.12 4R AP B2 T O RIEROBIEHMRE O
(&)

wireless-terminal-watch interval time

o
i

no wireless-terminal-watch interval
[/RT A —F—]
time ;. <10-86400>
H A5 I3 1 T R ()

(R E]

wireless-terminal-watch interval 60

[AFIE— ]
L2MS E— R
B
HERR AP Bl T OMRIEHR A BSGT 2R EZ R ET D, time (TR E LIRS 2 & | M AP B FICAE(ET D i
ROEHRZ BGT 5,
no JEATIFAT L7 A I3 EIC R D,
[/— k]
AR DEERNEIEL TWRWGE, Ra~r FOREICED LT, SREHROBEGIATHZ,
[BXRE )
it AN 4 D AR 2 3600 FOIZERAET 5
SWX2310 (config) #12ms configuration
SWX2310 (config-12ms) #12ms enable
SWX2310 (config-12ms) #12ms role manager
(
(

)
SWX2310 (config-12ms) #terminal-watch enable
SWX2310 (config-12ms) #wireless-terminal-watch interval 3600

4.24.13 4 X FEHBREDRE
[EFX]

event-watch enable

event-watch disable
no event-watch
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[F—7—F]

enable DoAY MRS AT D
disable DoAY MEERBRE AT LR
[WIERRE]

event-watch enable

[AJTE—F]

L2MS E— K

[

A X2 MR AN T 2 0B ERIET D, AROLEITEMIIC R Yy b U =7 RIFET D L2MS =—
= hDOA N MEROEGEIT I,
no JEATHEAT LI BIE, AN MEREREN AR E 72D,

[/ —}]
AR FOEHUIL2MS N~ 32—V v — L L TEIEL TWAIHBAEDRIT I,
[ E R

A X NERE A ENICT D,

SWX2310 (config) #12ms configuration
SWX2310 (config-12ms) #12ms enable

SWX2310 (config-12ms) #12ms role manager
SWX2310 (config-12ms) #event-watch disable

4.24.14 A N2 M MEER O BAG R ] ] R DB E

E&

event-watch interval time
no event-watch interval

[RTA—F—]
time : <60-1800>
5 TR (FD)

(AR E]

event-watch interval 300

[AFTE— K]
L2MS £— K
[FHA]

Py NI —JIZHFETDL2MS ==V = hDOA XY MERERET 2R EZRET D, time (3% E L 72K
PRETHE, Ry NI —JIZFETALIMS =— Vx> DA Xy MERETET 5,

no R A THEAT LI BB IIMHIBUEICR 5,

[/ — ]

A Xy MEHREENADTIE WSS, A<y FOREICHED LT, A4 X2 MEROTFIITOR Y,
[BXE B

B AR ERF I R B 22 60 BV ISR E %,

SWX2310 (config) #12ms configuration

SWX2310 (config-12ms) #12ms enable

SWX2310 (config-12ms) #12ms role manager
SWX2310 (config-12ms) #event-watch interval 60

42415 12MS =—V = v DO ¥Bu a7 4 JEEEFERT ANENDORE

[EX]
config-auto-set cnable
config-auto-set disable
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no config-auto-set
[F—TU—F]
enable D IMS =V ho¥uar T 4 SHEREAE TS
disable D LMS =—V v P rar T g SHRERER LW
[FIEIER E]
config-auto-set enable
[ASE— R
L2MS E— K
[FRHA]
L2MS =— Y = ¥ MR EDOEr a7 4 JHEEHERAT 20 SN ERET 5,
Yuar 7 g JERENERD, L2MS T—2 = 0 b DY NAA v F ETITER AP OFRE(2 > 7 4 D)DMEIFES
NTHDOEAE, THHANRED L2MS =— Y = "3 % v T — 7 ICHR S NTZRFIZ, RIFSN TV AR E(= v
T4 & HETTHRET S,
no FECEAT LG A& IFWIHIRR EITRE 5,

[/ —}]
T — > h SWX2200 (25T A EDREIMIL. AZRE L ITEZR 2 <IThivs,
(B EH]

I2MS =—Y x> b ruar 7 ¢ JHRERHHET S,

SWX2310 (config) #12ms configuration

SWX2310 (config-12ms) #12ms enable

SWX2310 (config-12ms) #12ms role manager
SWX2310 (config-12ms) #config-auto-set enable

425 A F v Fra v b

&2

snapshot enable

snapshot disable
no snapshot

[FF—7—F]

enable D AF v va vy MEREZADICT D
disable DR F T vy MERRERIZ LR
[FIEIE E]

snapshot disable

[AS1E— K]

Jua—\)aryz 4 l—yarsEw—NR

B!

AF v Fay MEREANZT S,

no R TEITLIZEAIL. AT v 7Y a v MERENES L 25,
[/ — ]

Aa<wr RiE, LMS Bv3—V ¥ —L LTEEL CWABADOHRETH D,
[ EH]

AF v Fay MEREANZT S,

SWX2310 (config) #snapshot enable
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4252 A F v T a v b DHBHRICHARZE 0 D DENPORE
[

snapshot trap terminal [except-wireless]

no snapshot trap terminal
[F—U— k]
except-wireless @ MESREHG S NI RIEHRZ 2T > 7Y 3 v FOREBSRRNHERNAT D,
(AR E
no snapshot trap terminal
IASE—
sa—s\var 74—y a e —R
[RLA]
I ARG A AT Y T gy FORBSHRICED D,

except-wireless 47 3 3 Y AHRE LI GAIE, BBERT 7 B AR A 0 M ICEREE N SN REHRIZ, ATy 7
3y FOLEBSHRN ORI SN D,

no R CEAT LA L, MREWRIZAT v 7V a v OGS L7 D,

[/ —}]

AKa<wr R, ~x—Yv¥—& LTEMEL. 7> terminal-watch enable =~ > R & snapshot enable =~ > R)EE
SNTWDLIGEDAHRFANTH S,

[ EH]

ARTEWME 2Ty gy FOHBRERIZED 5,

SWX2310 (config) #snapshot trap terminal

4253 2 F v a v FOER

[#EX]
snapshot save [after-update]
[F—T—F]
after-update DRy MU OBRREE RS Lok, Ay T vay hELTRET S
[AJ1E— K]
FitE EXEC E— R
[
1AN7yf®z+yfv5y%%%f&wxaﬁéxfyfyayb774»%%ﬁ¢5
after-update 47" > g UINEEN WS, BIEYRA =V —PMRELTWDE Ry NI —7 OFEFREE AT v 7Y

avy 774V E LTRFET B,
after-update 47> a VINEENDGA. Ry MU — 27 OEFIREBOFEREEHICER LK, ATy vay b7
7ANE LTRITFT .

[/— 1]

after-update 47"V a UINEENDEA. Xy NT— 2 OFEFREEOERE BEFCEH T 5081 v b T — 7 ORI
Ko TIEFDE T T 5 F TR DN D568 08 5 5,

[BREH]

Xy MU =7 OERREEFEHF LR, ATy T vay b7 7 A VERIFT D,
SWX2310#snapshot save after-update
4254 A} a vy OB
[EX]
snapshot delete

[AJTE— K]
et EXEC B— RN
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B
A F v TFay NI ANEHIRT D,
[B%E B

AFyTvay N7 ANVERIRT D,
SWX2310#snapshot delete

426 77— LU = T EH

4261 77— U =T EBEY A FORE
(&

firmware-update url ur/

no firmware-update url

[T A—F—]
url PP R L OREARL (255 ST
Ty —AU =T NEPILTVSD URL

(MR E]

firmware-update url http://www.rtpro.yamaha.co.jp/firmware/revision-up/swx2310.bin

[AS1E—F]

ryua—Saryz 4L —ygrE—R

B
WEB = "—(ZEPNTND T 7 =LV =T 77 AN T T 7=y =7 EHf§5LEOF T u— FNED

URL X ET 5,

AR http://—X—D P 7 FLAHDHWIEHR A M/ AL” Lo e 725,

IPv6 7 KL ADEFAITXIPV6 7 KL A]"D L HIZ"[]"CTHl 5 %ENH 5,

IPv6 V> 7 a—HNT RUAEZRET DAL, EHA ¥ —T7 = — XA LIFET D LER B 5 (fe80::X%vlanN DI
2o

P X—=D R — FFEEN 80 LA DLGEIL, “http//—S—=D P T KL AH DT R A MR — FEE/A4” L
WH BT, URL OHICIRET B M ERH 5,

[ EH]

T =AU =T OX T a— R URL % http:/192.168.100.1/swx2310.bin (25X ET 5,

SWX2310 (config) #firmware-update url http://192.168.100.1/swx2310.bin
SWX2310 (config) #

4262 77— U T EETHHT S HTTP Y u XL —H——DRE
[

firmware-update http-proxy server port

no firmware-update http-proxy

[/$5 A —&—]
server : AB.CD

HTTP 7 m ¥ ¥ —H—"—D IPvd 7 R L A
server [ XXXX]

HTTP 711 % o —H— —D [Pv6 7 KL A
[X:X:X:X]D K 5[ TH 5 BB B D

IPv6 V> 7 a—NT RUAEZIRET L5, A V2 —T7 = — AL IEET HLERH
5 (fe80::X%vlanN D)

S BT LU F B (255 SCRBAP)
HTTP 7 a3 —H—/—D FQDN
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port ;o <1-65535>
HTTP 7u x> —H%—NR_R—DJ A= T R— &=

(AR E

no firmware-update http-proxy

[AJIE— F]
Ja—n"narz4 7 b—varE—F
B

WEB = N—IZEIPNTWD T 7 =LV =T 77 A NVEMESTT7 7 =L 0 =7 BT 25LEOHTTP 7 u % —
P N—ZRET D,

HTTP 7’0 ¥ ¥ —H—N—RNRE SN TORNWEA, HTTP 72 X U — P — =2 RHE I 7 7 — 20 = 7T HHN
fThid,

A= FEFLHROICRET DILEND D,

no X THFEAT L 72HHA 13X, HTTP 7' F 3 —H— _R— DR EZHIRT 5,

Bl

HTTP 7' 10 % o —H—/3—% 192.168.100.1(7K— F &5 8080) I Zi%ET 5.,

SWX2310 (config) #firmware-update http-proxy 192.168.100.1 8080
SWX2310 (config) #

4263 77— AU = T BH DELT

[EX]
firmware-update execute [no-confirm] [no-reboot]
[e—D— K]
no-confirm Ty — AU T B OMERE L
no-reboot D 7y — AU 7 EHBICHEER LR
[AT1E—F]
F#HE EXEC £— R
[RLBA]

WEB #h—_—(ZEIPNTND T 7 — LU =T 77 A NVEBUEEITHO 7 7 — L0277 DV EVa v aF =y L,
EEWMZAETHNE T 7 =L 02T D) Y a T v FEFITT D,

HEWMA RV ETa D77 — AU =T BFET DL, HREROLNDDOT, THT L5613y 2. BH
L2WGAIE " Z AT 20 RH D,

no-confirm Zf5ET 5 &, WEREETICI Y a v T v T EFETT D,

no-reboot ZFET H L, VBT a 7 v 7IEITHRICHET L, KREEEHRFCEG%ZO 7 7 —L 0 =7 TEET
Al

[/ —}]

firmware-update url =~ > R CH¥ 7o — R URL #AHTX 5,

firmware-update revision-down enable =~ > NZFETHE HNWI BV a o~ Y BV a VXU U725 X912
2%,

no-reboot & EWf (X, firmware-update revision-time =~ > R E SN TWHATYH., FBERZICHEEE) L2,
[ E B

WEB #— = EINTNDE T 77— T =T 77 AN T T 77— =7 BT 5,

SWX2310#firmware-update execute
Found the new revision firmware
Current Revision: Rev.2.04.01

New Revision: Rev.2.04.03
Downloading. ..

Update to this firmware? (y/n)y
Updating...

Finish

SWX2310#
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e
i

4264 77— LU T E U a—RKEZA LT U NER D
[

firmware-update timeout time

no firmware-update timeout

[XT A —=F—]
time 1 <100-86400>

S A LT U NEERHEI(FD)
(AR E
firmware-update timeout 300
[AJIE—F]
Ja—n"narz4 s b—varE —NF
(@]

WEB —N—In5 77— AT 2 X7 ua—RT5LE0X A LT Y NEMERET D,
no JERCTEIT LB ITVIHIRTEICR S,
B&l|

Tr—AhU =T AU ru— ROSA LT MEEZ 120 BICRET D,

SWX2310 (config) #firmware-update timeout 120
SWX2310 (config) #

4265 )V YV a U E T U OET
[ER]

firmware-update revision-down enable
no firmware-update revision-down

(AR E

no firmware-update revision-down

[AJIE— F]

Jua—nN\)arz 4 —varE—FR

B

WEB = A_—ZEINTNDL 77— LV =T 77 AN EfoTT7 7 =027 HHTLL&, BUEO Y BV a &

DHELEHEWI EY g //\@77 AT =T DI a XAy aiFad b,
XK TEITLEESEAIZI BV a U X T U ZFFr L7V,

[ EH]

Veva Xy wifad b,

SWX2310 (config) #firmware-update revision-down enable
SWX2310 (config) #

4.26.6 7 7 — AU = T EHHERER EDFER

[
show firmware-update
[AJIE— ]
FiHE EXEC E— R
B
77— =T BRI BT D BEOR TR E R T D,
LIFOEANFR S :I/Léo

e XUl u— 4D URL
« Zm¥i—H——@ URL
e Xvuru—RNDOXA LT MNEER
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s YBETVarH Ty O
o REEEBFOZ 7 =027V EYa
o FEHTHE OO FE BN
o RH MR OB T A
[ E B
77 —LU =7 EHIEEE ORI A R T D,
SWX2310#show firmware-update
url: http://www.rtpro.yamaha.co.jp/firmware/revision-up/swx2310.bin
http-proxy: -
timeout: 300 (seconds)
revision-down: Disable
firmware revision for next boot: -
reload-time: -

reload-method: Normal
SWX2310#

426.7SD I— Ko DT7 7 —b 0 = T BEHDOELT

[ER
firmware-update sd execute [no-confirm] [no-reboot] [sd-unmount]
[F—Y— k]
no-confirm D 77— AU =T HHE SD h— RO~ U Mk OMER A L7z
no-reboot 77— AU =T IR LR
sd-unmount D7y AU = T EHHNCHEREE T SD h—FNET v TS
[AS1E— ]
F¢bE EXEC £— R
(@]

SD 71— FRNIZHEMENTNDE T 7 — AU =T 77 ANV TT 7 — LU =T BH%FATT 2,

NI A= —%FRELRWGEIE, SD W — RNICEEWZ AR 7 7 — LU = T NMFIET H L HH & SD 1 — KD
~ U v MREEZKET 50 OffR a2 R LD,

Ty =AU =T HBETLGEIE Y 2. THLRVGEIT M AT LIUNERD D,

SD 1 — RO~ v MREBAkET 2581y &, 7o~ Uy M 258IE " 2 AT H20ERH D,
no-confirm 24§ E 9 5 &, MEREZETITSD H— KD~ MREEZMGE L 7 7 — L U = 7T BH 2 £ 5,
no-reboot ZfHET H &L, VBV a7 v VEITRICHEE L, KEEESRFICEGHEO Y 7 —L 0 =7 TRET
5,

sd-unmount # {5 ET 5 &, MBREZETICSD I—ROT >~ T 2 M&(T9,

[/—}]

Ty —ALUxT 77 AL, SD I — KD"/swx2310/firmware/swx2310.bin" 7 7 A /L ZH T 5,

SD H—FHNDT 7 =L 0 =T 77 A NVEBIEFATHO7 77— L0 =T DY BV a rF =y 737720,

SD 1 — RZH Y A S 7 aid, FEBIREIZ boot prioritize sd =~ > ROIFEIZHEWVSD H— FAD T 7 — LU =
VS kY O

TUvwUyRLTSDA—RERVALTH 7 7 —L5 0 = 7 BHNIHkEET D,

no-reboot 5 EIFIL, firmware-update revision-time =~ > K3 E SN TWHETYH, FEERFZICHESE L2V,
[ EH]

SDA—FRHNDT 7 =L 0T 77 ANTT 7 =L =T BHT D,

SWX2310#firmware-update sd execute
Update the firmware.

Current Revision: Rev.2.04.01

New Revision: Rev.2.04.03

Update to this firmware? (y/n)y

Continue without unmounting the SD card? (y/n)n
Unmounted the SD card. Pull out the SD card.
Updating...
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Finish
SWX2310#

4268 7 7 — AU = T BHOBEEIRZ DR E
B

firmware-update reload-time hour [min]
no firmware-update reload-time

[/3F A—&—]
hour :<0-23>

77— AT = 7 B O R E R ()
min : <0-59>

77— AT =7 B OFEEIRZ(5))
[AFTE—F]
sa—m\)var7 4 L—varyE—FR
B

Ty =AU =T WG OFEMIL 2T 7 — AU = T AR R ET D,

no B CET LG 77— AU = 7T HHERICHESH L CH Y 7y —L2 v =T 2HEHT 5,
[ EH]

Ty — AU =T B OEEEIRZZ AM 1:30 IR ET D,

SWX2310 (config) #firmware-update reload-time 1 30
SWX2310 (config) #

4269 A F v JRERFED T 7 — LV = T HEHNC L D HEBHHEDORE
[
firmware-update reload-method method
no firmware-update reload-method
[/XT A —=HF—]
method DAy IO T 7 — LT = 7 HONC X L B Tk
R EE B!
normal %;4 VAL T e A=Ay FlARF R
sequential gh/" VAL T AN —=AA y FIER R
[HIHIRRE]
firmware-update reload-method normal
[AF1E—F]
Ja—nN)naryz4JL— g F— R
[

AB sy JRERRED 7 7 — A0 = T HHHIC K 5 BRETEEZRET 5,

normal DGH, AA VAL vF « AUN—=ZAA v FHZERHZHEEIT 5, sequential DIGH. A A VAL v F & il
FE TR, AV N2, v FEHEHNTLZE THERAFOR Y N =7 —ERCEEN LWL IICH T 7 — LT
=T EEAT 5,

no IR CHFEAT LIS & I3 HIEIZ R 5

[/ —}]

Ko< RIEAF v 7 EED A NI O B 45 7E AT HE,

[ EH]

Ty — AU = T BHNT LD R IR AR RN ET S,
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SWX2310 (config) #firmware-update reload-method sequential
SWX2310 (config) #

427 AHA >

4271 A ¥ v 7 HEEEDRE

EEN
stack switch
no stack
[/$5 A—%—]
switch LRy TR OEE
RIEE B!
enable 2By IR E AT D
disable ALy I EREE TN D
(AR E
stack disable
[AS1E—F]
Jsa—nnarz4 s b—varsE —NF
B

A By T HEREE AN E T IT ST 5,

no JETIAT LGB I3HIIIER EICE D,
[/ — 1]

RKa<wy REAZ v 73S TORILTTE 5,
SD % — FIZ{R47 L7 Config TEB L. Z0O#% SD #— K& T v~y b LERECAT v FEETFT 5 ETT—
kb,

B!

AL IR E AT D,

SWX2310 (config) #stack enable

ALy TR E AN T B,

SWX2310 (config) #stack disable

4272 A& v 7 ID OER

[EFX]
stack stack id renumber new_stack id
[73F A —4F—]
stack_id o <1-2>
EEMBDA L N=ZA v F DAL v 7 1D, fHELRWID ZfE LIEHEIETT =122
new_stack_id o <1-2>
EHBEDO AL v 7 1D
(R E]
L
[AFTE— K]
rsa—)ary 7 40— g F— R
[FAH]

BELFEA VA=A, v FDAL v 7 ID 2ERT 5,
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[/—}]

Kavwy NERAE » 7B TORFEITTE D,

Kavy NERAY v VB EZENICHRE LG E DARETTE D,

HOoBHEDAZ v 7 ID DHRERTE S,

SD 71— RIZf#fF L 7= Config THE) L, D% SD I— KET7 o~V hLTRETARa~ L FE2FETTH LT —
LD,

[ EH]

ALy 7 ID: DA IIN—=AAL v F & ID2ICEELT 5,

SWX2310 (config) #stack 1 renumber 2

4273 A X v JEROFER
[EX]

show stack

[AJTE— K]
FEHEME EXEC & — N, ke EXEC £— R

[FEA]
AH s JICHTERERCAT —H ADIEREFRTT 5,
TRARTLTD LB,
o AKX v U FEREDERE (Stack)
« HEDOAY 7 ID[FZEHE](Configured ID)
« HEHDOA% v 7 ID[#EME](Running ID)
s BHDAT—H A(Status)
« HEOAZ v Z7R—KTMH9 IP T KL AD#HiPH(Subnet on stack port)
o ARZ v JHERED MAC 7 R L A(Virtual MAC-Address)
o AUN=ZA v FRHOHER
« A% v 7 ID[IEMHE](ID)
« ET7 /L4 (Model)
e AT — /4 A(Status)
« 1—/(Role)
« U T LF 5 (Serial)
. WF MAC 7 F L A(MAC-Address)
o AH v IR— I EOER
o A H—7 = — A% F(Interface)
¢ AT — X A(Status)
A U= FHD AT —H A(Status) TITLL FOWT N EFRRT D,

Status 2085
Settin AUIN—=AA TR TAY v 7 BERT D7D
§ R BT T BV,
Active AUN—=AAL v FMTAY v 7 PHER I LTV DHARTE,
Inacive E;i;:%;ﬁ%\éib\ REIL SN AL v T DLEERL LTV 5

AL TREREMNARNTEN, AU R—Z A v F L praL T
Standalone —varynENnT, 1 BTEHLTWDIREE, ZE)L T
MH—EH AL v 7 PRI TWRNWD & ERT,

AH ) THEREINHNIEN, AV N—AAf v F L xITLx

Standalone(separated) —varyPENT, 1 B TEHLTWAIREE, EEIL T
MHAS 7RIS TWEZ & 2R,

Disable ALy 7 BEHEDN B IR E,

[/—}]

Rawy NFRY 7 SIS TORIATTE 5,
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()
25 s HEEETT B,

SWX2310#show stack
Stack: Enable

Configured ID H

Running ID H

Status : Active

Subnet on stack port : Auto-ip

Virtual MAC-Address : 00a0.de00.0000

ID Model Status Role Serial MAC-Address

1 SWX2310-28GT Active Main S000000000 00a0.de00.0000
2 SWX2310-28GT Active Member S000000000 00a0.de00.0000
Interface Status

portl.27 up

portl.28 up

port2.27 up

port2.28 up

4274 A% 7 KR —FTHES IP 7 KL AOHFEHRE

E&
stack subnet NETWORK ADDR

stack subnet auto-ip
no stack subnet

ST A—F—]

NETWORK ADD : A.B.CD
R

IP 7 KL AZEfH] (A.B.C.0)
(AR E
stack subnet auto-ip

[ASE— ]

Ja—\)naryr7 4 —v g rF—NR

[

ARKavy FEAZ v 7SR TCOHRIATTE 5,

Kavwr NEALZ y 7B THEMRT 5 1P 7 L AZEMZHRET D,

NETWORK_ADDR (Z/&, # 7% I 255.255.255.0 2 EE THEM S D, auto-ip DIGE, AH v 7 25T Auto IP
BRERMEH S D,

no IR CHFAT LI G & I3 IR EICK 5.

Kawy RIZEoTHRESNZIP 7 RURZERMIT, A% v 7 R— S OFR— K TIHEHTE 20,

Ao~y ROBREEZEEICKMESE 5 7-OIITHESNLETH D,

AB sy VHERDIP 7 R AERIILT R CNT A —F — 2R ET DH, BIRDNRTA—F—"HRELTLGH. A¥ Y
7 BRI CIE LUV AT 2720,

[BREH]

ARy 7 R—=FDIP T FLAOHEHE L T"192.168.101.0" 2% ET 5,

SWX2310 (config) #stack subnet 192.168.101.0

42715 AU N—ZRAf v F~DIYE— b A
[ER]

remote-login stack id
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[T A —&—]
stack_id :<1-2>
AHZ 7 1D
[FIHEIERE]
7L
[AF1E— K]
¥i#E EXEC £— K
[BLFA]
AL THERLT, AA VAL YT POIRESNTEA LU NAN—AL v FANE—br T AT 5,
VEe— bl A T4 L AT a7 Mo v 7 ID M5 S TEREND,
[BEH
AA AL I FMNHAN=AAL vy FAD2)~NVE— R A T 5,

SWX2310#remote-login 2

SWX2310-2>

428 A7V 2 —)b

4281 A7V 2 — /L D/E

[EFX]

schedule id time date time template_id

e

schedule id event event template id
no schedule id

[/XT A —=HF—]
id o <1-10>
AV a— )V
date D <1-12> F721F */<1-12> £ 7213 sun, mon, ..., sat 7213 *



138| =2~ RU 77 L A | R - EIHERE

time

event

H/R

R DR EH] RENE

1 1 H

1,2 1AHE2H

2- 2AMPB 12 AET
2-7 2AHMBLTHET
-7 1LHM®HTAHET
* F A

H DRREH] RENE

1 1 H

1,2 1HE2H

2- 2HML12AET
2-7 2HMBTHET
-7 IAMBLTHET
mon HMEH

sat,sun +HEH & HIEH
mon-fri HIEANS&RAET
-fri HIEH 2 OARREHET
* (3!
<0-23> F721F * 1 <0-59> £721F * 1 <0-59>

IRF: 53 B (B D FEE 1374 W& 7T RE

DR TE B RENE

12 12

12,13 12 Kf & 13 FF

12- 12 Bg 5 23 K E T
10-20 10 F§2 5 20 RFE T
-20 0 BE/ D 20 BEE T
* I

5y DFREH] RENE

30 30 47

15,45 1545 & 455y

30- 30 305 59 E T
15-45 1553735 4553 % T
-45 05375 4553 % T

(=35
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REMHE LA

startup EE Lz L X

sd-attached microSD I — RZT Z v F L& &
template_id ¢ <1-10>

A a— VT L— hNRE
(18I E]
L
[ASTE— K]
Ja—x\)ary7 4L — g T — R
[FRHA]
time ZHHA L CAZ P a— L ERE LA, HE LA o L E B ESNTATF YV a— AT 7T L—h
IR ENTWAT 7o a »2FE(TT 5,
event L CAZ P a— L aBRELTBEE. BBELIEARY IRRBELXICEEIN-AFa—LT T L—
MIEERENTWAET 7 v a v &2 ET4 5,
no X TEIT LA, BELZID DRV a— L EHIERT 5,
[/ —F]
BEED A ¥ 2 — )V RRIFFZNCEITEINDHA. ID O/NSWENSIEICEITEIND,
HOBECHTLEAZRBEIETRET D Z EITTERN,
BWOREZEAM LIZSHE. 00 DERE L-HA LR UHREICRD,
A H LR OBE T & O REPIEE R IC L 2 RIEEE T 5 Z L8 TE 5, 727 LIPS0, % ]
WFFRESC" I LD R EE T D Z LIETE vy,
Bal]
AR D 0,12,1221,2223 65 & 9 BICAF P a— LT L—h# 2FTTHRAT Va2 — L #l ZRET 5.

SWX2310 (config) #schedule time */mon -2,12-14,21-:0 1

4282 AV a—NT L — FDOMBASTDORE
B

description /ine

no description
[73F A =4 —]
line D OPRAEHTER L OYEATES(64 XFLN)
R a—)VT 7 L— OB
(AR E]
no description
[AFTE—F]
Ay a—NT S —hE—F
[BFA]
AV a—NT T L— FOBRRALERET D,
no B TEITLIESAIL. A7 Y a—nAT 7 L— OB EHIERT 5,
Bl
AV a—NT T b= #LICHAERET D,

SWX2310 (config) #schedule template 1
SWX2310 (config-schedule) #description Get tech-support
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4283 A7V a—NT T L— NOFESHORE
EEN
action switch
no action
[XT A —=F—]
switch DAY a— VT T L— NORE
RIEE B!
enable A a—NVT T L— NERNIT D
disable AT a—NT T L— NERINIT D
(AR E
action enable
[AS1E—F]
Ay a— VTS L— =R
B

R a— VT T — N EFNETITENCT B,

Ko< RTdisable ZIRETHZ LT, NI H—OEENCLDEZT 7 a L OFETEIEDDHZ ENTE S,
R TET LEEAIE, AP a—nAT o L— N2/ T 5,

[ EH]

2R a— )T T L— N #1 RN T A,

SWX2310 (config) #schedule template 1
SWX2310 (config-schedule) #action disable

4284 AV a— VT T L— FDORE

[ER
schedule template template id
no schedule template

[/XF A—&—]
template_id ¢ <1-10>
A a—NT T L— hEES
[FIHAER E]
L
[AFTE— K]
Ja—aryr 4 l— g yE—R
B!
AR a—NT T — NERET HE— NIIBITT 5,
no JERTET LIRS, HBELEAY Y a— AT FL— N 2HIRT 5,
[ EHI]
AP a—)VT T L— kN #l BRET HE— NIIBITT 5,

SWX2310 (config) #schedule template 1
SWX2310 (config-schedule) #
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e
i

4285 AV a—NT oL — b Davwy RETOD
[ER

cli-command id command

no cli-command id

[/3T A —HF—]
id o <1-20>

a< v K&
command o oavw RN
(AR E
2L
[AJIE—F]
AV a—NT T L—hE—F
B

ATV a—/VHERED U T—plEE L7 & XTI N S a vy RERET D,

no B TIAT L6, HBELIEE SO a~r REHIRT 5,

[/— 1]

FICAZ7 Y 2—nT 7 L— M cli-command 2> R & script 2~ 2 ROW TR E SN TWDHEE . script 2+
v RIREEATE ., cli-command =< > RIZEIE L 720>,

B Da~y FEBRELESG., a2~y RESN/NSWINBIRICETIND,

BEOa~ FERELESRS., 2~ RRBRPTETZ I =l o/t LTHEY oa~y NIFE TIN5,

N U =B L2 T, F#ME EXEC £ — R Ca~ v RRETESND oD, avr FIZX - T et — N2
BT L0 av s bbby TRETDILNERD D,

BREZERGT HHEIIRED write 2~ > REFEITTHLERD D,

BWMECa~y RERETDHZ LT &, Plzidf ¥ —7x—2L LTPortl.l DASE— RIZADEE, int
portl.1 Ti%72< | interface portl.l & FLilk 32NN H 5,

UToa~<y RIZFEITTE R0,

backup system, baudrate select, boot prioritize sd, no boot prioritize sd, certificate user, clock TiFE 5 2~ > K, cold start,
copy radius-server local, crypto pki generate ca, no crypto pki generate ca, disable, enable password, exit, firmware-update
execute, firmware-update sd execute, logout, ntpdate T#iE %5 =~ 7 I, password-encryption, no password encryption, ping,
ping6, quit, reload, remote-login, restart, restore system, schedule, no schedule, schedule template, no schedule template, show

ThhE D 2~ K, ssh, ssh-server host key generate, stack ThiE 5 =1~ > N, no stack ThiE % =1~ > R, startup-config
select, no startup-config select, system-diagnostics on-demand execute(* 1), telnet, traceroute, traceroute6

(*1):system-diagnostics on-demand execute no-confirm {33217 Al HE

[ E B
Al a— )T T L— N #l O3~ K& #1 |2 copy tech-support sd 2~ o K& EKT 5,

SWX2310 (config) #schedule template 1
SWX2310 (config-schedule) #cli-command 1 copy tech-support sd

4286 ATV a— VT FL— DRI VT NEITFORE

[EF
script ref’
no script
[XT A—=HF—]
ref DR VT R T A NDSIR

BEE B
sd microSD 51—
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[FIHEIERE]

no script

[AJ1E— K]

A a—=NT T —E—R

B!

NU—EERE DR 7 ) T NETORNENERET D,
no IR CIAT L7 AIE. A2 V7 FETEEMICLET,
[/— 1]

AV a—/VKERED b U A —3EE) L7 & X microSD #— RN O/FE4: /schedule/script.txt (ZFal & 40TV 2 305
BI% I 100 47 E Tavy e LTETT 5,

RIUCAYT Y 2—T 7 L— NI cli-command 2~ > R & script 2+ 2 RO NERE STV DA, seript 2+
¥ RMRFELTEN, cli-command =< > RIFEIE L7220,

cli-command =~ RCEITNEZEIESN TS o~y NIZFETTLZ LITTE R0,
[B%EH1)
AT a—=T T L—h#l TAZ VT NETEENT D,

SWX2310 (config) #schedule template 1
SWX2310 (config-schedule) #script sd

4.29 fRFEH—

4291 RA NG DOHRTE

[EX]
hostname hostname
no hostname [hostname]

[NT A —=F—]
hostname OB AERTER LA E(63 XFUM)
RA N
[WIHIERE]
hostname SWX2310
[A1E—F]
Ja—n)ary 47—y g T — R
[RLBA]
WA N ERES D,

Ko< RCHRELEFRA MiZa~vr R7ar 7 b LCTHERT S, SNMP 77 & R A[REZR AT, MIB 2%
sysName Dffi & L CEHT %,

no B TIHAT L 725 B I3aE 2 WIHNEIC R 9,
[BREBH]
KA N4 % "yamaha"IZRXET D,

SWX2310 (config) #hostname yamaha
yamaha (config) #

4.29.2 3 A5 ADOHILH)

E=N
reload [stack-member ID]
restart [stack-member ID]
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[F—TU— k]
stack_member DA Z Yy IRERRIRIC, BREISELAZ v I AU NR—EIREAKR LTSS, BAF v T A
N—NEEET S
[73F A—HF—]
ID -<1-2>
A EZ 7 1D
[AFIE— K]
¥ibE EXEC E— K
B
VAT LAEEEET S,
[/—F]

FATHORET =7 a7 4 ZYPEBKEOFERZ — N7 v a7 4 )b ERINTWHEE, Fid)
\Z X O EFENEZ /2 D780, LB T T, reload 2~ 2 R0 restart =~ > RZEATRIIZ,  copy running-config
startup-config =~ > F<C write =2~ R, F£7idsave 2~ REFETTH T L,

stack-member 47T = NI A K U BERE DN ZhIF D A FE E R RE,
[BXEH]
VAT A FRIEERT 5,

SWX2310#reload
reboot system? (y/n): y

4.29.3 & E DO FIHAL
(&)

cold start
[ASE— K]
¥iHE EXEC £— K
[FEA]
TH RO E CHEBIT 5, SYSLOG bAI#kd 2,
[/ —h]
o=y RETRHCE AR R — REANTEILERSH B,
B NSAY — RRPIEREORETIX, Kavr FEFTTLHZENTEERA, Aibo TEBEARY — REEHT
THVENRDY T,
[BREH]
RE Z T %,

SWX2310#cold start
Password:

4294SD A—FD= b
[EF

mount sd
[ASE— )
FEHRFHE EXEC £ — K, FifE EXEC £— K
[
SD 1— KD~ v MU ZETT 5,
SD 71— FFARFZIZEEINIC T > P ENLT2OFTT 2 M4EIT2, unmountsd =~ R TT U~ U2 FER
TWDGEICETTOLERD D,
[/—}]
SD B — RiZ7 v~ v v MREDSEE, A TE R0,
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[BXE B
SDI—Rz~v» b2,

SWX2310>mount sd

4295SD W —FDT7 <~ b
E&

unmount sd
[AFTE— K]
FERFHE EXEC & — R, fiME EXEC £— R
[FHA]
SD #— RDOT =72 MU EFEITT 5,
RKa<w REETLR0-720 Web GUI Enb 7 o~oy MU AZETLARWTSD A— K% SD Ay bovbik
WiE, —i# 0S ETBEEOEENH AR B 5,
[/—F]
SD I—RKiZ7 vr~vy MREDOSGEA. HTEZR,
(B EH]
SDhH—R&ETUy~72 T 5,

SWX2310>unmount sd

4.29.6 FJH LED E— FORE
[

led-mode default mode

no led-mode default

[/XT A —=F—]
mode © MIMILED £—F
REME B
link-act LINK/ACT &£— K
poe PoE E— K
vlan VLAN E— F
off OFF £— K
(IR E]
led-mode default link-act
[AFIE—F]
su—s\var7 47 b—varE—R
B

W LED £— FZ2RET 5,

Kavr REFATT5HEL, ELLE— RTLED BARAT3 5, F/o, =7 =054 L STATUS E— NIZBATLT-
Gt CTh. T 7 —ffH%IIEE L7z LED £ — FIZR 5,

no JERTIATT 5 & WIHIREIZR D,

[ EH]

W LED &— K% OFF £— RIZHET D,

SWX2310 (config) #led-mode default off
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4.29.7 LED F— RDOFRR
[ER]

show led-mode
[AF1E— K]
FEFFHE EXEC £ — R, F#tE EXEC E— K
[FiHA)
LED E— FORERIREBEZRRT 5,
UToHEAZR T 5,
o I LED & — FORE
« HI/ED LED E&— FDIRkE
[ EH]
LED &— ROFRERIREEZ L RT D,

SWX2310>show led-mode
default mode : off
current mode : link-act

4.29.8 IR— b F — LED JREEDOFET

[ER]
show error port-led
[AJ1E— ]
FEFFHE EXEC £ — N, %54 EXEC £— N
[
TT—=NHELTVER—FDOID LU O T —HEHRZRKRT D,

HH S
loop-detected (blocking) =T LT e yX o rHh
loop-detected (shutdown) JL— 7 fH LT shutdown H1
sfp rx-power error (low) SFP &2 L~V N IE R i & 0 KT
sfp rx-power error (high) SFP Z e L~ LN IER#H L 0 E5F
poe error (port limit) PoE AR— h U 2 v MZ X V&ML

oc error (system limit) PoE ¥ 27 LU X v MKV REFIE 72T H— FA
P Y v RISk B EIIE
poe error (PD error) PD =7 —fH L CHEE IR
[BREH]

N— O T —RELERT D,
SWX2310>show error port-led

ID error
portl.1l poe error (PD error)
portl.2 loop-detected (blocking)

4299 VAT LERONY I T v 7

EEN

backup system
[AJIE— F]
F¢HE EXEC E— R
B

AEDLLTF & E% SD 1— F~a v’ —13%,
« ARHA— LT v T arz 4 7 #H0-#1 EZNOICAHEET D EHR
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+ startup-config select =~ > N D% EH
2L

* boot prioritize sd =~ > NOFKEE
«  boot auto-apply =~ > K DR EIHH
SD 7 — KD "/swx2310/firmware" 7 4 /L 21T "swx2310.bin" BNIFIELTZ5E. NI T v 77 4 A A|lZab’—1 5,

SD H— R FENTWAESIZBY Z(TTX 5,

[/ — P}
SD B — RIZNNy 77 v 7 ESNT=T7 7 A WTfER L OHIBR TR Z &,
[ EH]

VAT MERDON Y I T T B FETT B,

SWX2310#backup system
Succeeded to backup system files and firmware file.

4.29.10 AT LMEBRD I A T

[EX]

restore system
[AJ1E— F]
K¢k EXEC £— R
[FAA]

SD I— RN I T v T LTy AT MMEREARIE~Y A NTT 5,

SDA— RO I T T T AN T 7 — BT =T 77 ANPEIELTESGE, EO7 7 ANVERNT T 7 — 4D
=T OEHHIT .

UA N7, BEBN TDILS,

SD #— RFB<=T 2 FENTWALEEIZRY FTTX 5,

[/—}]

2By JHERRPAEN GG, Ka~r FIdEHTE 20,

Bl

VAT DMERERESY X NT T D,

SWX2310# restore system

restore and reboot system? (y/n) y
Update the firmware.

Current Revision: 2.04.01

New Revision: 2.04.03

Update to this firmware? (y/n) y

Unmounted the SD card. Pull out the SD card.
Updating. ..

Finish

Succeeded to restore system files.

SWX23104#
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HSE
A B —7 = —AH|HE

5.1.1 FRBASCDER
EE

description /ine

el

no description
[73T A =4 —]
line DA ST LU R (80 SLFELI)
KR B —T = — ATKT DA
(AR RE
no description
[AJ1E— F]
A H =T =2—AF—F
(@]
WHRA 2 —7 == AT L TR EZRET D, no JEARTIIT LIGEIE, S CZHIRT 2,
B!

LAN R— R #1 [ZTEBA LR ET D,

SWX2310 (config) #interface portl.1l
SWX2310 (config-if) #description Connected to rtxl2l10-router

512 %y hE TV
B

shutdown

no shutdown
(#8137 2]

no shutdown

[AF1E— ]

A H =T 2 —AF— R

[FHEA]

MBRAVH =T 2—A% vy N L TER LWL 1295,

Kavwy RIRRESNTA =T =—AF, B Tb ) 77 v 7 L2,
no B CTEIT LG AIE, HBA LV A —T 2 —RAEFEHTE DL 125D,

[/—}]

A< RILLAN/SFP R — M B L OGRERA ¥ — 7 = — AT D HG%E Al e,

FRERA A —T 2= AER G L TAa v FERE LEHAIR. TOA v F—7 2 — A ZFTBT 54 TD LAN/
SFP R— FDRENEE I D,

Bl

LANAR—F#lZ vy ML THEHA LWL S IZT 5,

SWX2310 (config) #interface portl.1l
SWX2310 (config-if) #shutdown
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5.1.3 BfEHE - BfEE— FORE

[EX]
speed-duplex type
no speed-duplex

[7XT A—F—]
ype DOBEHE - EmEE-RAAT
BERE - BfEe—FN&4A(4 7 i
auto F— I m—g9
10000-full 10Gbps/Full
1000-full 1000Mbps/Full
100-full 100Mbps/Full
100-half 100Mbps/Half
10-full 10Mbps/Full
10-half 10Mbps/Half
(AR E
speed-duplex auto
[AJ1E— ]
A HF =T z—AE—F
B
WEHE L BEE— RERET D,
no FECHEAT LGS I3 WHIREICR 5,
[/ — ]

Kavy RICRDORELEEZITI & UEA v H—T = —AR—RMICY v 7 XD T 5,

Az~ RIiX LAN/SFP 7R — 2D A% 7E I HE,

LAN R— ~Z typel0000-full (% E T 7200,

I URAR— MIERETE D pype I$ auto & 1000-full DA TH 5,
SFP+R— MIFXETE 5 fype I auto & 10000-full DA TH 5,

SFP+78— M Z SFP £ ¥ = —/L &4 L. 10000-full Z+57E L 7=
Bl

LAN R — b #1 OiEEE

SWX2310 (config) #interface portl.1l
SWX2310 (config-if) #speed-duplex 100-full

5.1.4 MRU &E

X

HE/@{E T — R % 100Mbps/Full (2% ET 5,

21 1000-full & L CEMET 2,

[E]
mru mru
no mru

X5 A —d—|
mru T <64-10240>

ZAEFRE IR 7 L — LA ARET HEIIBEHTHDHZ &)

(#1313 2]
mru 1522

[AS1E— ]
LB =T z—RAE—
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[FiFA]
ZAEFRER R R T L— LA REHRIET 5,
no I CEAT L =B I3WHIRTITR D,

[/ —}]
AR =<2 FIZ LAN/SFP R — NT D B35 E Al BE,
[RXEH]

LAN R— k #1 ® mru % 9000 XA MIFRET 5,

SWX2310 (config) #interface portl.l
SWX2310 (config-if) #mru 9000

50570 R/ A kL — b HERHBIERE
[

mdix auto action

no mdix auto

[/3T A —HF—]
type 7w/ AN — A OEE
REME B!
enable s u XA N Lb— BB Z BRI D
disable 7 u A/ A~ — b BB Z BT D
(IR 2]
mdix auto enable
[AS1E— ]
B =Tz —RAE—F
[FiH]

Ja A/ A NL— NEEPHBIEENCT D, BNCTDHE BB —T N2 A (A L — bERIZY
0 A)ERH L, B A U ET S,

no B TIAT L7 A 3. BEPHIBIAM NI/ Y MDI & 72 5,

[/—}]

A< Rid LAN AR— M2 D% E IhE,

RKawy FICEARELEXITO &, YA v Z—T = —AR—FRIZ) v 7 X o5,
[ EH]

LANAR— F #1 27 v A N L— O BEPHRIERE & 2035

SWX2310 (config) #interface portl.l
SWX2310 (config-if) #mdix auto disable

5.1.6 EEE & 7E
B

eee action

no ece
[73T A =4 —]
type : EEE O#fE

B EME LA
enable EEE ZH%NZT 2
disable EEE % #Zhiz3 5
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[FIHIRR 2]

eee disable

[AS1E— K]

A H—T2—AE—F

B

4% JIM&HE Energy Efficient Ethernet(EEE) % H 0235,
no TG CTHAT L7=8E 1%, EEE W EZNZ/ 5,

[/ —}]

A< Rid LAN AR— M2 D% E I HE,

Ka<w FICEDRELFEZITI &, WA v A —T = — AR v 7 Z o015,
[ EH]

LAN 7R— b #1 ® EEE Z BT 5,

SWX2310 (config) #interface portl.1l
SWX2310 (config-if) #feee enable

5.1.7 EEE M5 Al B2 RRT D

EEv
show eee capabilities interface ifname
[NT A —=F—]
ifname : LANKR—hDA v F—Tx—R%
RRT DA H—Tx—A
[AFIE—F]
FEREHE EXEC £— N, ik EXEC £— 1
[
RELIZA V2 =7 2= AP EEE KR L TV DN E I nEERT D,
UTOHANERSND,
HH B
interface A H—=T 2— A%
EEE(efficient-ethernet) H £ 2% EEE (THf)& L TV D 205 )
Link Partner XFIAEEAY EEE IZRATIS LTV i)
[/ =}
xR S LTV WEATE, EEBICRHE L T RREh b,
Bl

LAN 7R— k #1 @ EEE ®S Al & &2 FRd D,
[ #4623 EEE 12k LTV 55547
SWX2310#show eee capabilities interface portl.1l
interface:portl.1l
EEE (efficient-ethernet): vyes (1000-T, 100-TX)
Link Partner : yes (1000-T, 100-TX)

[t B A3 BEE 12K L Ce VA

SWX2310#show eee capabilities interface portl.1l
interface:portl.1l
EEE (efficient-ethernet): yes (1000-T, 100-TX)
Link Partner : not enabled

51.8 EEE AT — ¥ A fEREFRT 5D

[EX]

show eee status interface ifname
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[T A —&—]
ifname : LANFR— DA U F—T = — R4
FRTDHA LV H—T = —A

[AF1E— F]
JEFFME EXEC £ — N, Fp#E EXEC £— |
[FFA]
ELIEA L H—T 2—ADEEE AT — X% A% FKrxT 5,
IFOEENFERIND,

HH B
interface AU H =T x— R

g&

EEE(efficient-ethernet) EEE A ZhE )

Rx LPI Status ZAEMOEET)E— FOWKEE
Tx LPI Status EENOEEET— FOIREE
Wake Error Count TT—HUr b

[ EH]

LAN 7R— k #1 ® EEE AT — X A% FKxt 5,

[EEE 23 ) D55 45]

SWX2310#show eee status interface portl.l
interface:portl.1l

EEE (efficient-ethernet): Disabled
Rx LPI Status :  None

Tx LPI Status :  None
Wake Error Count : 0

[EEE B H I OHE]
SWX2310#show eee status interface portl.l
interface:portl.1l

EEE (efficient-ethernet): Operational
Rx LPI Status : Received

Tx LPI Status : Received
Wake Error Count : 0

[EEE N B N 2EES)E— R~BAITHDOGE
SWX2310#show eee status interface portl.l
interface:portl.1l

EEE (efficient-ethernet): Operational
Rx LPI Status : Interrupted
Tx LPI Status : Interrupted
Wake Error Count : 0

[EEE BNHENN OB EIE— R~BITL TV HEA]
SWX2310#show eee status interface portl.l
interface:portl.1l

EEE (efficient-ethernet): Operational
Rx LPI Status : Low Power
Tx LPI Status : Low Power
Wake Error Count : 0

509 " — X5 —V UV TOHRE
B

mirror interface ifname direction direct

no mirror interface ifname [direction direct]
[F—TU— K]
direction D NI T4y 7 OB MERET D
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[78T7 A= —]
ifname : LAN/SFP R— DA Z—T =— A4,
NG T4 BTV TTHAL L E—Tz2—2A
direct NI T4 v 7 OBAERTTIN
FF 74 v 7 DERGH B
both ZARM & RAF A D T7
receive ZAEM
transmit KA
[WIHIRRE]
2L
[AS1E— F]
A F =T =—AE—F
[BLFA]
WRA LV H—T 2—RAE A=T 7—7R— b iftame T =X —R"—hr L LT, direct CREINTZ T T4 v 7 &
T—=U 7T 5,
no B TIAT L2 AI1E. 27—V v 7 OREZHIRT 2,
[/— 1]

AKza< 2 Rl LAN/SFP R — F O L3 E T HE,
AT 7 —R—=PMNIBRETEDA X —T =T 1 DDH,

[BX EH]
LIANAR—h#l ZA=T7 7 —R—FrE LT LANAR— M # DEZET7 L —L L LANR—M#5 DEET L —L %
S—=U 7T 5,

SWX2310 (config) #interface portl.1l
SWX2310 (config-if) #mirror interface portl.4 direction both
SWX2310 (config-if) #mirror interface portl.5 direction transmit

5110 R— F I F—1 VT DIREER

[ER
show mirror [interface ifname]
[F—TU—F]
interface DRI LA N ERET D
[/XT A—&—]
ifname : LAN/SFP R— sDA vV H—T = — A4,
FRT DA — b
[AF1E— F]
FHHrE EXEC E— R, %§# EXEC E— N
B

R—=hrIT7—=V UV TORELFR T D, interface ZEME L72BEIL. B TOERR— MIHTIRERRRIND,
1 OOBEMREFR— T L2, LFOHEERFRIND,

HE B
Monitored Port AR — "D A o H—T =2 — R4
Sniffer Port A=T 7 —R—= DA H—T 2— R4
Direction N7 74y 7 OEERTTM
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2TV TR —PFOREERTT D,
SWX2310#show mirror

Sniffer Port

Monitored Port Direction

portl.l
portl.1l

portl.4 both
portl.5

transmit

5111 A V' Z— 7 = — ZADIREERR
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[EX

show interface [ type [ index ] |

[23F A —%F—]
type VB =T 2—ABATS
AV B —Tx—REAT B!
port MELA v H—T = — R
vlan VLAN f V' F—T = — A
sa ABT 4 IR A —T =2 — R
po LACP igBlif v 4 —T = — R
index AT v I AT
A B —T7xz—2ZID A
WA B —T = —ADAH 7 ID(S),
S.X RICHIFEINT=FFX)ERET D, X
SWX2310-10G,18G IX, A% v 7 ID=1 [EH1E,
<1—4094> VLANID Z$8ET 5,
B ABT 4 ViR, v H—T == AF T
<1=96> et 5.
127> I%)ACP FRERA H—T 2= AR S EIRET
[ASTE— K]
FEFFHE EXEC E— N, F5pbE EXEC E— K
B
ifname THRE LToA 2 —7 = — ZADREZ R RT D, ifname ZEWE LT HEIX, 2TOA ¥ —T7 = —ZADIKEE
FRIRNT D,
UTOHEBNREFERIND,
EHH B!
Interface A H—=T 2 — A4
U v AT —H A $%2 (shutdown I
ITER A FRT D)
Link is + shutdown % EFF : (by shutdown)

o R— b T —KHE (by err-
disable)

Hardware is

A % —7 = — AF)l|(Ethernet,
VLAN 72 &)

HW addr

PELMAC)T R L R %1

Description

A B —T = — ADIHI L

ifIndex

AV E—T2—AA VT v I AFK
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HAE

g&li

BA

MRU

Maximum Receive Unit $:4

ARP ageing timeout

ARP % A L7 7 NRE(ARP =2 K
U —{RFFIF[H) %3

Speed-Duplex

WEHE, WEE— FOBREME B
(BN

Auto MDI/MDIX Auto MDUMDIX £ #)/#%) %1
[Pv4 address IP7Y RLR/AZ R X3APT FL
v addre ABRERE D HFTR SN D)
broadcast IP7Hr— Ry AT R %3 (1P
7 RUAFREREOAHFREIND)
AA vy FR—=FDE—R
Switchport mode e access: ¥ 772 L

o trunk: ¥ Jf{fx

Ingress filter

A7 4B 7 OAREE
« enable: A%
« disable : M%)

Acceptable frame types

ZAEFRER T L —DH AT
c Al: RTDTL—LEZZX T
AIERELR2 L)

+ vlan-tagged only : VLAN % 7 O£
W7 L— ADREZLE

B2 7L 7L —A%5 VLAN ID

o XTI LA— FDOBA:
switchport access vlan =~ > N C
A€ L7z VLAN

Default Vlan o ZUfER—FOHE XA T 4
7 VLAN
s FIUFER—NTHEITHE ATy
kD BZAGERE DA - None
o ARHERF : vianl
Confieured VI A B —T = — ADFTE LT
onfigured Vlans % VLAN ID (18
packets ZAF Ry MR OR2
bytes AR A 2
input multicast packets ZEXNVTF v R BTy MLR2
ZENY 7 i Uiy MK
drop packets .
2,%%5
packets EEANT y MK2
bytes EENA M2
multicast packets EESVTF v A My M2
output

broadcast packets

FE7m— FEy 2 b3y MUK
2

drop packets

T—L Ra vy FULEEEST Y MK
H2,%5

K1YWL A —T 2 — ADBFER

X2 A L F—T 2 — A Bl U F—T = — AD BRI




M3 VLAN A V' F — T = — ADHFIR

XA4HPA L —T 2 —ABLORVLAN A L X —T 2 —ZADEAIT, FOA L H—Tx2— R B L TWAYHEA

H =7 = —ADm/MEEEIR
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K5 T =V Ray TRENRGEITEEOFR, EHREAICIIZEORROAFRENET,

(B EH]
LAN 7R— k #1 DIREEA TR T D,

SWX2310# show interface port 1.1

Interface portl.1l

Link is UP

Hardware is Ethernet

HW addr: 00a0.de00.0000

Description:

ifIndex 5001,

Speed-Duplex:

Auto MDI/MDIX:

Vlan info:
Switchport mode
Ingress filter
Acceptable frame types
Default Vlan
Configured Vlans

Interface counter:

MRU 1522

on

input packets
bytes :
multicast packets:
output packets 3
bytes

multicast packets:
broadcast packets:

drop packets
VLAN #1 OIREZ R -T2,

SWX2310#show interface vlan 1

Interface vlanl
Hardware is VLAN
Description:
ifIndex 301,

auto (configured),

Connected to router

1000-full (current)

access
enable
all

1

1

320
25875
301
628
129895
628

0

0

Connected to router (VLAN)
ARP ageing timeout 1200

IPv4 address 192.168.100.240/24 broadcast 192.168.100.255

(u) -Untagged, (t)-Tagged

VLAN ID Name State Member ports

1 default ACTIVE portl.1l(u) portl.2(u)
portl.3(u) portl.4(u)
portl.5(u) portl.6 (u)
portl.7 (u) portl.8(u)

5112 4 V¥ —7 = — ADREBOH G TR
[ER]
show interface brief

[AFTE— F]

FEHFME EXEC £ — K, ##HE EXEC £— K, fHfla> 7 4/ L—varE— R

B!

AUH—T 2= ADREE RS TRT D,

IFOHENERIND,

EH A

Interface AVH—T xz— R4

Type A B —T = — AFER| %2

PVID ;;ﬁL7V%A%WOWAND
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e B
AA yFHR—FDE— R %2
Mode e access: X772 L
e trunk: ¥ U} X
Status Vo ATF—H R
Vo X2y DR
Reason » AD: shutdown 3% &
e ED: A— h= 7 —ft
« PD: EFELISt
Speed 1E HE ORI %2
et 53 A v F—T7 2 —ADHE
Bl %1
. . = N A N -
Port Ch S): AZT 4 v TimbliA v H—7
= —A
« (P):LACPFH¥iAf v X —T xz— A
FrE 3 2imBiA v X —7 = —AD ID
Description B —T o — A DAL

KIS, o H—T 2 — ADBFER

SOWYEA o H—T 2 — R GG U H—T = — RADBEIR
[ EH]

B =T 2 —ADRELFHHETRT D,

SWX2310#show interface brief

Codes: ETH - Ethernet, AGG - Aggregate , PVID - Port Vlan-id
ED - ErrDisabled, PD - Protocol Down, AD - Admin Down

Ethernet Type PVID Mode Status Reason Speed Port Description
Interface Ch #

portl.l ETH 1 access up == lg (S)1 ==
portl.2 ETH 1 access up == 1g == ==
portl.3 ETH 1 access down PD auto -- --
portl.4 ETH 1 access down AD auto -- --
portl.5 ETH 1 access up == 1g == ==
portl.6 ETH 1 access up = 1lg = =
portl.7 ETH 1 access up = 1g = =
portl.8 ETH 1 access up == 1lg == ==
Interface Status Reason Description

vlanl up == ==

vlan?2 down PD ==

Port-channel Type PVID Mode Status Reason Speed Description
Interface

sal AGG 1 access up == 1lg ==

5013 A FZ—T=—AD Vv |k

EEy

interface reset ifname
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[78T7 A= —]

ifname LAN/SFP " — M7 idGmBilf v 4 — T = — X
Uy M BA =T 2

[AF1E— F]

K#HE EXEC &— R

[

BELEA 2 —T72—R% Uty N5,
[/ —F]

MRA L F =T =2—ZADY 7 REEZ VY FL, V7 2BiELT D,

BB, Uy MIHEOD—BFICY 7 X U BRRAET D,

FRELA X — 7 = — R ZFTE LT D LAN/SFP AR — R 2

[BREBH]
LANFK—hr#l 2V t> bT5
SWX2310#interface reset portl.1l

5114 7V — ALV F—FRmR

FFEITTE RN,

&3]
show frame-counter [ifname]
[T A—F—]
ifname LAN/SFP R— DA > X —T = — A4,
BRTHA A —T =z —A
[A1E—F]
FHFFHE EXEC £ — N, ¥7HE EXEC £— F
B
ifname CTIRELTcA Vv F—T = —ADT L—L AT Z—IFEWREFTT D, ifname ZEME LIZHEIX, &2TOA
S =7 = — ADEHERERTT D,
IFOHEANRERIND,
HHE WA
Packets BE/ZEANT Y MK
Octets EE/ ZEL T T MK

Broadcast packets

Tr— Ry A F Ay BRI

Multicast packets

VAT Ry ATy MREEZE

Unicast packets

2=k R oSy MR R

Undersize packets

T U= A RNy NEARE(64 AT T BARTE DN
7 )

Oversize packets

A KUy MEARR(I523 42 T v RULEO
AN 3)

T T RA "Ry NEAEH(64 A7 T > AR T CRC

Fragments MEETHDT v )

Tabbers DNy PRARH(1523 47 T PULET CRC
MEETH D> FXI1)

FCS errors FCS =7 — "7 v M5

RX errors ZETT—H

TX etrors EETT—H

Collisions 2y Ve AR
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HE B
Dr Kets TN Ry T LIEE Ty M ANy 7 iR &
oppac 0 ZETE ARSI M2
64octet packets 64 427 v NREOD/NT v MEZER

65-1270ctet packets

65~127 47T v ROy FEZEH

128-2550ctet packets

(il

256-511octet packets

128~255 477 v NED/NT v MESEE
256~511 427 7 v NED/Nr v M EZEE

I

alll

512-1023o0ctet packets

512~1023 &7 7 v R EDO /X7 v FEZEE

1024-MAXoctet packets

1024~ KA 7 7 v FECKDHD /N v N EZE

X1 KA B2 —T7x2—AD MRU IIKIE L TEENT 5,
2T =V Ra y TRENRGEICEEDOER, B2 GA IR BEOBROLERINET,

[BEH]

LIANR—F#1 DT L —A BT X —%FmT 5,

SWX2310#show frame-counter portl.l
Interface portl.l Ethernet MAC counters:

XHEDOA L H—T 2— A

Received:
Packets 84
Octets 6721
Broadcast packets 8
Multicast packets 76
Unicast packets 0
Undersize packets 0
Oversize packets 0
Fragments 0
Jabbers 0
FCS errors 0
RX errors 0
Transmitted:
Packets 91
Octets 11193
Broadcast packets 0
Multicast packets 91
Unicast packets 0
TX errors 0
Collisions 0
Drop packets 0
Received and Transmitted:
6d4octet packets : 1
65-127octet packets 166
128-2550ctet packets 7
256-51loctet packets 1
512-10230octet packets 0
1024-MAXoctet packets 0
51157 V—L U EZ—D7 )T
[ER]
clear counters ifname
clear counters all
[F—TU— K]
all DT RTCOA U H =T 2= ADT =L I H =T VT T 5
[T A—F—]
ifname LAN/SFP R— M £ 7213w A v X —T =2 —ADA X —T = — A4
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[ASTE—F)
¥i#E EXEC £— K
[FHFA]
A B—=T2—ADTL—LNI L E—" 7 VT T 5,
ifname I E LT2GEIE. TDOA X —T =2—AD T L—L IO X —% 7 )T T 5,
ifname \ZFRELA 2 B — 7 = — AEHRE LIHAIE, TOA v ¥ —T7 = — AR T 54 TD LAN/SFP R— h D7 L
— LA E—% T )V TT D,
[ E ]
LANR—F#l DT L—Lh T Z—% 7 VT 5,
SWX2310#clear counters portl.l

5.1.16 SFP ¥ = — )L DIKEER TR

(&=

show ddm status
[AS1E—F]
FERFHE EXEC E— I, %5 EXEC E— F
B
SFP £ 2 — /L DIREEFIRT D,
1 SOIEA X LT SFP AN— h T LIZHEE, LIREME, FIREIE S RESND,

HE B

Temperature Y2 —LINERREE(C)
Voltage (V)
Current B E(mA)
TX-Power F D58 FE (dBm)
RX-Power 5% Yt D 5E FE(dBm)
[BREB]

SFP & ¥ 2 — L ORIER FART 5.,

SWX2310#show ddm status

Temperature High Alarm High Warning Low Warning Low Alarm
Interface (Celsius) Threshold Threshold Threshold Threshold
portl.25 42.7 100.0 85.0 -40.0 -55.0
portl.26 = = = = =
portl.27 40.7 95.0 90.0 -20.0 -25.0
portl.28 Unsupported Unsupported Unsupported Unsupported Unsupported
Voltage High Alarm High Warning Low Warning Low Alarm
Interface (V) Threshold Threshold Threshold Threshold
portl.25 3.37 3.62 3.46 3.13 2.97
portl.26 = = = = =
portl.27 3.34 3.89 3.70 2.89 2.70
portl.28 Unsupported Unsupported Unsupported Unsupported Unsupported
Current High Alarm High Warning Low Warning Low Alarm
Interface (mA) Threshold Threshold Threshold Threshold
portl.25 4.0 16.0 15.0 2.0 2.0
portl.26 = = = = =
portl.27 6.2 17.0 14.0 2.0 1.0
portl.28 Unsupported Unsupported Unsupported Unsupported Unsupported
TX-Power High Alarm High Warning Low Warning Low Alarm
Interface (dBm) Threshold Threshold Threshold Threshold
portl.25 -5.4806 0.4139 0.0000 -10.7058 -12.2184

portl.26
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portl.27 -5.4714 -1.9997 -1.9997 -11.0237 -11.7392
portl.28 Unsupported Unsupported Unsupported Unsupported Unsupported
RX-Power High Alarm High Warning Low Warning Low Alarm
Interface (dBm) Threshold Threshold Threshold Threshold
portl.25 -7.5696 2.5527 0.0000 -16.9897 -40.0000
portl.26 = = = = =
portl.27 -8.7614 1.0002 -1.0017 -18.0134 -20.0000
portl.28 Unsupported Unsupported Unsupported Unsupported Unsupported

W

5.1.17 SFP £V 2 — VD L~ )VEE DR E

E&

sfp-monitor rx-power action
no sfp-monitor rx-power

[2XT A—&—]
action : SFP E =2 — /LD L ~ULEEH O EfE
REME B
R - =7, N2 ~ ﬁ": Vs M ha
enable SFP E ¥ = — /LD L~ VR & A
15
s . AN > [ AL Ash )~
disable SFP E ¥ 2 — /LD L~ VEE L A fE 512
15
[FIIRR E]
sfp-monitor rx-power enable
[AFTE— F]
Jgua—)aryz 4 —y g rE'w—NR
[FEEA)
SFP E ¥ 2 — /L O L~IVEER AR ET D,
B!

SFP & ¥ 2 — /LD L~V 2 24 5,
SWX2310 (config) #sfp-monitor rx-power disable

5.1.18 {5 ¥ = — DEAREROREC AT H)

[EX]
tx-queue-monitor usage-rate action
no tx-queue-monitor usage-rate

[73T7 A =4 —]
action D VAT AREROEEF 2 — O RO E
Bl P
VAT LBRROREF 2 — O EER A
enable I
, VAT DREDREF 2 — O ARELR &
disable W5
(AR E
tx-queue-monitor usage-rate enable
[AJ1E— F]

Ja—x\)ary7 4L —y g T — R
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[@iA]
VAT DEEDOFEEF 2 — O ARER LG E T ITEICT D,
no JE A THRAT LI & 3HIHIBE ISR T,
[/ —F
PR 2 — OB RBRE AT B0, Aav s FIOMRT, A28 —7 2 — 2 ThHREF 2 —OfiE
Bt a AN T 2RENDH D,
[BXRE )
VAT LR TEEF 2 — O RER A ERICT D,
SWX2310 (config) #tx-queue-monitor usage-rate disable

5.1.19 EEF = —DERAKREROREA V¥ —7 =—X)
B

tx-queue-monitor usage-rate action

no tx-queue-monitor usage-rate

[T A—F—]
action DB A A —T 2 — ADEEF 2 — DFHREHORE
BEE B
enable A B —T 2= ZADEEF 2 — D
FEARE AT D
. B oS —T = — ADELEF 2 — O
disable R NS
[FIHIRRE]
tx-queue-monitor usage-rate enable
AE— )
A H—T z—AE— R
[

RGA VB —T 2 — ADKEF 2 —OEHRERZH D E 23N T 5,

no FECHEAT LGS I3 WIHIREICRE T,

[/ —}]

A~ Rid LAN/SFP 7R — NI D AR E AlHE,

PEEX 2 —OFERREEEENCTH7-0100F, Ka~<wr R T, VAT AR THEES 2 — O FIRER
EHINCT DVERH D,

[ EH]

LAN R— | #1 O%[F ¥ = — O HRER 2 BT 5,

SWX2310 (config) #interface portl.1l
SWX2310 (config-if) #tx-queue-monitor usage-rate disable

5.1.20 £ ¥ = —DFEFHRERDORERT

[EX]
show tx-queue-monitor
[ASTE— K]
FEFiHE EXEC E— N, %M EXEC E— N
[BFA]

EEX 2 —OFEHEEHORELRTT D,
RARNEITLLTOLEY,

o VAT AEROEEF 2 — O HEEH OB E
« LAN/SFP R— kT & DT
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o AU H—T = — A4 (port)
«  LAN/SFP 7R — b DE[E F = — O ZREEHL O FR E (usage-rate),
[BAEBI]
EEF 2 — O RERORELF T D,

SWX2310>show tx-queue-monitor
usage-rate: Enable

port usage-rate
portl.1l enable
portl.2 enable
portl.3 enable
portl.4 enable
portl.5 enable
portl.6 enable
portl.7 disable
port2.1 enable

S22V 0770 F—ayv

K
&l

B2 AT 4 v 7B A VI —T =2—AD
[EX]

static-channel-group /ink-id

no static-channel-group

[/NT A—F—]
link-id : <1-96>
ABT 4y Vg VB —T 2 — A%
[AFTE—F]
A F—T 2 —AE—F
[BFA]

SRA B —T 22— A% link-id CEEELIZAAT 4 v VimBA v 2 —7 2 — A B S8 5,

o ERTET LGSR, B A v E—T 2 —REART 4 v ImBA A —T 2 —ANLHIBEE 5,

[/ —}]

AR FIZ LAN/SFP R — N D B3R E Al hE,

ABT 4 THREEA B — T 2 — ADBELE LW link-id \2%F LT, LAN/SFP R— R 2@ S5 A 1%, FHi-Ic A
BT 4 VBB —T 2 —ADRERES NS,

ABT 4y iAo F— T 2 — AN GRS H R R. FTB T %5 LAN/SFP AR — "N ELS 72 o 725801, A¥ T+
o TR A —T = — ARYIBRENS,

1 ODABRT 4 VA v Z—T 2 — R THK 8 DOD LAN/SFP R— FN 2B S H 5 2 LN TX 5,

BEICIFE L TCWD R T ¢ v Vi VX —T7 = — XX L CATR S 55A1E, LAN/SSFPR— M ERAXT 4 v 7
A A —T 2= AT, UTOREELET—HIHEDHI L, REVBRRDIGEIIZT L7725,

« VLAN DO 5E

¢« QoSDFTAME—RNRET 74V bk CoS i, N— MEKLEZET)

BTN AET 4w VB 2 —T7 = — APER SN D ETE. LAN/SFP AR — b D EFEREN A X T 4 v 7 iAo
VH—T = — ADYIMERE L 70D,

LAN/SFP iR— h B A X T 4 v ViGHA v A —T =2 — AR &5 &, MSTP ORENVIFREEIZR D, Fi-.
ART 4 TP L H—T 2= ANBHIR L725E S MSTP R ENIHIREMIZR S,

1 20 LAN/SFP iR — M 2 OB, X — T = —XIZATB EE 5 Z ST RV, no B THIEES T DR
RAREA L E—T 2—AIBISEARZ L,

[RXEHI]

LANKR— M #l Z AL T 4 v ViREA V2 —T =2 — A #5 IR & E 5,



av U R 77 LR | A0 —7 x—AHilf# | 163

SWX2310 (config) #interface portl.1l
SWX2310 (config-if) #static-channel-group 5

522 AZT 4 v VA F—T = — ADRERR

[EX]

show static-channel-group
[AJTE— K]
JEHEHE EXEC &— R, #§# EXEC E— R
(R EA]

ABT 4y VA B —T = — ADREERTT D,

GFHETDAXT 4 v IVimBA V H—T =— AT LIZULFOEERRREIND,

« RET 4y UL E—T 2 — R

e O— FNRTF U ZHEREDL—L

« FTELTWVWD LAN/SFP R— h DA V¥ —T =— A%,

12— RRZ 2 ZAERED L— LI DT, port-channel load-balance =1~ > KD fype /NT7 A —X —SMD = L,

[BREH]

ABT 4 VA v —T = — ADWREERTRT D,

SWX2310#show static-channel-group

% Static Aggregator: sab

% Load balancing: src-dst-mac

% Member:
portl.
portl.
portl.
portl.

SN

523LACPHEA L ¥ —T = — ADHRE
B

channel-group /ink-id mode mode

no channel-group

[7%F A —H&—]
link-id o <1-127>
LACP A v 2 — T = — A &K=
mode D ®EE— R
mode e
LACP % ACTIVE £ — R CHSRES ¥ 5,
active ACTIVE & — R CIL, *afesioxt L THR
MJIIZ LACP 7 L— A5 EET 5,
LACP % PASSIVE F— R CHEE S ¥ 5,
assive PASSIVE &— K Ci, xfmasm o LACP
P T —bEZELEEEICDOALACP 7 L
—AhEIEET D,
[AJ1E— K]
A B —T 2 —AF— R
[FEHA]

SIEA o H—T = — A% link-id THE L7Z LACP @Bl v ¥ — 7 = —XIZAT B & ® 5,

no B TCEITLIHEAIE, B A v X —T 2 — A% LACP ig¥iaA v X — 7 =2 — AN LR EE 5,
[/—F]

AKza< 2 R LAN/SFP AR — MMZ DB 3% E Al HE,
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LACP @A % —7 = — AIZ LAN/SFP AR — F Z @ S B 7o 5513, 2% LAN/SFP /R — KT lacp timeout long 737%

ESIND,
F72. LACP##lhA v ¥ —7 = — A G PLHR S B 728515, %4i% LAN/SFP /R — h @ lacp timeout =~ > K DFXE N
HikRE 5,

LACP §@¥EA v X — 7 = — ADTEE LR link-id 125%F L C, LAN/SFP iR— b &A@ S A 551%. #7212 LACP i
BALE—T 2 —ADRERIND,

LACP A v #— 7 = — AN LR S 7288, BB 32 LAN/SFP AR — F 3 #E< Zp o 7235613, LACP w1
H—7 x—ANHIREN S,

1 OO LACP #iBA v X — 7 = — A K 12 D LAN/SFP AR— 2B S E A2 & Tx 5,

B9 % LAN/SFP R— FAS., 8 DF TIL LACP A v #—7 = —XIZHIC A B, 8 D&z 7=431ic oW
TIIEEREIMZ TORMER— N5,

WEE— RN "ED LAN/SFP R— MILACP UV 7 7 7 U A — g RS LR, (FTEILAHEZ S LACP U
YO T V=g LTEEIZLZR, )

W2 D LAN/SFP AR— R 3F— LACP #hiFiA > % — 7 = — AR L CWA A OEEITFEE Y
TV = a rOFREIEIFET D, FEMIT lacp multi-speed 2~ > REZZMD Z L,

BEICIEAE LTV 5 LACP i A o #— 7 = — A 2% L C LAN/SFP iR — h ZFE & ¥ 58541, LAN/SFP iR— k &
LACP i#iA v X —T7 2 — AT, UTORTEA2ETHIEH L, RENVBRIERITI= T L5,

¢ VLAN OFRE

¢« QoSDFTAME—RRET 74V b CoS ., ~N— MEFEEZET)

2 LACP Bl A v 2 — 7 = — AR EN 55615, LAN/SFP ih— kD _EFEsR & LACP fgHi A v 4 — 7 = —
ADHIRTE L 725,

LAN/SFP 7R— F % LACP A v 4 — 7 = — R TR SE 5 L. MSTP OFENVIHHR EMEIZR 5,

F7-. LACP Bl A L 4 —T7 2 —AMBHIB L7284 H MSTP ORENIHIZR EMICRE S,

1 -2® LAN/SFP R— N 2 DOHIEA v X — 7 = — AR S5 Z L ITH R,

no R CHIB S ETHLERDIHIA L X —T =2 —AFTRIEDZ &,

[ E R

LAN 7" — |k #1 % ACTIVE F— R T LACP #HA v X —7 = — X #10 IR S ¥ 5,

SWX2310 (config) #interface portl.1l
SWX2310 (config-if) #channel-group 10 mode active

524 LACP iaHiA v ¥ — 7 = — ADIREE T

[ER]

show etherchannel [ifname]
[T A—4—]
ifname : LAN/SFP R— hDA v X —T = — A4,

LACP @Bl A ¥ — 7 = —AZMR L TWNDHA L H—T = —R

[AJ1E— K]
FEFFHE EXEC E— R, FifE EXEC £— K
[FEA]

ifname %AW L7256, LACP iR v ¥ — 7 = — ADIREEE KR T B,

FET 5 LACP A v 4 — 7 = — AT LICLA T OHEABERREND,

o LACP#HEREA L X —T = — A%

o B— FIXRT U RAERED L —L

« FTBLTWVWAD LAN/SFP R— R DA V¥ —T = — A4,

10— RXF 2 ZRERED L— L2 DWW TIL, port-channel load-balance =1~ > KD fype /X T A — X —HMDZ L,

ifname ZFEE L1236, LACP iwBlA v ¥ —7 = — A Z R LT %, LAN/SFP R— h DikieZ £RT 5,
PIFTomBENEREIND,

HH BLHA
Etherchannel portN.N LAN/SFP 7" — 44
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HAE

B

Physical admin key

Y ER A 70 R % 51 9 B ##(bandwidth,duplex,mru, VLAN

HERE D B 7ERR)

Receive machine state

LACP 7’17 k =1/l Receive machine #2245 DR HE
e "Invalid"

+ "Initialize"

* "Port disabled"

« "LACP disabled"

* "Expired"
e "Defaulted"
e "Current"

Periodic Transmission machine state

LACP 7’ & k 21/ Periodic Transmission 2254 DR HE

e "Invalid"

*  "No periodic"

+ "Fast periodic" (1 F>[EIE CT418)

+  "Slow periodic" (30 B[ lE CT41E)
* "Periodic"

LACP 71 b =1/l Receive machine B2 DR AE
¢ "Detached"

Mux machine state «  "Waiting"
+ "Attached"
* "Collecting/Distributing"
fitt R A8
Selection * "Selected )
* "Unselectedic"
+ "Standby"
Information LUF D% 2 Hi(Actor H 47 HE . Partner X} [74HF)
Aggregator ID LACP o] 1D

Information TIZLL FOIEE BERREN D,

HH A

LAG LACP v A7 A ID(F T A4V F 4. MAC 7 KL %)
Admin Key LACP #D 5T & 72 5 IDGREER — R &)
Port priority LACP R — MEJEJE

Ifindex B =T 2 —RAEKE

Timeout Timeout fE("Long"=90 #>, "Short"=3 #})
Active LACP E)fEE — N ("Active", "Passive")
Synchronized Synchronization 7 7 7

Collecting Collecting 7 7 7

Distributing Distributing 7 7 7

Defaulted Defaulted 7 7 7

Expired Expired 7 7 7

[ E ]

LACP ##HEA v X — T = — ADRREEE T 5,
SWX2310#show etherchannel

% Lacp Aggregator: polO0

Load balancing: src-dst-mac
Member:

S
°
%
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portl.1l
portl.2
portl.3
portl.4

LACP 7

SWX2310#show etherchannel portl.1l
Etherchannel portl.l

Physical admin key

Receive machine state

Periodic Transmission machine state
Mux machine state

Selection
Information Actor
LAG 0x8000, 00-a0-de-e0-e0-e0
Admin Key 0001
Port Priority 32768
Ifindex 5001
Timeout Long
Active 1
Synchronized 1
Collecting 1
Distributing 1
Defaulted 0
Expired 0

525 LACP 257 AMBEEDOHRE

GHA L H— T 2 — AT L TW5S . LAN/SFP R— N DWREEZ FERT 5,

3
Current
Slow periodic
Collecting/Distributing
Selected
Partner
0x8000,
0001
32768
5001
Long

00-a0-de-11-11-11

CORr P

[ER]
lacp system-priority priority
no lacp system-priority

[8F A—F—]
priority <1-65535>
LACP o A7 LESCE
INSWIE EBSEEA R
[WIEIRRE ]
lacp system-priority 32768
[AJ1E—F]
ryua—Naryz 4L —vgarEF—R
[@iH]
LACP ¥ A7 NMESEE 2B ET %
no B THAT L7255 H éﬁ'ﬁ?&’*ﬂ%ﬁf R,
[/— "}
LACP GRERA & — 7 = — A Kf[AFERE & i X
HFzohd,
[BREH]

LACP ¥ A7 LMESJE %A 100 IZHET D,
SWX2310 (config) #lacp system-priority 100

5.2.6 LACP ' 257 MBI EDFT

NIGE, VAT MEREZ L LT, BN S

UWNIT ISl RE S

[F=
show lacp sys-id
[AJIE—F]
JEHME EXEC =— K, $5# EXEC £— K
[FLHA]

LACP > AT LBEHE L LACP > AT A ID 2#E 775,
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ITOHEBNRERIND,
+ LACP VA7 MEJGE(Ox ThE D 16 HER)
« LACP A5 A 1D
[/ —}]
LACP o A7 LMES L, lacp system-priority =~ RN CTHETE 5,
LACP AT L ID X, MACT RLAMBARIND,
[ EH]
LACP DY AT MEREZFTRT 5,

SWX2310>show lacp sys-id
% System 0x8000, 00-al0-de-e0-e0-e0

52 7LACP BEEV L I/ T7 7V —2a LV DRE
EEN

lacp multi-speed switch

no lacp multi-speed

[2XT A—F—]
switch s BEEY) T ) =g UEREORER - BRhRE
R EME i
enable % HWEY LI T 7= a B AEDICT
disable % WEY) I T 7V F—ya 28T
[FIHI3R 2]
lacp multi-speed disable
[AJIE— K]
sa—\)varZ g L—varyE'— R
[ﬁm]

LACP IZBIF D BMEHEY 7T 7V F— a UEREOFR) « Bz ET 5,

no FECHEIT LGB IR EE WIHMEIZRE T,

[/—}]

BWEY o T 7= g INERIOEA OEE

. Wﬁﬁ@ﬁ”ﬁﬁif@?“f@%@T%%%Lh HEICEHDLTT 7T 40 72T 5,
e B— NARAZURAIITRTCOFBA— NE2RZEIZH S,

o RTAREAR ﬁ\i%iﬁ%61%1mﬂﬁfhéf><‘T]\%Liib‘%%{} F S Lol & CHTRAN— b O R 2 AL W5
PERRERTB AR — 2T 7T 4 78T %,

FWE) o T 7V — g UINERSIOSA OEE

o FUEA—FNATRRINCY 7T v 7 LR — R CBEEHEDOR— NORET 7T 4 7129 5D,
o GBEHENRRDIMOR—MNIAZ o NADOFEFLET D,
s F—bhRIVE—VaVICEEINTWDILA ITERA— M TRIIICR T =— a3 > LEER LR CiEE

HWEDOR— b NDOBET 7T 4 72T 5,

o BONCU I T v LT R—=MERET) v A Ll &, LACP A v X —T = —A b Y v 7 Z o4
a3

[REH

BWEY o7 7 ) A= a VEANCRET 5,

SWX2310 (config) #lacp multi-speed enable
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528 LACP # A A7 U N OFRFE

[EX]
lacp timeout duration
(85 A—%—]
duration DAL LT Y NERETD
duration B!

short FALTUNE3IHETS
long HALTTRNEIOETD

[AS1E— K]

A H =T 2 —AF— R

[REA]

LACP # A L7 U NaRET 5,

[/—}]

Az FILLACP i@l A % —7 = —Z T8 L T % LAN/SFP 28— M D B3R E W,
LACP @A % —7 = — A2 LAN/SFP AR — F Z T8 S H 7255513, 24 #% LAN/SFP /R — R IZ lacp timeout long 737%

EIND,
F7-. LACP##liA v ¥ —7 = — AL PR S H 7285515, %% LAN/SFP /R — h @ lacp timeout =~ > K D& E N
HIFR SN D,
LACP # A L7 7 &l1E, RSSO LACP 7 L — AR ETE RN oAy vy Li- & e+ CoR
F'Eﬁ % %—é—o

F7-. LACP # A A7 7 FOREREILLACP 7 L — AT S U CTRIEEERIZIE DL, 218 Lo xR I S
7Z-LACP ZA L7 7 D13 DB TLACP 7L —L%2EETH L Ok D,

HE D LACP 7 L — AD XML, XHEERH%E 5 TL D LACP 7 L—ANIZKEMN SN TV D LACP Z A A
T MRS D,

[B%EH

LAN /R— |k #1 ® LACP ¥ A A7 U b % short IZFRET 5.

SWX2310 (config) #interface portl.1l
SWX2310 (config-if)#lacp timeout short

529LACP 7V —AL O Z—D7 VT

[#FX]

clear lacp [/ink-id] counters
[NT A—=HF—]
link-id ;o <1-127>

LACP A v ¥ —7 = — A& E

ASE— K]
Kt EXEC £— R
[BLFA]

LACPO 7 L—L T2 —%7 )71 5,

link-id 80 L7256, GETDIETOLACP#HEA v ¥ —T =2—ADT L —ALA T ¥ —% 7 VT T 5,
[ EH]

ETOLACP#HFIA L X —T 2 —ADT L —AI I E—% 7 )Tt 5,

SWX2310#clear lacp counters
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[EX]
show lacp-counter [/ink-id]
[P35 A —5—]
link-id <1-127>
LACP
[ASTE—F]

JEHEHE EXEC &— R, H# EXEC E— R

[FBA]

LACP D7 L—A N0 X —%KRT B,
AlE. BFETAHILETOLACPHEA L ¥ —T 2 —AD T L— A AT —,FprmT 5,
. UTOHEANE RSN D,

link-id %780 LT-%
AT L CW5 LAN/SFP AR— T kT
o EZ[EENT-LACP 7 L—L4

o EZEENTZ Marker 71 h LT L— A

. EZEENFTI—TL—A
[ EH]
AT O LACP i

SWX2310#show lacp-counter
% Traffic statistics

mil A =T = — A

PA A —T 2 —RADT L —AH T A —FFTmT 5,

Port LACPDUs Marker Pckt err
Sent Recv Sent Recv Sent Recv

% Aggregator pol , ID 4601

portl.l1 297 298 0 0 0 0

portl.2 306 299 0 0 0 0

portl.3 305 298 0 0 0 0

portl.4 309 1350 0 0 0 0

portl.5 186 186 0 0 0 0

5211 B — RAT U ZEERED N — L ORIE
[ER]
port-channel load-balance #ype
no port-channel load-balance
[NT A—F—]
type COERREA VA — T = — A RD DT DD —)L
type LA

dst-ip 565 IPv4/IPv6 7 R L
dst-mac 5845 MAC 7 R L&
dst-port %64 TCP/UDP R — b &=
sre-dst-ip BETTE L O%E S IPv4/IPV6 7 K L&
src-dst-mac EE I L U%EE MAC 7 R L&
src-dst-port EE7eE L 0% S TCP/UDP " — h &=
src-ip £(E 7T IPv4/IPv6 7 R L A
src-mac FEEILMAC 7 KA
src-port %18 5t TCP/UDP " — R &5

[FIEIEE]

port-channel load-balance src-dst-mac
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[AS1E— F]

Ja—x\)aryz 41—y g T — R

[@i ]

02— RNT  ZMEFEDREIEN A v X — T 2 — A ERD DD DON— LV EERET D,
ZELIE 7 L—ANO L2/L3/LAEREHH L, BREENIREIND,
no JIER CTHAT L7258 I3 IR EICE D,

[/ — P}

Ka<wy RIZV AT AEIEOBE L 72 5.

[Pv4/IPv6 73747 ks TIX 727 L— A DA,

A% JUTHRIR A VB — T = — ZPNRET D,

[EE B

BESNTWNEIL— UL LT, #ETBL0%% MAC 7 R L

2— RNNT U ZHERE T, B(E 0B L UOSEE IPVA/IPV6 7 R L AR TLITHAE A v X — T = — AR RET AL HICHRTE

T2,

SWX2310 (config) #port-channel load-balance src-dst-ip

5212 LACP A LV X —T7 =—RAD 71 b a/LRERR

[EFX]

show etherchannel status [/ink-id]| [summary | detail]

[F—7— ]
summary o ERE R OR
detail DOREAER R
[RF A—5—]
link-id o <1-127>
LACP fa#lif v ¥ — 7 = — A&
[AS1E— K]

JEHFME EXEC “E— K, H# 4 EXEC £— K

(@]

link-id THRE L7= LACP #w#liA v % — 7 = — ADIREE LR T D,

link-id %80 L= & 21X, £7TO LACP faPiA v ¥ — 7 = — RWREEFRRT D,
summary Z§7E L7235 & 3SR /R L, detail Z48E LG8 135EMF R~ T 5,
summary ., detail HE0E L7c & Z1X, summary BNIEE SN D LT D,

UTOHEENRERIND,
HH G
Aggregator LACP A v —T7 = — A
ID LACP g#liA > % —7 = —Z_LO5 ID
Actor LAG iﬁi?@LM}yx%AHx7?4¢U%AAMC?
Admin Key B4y H & O LACP #0D7t & 72 5 IDGRELR — R &)
Status Vo7 70— ardDAT—HF Z("Not
ready"/"Ready")
Partner LAG ﬁ@ff@mevx%AHx7?4fv%4mMC?
Partner Key SHEFI T LACP # DIt & 725 ID
Link count T — X @G AR — ME/AEE ATRE e AR — Mk
Link A9 5 LAN/SFP 7R — b —EGEMIZLL T D %)
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Link [ZIZUL FOHARR RSN D,

fE KRR B
"Unselected" LACP #il# 7 = ~ =)V i@fE i,
"Selected" LACP B E#h7z, LAN/SFP AR— h & LTI L 7=,
"Standby" gmpﬁﬁ@&JﬁwﬁPﬁ~bkb\ﬁ%ﬁ~b&b
Synchronization 7 5 7 A
"no" Synchronization 77 7 2 7335 TUNR LN,
"yes" Synchronization 7 7 7 2335 T\ 5,

fERMRAE & . Synchronization 7 7 7226, U 2 7 w7 L2 LAN/SFP AR— F OIRRENR DD,

V> 27 7 7 L7 LAN/SFP "— k
DY/N; =

Unselected no LACP #ilffl 7" va ~ = )LiB(E H,

fiE AR 8 Synchronization

LACP 23E%h72, LAN/SFP 7R— |k &
LCEBIRL, Voo T 7=
a3 LTHRRDLEZDD, 2TV
— g

LACP 23 %h72 . LAN/SFP AR— | &
L GRIRL, AR — N EE LT,

LACP %072, LAN/SFP R— k &
LCEBRLE, Vo770 F—v
g LTHRRLNTT — X5 A]
REL 72 7=,

Selected no

Standby no

Selected yes

[XEH]
LACP fHElA v 5 —7 = — ZADIRHEZE FRT 5,

SWX2310#show etherchannel status summary
Aggregator pol

ID 4601
Status Ready
Partner LAG 0x8000, 00-a0-de-11-11-11
Partner Key 0001
Link count 1/ 1
Aggregator po?2
ID 4602
Status Not ready
Partner LAG 0x8000, 00-a0-de-11-11-11
Partner Key 0001
Link count 0/ 1
Aggregator pol27
ID 4727
Status Not ready
Partner LAG 0x8000, 00-a0-de-11-11-11
Partner Key 0001
Link count 0/ 1

SWX2310#show etherchannel status detail
Aggregator pol

ID 4601

Status Ready

Actor LAG 0x8000, 00-a0-de-e0-e0-e0
Admin Key 0001

Partner LAG 0x8000, 00-a0-de-11-11-11
Partner Key 0001

Link count 1/ 1

Link

portl.1l Selected Synchronized vyes
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Aggregator po2

ID 4602

Status Ready

Actor LAG 0x8000, 00-a0-de-e0-e0-e0
Admin Key 0002

Partner LAG 0x8000, 00-a0-de-11-11-11
Partner Key 0001

Link count 0/ 1

Link

portl.2 Selected Synchronized no

portl.3 Unselected Synchronized no
Aggregator pol27

ID 4727

Status Ready

Actor LAG 0x8000, 00-a0-de-e0-e0-e0
Admin Key 0127

Partner LAG 0x8000, 00-a0-de-11-11-11
Partner Key 0001

Link count 0/ 1

Link

portl.4 Selected Synchronized no

5.2.13 LACP R— MEEEDORE

EEy

lacp port-priority priority
no lacp port-priority

[NT A —=HF—]

priority . <1-65535>
LACP 7R — MEJEE
INEVIE EESEE D ED

[FIHR ]

lacp port-priority 32768

[AS1E— ]

AH =T 2—AE— N

B

LACP A — MBI ZRET 5,
no B CTEIT LG A IR EZ IR,
[/ —H]

LACP i@¥EA v ¥ —7 = — AT D & & D LAN/SFP AR — FEAS 8 O F TIX LACP fBil A v ¥ — 7 = — AR
WG, 8§ DEBZ =D OV TIIEER LI A TSR — F & 72 5,

Z DX 5 7Kg, LAN/SFP AR — N CTEIENEAL AN ST, BIEIEML O O bR LD,
BERNELL DOFAM 7L, LT o@bv Th b,

1) LACP R — MEZEEN/ NS WEREL SN D,

2)LACP AR— MESEERFE U THIUL, 4 v ¥ —T7 =2 —ABEN NI OVEREBLEIND,

SFP " — N 2B S H 555518, LACP A — MEREZMOR— MLV /NSSBRETHLEND D,
[ EH]

LACP R— MEJCEE A 1024 IZRET D,

SWX2310 (config-if) #channel-group 1 mode active
SWX2310 (config-if) #lacp port-priority 1024

5.3 in— MEREE
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53.1 A7 ALK TO IEEE 802.1X i EDHRE
[EX]

aaa authentication dotlx

no aaa authentication dotlx
(AR E
no aaa authentication dotlx
[AJ1E— F]
Ja—\)aryz4JL—y g ET— R
B
VAT LAART IBEE 802.1X ik & AT 5,
no XA TIAT LB AL, v AT A2 T IEEE 802.1X FBREZ AN T 2,
FAEI, radius-server host 2~ N T E L7z RADIUS r—"—ZfiHT %,
[/ — ]

EPRIC IEEE 802.1X #AF AT 572 0121%, WHEBA v X —7 = —ATh IEEE 802.1X #iF % AT 50BN H
%, (dotlx port-control =~ > )

[F&EHI]
v AT L4KTC IEEE 802.1X 3Rk 2 Ak 4 %,
SWX2310 (config) #aaa authentication dotlx

532 VAT AR TOD MAC REFEREDR E
BN

aaa authentication auth-mac
no aaa authentication auth-mac

(R E]

no aaa authentication auth-mac
[AFTE—F]
sua—s\Narz 4 b—varE—R
[FAA]

T\/X?A/\ﬁgf MAC 7 v nft;}c—f;ﬁ)‘jj

no JTETHEAT L2 5E 13, /XTAiWTNMCmﬁ%ﬁ% 2T 5,

FRFEIX. radius-server host =~ > N T E L7 RADIUS Hh— —Z2{EHT 5,

[/—H]

%l}?r MAC ntuuﬁ%'fﬁ)ﬂ‘g—‘éf; Vi\ ;(‘—J‘%%/I) :/&"—‘731"—‘XT% MAC nuni%ﬁ)‘b j—é%\gzﬁ\%éo (auth-mac

enable =~ > )

[BRE ]

VAT AERT MAC #BRk & H kT 5,

SWX2310 (config) #aaa authentication auth-mac
53.3 VAT ALK TO Web 5BFFRRE DR E
[ER]

aaa authentication auth-web

e

no aaa authentication auth-web
[FIHIER 2]
no aaa authentication auth-web

[AJIE— K]
Ja—\)arz 4 —yarsE'w—NR
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[FEHA]
AT LR T Web BFEE AT
no FERTIAT L 725 A 14, /27A£%Twwmﬁ%ﬁ@ Y5,
AR,
[/—h]

%E%g(: Web FILAIJEE%'T%);H—?—Z) 711_
enable =~ > )

[BRAEBH]
A ?Aéﬁgf Web Ao uﬁ%ﬁ)‘jyﬂﬁj—é
SWX2310 (config) #aaa authentication auth-web

5.3.4 IEEE 802.1X n;upﬂ%%ﬁb@@]'f/ﬁ%‘_‘ l\ —)'h'-'—’

I, R A H—T7 2 —ATH Web i

radius-server host =~ > K Ci&E L 7= RADIUS Y — X—&{# AT 25,

W uﬁ%ﬁfjj ‘?’6%%75%9)%60

(auth-web

EEN!
dot1x port-control mode
no dotlx port-control

[/XF A—F—]
mode IEEE 802.1X #BREOEEE— R
BEE—F P
IEEE 802.1X F83F® Authenticator & L CTEH{E
auto
35
— 2y
force-authorized IEEE 802.1X FRFEDFRAEH A48 — NI [E E %
ET D
force-unauthorized IEEE 802.1X G&IEDAFEFEA — MR E
75
[FIHIER 2]
no dotlx port-control
[AFTE— F]
A H—T 2 —AEF— R
[FRHA]

SHEA L H—T 2 — A% LT,
no X Ta~vr FEETLEEAIT
[/—F]

[EEE 802.1X FRIFHERE DB EE— RERET 5,
. XA v H—T7 = —AD IEEE 802.1X ZRAFHEEEIZ S & 72 B,

Ko< KIiZ LAN/SFP AR— B L OGHELA v ¥ — 7 = — AT D AHFHE I HE,

[BXE B
LAN 7R — |k #1 T,

SWX2310 (config) #interface portl.1
SWX2310 (config-if) #dotlx port-control auto

5.3.5 IEEE 802.1X FBFEDRFBIER— b TCOEERIEHORE

IEEE 802.1X FHAHEREDENMETE— R % auto IZFXET D,

[EFX]

dotlx control-direction direction

no dotlx control-direction
[T A —5—]
gru
|:|X

KERFEAR— N TOr y MEEEIEL

direction
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X BE B
both B L BIEET D,
in ZAE DHIEHES D,
[WIHIRRE]
dotlx control-direction both
[AS1E— F]
A EF—T 2 —AE—F
[RLAA]

RRA o H—7 = — A% LT, IEEE 802.1X FRGEDRFRGERF D /37 MNREEIEEZ A E T 5,

no JER . CTHEAT LA 1. VIR EICE S,

both ZHEE L CWAEA., 7V D "L ZELE Ny FEFEL, OB — 05 7V 0 o Sh
TWABA L H—Tz—A~DT B— X v X NV TFFx X b3y BT S,

inZHELTWDIEAE, TV PN OLRELERNTY Yy FOREFHIEL, MOKR— 0D 70 B b O S
NTNDIA U H =T 2= A~DT B — Xy X NZLTFr R Ty MNIEET D,

[/ —}]

A< RIZLAN/SFP iR — M B L OGHERA v X — 7 = — AT D% E W HE,

SNBA v H—=T 2= AT, FAME—FRE2ALFV T D bE— NIZHRTE LZHE° MAC ik L R L=
X, BEIMSIZ in & 725,

WGA B —T 2 —ATH AN VLAN DR E % LTI/\Z)iE'A ;t\ AKa~ s FOREBERPENE D,

AKawr RoF E%ﬁﬁﬁé& FRREIRBE I XTI R

Aawy REMHT 50, e /5(—-7:—-xm<~ NRRALHSAE A AN B LB B 5. (dotlx port-
control =~ R)

[ E ]

LAN R— b #1 ORRIER— R TO/RT > MEEENWEE ZE O HMEFIZT 5

SWX2310 (config) #interface portl.l
SWX2310 (config-if) #dotlx control-direction in

5.3.6 EAPOL /X7 v N OXFEIFDERE
[

dotlx max-auth-req count

no dotlx max-auth-req
[73T A =4 —]
count ¢ <1-10>
EAPOL /37 v b D RiA(R A%
(AR E

dotlx max-auth-req 2

[AJ1E— K]

AHF—Tz—AE—NK

[FAA)

WRA VB —T =— A 2% LT, EAPOL /N7 v FOREEREORKEEZRET D,

no X Ca~r FEETLELAIE, MIHREIZRED,

[/—H]

A=z RILLAN/SFP R — M B L OGREHA ¥ — 7 = — AT D HGHIE e,

Ka<wr REERTH7-0120%, JHEBA v F—T 2 —ATHR— MiHEREZ AT A2 HENH 5, (dotlx port-

control =~ > 1)
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LAN 7R— k #1 T, EAPOL /X7 v F OXEERE% 3 |
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TRXTE

SWX2310 (config) #interface portl.1l
SWX2310 (config-if) #dotlx max-auth-req 3

5.3.7 MAC FFFRERED X E

E&

auth-mac enable
auth-mac disable
no auth-mac enable
[¥F—U— 1]
enable MAC

disable

(#1813 2]

auth-mac disable

[AJTE— F]

A H—T 2 —RAE— R

[REEA]

XIHRA LV HF—T 2 — A X LT, MACE
no XX CHEAT L6
[/ — D}

Ko< RIZLAN/SFP R— F B L OGBS v X —7 = — (T
X, VAT AR TH MAC §

FEFIZ MAC RRREZ T 2720
auth-mac =~ > )

(B E B

PR REE BN T D
MAC FBAERE A 29 5

[ uE%ﬁXjJ —;AZD

. F721%. disable ZFEE L=

LAN 7R— k #1 ® MAC 2R3FHERE 2 AT 5

SWX2310 (config) #interface portl.1
SWX2310 (config-if) #auth-mac enable

5.3.8 MAC IR D MAC 7 RL AR DOERE

j: MAC Ay uﬁ%m)‘j] j—

D B TE A HE,

At nﬁ%ﬁfj '3‘5%\%#29)50

(aaa authentication

E&

auth-mac auth-user fype case
no auth-mac auth-user

[/XF A—&—]
type A EEE
R EME K
hyphen XX-XX-XX-XX-XX-XX
colon XXIXX XX XX XX XX
unformatted XXXXXXXXXXXX
case KT - INCFHERE
BEM B
lower-case /N (a~ 1)
upper-case KILF(A~F)
[FIHIER %]

auth-mac auth-user hyphen lower-case
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[AJTE— K]
Ja—x\)aryz 41—y g T — R
[FRHA]

MAC HLIJ G }ab\f utquH# 'fﬁﬁﬁjﬂél‘—‘ﬁ:b‘% « INA J— }‘@}%iﬁ%ﬁﬁjﬂéo

MACZBFETIE, 77U FOMACT FL A2 a—W—4 « XAU— K& L TfEH L RADIUS V— " —~GH3E%
Bk 5,

no JER . CTHEAT LA 13, WIHIEREICRE S,

[/ —F]

Ko<y REMHHTH720121F, 68 A X —7 = — AT MAC RS REZ AN T DL ENH S, (auth-mac
enable =~ > )

(B EH]

MAC FEREIZHEHT 5 MAC 7 RLRATEREANA 707 L, KRXTFICEFRT D,

SWX2310 (config) #auth-mac auth-user unformatted upper-case

E

R

53.9 MAC SHEED R Z T 4 v 7 BED
(&=

auth-mac static enable
auth-mac static disable

no auth-mac static
[¥F—U—F]
enable DORET 4y I RBEANCT D
disable DORET oy BB EERNTT D
(BN E]

auth-mac static disable

[AFTE— K]

B —T 2 —AF— R

B

MAC FRFHERE T, RIEZ RA LY T U B FOMAC T RUVAZFDBILAXT 4 v 72 F) — L& L TEET
60

no TC K THEAT L7=85A. F£7203. disable 26 E LT2B AL, AXT 4 v 7 BEGE B4 5,

[/ — 1]

Az RILLAN/SFP R — F B L OGREA o Z — 7 = — RZDHFRIE "l e,

AKa~vr ROREEZERTDH L, BARRREIIWIHIRE

SN MthtﬂmB_&4+:y&l/h)~kbf§ﬁ¢ékwiw9y7&4A7ﬁ%@ﬂ%&ﬁéﬁ\
Kawy REGRHIAZ T 4 v 72 h)— L LTHRET L2085 e s,

clear auth state =~ > K, F72(%, auth clear-state time =~ > KT, A&7 1 v 7 HEEREERE 7 VT THZ &
MNTXD,

Ko<y REFEHT L2020, 681 v ¥ —7 2 — AT MAC RiHEREZ AN T 50N H 5, (auth-mac

enable =~ > R)
[ EH]
LAN 7R— k #1 @O MAC FRFED A X T (v 7 Bk & BT

SWX2310 (config) #interface portl.1l
SWX2310 (config-if) #auth-mac static enable

5.3.10 Web 72 GFHEREDER E
E=v

auth-web enable
auth-web disable
no auth-web enable
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[F—T—F]

enable © Web iBiEHEREZ AN T 5
disable © Web iR 2 2235
[FIHIERE]

auth-web disable

[AJIE— K]

AP =T z—AF— R

[BLFA]

ﬂ%% \/57*‘732*‘;(&:;(#[/(\ Web ntuuﬁ%ﬁ)‘jj ‘?’é

no IR TEIT LA, F720%, disable #F5TE L7285E 1%, Web iRiE2 &2 5
[/ —F]

$:7/kiumEWﬁ‘%%iO ST, LA — T = — AL DB ERE T HE,

FEFRIT Web GRGEAEH T 572121, AT LA2KTH Web BGEA AN T 248738 5,  (aaa authentication
auth-web =~ > )

~NVFV TN D b RLUATlE Web BEHEREZ AN THZ EIXTEEH A,
7 A N VLAN & OfFRIZTE £H A,

[ E B

LAN 7R— |k #1 @ Web iBiEH¥EE AN T 5,

SWX2310 (config) #interface portl.1l
SWX2310 (config-if) #auth-web enable

53.11 A A FE— FORE

[EX]
auth host-mode mode
no auth host-mode

[8F A—HF—]
mode : 7J_\9“_‘ }\ RN HE@@J(E%V— v
BiEE—F B!
LR—=bHED 1 FT Y FOBEEE
single-host FFAlT 5E— RT, mUNIFRREZ /S A LTz
P FV e NDREFATSH
| R=FHEEY 7 B FOdEE%
FFAT5F— T, BYOOFT Y I B
multi-host E{J\?E’%/\Q’Xﬁ‘é E. RUAR—FEFD ¥
U7y MIFEREEATH 7 < THBE N rhe
A
1 R= BTV EHY 7Y I FOdfE %
multi-supplicant AT A5E—RNTHTY I MEIZHEED
Al - S ERIRET D
(WX E]
auth host-mode single-host
[AS1E—F]
A B =T 2—AFE— K
[RLBA]

SBRA L H—T 2 — AWK LT, R— FRAFOENEE— RE2LET 5,
no JERTEIT LA, PIHIREICRE S,
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[/— "}
A~ FIXLAN/SFP AR — b B X OGRBEEA ¥ — 7 = — AT D Bk iE I hE,

RKa<wy ROBREEEETH L, FRIERREI TN RE
~NVFY TV h L v E— RTHAF I v 27 VLAN %%IJ)?HT%S YA, 7Y B FEALT VLAN 246835 2 & 23

HEo
VIVFRANE—RTHAFI v 7 VLAN ZFHT 256, 2EZBUBEOY U > MIEYIOT 7Y 12 R v
HA L7 VLANID N &S5,

Ka<wy REERTH7-0120E, JBA v F—T 2 —ATHR— FRiHEEEZ AT A2 LENH 5, (dotlx port-
control =~ >~ K, auth-mac enable =~ > N auth-web enable =~ > )

[ E ]

LAN R— K #l 2~V FH TV B ME— RICEET D,

SWX2310 (config) #interface portl.1l
SWX2310 (config-if) #auth host-mode multi-supplicant

5.3.12 FREFNEFF DX E
B

auth order dotlx auth-mac
auth order auth-mac dotlx
no auth order

[FF—TU— k]

dotlx : IEEE 802.1X #&GE /720
auth-mac © MAC #FEA
(IR E]

auth order dotlx auth-mac

[AFIE—F]

A H =T x2—AE—F

[‘%‘Fﬁﬁﬂl

I FRREERE WRREST R LI GE . Rz T ) IEE AR ET 5,
no JEA A THEAT Lf: Bl FIHRREIZR S,
[/—H]
21::1-?‘/ RiX LAN/SFP R — h B L OGREEA o & — 7 = — AT D HEIE I e,
Web 58AEIE, AREEIZEFRZR < Web #GEE T T ID/Password 2 A J) L7z & EITFRAEEZT 9,
IEEE 802.1X F¥iE, MAC ik, Web iiEDREN M2 56, € ORGET T S 720,
AKa<y REFHATH7020F, SR A v H—7 2 —ATHR— MNBIHEREE AN T D2HENH 5, (dotlx port-
control =< N, auth-mac enable =~ > K, auth-web enable =~ > )
[ EH
LAN R — b #1 OFBFESF X DNEZE %, MAC FR3E -> [EEE 802.1X FRAEDNETE TI1T 9 L 2 ITRET 5.

SWX2310 (config) #interface portl.1l
SWX2310 (config-if) #auth order auth-mac dotlx

E

R

5.3.13 FEREED
&y

auth reauthentication
no auth reauthentication

[#I3#13% 2]
no auth reauthentication

[AJ1E— K]
A HE =Tz —RAE—F
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[@iA]
XNBRA VB —T =2 — A %t LT, Al Vg ]\mﬁ:umﬂ}%ﬁ)‘j
no ﬂ:/JCT %?? Lf: i ﬁ:wu DE%ﬁij jﬂ 5

AREEAMNZ LIZGE FRECERE L7270 B b &2 @R ERGET 5,
FRREDOMIEIZ, auth timeout reauth-period =~ RTEH TX 5,
[/—}]

ARza<> RKIZ LAN/SFP R — B L OGHHELA v Z— 7 = — RIZDO AR EFHE,

IEEE 802.1X FBAER X, HRGEDO X A 2 v 71272 b L, 7V 2 M EAPOL X7 v F&24E L C 22— —1EH %
FHUS L. RADIUS $— N—|ZFRREE R 24T 5,

MAC ZaEERIT. FEREED XA I v Wb e, YU B FOMAC T RL Ak a—H—4 BLO, N2 TU—F
& R72 LT RADIUS H— —{ZFRREER 1T 9,

Web FRAERFIE, ﬁmm&@ﬁ/l’ PN H e, BT T N OFRGEIRE A RFEREICER S5,

RKa<wy REFHATHDI2F, MHRA LV H—T =2— A TH— NEGEHERZ AN T H2X4E N H D, (dotlx port-
control =~ | auth-mac enable =+ K., auth-web enable =~ > )

[BREH]

LAN AN— |k #1 OFEIEEZ AT D,

SWX2310 (config) #interface portl.l
SWX2310 (config-if) #auth reauthentication

53.14 # A4} X v 7 VLAN OFKE
Ex]

auth dynamic-vlan-creation

no auth dynamic-vlan-creation

(AR E]

no auth dynamic-vlan-creation
[AJIE—F]

A B =T z—AF— R
[@iA]

HRA =T == AT LT, A4 F v 7 VLAN 2 GCT D

no B TIAT LG AIX. A7 I v 7 VLAN Z0C9 5,

XA F w7 VLAN BRI A ¥ —7 =2 —ATiE, RADIUS % — =ML I5E S 7B MHAE (Tunnel-Private-
Group-ID)% & & 12, FTE VLAN ZEhiIC AR T 5,

[/—}]

Az~ R LAN/SFP R — M X OGREEA ¥ — 7 = — RO Hg% iE W HE,

ARa< FOREEZEELT DL &, BABREBIIPHIREICRE S,

~NAFH TV hE— RTHAF v 7 VLAN 2RI 256, 70 U2 FHALT VLAN 2F8ET 5 2 & 23]
HEo

~IFIRA RNE—RTHAF I v 7 VLAN 2FHT 285456, 2FEHUROY T U b2 MIRNOY 7V 2k aviE
L7 VLANID 28 S b,

Ko<y REHHATH7-0120F, A8 A X —7 2 — A THR— NRGHEREEZ AN T D2 LENH S, (dotlx port-
control =~ > N, auth-mac enable =~ > K, auth-web enable =~ > )

[ E B

LAN R— k #1 TH¥ A F X v 7 VLAN 2T %,

SWX2310 (config) #interface portl.1l
SWX2310 (config-if) #auth dynamic-vlan-creation

5.3.15 72  VLAN DR E
B

auth guest-vlan vian-id

no auth guest-vlan
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X A—5—]
vian-id o <1-4094>
7" A~ VLAN H® VLAN ID

(AR E]

no auth guest-vlan

[AJIE— F]

AVH =T 2—RAE—FR

[RiAA]

RIGA B2 —T 2= AR I T WD T 7Y o FSRRRE, & 2 WId, FRAERR D & ZIZFTET 57 A k VLAN
ZIEET D,

no JER TEIT LB AL, 7 A b VLAN OREZHIFRT 5,

[/—}]

Az~ RIXLAN/SFP A — b B X OGREES v ¥ — 7 = — R |Z @#%Eﬁ%o

Kavwy ROBREXZERT L L. RILREITWIHIREE

RKawy REMHAT L7012, HRAHF— 7:*‘2“C‘J‘ NRREHEREZ AN T DML H D, (dotlx port-

control =~ > | auth-mac enable =~ > V)

ARa<r FiE, Web BB L THETXEHA,
[BREH]

LAN K— | #1 TH 2 b VLAN #10 #5523 %,

SWX2310 (config) #interface portl.1l
SWX2310 (config-if) #auth guest-vlan 10

5.3.16 FRIEREE OMIEHAB DR E
EN

auth timeout quiet-period time

»L

no auth timeout quiet-period

[/NT A —=HF—]
time 1 <1-65535>
AR, 7Y v b & OlIE RS T 2 B E)
[#H#ARR E
auth timeout quiet-period 60
[AJIE— F]
A B =T z—AEF— R
[@i ]

XBRA o F—7 2= AR LT, RAERE ORBEMIE I 2 30E T %,

no JEXCTHEAT L7126 1E. FIHIERTEIZE S,

FOREHNIEHIR I ZAE LTy NI THEES 5,

[/—}]

A~ FIZLAN/SFP A" — b B X UGRBEA » F — 7 = — AT D HG& iE I hE,

Ra<r REFEHT L2020, SR A v F—7 2 —ATHR— MNRIHEREE H T 20N H D,  (dotlx port-
control 2~ [ auth-mac enable 2~ N, auth-web enable =~ > IN)

B2 H]

LAN AN— b #1 OIEHFE OFRE 2 300 (ZET Do

SWX2310 (config) #interface portl.1l
SWX2310 (config-if) #auth timeout quiet-period 300
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5.3.17 B8 EIRR DR E
[EX]

auth timeout reauth-period time

no auth timeout reauth-period

[7NT A—F—]
time : <300-86400>
BTV D b OFERRAERFRED)
(AR E
auth timeout reauth-period 3600
AA1%E— F)
A B =T z—AEF— R
B

;@%4 ?/5‘7*‘7:1:*‘;( ;(ATL/VC '3‘7 )ﬁ/b@ﬁmunﬁﬁﬁﬁl"ﬂ%ﬁﬁﬁgj«éo

no R THAT L7541, PR EICE 5,

[/— 1]

ARza< 2 FIXLAN/SFP "— FEB X OGRS v ¥ — 7 = — AT D B E W HE,

Kawy REEHTH20120%, MBA LV H—T 2 — A THR— NBIHERE. 700, FRGHEREZ AT 5 MBS
5%, (dotlx port-control =~ > K, auth-mac enable =~ > ' auth-web enable =~ >~ . auth reauthentication =
<2 )

[BREH

LAN 7R— b #1 OFREGERROBE & 1200 ICBET D,

SWX2310 (config) #interface portl.1l
SWX2310 (config-if) #auth timeout reauth-period 1200

5.3.18 RADIUS ¥ —/ N\—2{kD5ERE B REE O E
E=Y

auth timeout server-timeout time

Il

no auth timeout server-timeout

[XTA—=H—]
time ;. <1-65535>
RBREZL RIS D REREY — =72 b DISERF H AR (F))
[FIHAEE]
auth timeout server-timeout 30
[AF1E— F]
A VB =T 2= RE— R
[FLHA]

KRA B —T 2 — A THR— FNRAEEIT 9 & D, RADIUS — "—2{K0 5 DISE R BRI 2 3% ET 5,

no JBRCHEAT LI=HA 1%, WHIRTEIZR S,

[/— ]

A< RIXLAN/SFP R— B L UOGRERA ¥ — 7 = — AT DB IE Al e,

NG Y]

(radius-server timeout =< > K D% EMH) x (radius-server retransmit =~ > KO EE + 1) x (RADIUS $—/3—4%%)
PLEIZT 20N H 5,

Ka<wr REMERTH0120E, B, v F—T 2—ATHR— MliHEEEZ AT D2 HENH 5, (dotlx port-

control =~ >~ | auth-mac enable =~ > N, auth-web enable =~ > )
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[ EH]
LAN R— b #1 OFEFAFERIZHKT D RADIUS Y — S —2 KD B 4 LI 2 180 MR ET D,

SWX2310 (config) #interface portl.1l
SWX2310 (config-if) #auth timeout server-timeout 180

5319 %7 U v MEBRFLEEB ORE
[EF=]

auth timeout supp-timeout time

no auth timeout supp-timeout

[/NT A —=HF—]
time ¢ <1-65535>
BTV H v RS DINER BRI (R)
(AR E]
auth timeout supp-timeout 30
[AJIE— ]
A HF =T z—AE—F
B

KIRA L H—T 2 —AZK LT, A= RBREEITO L XDV TV DY Mo OISEFRF LI AR ET 5,

no I CHEAT LI HE 1, #WIHEEICR 5,

[/ —}]

ARza< > FILLAN/SFP A"— hEB X OGHELS ¥ — 7 = — AT DB E A HE,

Ko<y REfATH720120F, H8A X —7 2 —ATHR— NRIHEREZ B NCT D MENH S, (dotlx port-
control =~ > N, auth-mac enable =~ > N, auth-web enable =~ >~ )

[ 2 5]

LAN R— bk #1 OV 7V B2 R b OJREFF LR Z 180 FNZERET 5,

SWX2310 (config) #interface portl.1l
SWX2310 (config-if) #auth timeout supp-timeout 180

5.3.20 RADIUS ¥ —/X—K X F DFRE
EEN

radius-server host sost [auth-port port] [timeout time] [retransmit count] [key secret]

no radius-server host

[F—TU—F]
auth-port : RADIUS #— N—DF8FEH UDP A — hEEARET D
timeout : RADIUS $— =~ DERIT S 5 BRI 2 50E %
retransmit : RADIUS $— R —~DESKRFEREEZRET D
key © RADIUS —/N— & OBERIZMEA T 52T — RERTET D
[NT A—=F—]
host : IPvd 7 FLZ(AB.C.D) £7213 IPv6 7 R L A(X:X::X:X)
IPV6 U 20 m— A LT RUARHRET BHAIL, A 2 5 —7 = — A bIRET 5 BEN B
% (fe80::X%vlanN DJEF)
port 1 <0-65535>
FOREA UDP A8 — M &5 (A ISR I WIME D 1812 2 2)
time : <1-1000>

BRI (FD) (48 WS I 1. radius-server timeout =2~ > RE%EFIHAME 5 FIHTHE D)

count ;. <0-100>
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TSR 0L A1 (44 M BT radius-server retransmit =< 2 K% E(FIHME 3 [E)IZHE D)
secret DOPARET R IO, 7 A= 2R EAEL (128 SLFLIR)
HEHRAYT — FEE MR radius-server key 1< > REETEIZHE D)

(IR E]

L

[AJTE— K]

Ja—\)ary7 4L —v g E— R

[FREA]

utqu“ﬁ-‘—/\—) A ]\ ﬁ'_/*\“—%iﬁﬂlﬁ—éo

R M) —iI8 TH D,

no B TCa~r REETLIEGAIE, BE LY — =% — =1 X "G HIRT 5,
[/—}]

X EMEIT. (radius-server timeout =~ > K DFX EE) x (radius-server retransmit =~ > KO EE + 1) x (RADIUS
— 3—%%) OfEi73, auth timeout server-timeout =~ > KO EMNIZ /2D X ) ICHHET HIHLERNH D,

LLDP H #7% EREHE TR E S N7 radius-server host =~ ROKEIZIL, —HHARHRETHL Z L2 £T
"dynamic"A4 7Y 3 U ME - &5, "dynamic"A T Y 3 UBMTE STV A A, write 22 REEITLTHAH
— T T AT TITRAFS IR,

[BREH]

IP 7 R LA 192.168.100.100, JGZFFEERFRE] 10 £, ZORAFEREEL 5 Bl E U TREREY —3— U 2 MZIBNT %,
SWX2310 (config) #radius-server host 192.168.100.100 timeout 10 retransmit 5

IP7 Rl A 192.168.100.101, FEFEH UDP AN— K 1645, L6 /3A U — R abede" & 7BFEY —/3S— VU X MZBMNT 2,
SWX2310 (config) #radius-server host 192.168.100.101 auth-port 1645 key abcde

2 —77 /L RADIUS % — " —ZG8GEH—/N— VU 2 MIBINT 2,

SWX2310 (config) #radius-server host 127.0.0.1 key secret local

5.3.21 RADIUS ¥ —— 1 BH 1= 0 OEEE LR ORE
[#EX]

radius-server timeout time

no radius-server timeout

(/%5 A—&—]

time : <1-1000>
SERIGE R (1))

(AR E

radius-server timeout 5

[AS1E—F]

Jua—nnarz4 7 b—varsE —NF

B

RADIUS ¥—/R— 1 BH 70 OIBEFHF LM 2R ET 5,
n B Tavr FEEITLEZEAIL. VIHREIIES,

[/ —F]

radius-server host =~ > R CH — R —[HH OERIGEFHEIFM AR E STV SES . radius-server host =~ > N
DFEIHED

X EMIT

(radius-server timeout =~ > K DR EH) x (radius-server retransmit =~ > K DOFZEME + 1) x (RADIUS H—/3—%)
DOAEAY, auth timeout server-timeout =2~ > KO EMNIZ/2 D X O ICHHET LM ERH D,



[ EH]
RADIUS #— 13— 1 & 720 OISEFF LR % 10 B ET D,
SWX2310 (config) #radius-server timeout 10

5.3.22 RADIUS ¥ —N—~DERFIEREDOERE
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[

radius-server retransmit count
no radius-server retransmit

[T A—F—]
count : <0-100>

SRR
(AR RE]
radius-server retransmit 3
[AS1E— ]
Jua—m\)arz 4 —vasE— R
[FHA]
RADIUS #—/N—=~DERFEE R Z R ET 2,
no A Ta~y & FETLIELEIE. WIHIREIZR D,
[/— k]

radius-server host =~ > N TH— 3 —[EHF OB R FIEAE DGR E

EIZHED o
[ E B
RADIUS H—/N—~DHERFXEEE 5 FIIRET D,

SWX2310 (config) #radius-server retransmit 5

5.3.23 RADIUS ¥ — N—IF AT — RORIE

INTWBE4E . radius-server host =~ > KD

EEN
radius-server key secret
no radius-server key

[73T A =4 —]
secret o HEHEARZT— R
AEHTB L, . AR— 2B LA (128 STFELA)
(AR E]
no radius-server key
[AJTE— K]
Ja—\varz 47 b—va e —R
B

RADIUS $—/3— L OIBGEHRHIEA T 2GR T — K2R ET D,

no WX Ta~r FEFETLEEEIL. VIHREICRES,
[/ — ]

radius-server host =~ > R CH— —[EHEFDOHHENRZAT — RRREESNTWDEA. radius-server host =~ KD

RN,

[ EH]

RADIUS #—_— L D4/ 2T — R & LU C"abede" 5 R ET 5,
SWX2310 (config) #radius-server key abcde
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5.3.24 RADIUS ¥ — X —fit F{ | RE ] D% &

[EFX

radius-server deadtime time
no radius-server deadtime

[23F A —%—]
time ;. <0-1440>
RADIUS —/N— D A IHEIRER (47)

(AR E

radius-server deadtime 0

[AJIE— K]

Jsa—n"narz4 7 b—varsE —NF

B

RADIUS #—/R—=~DERNZ A L7 7 h Lo L &, @Y — S— O 2 i 9~ 2 R 2 50E T 5,
no JERTa~ 2y REFATLIEGEIE, WIHREICR D,

(BB

RADIUS H— X—fli ISR 2 1 20128 ET Do
SWX2310 (config) #radius-server deadtime 1

5.3.25 RADIUS % — 13— |Z#%H19 5 NAS-Identifier DR E

[EFX]

auth radius attribute nas-identifier /ine
no auth radius attribute nas-identifier

[7XF A —%F—]
line DORRBISCE (253 SUFLI)
NAS-Identifier B & L CER T T DEE DO LFH
(113 2]
no auth radius attribute nas-identifier
[AHE— K]
Jua—nppar7 4 J—yarE—FK
[ﬁ%]

FSRFEREREIZ B\ T, RADIUS H—/3—|Z NAS-Identifier B & L Tl 21EE DO L FH 2R ET 5,
Kﬁﬁ%bkﬁﬁi\mmws%wﬂﬂiMﬁMmﬁaEﬁkbf BEN L, BREEHIBR LIS TEma =R
Do
no B Ca~r REEITLELAEIE. PIHREIIED,

[ EH

RADIUS Y—/N—|Zi@ %19 5 NAS-Identifier &2 [Nas-ID-001] &> F9d 5,
SWX2310 (config) #auth radius attribute nas-identifier Nas-ID-001

5.3.26 A — FEREEIFB DR

E&y
show auth status [interface ifname]
[F—TU—F]
interface D BEDA L E—T 2= ADERDO B EFTRT D
[/3F A =4 —]

ifname LA H—T 2 — AL
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7Tz — A

R RE DREIRTE, B L OBUEDRRREREZ Fd 5,

BT DA H—
[AJ1E— K]
FEHFHE EXEC £— R, F§#E EXEC E— R
[
A=k
[ EH]
N— MR WA R T D,

SWX2310#show auth status
[System information]

802.1X Port-Based Authentication

MAC-Based Authentication
WEB-Based Authentication

Clear-state time

Redirect URL
Not configured

Auth-web custom-file
There is no custom-file

RADIUS server address
192.168.100.101

[Interface information]
Interface portl.l (up)

802.1X Authentication
MAC Authentication
WEB Authentication
Host mode
Dynamic VLAN creation
Guest VLAN
Reauthentication
Reauthentication period
MAX request
Supplicant timeout
Quiet period
Controlled directions
Protocol version
Authentication status
Clear-state time

Interface portl.4 (down)
802.1X Authentication
MAC Authentication
WEB Authentication
Host mode
Dynamic VLAN creation
Guest VLAN
Reauthentication
Reauthentication period
MAX request
Supplicant timeout
Server timeout
Quiet period
Controlled directions
Protocol version
Clear-state time

5327 %7V b v MEBROFRR

Enabled
Disabled
Enabled

Not configured

(port:1812)

Auto (configured:auto)
Disabled (configured:disable)
Disabled (configured:disable)
Single-host

Disabled

Disabled

Disabled

60 sec

2 times

30 sec

60 sec

Both (configured:both)

2

Authorized

Not configured

Force Authorized
Disabled (configured:disable)
Enabled (configured:enable)
Multi-supplicant

Disabled

Disabled

Disabled

3600 sec

2 times

30 sec

30 sec

60 sec

In (configured:both)

2

Not configured

(configured:-)

[EX]

show auth supplicant [interface ifname]
[F—U— 1]

interface

BEDA v H—T 2 —ADEFERO LA TRT S
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[7%F X — & —]
ifname DA E—T 2 — A4

FoRT DA L H—T =2 —RA

[AF1E— K]
¥ EXEC £— K
[FEA]
A= MRAECB T 297V B MERERTT S,
[BRE ]
LAN AR— K~ #1 OV 7V B> MEHRERTT D,

SWX2310#show auth supplicant interface portl.1l

Port MAC address User name Status VLAN Method

portl.l 0011.2233.4455  user Authenticated 1 802.1X
5.3.28 FEEHER DFR

&y

show auth statistics [interface ifname]

[F—T— K]

interface O FEDA H—T 2 — ADHRHER DO EFIRT D

[/3T A —F—]

ifname LA H—T 2 — AL

FRTAHA L HE—T =z — R

[AS1E— K]
JEHERE EXEC &— K. ¥ EXEC £— K

(B

R— MBI B3 bOFE T RERFT 5.
[REHi]

LAN " — | #1 OFFHEREZFZRT 5,

SWX2310#show auth statistics interface portl.1l
Interface portl.1l
EAPOL frames:

Received frames 11
EAPOL Start 1
EAPOL Logoff 0
EAP Response ID 1
EAP Response 9
Invalid EAPOL 0
EAP Length error 0
Last EAPOL version : 1
Last EAPOL source : 0011.2233.4455

Transmitted frames 11
EAP Request ID 1
EAP Request 9
EAP Success 1
EAP Fail 0

RADIUS packets:

Received packets : 10
Access Request : 0
Access Challenge 3 9
Access Accept 1
Access Reject : 0

Transmitted packets : 10

Access Request : 10
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5.3.29 HEHEHRDO 7 VT

[EX]

clear auth statistics [interface ifname]
[FF—U—F]
interface CREDA L E—T 2 — ADKEHERO AR E T VT T
ST A—F—]
ifname DA E—T 2 — R4

BRI DA H—T =—R

[ASE— K]
FiHE EXEC £— R
[BLFA]
R— FEREICBIT 537 v hOREHEHRZ 7 UV T35,
[BREH]

LAN 7R— b #1 OfaHEwEZ 7 V73 5%,
SWX2310#clear auth statistics interface portl.l

5.3.30 RADIUS ¥ — N\—REFHMDE R

[ER]

show radius-server
[AJ1E— K]
¥iHE EXEC £ — K
B

RADIUS H—_—{ZT 2% EEHRER~T D,

FRREY—/N— U 2 MZEEE L Todh D RADIUS — N— D% EG (T —/N—AR R b §RGEH UDP A— &=, LA
RAT— R BRISEFHERERE . BORFFEREE, — N—EHIHIRE) 2 R T 5,

[ EH]

RADIUS #——IZHT 2R EFME LT D,

SWX2310#show radius-server
Server Host : 192.168.100.101
Authentication Port : 1812

Secret Key : abcde
Timeout : 10 sec
Retransmit Count 3 5
Deadtime : 0 min

Server Host : 192.168.100.102
Authentication Port : 1645

Secret Key : fghij
Timeout : 5 sec
Retransmit Count 2 3

Deadtime : 0 min

5.3.31 Web 32GFRTh DY X4 L 7 K5 URL DR E
EE

auth-web redirect-url ur/

no auth-web redirect-url
[NT A —=HF—]
url DB R KUNEATRE S (oK 256 30F)
UKA L2 FJed URL
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[FIHEIERE]
no auth-web redirect-url
[AF1E— K]
Ja—N\)ary74JL— g rET— R
[RLBA]
Web GRAERLEIZIZY A L7 32 URL 2#465ET 2.
no JERTHEIT LI L BITRRGEER D Y 44 L7 MEREZEDIZT S
[/— 1]
"M &G AUTIEURL ZHETDH Z LIXTEEE A,
[BEH
Web FBRELENHE DU XA L7 RIEIZ http://192.168.100.200 Z HET 5,

SWX2310 (config) #fauth-web redirect-url http://192.168.100.200

5.3.32 BIEKRED 7 VT

[FX]
clear auth state [all] [interface ifname] [supplicant mac-addr]
[¥F—TU— k]
all D BRTOV TV FORFEREEZ 2 U TS
interface CREDA L E =T 2= AR STV DT I FORGEREEZ 7 VT TS
supplicant D BEOY TV NORFEREE S VT T3
[73F A =4 —]
ifname DA E—T 2 — R
VTS DA H—Tz2—R
mac-addr : hhhh.hhhh.hhhh (h 1 16 #%%)
KD MAC 7 R L&
[AF1E—F]
¥t EXEC E— I
B
V7Y bOBRERIEEZ 7 VT D,
[EE B

LAN R — M #1 IZHERE STV DT 7Y 1 b OFRGERIER 7 U T3 5,
SWX2310#clear auth state interface portl.1l

5.3.33 BIEIREED 7 U T AL DR E(T AT D)

&

auth clear-state time time
no auth clear-state time

ST A—F —]
time 1 <0-23>
POREREEZ 7 U T D IR
[ E
no auth clear-state time
[AJ1E— ]

Jua—n\)narz74 L —varsE— R
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[FEHA]
VAT LEIRITY T T N OREEREEE 7 U T T LR AR ET D,
no A TIAT LA, GRREL 7 V) 7 LRI O E L HIBRT D,
[/—h]
A H =T = — R TGRFRRREZE 7 U T T HRAIDNRE STV DG, A ¥ — 7 = — ATRE S AT CREGE
KD VT %179,
[BRE ]
VAT LEETH T B N ORAERIEE 7 VT HMA 2 12 FHIRET D,
SWX2310 (config) #auth clear-state time 12

5.3.34 FBAEREED 7 V) 7 I BRI DR EA v H—T = —R)
(&R

auth clear-state time time

no auth clear-state time

[NT A—=F—]
time 1 <0-23>
REiREZ 7 U T D R
(AR E]
no auth clear-state time
[AJ1E— ]
A =Tz —AE—F
B

RIGA B —T oA R TV B FORIEIRIEE 7 V) T T DA A% ET D,

no A TIAT L7, BAEREEL 7 U 7§ LRI O E 2 HIBRT 5.

[/—}]

ARza< > RILLAN/SFP AR — FEB X OGHELA ¥ — 7 = — AT DB E A HE,

HRA L H—T = A ATV AT ARRICHEIEREE 7 U T T 0RABRESNLTNTH, Ka~vy RTREIN
T-REZ CREGEIREED 7 U T H#4T 5,

B!

LAN R— b #lLiZERc SN 7 U > b OFRREREEE 7 U 7§ 2054 % 12 FRZERET 5,

SWX2310 (config) #interface portl.1l
SWX2310 (config-if) #auth clear-state time 12

5.3.35 Web SRELEIE U A X~ A AH7 7 4 VORE
BN

copy auth-web custom-file all src_config num dst_config_num

copy auth-web custom-file filename src_config num dst_config num

[F—TU—F]

all D BTO Web iRGEHEFH A A X~ A AT 7 A Ve a bt —F 5
[XF A —5—]

filename DA L OVYEARL S

Web FEEHEH AX~A AR 77 ANDT 7 A IVE
src_config num . AEB—IDa LT 4 TEE
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X EME B!
0-1 AH— N NT v Tarr 4 7%
sd SD 77— K

dst_config num . av—Seoar T IEE
BEME P
0-1 AR = T v TarT 4 IS
sd SD 1— R

[AJ1E— K]

¥iHE EXEC £— F

ﬁ%]

Web fBFEHE I A X <A ZAHOT7 7 AV E I E—F 5,

[/ — D}l

SD 1 — RInBAA v F~ Web kBl I A X~ A AT 7 A VEa—F 55813, SD I— FHRO /HEFE4/
startup-config/web-auth/ {247 7 A LV EFRKE L T &0,

SD 1 — R~ F SILTWRUVREETIX, SD #— RN® Config # X RIZL TARa~v REETTHE=T—L
%,

[BEH]
2TO Web FBAEFIF A A X~ A AT 7 A V& SDA— RIPLAZ— T w7 ar 74 7 # ~at—74 2,

SWX2310#copy auth-web startup-config all sd 0

5.3.36 Web SREEEE N A 2~ A A7 7 A4 VDY
E=y

erase auth-web custom-file all config num

erase auth-web custom-file filename config_num

[¥—U—F]
all D ATO Web fBAEBE A A X~ A A7 7 A VEHIRT 5
[/XTF A—&—]
filename DA LONEARL S
Web BAEHE A A X~ A A7 7 A NVDT 7 A V4
config num Do ar I 4 IEE
REE B!
0-1 AB— KT v Tarv7 4 J&KE
sd SD 71— K
[AJ1E— F]
¥¥iE EXEC E— K
[ﬁ%]
Web i&i ﬁﬁ15’742ﬂ3@774'/1/72?ﬁu%ﬁ“50
[/—}]
SD 71— KRB~ hSHTWRVIREETIE, SD #— FIN® Config ZxXRIZL TARa~vy REETTHEZT—L
%,
[ EH]

logopng # A X — N7 v a7 4 7J#H O HIBRT
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SWX2310#erase auth-web startup-config logo.png O

5.3.37 EAP /R R R )L— DR E
[

pass-through eap switch

no pass-through eap

[8F A—F—]
switch : EAP /XA A L—D#EIE
REME 2

enable EAP /N A Z)L—Z T 5
disable EAP /XA A )L— % 523 %

[WIHIRRE]

pass-through eap enable

[AS1E—F]

Ja—N\)aryz4JL—y g rET— R

[REFA]

EAP /XA A )L— DN BN 280 2 . EAPOL 7 L — ADERE AR &2 &R ET 5,
disable #f57E L7=8%5H 1%, EAP 7 L — A2 WES 5,
no BN CTHEAT L7285 G. £721E, enable Z$57E L7841, EAPOL 7 L — A% #5157 5,

[/—}]
802. 1X FRFEMEENH RN 72 A v ¥ — 7 = — AT DWW TIFRFEMEE A B L, EAP N A X)L —OREIT#EH S,
Bl

EAP /XA Z)L—Z T 5,
SWX2310 (config) #pass-through eap disable

54K —bEF2UT 44—

541 R—bEF=2) T 0 —HBEEORE
B

port-security enable
port-security disable
no port-security

[F—TU—F]

enable D A= hEX2 VT s —HREEAEDICT D

disable DR —bhEX2 VT A NS

[FIHIER 2]

port-security disable

[AFTE— F]

A H—T 2 —RAF— R

B

HRA L H—T 2 —AZKH LT, "= beX=2U T —HEELHNT D,
no B CHEAT L7=HA. F2id, disable 2 E L7-HAIE. FHBA X —T =2—ATHR— X2V T 4 —HHE%
o4 5,

[/ —h]

A~ RIX LAN/SFP R — M X OGREEA v ¥ — 7 = — AT DO HG% E FhE,
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R—btFa T —HREEADNC LIERERT, BRINTORVEERITEFESND,
[BREH]
LAN R—h #1 OFR— b X2 VT ¢ —HEEZHENT D,

SWX2310 (config) #interface portl.1l
SWX2310 (config-if) #port-security enable

5.4.2 ZFF] MAC 7 R L A &b

[F=

port-security mac-address mac-addr action ifname vlan vian-id

no port-security mac-address mac-addr action ifname vlan vian-id

[F—VU—F]

vlan : VLANID #4587

[NT A—=F—]

mac-addr : hhhh.hhhh.hhhh (h 1% 16 %K)
RO MAC 7 KL A

action : mac-addr 56D 7 L — LI B EE
REE Bk
forward LTS B

ifname : LAN/SFP AR— M EiFfmBA v 4 —7 = — X
HHEDA L H—T 2 — R4

vian-id o <1-4094>
%52 VLAN ID

(IR E]

7L

[AJ1E— K]

Ja—)ary 74—y g T — R

[RLEA]

R=htxa 74 —ZAMNILIAR— P THRIEZFAT 5 MAC T FLRAERET 5,

no A TIAT L7 a3, BEREHIFRT 5,

[BEH

MAC 7 R L Z 00:A0:DE:00:00:01 2, LAN AR— k #1 OFF A7 KL R & LTRERT 5,

SWX2310 (config) #port-security mac-address 00a0.de00.0001 forward portl.l vlan 1

543 X2 VT 4 —ERFEOBIEDRKE

[EFX

port-security violation action

no port-security violation

[T A —&—]
action DA —bhEX 2T —ERKEEOENE
B{EE— K A
discard RV AVRN &

shutdown A—haevry hEDU
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port-security violation discard

[AFIE—F]

B —Tz—AF— R

[@iHA]
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WBA VA —T 22— 2K LT, B Xa T —BXEOBET 7> 3 v 2RET D,
no W THEAT L 7=5E1E. PR EIZR S,

[/ —F]

shutdown T— R CY ¥ v M U SN/ — F2EIRSE 5841, noshutdown 2~ RE W5,
A~ RIXLAN/SFP A — M K OGREEA ¥ — 7 = — AT D HG%E W 6E,

[EE B

LAN AR— |k #1 OERFFOIEL R — 0 AERT D,

SWX2310 (config) #interface portl.1l
SWX2310 (config-if) #port-security violation shutdown

544 R — FEX 22U T 4 —BEROKT

[EX]

show port-security status
[AJ1E— F]
F¢HE EXEC £— R

[FiAA]

R—bhEx=2l7 4 —HFREETT D,
[ A
R—btFx=l 74—z RTT 5,

SWX2310#show port-security status

Action

Status

Last violation

Port Security
portl.l Enabled
portl.2 Disabled
portl.3 Disabled
portl.4 Disabled
portl.5 Disabled
portl.6 Disabled
portl.7 Disabled
portl.8 Disabled
portl.9 Disabled
portl.10 Disabled
5.5 = 7 — R HiBERE

Discard
Discard
Discard
Discard
Discard
Discard
Discard
Discard
Discard
Discard

Blocking
Normal
Normal
Normal
Normal
Normal
Normal
Normal
Normal
Normal

00a0.de00.0003

5.5.1 errdisable JKEED> & D H BhE (HEERE DR E

[EF2

errdisable auto-recovery function [interval interval]

no errdisable auto-recovery function

[F—U—F]

interval

H ENE [H ] D% E

[2XT A—&F—]

function

errdisable DJR[K & 7 5 HEHE
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BRIEME il
bpduguard BPDU 7/ — RE&RE
loop-detect J— TR B RE

interval ;. <10-1000000>
HENMEIHT 5 £ TOREMFD)

(IR E]
no errdisable auto-recovery bpduguard (BPDU %' — FHHE

errdisable auto-recovery loop-detect interval 300 (/b — 7" # HHF&BE

[AJIE— F]

Ja—\)arz 4 —y g rE'w—R

[

T T — R HHEREIC X o T errdisable IRFBIZ 72 o 72 & S ICTHBIRIICE IR T 28854 AN LT, AEMEIRT 2 £ CTORE
MaERET D,

interval 28 L725613. 300 BPOVRE S5,

no JEATHEAT LG A3, HEVEIRMEEDN BRI L 72 5,

[/—H

Ko< Ra&FEITT HA1C BPDU #'— REEREIC X - T errdisable tRA&IZ 722 - 72 LAN/SFP Ak — h Cld, ¥[a] BPDU %
M L7z & SITREDEEN RSN D,

[EEHl]

BPDU 7/ — KT errdisable JKE&IZ 72 > 7 & SO HEEIRZ AR L, EIFKEHZ 600 #1235,

SWX2310 (config) #errdisable auto-recovery bpduguard interval 600

JL— 7R C errdisable IRREIZ 72 o 72 & O BENE B & ENICT 5,

SWX2310 (config) #no errdisable auto-recovery loop-detect

552 = 7 —RHBEEDBERKT

[EX]
show errdisable

[AFTE— F]
FEFRFHE EXEC *£— N, F##E EXEC £— K
B
=T —RHEBEREDEREFTRT D,
DTFTOHEENERIND,
o errdisable JREED & O HENVE H DG DE D
o errdisable JRAED A  H — 7 = — AR L O T —Z R L7-HfE
[ EH]
=T —RRHEREDIE R A2 FRT D,
SWX2310>show errdisable

function auto recovery interval
BPDU guard disable
Loop detect enable 300

Port-security disable

port reason

portl.1l BPDU guard
portl.7 Loop detect
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o=
Layer 2 $%5E

6.1 FDB(Z ¢V —F 4 V' T —FZ~N—X)

E

e

6.1.1 MAC 7 K L 28 ERED
[

mac-address-table learning enable
mac-address-table learning disable
no mac-address-table learning

[¥—TU— k]

enable © MAC 7 R U RAZEEREEZ AT D
disable © MAC 7 R L APEBEREZ T 5
(R E]

mac-address-table learning enable

[AJ1E—F]

rua—\varz 47 b—va e — R

[FAA]

MAC 7 R L 2B EED B/ B 2R ET 5,
no FERTEITT A L. MAC 7 R L R FEHEERSREN R & 72 5,

[/ —F]

MAC 7 N U R ZEREREN N 2 BT, 7V —Lh2ZFELTOMACT RLAT =7 WA A F Iy 7z b —
DGR S LR,

[ E B

MAC 7 N L 2 EEEREZ AT D,

SWX2310 (config) #mac-address-table learning enable
612 XA FIv IV M) —DZ VU T XA LRE

EEN

mac-address-table ageing-time time

no mac-address-table ageing-time

[/$F A—5—]
time 1 <10-400>
T T EA LNFD)
(IR E]
mac-address-table ageing-time 300
[AJIE— F]
Jsua—nm"narz4 7 b—va e —R
[Fi ]

A FI v Iy b)) —D— 0 TR DERET D,

no JIER CHEAT LI A I3 IR EIZK 5,

[/ —F]

Ko<y RTRE LR & VERICHA AT I v I 2 PV =N MACT FLAT—T7 UL HIERESND E TORHE
EDOMT, BENELDEAEND D,
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[BREH]
BAFIv I ) —D2—=V T H A L 400 HIZT D,
SWX2310 (config) #mac-address-table ageing-time 400

613 FAFIv 7 MU —DHIR

E&y
clear mac-address-table dynamic
clear mac-address-table dynamic address mac-addr
clear mac-address-table dynamic vlan vian-id
clear mac-address-table dynamic interface ifname [instance inst]

[F—T— K]
address : MAC7 FLAZIRET D
vlan : VLANID #f8ET 5%
interface DA E—T 2 —AERET D
instance D MST AV AF U AZFRET D
[78T7 A —=HF—]
mac-addr : hhhh.hhhh.hhhh (h 13 16 #%%)
®ED MAC 7 R LA
ifname © LAN/SFP AR — b E72IE5REA v ¥ — 7 = — ADAH]
GO B —T 2 —A
vian-id o <1-4094>
%152 VLAN ID
inst o <1-63>
*BED MST A A% A ID
[ASIE—F]
¥EHE EXEC E— K
B

MAC 7 RLVAT =T Vinb XA F Iy 7w M) —&HIRT 5,
F—U—RFEBEELLHEE. HERMH—B Lz P =R EHIRT 5,
XF—U—REHRELLRWEEIL, &2 TOXAFIv 72 N —%HIBRT 5,
[BAEBI]

MAC 7 R L Z730020.de11.2233 DX A F I v 7= Y —%HIERT 2,
SWX2310#clear mac-address-table dynamic address 00a0.dell.2233

614 RFZT 4 v 7 b —DRE

[ER]
mac-address-table static mac-addr action ifname [vlan vian-id|
no mac-address-table static mac-addr action ifname [vlan vian-id]

[F—T— K]

vlan : VLANID #fiET 5%

[/XT A —F—]

mac-addr : hhhh.hhhh.hhhh (h 13 16 %)

XHERDO MAC 7 KL A
action : mac-addr 56D 7 L — A% A EME
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RIEE B!
forward HRIET D
discard WEET S
ifname : LAN/SFP AR— b E721E5mEA v ¥ — 7 = — ADAH]
KROA R —T x— A
vian-id 1 <1-4094>

*5:D VLAN ID

[ E]

L

[AJTE— K]

Ja—x\)ary7 4L — g — K

[FREA]

MAC 7 VAT —TNVIZAXZT 4 v 72 b)) —%5E5kT 5,

action \Z forward ZRE LA 1T. RELEMACT FLABIORVLANID IC—H LEZET7L—Lo% RELE
A B —T = — A THEET B,

action |2 discard ZEZELT-HA51F. ZELE-MACT RLABIWRVLANID IZ—H L7-ZE 7L — L%, fFIET
2o

o ERTETLESEAIE. MACT RLAT—T AN RAZT 4 v b —ZHIRT 5,

vlan 28 L7281, VLAN#l BNRESND,

[/—F]

action \Z discard Z 3R E LA, mac-addr [~V F X ¥ A K MAC T RLRAZIRETAHZ LIXTE R0,
mac-addr \ZLLTF O MAC 7 RL A ETHZ LIXTx a0,

« 0000.0000.0000

« 0100.5¢00.0000~0100.5¢ff.ffff

«  0180.¢200.0000~0180.c200.000f

« 0180.c200.0020~0180.c200.002f

« 3333.0000.0000~3333.ffff.ffff

o fFFf.£EFF.FEFF

[ EH]
0020.de11.2233 560D 7 L — A% LAN AR — b #2 [ZH&E9 5 K 9 B4 5,
SWX2310 (config) #mac-address-table static 00a0.dell.2233 forward portl.2

61.5MAC 7 RL AT —7 )ILDOFER

E&N
show mac-address-table
[AJ1E— K]
JEHME EXEC &— R, H##E EXEC &— R
B
MAC 7 RL AT —T N E2HERT5H,
FOHEENERIND,
e VLANID

o A UH—Tx— AL

e« MAC7 RL X

o T L—AIZxT 2 EME
o T2 MU —OFESH

e T—UUITHA L
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[ EH]
MAC 7 RVAT—T NV EFKRT D,
SWX2310>show mac-address-table

VLAN port mac fwd type timeout
1 portl.l 00a0.dell1.2233 forward static 0
1 sal 1803.731le.8c2b forward dynamic 300
1 saz2 782b.cbcb.218d forward dynamic 300

6.1.6 MAC 7 R L 2 DRR

&3]
show mac-address-table count
show mac-address-table count interface ifname
show mac-address-table count vlan vian-id

[F—U—F]
interface D BEDA L E—T 2 —ZAD MAC T KL AEDOHRFRT 5
vlan : $FED VLAN ® MAC 7 R L AFDAHAEKRT 5
[R5 A—&—]
ifname DRI DA H—T = — ADLHI
LAN/SFP AR"— M E 72 dia A v ¥ — 7 = — ADHIEE W HE
vian-id . <1-4094>
#”9 % VLAN ID
[AT1E— K]
FERFME EXEC £ — N, F#bE EXEC E— I
[FHA

FDB = F VIZHFHFINTWS MAC 7 RL A A FRT D,

HEVFEICE VBRSNS AT I v I T LA, BEY, FBBERSNIZALT (v 7T L ADBEENFR
s,

[ E B

FDB = F V2B SN TWS MAC 7 RL A A F R 5D,

SWX2310>show mac-address-table count
MAC Entries for all vlans

Dynamic Address : 20

Static Address : 10

Total MAC Address : 30

6.2 VLAN

6.2.1 VLAN & — R~D&1T

[EX]
vlan database
[AJ1E— K]
Jua—saryz 4 S L—varE—K
[
VLAN A V4 —7 = —ADREHAT ) 128h D VLAN E— RIZBATT 5,
[/ —}]

VLAN E— b7 a—n\ a7 4 7 b—va rE— NICRED I exit 2~ FafEH L, ##E EXEC ©— RiZ
AT end 2~ REfEHRAT 5,

[B%E B
VLAN £— RIZBIT7T 5,
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SWX2310 (config) #vlan database
SWX2310 (config-vlan) #

622 VLAN A UV Z—T7 = —ZADRE

1201

EEN!
vlan vian-id [name name] [state state]
no vlan vian-id

[F—TU—F]
name : VLAN OA4HIZRET 5
state © VLAN OIREEZFRET D
[T A —F—]
vian-id 1 <2-4094>
VLAN ID
name DA L ONEA RS (32 SUTU)
VLAN D44 i
state D7 L — ADEREERIT O DE D OIREE
REHE B
enable T U— LERET D
disable 7 L— A EEEE LR
[FIHIERE]
mL
[AJIE— K]
VLAN &— K
(LA

VLAN A V¥ —7 = — A% R ET D,

no JERTHEAT LA IL. VLAN A v ¥ —7 = — R ZHIRT 5,

name %4 M L725E 1%, VLAN OZR{IZ"VLANxxxx"(xxxx 13 4 70 VLAN ID)DSE%E S 5,
state 4 M L7-855 1%, enable BEREIND,

disable Z45E L7285 A1%, Mi% VLAN A V¥ — 7 = — A~OFEIX L THIBRE L E T,
[/—}]

BEIZ name WRTE SN TV 25 VLANID 2% L T, name Z &M L TARa~ > RERELEZHEIL, BEICRE
% name DFEFEFINIRN,

vian-id \Z#3D VLAN ID Z#$8E 7, 7277 L., #H3?® VLANID 2T LI-8451%. name ZFEETH N TE 2

AN

BEIRET DHE. UTFTO LY, """ 2EHT5Z L,
« VLAN#2 7»5 VLAN #4 £ T EIRT 5585 2-4

+ VLAN#2 & VLAN #4 Z38iR3 B586: 24

[ EHi]

VLAN #1000 % Sales &\ 4B CiX €T 5,

SWX2310 (config-vlan) #vlan 1000 name Sales

6.2.3 77 A _X— | VLAN OF&RE

[EX]
private-vlan vian-id type
no private-vlan vian-id type
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ST A—F —]
vian-id <2-4094>
vlan 2~ R TREIN TS VLAN ID
type 77 A ~X— K~ VLAN OFjl]
REME B
primary 774~ Y —VLAN
communit EHLH Y —VLAN(Z R 2 =F 1 —
Y VLAN)
isolated %Y —VLAN(T A Y L— | VLAN)
[FIHAERE)
L
AT E— ]
VLAN E— R
[BA)

vian-id % 77 A4 ~X— k VLAN & L fEH9T %,
no B TEITLIZHBIE. 7T 4 X— b VLAN ORENHIFEIN T, 8% D VLAN & L TR+ 5,

[/ —}]

3227 4—VLAN ¢ LCRETDHE, 774~V —=VLAND Va2 I ABAR—FBIOREILaI 2= 41—
VLAN [ZFTB T A A o —T 2 — R LIFWETE AN, oI a2=7 4—VLANEB LT A Y L — bk VLAN
WATBT A A v X —T 2 — AL ILRECTEX L 72D,

TAYL—RFVLAN L LTERETHE, 794~V —VLAND T EI AN AR— M EDHBBETLHIENTES
N, AI2=F A —VLANBLORT A YL —F VLANIZFTBTAMDOA v 2 —T = —RA LI TBETE L5,

Bt

UFD7Z A4 ~X— K VLAN Z&ET D,

+ VLAN#100: 77 A <1 — VLAN

« VLAN#101:® 4> 4% U —VLAN(Z X = =7 (— VLAN)
« VLAN#102: &> % U —VLAN(Z 2 = =7 ( — VLAN)
« VLAN#103: 5> % U — VLAN(T 4 Y L— b VLAN)

SWX2310 (config-vlan) #vlan 100
SWX2310 (config-vlan) #vlan 101
SWX2310 (config-vlan) #vlan 102
SWX2310 (config-vlan) #vlan 103
primary

SWX2310 (config-vlan) #private-vlan 101
SWX2310 (config-vlan) #private-vlian 102

( )
( )
( )
SWX2310 (config-vlan) #private-vlan 100
( )
( )
SWX2310 (config-vlan) #private-vlian 103

community
community
isolated

624 774~ — VLAN IZXTBEHZ U — VLAN OFERE

EEy

private-vlan vian-id association add 2nd-vian-ids

private-vlan vian-id association remove 2nd-vian-ids

no private-vlan v/an-id association

[F—U—F]

add f57E L72 VLAN % BEE#AHT 5

remove fAE L7z VLAN OB 2 HlRT 2
[/3T A —F—]

vilan-id <2-4094>
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7°Z A4 < VU — VLAN [ZEE XL TVW5 VLAN ID
2nd-vian-ids o <2-4094>

v h &Y — VLAN IZFRE STV 5 VLAN ID
HEIRTET2HE. UToX oz, """ 2k« L
« VLAN#2 725 VLAN #4 F CTaEIR$ 245 2-4

« VLAN#2 & VLAN #4 Z &R 284624

(AR 2]
L

[AS1E— ]
VLAN E— K

[FLAA]

FFGAX—=FVLAN DT A<V —VLANIZX LT, B XU —=VLAN(T A YL —KVLAN, 23 =2=7 (—
VLAN)D BEAF T &3 ET 5.

add Z$8ET D Z & T vlan-id & 2nd-vian-ids DS F 23R ET D,

remove 5 ET D Z & Tvlan-id & 2nd-vian-ids OESEAHT ZHIBRT 5,

no JEARTEITLeHAIE. 774~ Y — VLAN ~O B 1T 2§~ THIFRT 5,

(B EHI]
UFDOTZ7 4 _R—=KVLAN 2R ELT=DOL, 774~ U —VLANIZX LTl ¥ U — VLAN % BEfHT 5,

« VLAN#100: 774 ~ U — VLAN

« VLAN#101: 5> 4% U — VLAN(Z X = =7 1 — VLAN)
« VLAN#102: © 4> % U —VLAN(Z 2 = =7 (— VLAN)
e VLAN#103: &% >4 U — VLAN(7 A Y L — k VLAN)

SWX2310 (config-vlan) #vlan 100

SWX2310 (config-vlan) #vlan 101

SWX2310 (config-vlan) #vlan 102

SWX2310 (config-vlan) #vlan 103

SWX2310 (config-vlan) #private-vlan 100 primary

SWX2310 (config-vlan) #private-vlan 101 community

SWX2310 (config-vlan) #private-vlan 102 community

SWX2310 (config-vlan) #private-vlan 103 isolated

SWX2310 (config-vlan) #private-vlan 100 association add 101
SWX2310 (config-vlan) #private-vlan 100 association add 102
SWX2310 (config-vlan) #private-vlan 100 association add 103

6257 JEAR— MNEFTRLA— NDFRE

[ER
switchport mode access
(IR E
switchport mode access
[AJ1E— K]
B =T 2—AE—R
[FAA]
WHEA o Z—T 2= ZAOR— MEEZT 7 E AR — MTRET 2,
[/— ]

ARza<> RKIZ LAN/SFP R — b B L OGHELA v Z — 7 = — R IZD AR E FTHE,

B VA =T 2= AR E L TRa~v L RERELZGAIL. ZOA X —7 22— A ZATET 5L TO LAN/
SFP iR— FDORENEE I ND,

— MR E T 7R — I BT 7 AR — MIEE LA 1L, switchport trunk allowed vlan =2~ > KO E
k & UN switchport trunk native vlan =~ > KO E 03 #1H] umﬂ )j:q Do

77 AR—FELTCHET S VLANID |Z, switchport access vlan =~ > R CiRET %,
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[ EH]
LANR— M #1 27 7B ZAR— MNMCERET S,

SWX2310 (config) #interface portl.1l
SWX2310 (config-if) #switchport mode access

6.2.6 7 7 AR— MNH F 72 LA— M)DFTE VLAN DRE

&

switchport access vlan vian-id
no switchport access vlan

[T A—=HF—]
vian-id 1 <1-4094>
FTJE 9% VLAN ID
(AR E
switchport access vlan 1
[AJIE— ]
A HF—Tz—AE—F
B

RGA B —T 2 —ANT 7 AR — L LTHTET 5 VLANID #ET 5,

no TR THAT L 2B IR E TR 5,

[/—}]

Az~ RiX switchport mode access =~ > R23FRE S 4L TV 5 LAN/SFP AR — B L OGRELA v ¥ — 7 = — R |ZD
TR TE AT HE,

PR AT 2= AERGE L TR RERE LIZEAIEL, TOA V4 —T = — AR T 52 TD LAN/
SFP R— FORENEE I D,

R— b ERZ N7 7 R—MIEFELEGAF, Ao~y FORENYIHIRTIIR D,

[ E B

LANR— R #l N7 7 £ AR — b+ & LCHTET 5 VLAN Z VLAN #10 (23R ET D,

SWX2310 (config) #interface portl.1l
SWX2310 (config-if) #switchport access vlan 10

627 b7 R— METFHER— MNDORE

[EX]
switchport mode trunk [ingress-filter action]

[¥—T—F]

ingress-filter DA T AN E—DOEEEREET S

[/NT A—=HF—]

action AT AV E—DEME
R EE Bl
enable AT A NE—ETHT D
disable AT 4 NB—F TN D

[WIHARRE]

L

[AJ1E— K]

A H—T2—AE— R
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[BLHA]

ingress-filter Z &% L 72838 1%, enable NERE SN D,

AN T 4 V2 —=BNED G, ZIE7 L—LD VLANID 3 A >4 —7 = —ADFTE L T\5 VLANID & —F L
e EDH, T L—LEEEET D,

AN T 4 W Z =BG IRGEIE, TRTOT L— L ZiRET 2,

[/—}]

A~ RIXLAN/SFP A" — B XL OGREEA ¥ — 7 = — AT D HG& iE I hE,

WA S H =T 2= A MR L LTAa v RERE LIEHAE, €O I =7 =—RITPET 22TD LAN/
SFP R— FDORENEE SN,

R— MNEPET 78 AR— Kb T 7 R— MIEFE L75ATL., switchport access vlan =~ > K OF% E 23 F) 5%

EIR D,

NZ 7R —FE LTHTET 5 VLANID i, switchport trunk allowed vlan =~ > R CEET 5, /2. XA 747
VLAN D% 7E 1L switchport trunk native vlan =~ > R CIET 5,

[ E ]

LANR—F#l & h T 7 R— MIRET 5,

SWX2310 (config) #interface portl.1l
SWX2310 (config-if) #switchport mode trunk

628 b7 AR — MNEZ T FHEAR— N)DBTE VLAN DR E
E=N

switchport trunk allowed vlan all

switchport trunk allowed vlan none
switchport trunk allowed vlan add vian-ids
switchport trunk allowed vlan except vian-ids
switchport trunk allowed vlan remove vian-ids

no switchport trunk

[¥—7U—F]
all ©ovlan A< RCREINTNDTRTO VLAN ([ZFTE S H 5
none 2 TOVLAN MOk ESE 5
add © HEE L VLAN B SH 5
except © $5E L7 VLAN BISh o, vian =< > RTRIE SN TNDTXTO VLAN IZFTE S5
remove © HE L7 VLAN B g &5
[T A —5&—]
vian-ids 1 <1-4094>
vlan =~ FCRRIE STV % VLAN ID
BEIEET 256, UTO L2, """ EEHT 2 &
« VLAN#2 7»5 VLAN #4 & TZRIRT 58545 2-4
« VLAN#2 & VLAN #4 % ®RIR9 5355 2,4
[FIHIERE]
7L
[AF1E— K]
A H—T2—ZF—R
[RLAA]

KB H—T 22— AN NT IR —bE LTHIET S VLANID 2% ET 5,
no B TEIT LA, FiET 5D VLANID AT _RCHIBR SN THR— MEJINT 7 AR— MIEE IR D,
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[/— 1]

A3~ Rid switchport mode trunk =~ > R3¢ E 4 TU %D LAN/SFP AR — B L UGRELA ¥ —7 = — X (TD

Fr R E W] e,

MEA S H =T 2= A MR LTAa~v Y RERE LIEHAE, TOA I =7 =—RITPET 22TO LAN/

SFP R— M DRENEE S5,

N— MEREZT 78 AR — MIER LIELGEIE, Aa~xr FORENPVIHIREICRE D,

all £7213 except ZH5E L Tk L7 A 1T, ZOHKIZEE L7z vlan 2 v ROWNENFIIKMEIND,

all £721% except #FHE L TRE LIZGAIL, LTORELITI &, FEV OFFE L TW\% VLANID % add THEL

TEREICETEIND,

« remove ZHHE L CHTE L T\ % VLAN ID ZHIbk L7256

« switchport trunk native vlan =~ > R CHTE L T\ % VLANID #f5& L 7= 56

except ZHHE L TR E & 1T > 7%, add 257 L TERAF L CU 7= VLAN ID (IZFTE & B 72854013, FTE L T\ 5 VLAN

ID % add THE LIcREICEH SN D,

remove Zf5E L 72 ICHTIE L TWVRW VLANID 24587 5 & =7 —I1272 5,

A=< K & switchport trunk native vlan =~ > RORREIL, %AaEEL LD,

o ARz~ RTHTE S 7 VLANID %457 L T switchport trunk native vlan =~ > RZ3&%E L7246, HBELE
VLANID 706 iE S 55,

« switchport trunk native vlan =~ > R CEE I LT\ 5 VLAN ID Z45& L CHTIE & ¥ 72354, switchport trunk
native vlan none 235X & S 115,

switchport trunk allowed vlan add =~ > RC, vian-ids |Z"-"°"," & A GO THRE L7-HA. v 3—2 3 U (Rev.

2.00.08 LRI T & a~ v REREICKKT 5, fRE LT, EFRICHBETE R R REND 5, EER :

switchport trunk allowed vlan add 101,103-105)

[ E ]

LAN R— R #1 & F 7 7 A— MIFRE LT VLAN# (IR EH 5,

SWX2310 (config) #interface portl.1l
SWX2310 (config-if) #switchport mode trunk
SWX2310 (config-if) #switchport trunk allowed vlan add 2

629 NI U I R— MNETHRER— MDRAT 47 VLAN ORIE
EE]

switchport trunk native vlan vian-id

switchport trunk native vlan none
no switchport trunk native vlan

[FF—TU—F]
none : AT 47 VLAN Z8hc 32
ST R —2—]
vian-id 1 <1-4094>
vlan =< FTREIESHLTWD VLANID
(IR E]
switchport trunk native vlan 1
[AJ1E— F]
B —Tz—AE—FR
B

HRA B —T = —ADXAT 47 VLAN ZHET 5,

none ZRE L72H AL, 21T 4 7 VLAN BRI 25, ZHICK VMRS VX —T =2—ATIE, ZIELE¥ 77
L7 L—ARET 3,

no IERCHEAT LI A& I3 EICK 5,
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[/—}]
Az~ RiX switchport mode trunk =~ > R E X TV % LAN/SFP AR — M B L UOGREEA > ¥ — 7 = — R {ZD
TR TE AT HE,
WA S H =T 2= AR E LTARAT Y FERELIELGEIE, £OA ¥ —7 =—AZFTE T 542 TD LAN/
ﬁPﬁ~%@&E#%Eéﬂé

— MNEEZT 7 AR — MIAE LIZGEIE, KRa~vy FOREVBYIHEREICRE 5,
21§:l‘?/ K & switchport trunk allowed vlan =1~ > RO EL, 7rEEBILL 25,

+ switchport trunk allowed vlan =~ > R CHJE St7- VLANID #f8E L CARa~ > RERELHE, BELL
VLANID 6B S® 65,

« ARa~ RTEEL VLANID % switchport trunk allowed vlan =~ > K CHE X 72454, switchport trunk
native vlan none 73 5¢ E S 415,

[ E 5]

LANAR— b #l & b7 2 7 R— MIRELTHRA 7 47 VLAN IZ VLAN#2 Z B ET 2,

SWX2310 (config) #interface portl.1l
SWX2310 (config-if) #switchport mode trunk
SWX2310 (config-if) #switchport trunk native vlan 2

6.2.10 77 4 _X—  VLAN O 7R— FNERI DR E
EEN

switchport mode private-vlan port-type

(]

no switchport mode private-vlan port-type

[/XT A —HF—]
port-type DAR— L o#EE
B EME B!
promiscuous 7' I AHAR— |
host RA RR—
(WX E]
7L
[AJ1E— F]
A F =Tz —AEF— R
B

KRA B =T == ADT T A ~_— | VLAN OR— MEJlZRET D,

no JEATHEIT LG G, HBRA U F =T 2= RAIWESNTWND T T A ~X— b VLAN OREZHIFRT %,
[/—}]

A 2= Rid switchport mode access =~ > R3ERE I AL TV % LAN/SFP 78— MMZ D HEXTE AIHE,

Mz T, L FDA > ¥ —7 =— AT promiscuous & i% & TX B,

© FIZVIHR-PELTEMELTVD AV F—T =2—R

o WA H—Tz—R

B!

LAN R—h #1 270 I AN AR— b, LANR— h #2 R A FAR— MIRET D,

SWX2310 (config) #interface portl.1l

SWX2310 (config-if) #switchport mode private-vlan promiscuous
SWX2310 (config-if) #exit

SWX2310 (config) #interface portl.2

SWX2310 (config-if) #switchport mode private-vlan host

6211 75 4 _X— F VLAN ODFR A hAR— FNOHRE
EE

switchport private-vlan host-association pri-vian-id add 2nd-vian-id
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no switchport private-vlan host-association

[¥F—T—F]
add 7T 4~=U—VLANIZXT 5l &V — VLAN 2% ETH
[73T7 A =5 —]
pri-vian-id . <2-4094>
774~ Y —VLAN & L TREIN TS VLAN ID
2nd-vlan-id . <2-4094>
T H ¥ Y —VLAN & L TREZN TS VLANID
[FIHIERE]
7L
[AF1E— K]
AV H =T z—AE— R
[FLEA]

MPA LV HE—T 2 —ANT T4 _X—=KVLANDKA MIR— & LTCHEBTDH7 714~ —VLAN ZXREL T, &F
&Y — VLAN ZBEfT T 5,

no WK TEIT LGS, JBA L H—T =2—ANKRAFR—=F L LTHIBT S 774~ — VLAN OREB LNk
H &Y — VLAN ORHEAT T 2 BBk 5,

[/— 1]
Az~ Rid switchport mode private-vlan =~ > K TR A hAR— h & LT E X TV 5 LAN/SFP AR — MM 2D &
B E P HE.

pri-vian-id & 2nd-vian-id I, private-vlan association =~ > R CEHEfT T LN TV DHMERH 5,

switchport mode private-vlan =~ > K C/R— hDOREBINA A hAR— FLPSMIERE SN HE. Ao~y ROREIX
HikRE N D,

[3% 2 5]

HA B =T 2= AZLNTFDT 7 A ~X— k VLAN 2R ET D,

o LANKR—bF#l:774~VU—VLAN#100, &% U — VLAN#101

s LANFR—bF#2:7714~VU—VLAN#100, &4 % U — VLAN #102

o LANKR—hF#3: 7714~V —VLAN#100, &> % U — VLAN #103

SWX2310 (config)# interface portl.l

SWX2310 (config-if)# switchport mode private-vlan host

SWX2310 (config-if)# switchport private-vlan host-association 100 add 101
SWX2310 (config-if)# interface portl.2

SWX2310 (config-if)# switchport mode private-vlan host

SWX2310 (config-if) # switchport private-vlan host-association 100 add 102
SWX2310 (config-if) # interface portl.3

SWX2310 (config-if)# switchport mode private-vlan host

SWX2310 (config-if)# switchport private-vlan host-association 100 add 103

6212 54 _X— K VLAN D712 I A H A FR— FDEE
[

switchport private-vlan mapping pri-vian-id add 2nd-vilan-ids

switchport private-vlan mapping pri-vian-id remove 2nd-vlan-ids
no switchport private-vlan mapping

[F¥F—TU—F]

add 774 =VU—VLAN I HEH &Y — VLAN Z%ET 5
remove : 774 ~=VU—VLANIZxT D&l &Y — VLAN ZHIkRT 5
[/%5 A —5—]

pri-vian-id . <2-4094>

774 ~VY—VLAN & L CixE & TV % VLAN ID
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2nd-vlan-ids o <2-4094>
®H XY — VLAN IZEE SN TS VLANID

BEIEET 2%6. UTo Loz, """ " afffl+5Z &

« VLAN#2 75 VLAN #4 £ TZIEIRT 254 2-4
« VLAN#2 & VLAN #4 8R4 254 2,4

[FIEAER E]

L

[AJTE— K]

A H =Tz —AF— R

B!

RRA B =T 2= ANTBIADAR—FE LTHET D774~V —VLAN % E LT, EH % U— VLAN
& BT B,

R TCET LRSS, MBA v —T 2= AR TR IATAR— L LTHETA T4~V — VLAN OZEL
X&) — VLAN OBBEN T 28R 5,

[/ —H]

AR 2= RiZ switchport mode private-vlan 2~ > KT/ 12 I A AR — bk & LTEHE I TS LAN/SFP 7" — b
ﬂ mg‘lﬂﬂij‘ﬁbo

Mz T, a3 ABAR—F L LTEREESNTWARUTDOAS LV HA—T7 2—ATHRETE D,

o "IV IFR—FELTEMELTCWAAS L H—T = —2R

s mEA A —Tz—R

pri-vian-id & 2nd-vian-ids 1%, private-vlan association =~ > K CBIHEAT T SN TWAMENRD S,

MEA AT 2= RAERHRE L TR RERELEZEAIL. 204 0 —T7 x—RAZATRT 542 TD LAN/
SFP R— F DBRENEE I ND,

switchport mode private-vlan =~ > N CR— M ORI T 1 I AN AR — FSMIRE SN2 HG. KAa~v s Fo
BREITHIBRE D,

23 a2=F 4 —VLAN T, BHOT I AL AR— M L TEEMITAZENTX S,

1 OD77A4~VJ—VLANIZX LT, D70 IADAR— MR ETE D,

TAVL—RFVLANHNOA VX —T 2— R, 1 ODOT 0 I AHAR—KEDOBENARERTZD. 1 OOT A VL
— M VLAN BRI b5 7 2 AH AR — I 1 DD,

Bail]

LANAR—F#l 270 I AHAR—F L LTEWEESE T, 774~V —VLAN#100 % EL. BH % U—VLAN
#101, #102, #103 ZBAHEFHT 5,

SWX2310 (config)# interface portl.l

SWX2310 (config-if)# switchport mode private-vlan promiscuous
SWX2310 (config-if)# switchport private-vlan mapping 100 add 101
SWX2310 (config-if) # switchport private-vlan mapping 100 add 102
SWX2310 (config-if) # switchport private-vlan mapping 100 add 103

6.2.13 "1 A VLAN D& E
B

switchport voice vlan fype

no switchport voice vlan

[T A—F—]
type AT
R EME B
<1-4094> VLAN ID
dotlp TIAFVT 4 BT T —LEEATS
untagged 2T LT U— BT
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[FIHIER E]
L
[AJIE— F]
AL H =T z2—AF—F
[RiAA]
RAAVLAN OREET D, 77 EAR— MIRELTZHEA L F—T 2 —ADHRETE D,
VLANID Z48E L7254, fEE LT VLANID ® 802.1p ¥ /D& 7L —AL52EF N7 7 4 v 7 & LTHIHAT S,
dotlp Z4RE LA, 7944V T 4 X7 7L —ANLANID (2 0 T, CoS EAEE M7= 802.1p ¥ /)% 357/ b
T774 w7 ELTHAT S,
untagged ZRE LIZGA, ¥ 7R L7 —La2EFR N7 747 L LCHIAT %,
REH
LAN 7R— k #1 7R A A VLAN & LC VLAN #100 [Z3%ET 5.,

SWX2310 (config) #interface portl.1l
SWX2310 (config-if) #switchport voice vlan 100

6.2.14 ;"1 A VLAN @ CoS [EDRE

[EFX

switchport voice cos value
no switchport voice cos

P87 A—g—
value o <0-7>

BRI CRR E T 2 CoS 1

(R

switchport voice cos 5

[ASE— K]

A B —T 2 —AF— R

B

P CER b T 7 4 v Z I HTRE CoS EHERET D,

LLF D & &2 LLDP-MED CHEEGigas |Z5% & 2 4 5,

o HWIR— FTARAAVLAN BEEIN TS,

o 4WR— T LLDP-MED %552{E M Al fE,

[ EH]

LAN 7R— b #1 THA A VLAN & L CHHTXE CoSE%E 6 (IR ET D,

SWX2310 (config) #interface portl.1l
SWX2310 (config-if) #switchport voice cos 6

6.2.15 " A{ A2 VLAN @ DSCP fED & E

E&

switchport voice dscp value
no switchport voice dscp

[T A—=HF—]
value o <0-63>

HEGEHEAR IZRUE T % DSCP
[WIHIRRE]

switchport voice dscp 0
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[AS1E— F]
LB =T 2= RE— ]
[FiAA]

PG AR CE R N7 7 ¢ v Z IR TR DSCP %X ET 5,
LIF @ & & |2 LLDP-MED CHEGHEEHIER E &2 W3 5,

o MR — FTRAAVLAN BRESH TV D,

o #%Y7R— b T LLDP-MED 263213 23 Al i,

[ E B

SWX2310 (config) #interface portl.1l
SWX2310 (config-if) #switchport voice dscp 63

6.2.16 < /LF 7L VLAN ' L—F DEEE
[

switchport multiple-vlan group group-ids

no switchport multiple-vlan group

[73F A —5&—]

group-ids 1 <1-256>
~/)VF 7LV VLAN 7 /L—7 1D
BEERET 256, LLTOLHic, "R a2 &
o TN—TENOITN—T #4 FTERIRT D55 24
« TN—TH#ETN—T #4 BEIRT D524

[#IEIRE]

7L

[ASE— F]

Ao H =T 2—AF—FR

B

~)LF 7 )V VLAN O 7 )V—T Z4RET 5,

AP =T 2= AR LTI NN—=TZIRE LB, #8A v ¥ —7 =— AT, v/ F 7L VLAN 7L —7 730
CA v H—T 2= AMORTEETE S, ML VLAN TH, w/LF 7L VLAN 7 L—T7R3E S 45, @B T/
|

MBS L =T 2= A VI TV —va Vi LS — T = — ADRIEETE B,

IHIRRE Tl A v X — T = — AT~ /L F 7L VLAN 7 /b— 7 IZHTJE L2y,

no B THEAT LG EG . PIMIREICRK D,

[/—}]

7T A X— K VLAN & OOz TE 20,

Voo T7 7V r—va w2 —T7 o — AR S5 KR — O~ /LF 7L VLAN 7 —F 3R —IZT D0 E
Nd 5,

~/WVF TV VLAN Z—7REH I DX, R— MO T+ T —F 4 7 DF, BREO/T Y NI LT 7L
VLAN 7 )V— T RE DB Z T IR0,

~IVF TV VLAN 3 EL TN TH, LFORBETELLHBETERNI DD S,

o A=V ITVY—DT a7 REE

« IGMP AX—t > Z7/MLD AX—E > 7 DIkHE

o —TRHoT ey 7REE

[ EH]

LAN 7R— k #1 Z~/LF 7 )L VLAN 7L —7 #10 \IZ3&ET D,

SWX2310 (config) #interface portl.1l
SWX2310 (config-if) #switchport multiple-vlan group 10
SWX2310 (config-if) #exit
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6.2.17 < )L'F 7 )L VLAN 7'V — T DL HIDRE
[EX]

multiple-vlan group group-id name name

no multiple-vlan group group-id
[73T A =4 —]
group-id 1 <1-256>
~/VF 7V VLAN 7 /v—7 ID
name PR AEHTR LA S(G2 XFURN)
~/VF 7V VLAN 7 v —7 D4 Hi

(IR E]

multiple-vlan group group-id name GROUPxxxx ¥¢xxxx (% 4 70 7 /L —7" 1D
[AJ1E— K]

sua—\arz 4 b—varE' =R

[RLBA]

~/VF 7V VLAN 7 V— T4 E R ET D,

no JZTHAT LG EIE, FIHMEICR 5,

FXTE L7-4HilZ. show vlan multiple-vlan =~ > K CERI 5,

[FRE B

~/LF 7L VLAN 7 /L —7#10 % Networkl &\ 9 ZRNCHRET S,
SWX2310 (config) #multiple-vlan group 10 name Networkl

6.2.18 ~/L'F 7 )L VLAN BRERFD YMPI 7 L — A B RERE DR E
EEN!
multiple-vlan transfer ympi switch
no multiple-vlan transfer ympi
[/3T A —HF—]
switch : VT TV VLAN ZERED YMPI 7 L — A GiEERE O B
REE B!
enable IR EE AN T D
disable TrIEEE 2 3 5
[WIHRRE]
multiple-vlan transfer ympi enable
[AS1E—F]
rua—\)arsr 4 L—va E—R
[FLBA]
~NF TV VLAN RERFIC, ¥~ EERT 7 2 2ARA » FOEFET L—LTHD YMPL 7 L— LBl SE 50 E
IMERET D,

BHOY~ N NERT 72 ARA L NBNEL DL F TV VLAN Z—FICFTR L TWT, 7T AKX —EHsREE 7~
ITHHRLAN = b — T — A FIH LI-WIEA, ANCT 08N’ H 5,

no I CTFAT LGB EICR 5.

[ E B

~/LF 7L VLAN @ ERF O YMPL 7 L — NGB HE % Mshic 5,
SWX2310 (config) #multiple-vlan transfer ympi disable
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[EFX]

show vlan vian-id
show vlan brief

[F—TU— K]
brief : 2TO VLAN H# & FRT 5
[/3F A —&—]
vilan-id <1-4094>
#7795 VLAN ID
[ASTE— K]
JERFHE EXEC & — R, %7 EXEC £— F
B
F8E L7~ VLAN ID Ol A2 FRT 5,
IFTOHEBENEREIND,
HE A
VLAN ID VLAN ID
Name VLAN D4 Fij
VLAN OIREE (7 L — L HHEET 2 D05 D)
State « ACTIVE: #5157 %
« SUSPEND : #5315 L 72\
VLANID IZFFB L CWAB A v X —T = — %
Member ports e (W): TV EBEAR—NF T2 LE—h)
e (O): FTUIR—=MNEIFER=])
[ E B

2 VLAN 1§ £ T 5,

SWX2310>show vlan brief
(u) -Untagged, (t)-Tagged

VLAN ID Name State Member ports
1 default ACTIVE portl.1l(u) portl.2(u)
portl.3 (u) portl.4 (u)
portl.5(u) portl.6 (u)
portl.7 (u) portl.8(u)
6.2.20 77 A4 X— b VLAN fE#OKT
[EF=]
show vlan private-vlan
[AS1E— ]
JFeHE EXEC & — R, %74 EXEC E— N
[RLBA]
7'Z A ~X— k VLAN O &R 5,
ITOEANFRREND,
HE A
PRIMARY 77 A~ Y — VLAN ® VLAN ID
SECONDARY 4% Y — VLAN @ VLAN ID
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HAH GIL]
th 4 Y — VLAN O
TYPE » isolated: 7 Y L — I VLAN
e community: 2 I =2 =7 4 — VLAN
INTERFACES RARMR—=RELTHBLTWDAS U H—T = —R
[ EH]

7'Z A X— k VLAN Oz &R 5,
SWX2310>show vlan private-vlan

PRIMARY SECONDARY TYPE INTERFACES
2 21 isolated
2 22 community

6.2.21 ¥ /VF )L VLAN 7 /L—FREBROFET

EEV

show vlan multiple-vlan [group group-id]
[F—U— K]
group D FFEOV LT TV VLAN 7 v — T D E KR T 5
[R5 A—&—]
group-id 1 <1-256>

~JLVF 7LV VLAN 7 /L —7" 1D

[AJ1E— K]
FFeHE EXEC & — N, %4 EXEC E— N
[RLBA]

~/LF 7L VLAN 7 )L — 7 DR EREL FRT D,

group FEEZEME L2 GA1E, FBRICA VX —T7 = —RZE VSR TOHNTWDL I L—TFTRTEFRRT D
YMPI 7 L — LB BBEE DR EIRRE b £ T 5,

[ E B

~ )L F 7 )V VLAN 7 )L— T DR EREE FTT D,

SWX2310>show vlan multiple-vlan

GROUP ID Name Member ports
1 GROUPO0001 portl.l portl.2
portl.5

YMPI transfer: Enable

6.3STP(A =27V U —7u1 Fa)l)

E

e

63.1 AT LDANN= TV —D

EEN
spanning-tree shutdown
no spanning-tree shutdown

(MR E]
no spanning-tree shutdown

[ASTE— F]
Ja—x\)ary7 4L —yg T — R
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[RLBA]
AT AEERO AR T ) — BT S,
no B TEIT LG AR, VAT LABIEKOANRN= TV Y —2 G902 T 5
[/—h]
ANR= T V=% FGNIT D7D, Kawr RZMATA v =T 2 —ATH A= 7Y Y =2 /T
LB D,
[ E ]
VAT AR TAR= I ) —E ST D,
SWX2310 (config) #spanning-tree shutdown

6.3.2 BR LB IERFE DR E
[ER]

spanning-tree forward-time time

no spanning-tree forward-time

[T A —F—]
time D <4-30>

RIS SERF I (D)
(WX E]
spanning-tree forward-time 15
[AF1E— ]
Ja—\)ar7 4 L—gF— K
[

RSB IERF M 2 R ET 5,
no JE R CEIT LIZEA TR EICRE S,

[/—}]
Ka<y FOREITLLFORMEEZMT-TLERD D,

2x (NE—H A L+]) S KT — VU T = 2 x (IRRIRERFRH - 1)
kT — 3 JWEfE]IZ, spanning-tree max-age =~ N CHETX 3,
NE—Z A DIFIZ 2T, BETDHZLIFTERY,

[F B

HR IR AR 2 10 ICERET D,

SWX2310 (config) #spanning-tree forward-time 10
633 ZRT—V LV JIREDORE

EEN

spanning-tree max-age fime

no spanning-tree max-age

[73T A =4 —]
time 1 <6-40>

R T— 2 TR (D)
(IR E
spanning-tree max-age 20
[AJ1E— F]
Jua—\Nnarz 4 b—va e —R
[BLBA]

RRT—V U TRHERET D,
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no JETHEAT LI G IIHIMIRRE IR 5,
[/—}]
BRT—Vr 7R LT, Bl ERITT 2 ETICL2 A v FRAR= Y ) —ar T Xal—var Ayt
—VhEZEETIRHET 2R TH D,
RKa<y ROBREIIUTORMEM=THEND D,
2x (N —H A Lh+1) S RRT—V 0 ZHEEE = 2 x (EREEERRE - 1)

Sin==d

HADS I IEIF[#] 1T, spanning-tree forward-time =~ R CiXETX %,
=LA NI 2T, BETLHZLIETTERY,

[B% E 5]

KT — 0 T 2 25 IICRET D,

SWX2310 (config) #spanning-tree max-age 25

(1]

6347V T ITAF VT 4 DRE
EEN

spanning-tree priority priority

no spanning-tree priority

[NT7 A—=HF—]

priority 1 <0-61440> (4096 DA5%5)
TIALF)T 4

[(HIHRRE]

spanning-tree priority 32768

[AJ3E— K]

ra—\)var 74—y aryE—FR

[FHA

TV VT ITATYT 4 ZBET Do BEN/NSWIE EBILEDE,
no JE A THEAT LI B3I EIZR D,

[/—HI

MSTP DAL CIST(A > A X v A #OWIKT HRIE & 72D,

[BREH]

TV TTTAXYT 4 & 4096 (ZKET D

SWX2310 (config) #spanning-tree priority 4096

635 AV E—T 2 —ADAN=U TV Y —DRE

[F=
spanning-tree switch

[T A—F—]

switch D AR= Y Y —OEE
B EE B
enable ANR= T Y —H [T D
disable ANR= I Y —H BHZT D

[WIHIRRE]

spanning-tree enable

[AF1E—F]

AU H—T2—AE— R
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B
RHBA B —T 2 —ADANR= L TV —DEHWEERRET
no JE X CTEIT LTI HEITHIREICE 5.
[/ —F]
Ko< RIiZLAN/SFP AR — B L OGHELA v ¥ — 7 = — AT DA E Al HE,
AL —T 2 — AR LTS LAN/SFP AR— MIxF L TARa~w > RERET DL LILTE 2R,
[BXEH]
LAN R— k #1 TAR= 7Y ) —Z W4 5,

SWX2310 (config) #interface portl.1l
SWX2310 (config-if) #spanning-tree disable

636 A EZ—Tx—ADY 7 EATORE

E&
spanning-tree link-type #ype

no spanning-tree link-type

[NT A—=F—]

type NS4
BRENE B!
point-to-point RAV NY—=HRA L NP
shared HHY

(AR E

spanning-tree link-type point-to-point

[AJIE— F]

A B =T z—AEF—FR

B

WHBA LB —T 2= ADY) I B A TEHET Do

no TR THAT L 72 AI3HIIRR EICR 5,

[/—}]

ARz RIZLAN/SFP R — M B L OGHEEA ¥ — 7 = — AZDO AR E HE,

FELA X — 7 = — RZFTB LT D LAN/SFP AR — MIXf L TR~ RERETDHZ LI TE 220,
LAN/SFP R— M &GaBli A ¥ — 7 = — AT S A1E. M5% LAN/SFP AR — MIXfT 2K~ RORED,
PR EITR D,

[ 2B

LANR— R #1 DU 7 ¥ A 7% shared IZERET D,

SWX2310 (config) #interface portl.1l
SWX2310 (config-if) #spanning-tree link-type shared

3|

637 AV EZ—Tx—ZADBPDU 7 A NVEZ Y VT DHRE

[EX]
spanning-tree bpdu-filter filter

no spanning-tree bpdu-filter
[73F A —4F—]
filter : BPDU 7 4 V%2V v 7 OEE
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REMHE B
enable BPDU 7 A V2V o T FNTT D
disable BPDU 7 4 V& U v 7 &SN T 5
(IR E]
spanning-tree bpdu-filter disable
[AJ1E— K]
A H =T x2—AE—F
[FFA]

MHRA B —T 2 —ADBPDU 7 4 VAU U THERET D,

no JEATIAT L7 A I3 EIZ R D,

[/—h]

A~ RIX LAN/SFP R — M K OGREEA ¥ — 7 = — AT D Ha& iE I 6E,

FRERA X — T = —RZFTE LTV D LAN/SFP AR — NIk L TR~ RERET D2 LT TE R0,

LAN/SFP AR— F ZiaBlA o #—7 = — RIZHTE S E72 8613, 3% LAN/SFP AR — MIx$ o AR a~ 2 ROBREN,
MW EITR D,

[BREH]

LAN 7R— K #1 ® BPDU 7 4 V2 U > T2 HHZT 5,

SWX2310 (config) #interface portl.1
SWX2310 (config-if) #spanning-tree bpdu-filter enable

63.8 14 —7 = —AD BPDU H— KOHE

&
spanning-tree bpdu-guard guard

no spanning-tree bpdu-guard

[78T7 A —F—]
guard : BPDU #— FO#EE
BRIEME B
enable BPDU — &/ 5
disable BPDU % — N &8N 2%
(IR E]
spanning-tree bpdu-guard disable
[AS1E— F]
AH—=T7=2—AF—F
[FFA]

WA v H—T = —AD BPDU H— RERET D,

no FECHAT LG A& IFWIHIRR EITR 5,

[/—}]

Ko< RIiZLAN/SFP R — B L OGHEA v ¥ — 7 = — AT DHFFHE [ HE,

LA A —T7 2 —AZHTB L TCWA LAN/SFP iIR— MIF L TARa~ > RERET B Z LT TE R,

LAN/SFP R — N ZiRBlA ¥ — 7 = — R |ZHTE S ¥ 725613, Hi% LAN/SFP A — NIt AR~ ROBREN,
VIR EICR S,

LAN/SFP 7"— k23 BPDU 4/ — RIZ & > T shutdown S 17285E1E, HUi%A ¥ —7 =—R|{Z%F L T no shutdown =
< REFE(TIT L L THIATE S,

S ¥ — T = — A BPDU B — FIZ & - T shutdown SN 7284815, Ui%A ¥ —7 = — A% L T shutdown
o< R&ESLT L7212 no shutdown 2~ RZE(TTHZ L THEIHTE 5,



[ EH]
LAN R— k #1 @ BPDU 7 — R& G2+ 5,

SWX2310 (config) #interface portl.1l
SWX2310 (config-if) #spanning-tree bpdu-guard enable

639 AL F—T 2 —AD/INAITA FMDERE

a2 KU 77 LA | Layer 2 #RE

1219

E&

spanning-tree path-cost path-cost
no spanning-tree path-cost

[/XT A —F—]
path-cost : <1-200000000>

RA A ME
[#IEIEXE]
AUH—=Tx2—AD Y 7 HEIIEC T, LTOEEFEHT 5,
YT 3 RRA= A ME
1000Mbps 20000
100Mbps 200000
10Mbps 2000000
FMERA X —T7 = — AL, B LTWA LAN/SFP A— hD U v 7 i BEZ# G5 L7 fEE tic, /N2 32 MEMPRE
el
[AJ1E— K]
A H—T 2 —ZAF— R
[FFA]

WHBA L —T =— AD/NRAAR N ERET D,

no G CTHAT LI BB IIREICRE 5,

[/— 1]

MSTP D513 CIST(A A X > A #OIWIHRTT DR E & 72 D,

A< RILLAN/SFP R — M B L OGRERA ¥ — 7 = — AT D HG%E Al He.

MEA A —T7 2 —AZHFB LTV A LAN/SFP AR— MIxf L TARa~ RERETH I LITTE R,

LAN/SFP iR— R 23 A v X — 7 = — AR SE-EA1E. Y43% LAN/SFP AR— M+ 45 AR~ ROFTED.

*)]:H;LJX/E \—)j:%éo
e
LAN B— k #1 &322 2 F % 100000 2 ET 5,

SWX2310 (config) #interface portl.1l
SWX2310 (config-if) #spanning-tree path-cost 100000

RIE

(]

6310 AV FZ—T =2 —ADTLIFAFVT 4D

[EX
spanning-tree priority priority
no spanning-tree priority

[P35 A =& —]

priority 1 <0-240> (16 D%k
TIAFY T 4

(AR RE]

spanning-tree priority 128

[AFTE—F]

A H =Tz —AF— R
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[FEHA]
KBA L HE =T 2= ADTTA KT 4 ZHRET D,
no TR CTFEAT L A IR CITRE S,
BAED/ NS VIE R ENE L A v X —T = —AWP)b— bR — MR D AREMENE L 72 5,
[/—}]
MSTP DOFE1E CIST(A ¥ A X v A #OWIKT DERE & 72D,
AK=a<> FIZLAN/SFP R — B L OGHEEA ¥ — 7 = — AT D HFHE I HE.
FRHELA X — T = — RZFTE LT D LAN/SFP AR — MIXf L TARa~ Y RERET L Z LIFTE 2R,
LAN/SFP R — M &Galli A ¥ — 7 = — R S 75A 11X, M5% LAN/SFP AR — MIXT 2K~ ROBRED,
WIHIEREIZR D,
REH]
LANR— N #1 OTTAF VT 4 % 64 1THET D

SWX2310 (config) #interface portl.1l
SWX2310 (config-if) #spanning-tree priority 64

6311 A LV F—T2—ADT Yy IVR— FNOHRE

[EX]
spanning-tree edgeport
no spanning-tree edgeport

(IR E]

no spanning-tree edgeport
[AJIE—F]

A B =T z—AEF—FR
[@i ]

MHBA VA =T 2 —ADT Yy VR— NEFHET D,

no TR THEAT L= IR IR 5,

[/—}]

Az~ RIiX LAN/SFP R — M X OGREEA ¥ — 7 = — RO Hg% iE 7 HE,

FEEA v H —T7 = — AR LT D LAN/SFP AR — MIxt L TR~ RERET D Z EIXTE 720,
LAN/SFP 7R — h Zi@BlilA ¥ — 7 = — AZFTE S 7285615, 4i% LAN/SFP AR — MIktT AR a~2 ROREN,
WM EIZR 5,

REH

LAN R—F #l x> VR— MIT 5D,

SWX2310 (config) #interface portl.1l
SWX2310 (config-if) #spanning-tree edgeport

6.3.12 ARN= 7Y Y —DIRREFR R

EN
show spanning-tree [interface ifname]
[F—U—F]
interface DRI THAE =T 2= RAERET D
[/3F A—&—]
ifname : LAN/SFP AR — M E72idGmBl A v ¥ — 7 = — A D4
FRT DAV H—T 2 —RA
[AS1E—F]

FEHHE EXEC B — I, 43 EXEC £— N
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[@iA]
ANR= 7Y U —DIREBE RN T D,
interface M L7 HEIL, BTOA ¥ —T7 = —ADRERERRIND,
MSTP DAL CIST(A > A X v A #O)DIEH A TR T D,

LFOHEBENRFRREND,
HHE A

Bridge up AR= 7Y ) —Ta k3 )vOf /)

Root Path Cost I— TV oD/ Aa R b
N—bFR—= b DA B =T 2 =2 T v 7 AEKE,

Root Port N—hFrT7T Vo TPDEXIF0 EERRIND, MmBlf X
—7 == ADOHEFRIEA LS =T 2= ADA o H—
Tr2—AA T v I AFFTERRIND,

Bridge Priority TV ITIAFVT 4

Forward Delay b= 7Y ¥ ORRIERFERE R EE

Hello Time N— TV DO m—F A LREM

Max Age =TV VORRT— T 7RI EE

Root Id N—+ D7V v VA, V= DTV T TAF
U T ¢ (16 #EECHE 4 M) & MAC 7 RL AT SN D

Bridee Id TV VA, TV T T A AT ¢ (16 EHIEER

8 447 E MAC 7 KL A CHERR &L D

FRB O —F = U L RIBEEICIE TC 7

topology change(s)

7 Offu = BPDU Otz =)

last topology change

BRIC MR —F = o UNFRE LT B

Ifindex A E =T 2—=AL VT v I AEE

Port Id A B =7 x—ADHKR— K ID

Role A > H—T = —ADH%HE|, Disabled, Designated,
Rootport, Alternate D T FL7)>

State A HZ—7 = —ADIKKE, Listening, Learning,
Forwarding, Discarding DV 9 415>

Designated Path Cost INA A |

Configured Path Cost A H =T x2—AD/NA A MREE

Add type Explicit ref count

AE—T 2 —ANFIET D STP KA A DK

Designated Port Id Designated 7~— k @ ID

Priority ABE—=T2—=ADTTAF VT 4

Root N— b DT Y DRI, ]\@jU v OTTAF
U T ¢ (16 #EECHE 4 M) & MAC 7 RLATHERR S D

Designated Bridge 7‘? P il ] 7y /7? A AV T 1 (16 #EEIETA
441 & MAC 7 RLATHER S D

Message Age Ay — Ui

Hello Time Na—2 A LNFEE

Forward Delay i 1O AL PR [ R i

Forward Timer

FEBROHRERIE & A ~—

Msg Age Timer

A B —T x— A7 BPDU ODIEREAEET HX A ~—,
WIHARR E DA, STP 13 20 #07> 5, RSTP/MSTP (3 Hello
Timex3 O AE D M E D95
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HE B
Hello Timer AE—=OFFIHEAT D24~ —, 012722 T2Ff T/
m—ry NEEET D
topo change timer rRBRY—F 2 VH A w—
forward-transitions A V¥ —7 = — A7 Forward State |Z72 > 7= [A1%5k
Version A= 7 ) —7a f aLOfEE— R(N—T 3 V)
Received A5 L7 BPDU DX A
Send KET5HBPDU DK A
Ty VR — N O EM & BIIEDIRRE, portfast off,
portfast configured N
portfast on, edgeport on DV T FL7)>
N - - “\__‘ N *4 Ll i}'hl—‘—» f
bpdu-guard 4(1 7 = —A @ BPDU A — FHEREDBUENE & BifE
DR
bpdu-filter A H—=T7=—ADBPDU 7 4 L&V THEREDRE
il & BEDIRAE
root guard configured Jb— A — REERE DR B & BIAE DR AE
. A B=T=2—=ADY 7 ZA T OFREMEBAEDIK
Configured Link Type HE, point-to-point F 72| shared
auto-edge configured F— b=y UORREM & BIEOIREE
Bl

LAN R— K #1 O AR= 2 7 ) —DOIREER FRT 5,
SWX2310>show spanning-tree interface portl.l

% Default: Bridge up - Spanning Tree Enabled - topology change detected
% Default: CIST Root Path Cost 0 - CIST Root Port 0 - CIST Bridge Priority 32768

% Default: Forward Delay 15 - Hello Time 2 - Max Age 20 - Transmit Hold Count 6 -
Max-hops 20

% Default: CIST Root Id 8000ac44£2300110

% Default: CIST Reg Root Id 8000ac44f£2300110

% Default: CIST Bridge Id 8000ac44f2300110

% Default: 6 topology change(s) - last topology change Tue Feb 27 19:52:52 2018

portl.l: Port Number 905 - Ifindex 5001 - Port Id 0x8389 - Role Designated -
State Forwarding
portl.l: Designated External Path Cost 0 -Internal Path Cost 0

o°

% portl.l: Configured Path Cost 20000 - Add type Explicit ref count 1

% portl.l: Designated Port Id 0x8389 - CIST Priority 128 -

% portl.l: CIST Root 8000ac44f2300110

% portl.l: Regional Root 8000ac44£2300110

% portl.l: Designated Bridge 8000ac44£2300110

% portl.l: Message Age 0 - Max Age 20

% portl.l: CIST Hello Time 2 - Forward Delay 15

% portl.l: CIST Forward Timer 0 - Msg Age Timer 0 - Hello Timer 1 - topo change
timer O

% portl.l: forward-transitions 1

% portl.l: Version Multiple Spanning Tree Protocol - Received MSTP - Send MSTP
% portl.l: No portfast configured - Current portfast off

% portl.l: bpdu-guard disabled - Current bpdu-guard off

% portl.l: bpdu-filter disabled - Current bpdu-filter off

3 portl.l: no root guard configured - Current root guard off

% portl.l: Configured Link Type point-to-point - Current point-to-point

% portl.l: No auto-edge configured - Current port Auto Edge off

6.3.13 A =27V J—® BPDU OFEERDOFER

[EX

show spanning-tree statistics [interface ifname]
[F—YU— k]
interface DRRT DA AT 2= RERETDH



ST A—F —]

ifname

[AS1E— F]

FEHRFHE EXEC *E— K, F#E EXEC £— K

[FRA]

A= 7 U —@ BPDU OFEFHERDF R T D,
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LAN/SFP iR — F E 72 1350HA v X — 7 = — A D4R
BRTAA B —T 2 —RA

interface ZEME L7=BEIL. &2 TCOA UV H—T7 2 —ADIRERFRRIND,
Batil]

LAN 7"— k #1 ® BPDU OfieHE R A2 R =T 5,

SWX2310>show spanning-tree statistics interface portl.l

o o o A0 o° A A O A A O A° A O O° A o o

o\°

o o° A° A o o o o o o o

o

o o° o oP

o

o o o

o\°

o o o o o

o o o

Port number

905 Interface = portl.l

BPDU Related Parameters
Port Spanning Tree
Spanning Tree Type
Current Port State
Port ID

Port Number

Path Cost

Message Age
Designated Root
Designated Cost
Designated Bridge
Designated Port Id
Top Change Ack
Config Pending

PORT Based Information & Statistics

Config Bpdu's xmitted
Config Bpdu's received
TCN Bpdu's xmitted
TCN Bpdu's received
Forward Trans Count

STATUS of Port Timers
Hello Time Configured
Hello timer

Hello Time Value

Forward Delay Timer
Forward Delay Timer Value
Message Age Timer

Message Age Timer Value
Topology Change Timer
Topology Change Timer Value
Hold Timer

Hold Timer Value

Other Port-Specific Info
Max Age Transitions

Msg Age Expiry

Similar BPDUS Rcvd

Src Mac Count

Total Src Mac Rcvd

Next State

Topology Change Time

Other Bridge information & Statistics

STP Multicast Address
Bridge Priority
Bridge Mac Address
Bridge Hello Time

Enable

Multiple Spanning Tree Protocol
Forwarding

8389

389

20000

0
ac:44:£2:30:01:10
0
ac:44:£2:30:01:10
0x8389

FALSE

FALSE

WO Ww

2

ACTIVE

0
INACTIVE
0
INACTIVE
0
INACTIVE
0
INACTIVE
0

iscard/Blocking

OO wooor

01:80:¢c2:00:00:00
32768
ac:44:£2:30:01:10
2
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% Bridge Forward Delay : 15

% Topology Change Initiator : 5001

% Last Topology Change Occured : Tue Feb 27 19:52:52 2018
% Topology Change : FALSE

% Topology Change Detected : TRUE

% Topology Change Count 6

% Topology Change Last Recvd from : 00:a0:de:ae:b8:79

63.14 7u ha)VEBE— KD VT
EEN

clear spanning-tree detected protocols [interface ifname]
[%—7— K]
interface D VT TBAE—T o —AERETD

[XT A —=HF—]
ifname : LAN/SFP AA— M E 70 idimBllf v ¥ — 7 = — A D4
IIVTTHA B —Tz—2A
[ASIE— K]
F¢HE EXEC E— R
[BiA)
STP AT — RCTEIEL T\ Ad v ¥ —T7 = — A& lET— F~RET,
interface ZEME L7=5A1E. @ CHOA X —T7 =—ADREN T VT b,
[/—H]
STP ® BPDU %#%(5 L1=HA. ZIELicA v ¥ —7 = — AL STP AT — RCEIfET 5 L 912/ b, L, £0D
#% STP ® BPDU 2%f5 L72< /oo Th, Y%A v X —7 =— AL STP AME— FTEMELKET 5, 2D X9 RGE
WCARa<w REFEITTH I LT, STP AT — R LilEE— R~NRET LN TE 5,
[BE)
LAN R— b #1 % STP H#a/ Ll E T — R ~R T,
SWX2310#clear spanning-tree detected protocols interface portl.l

6.3.15 MST E— R~D1T
[EX)

spanning-tree mst configuration
[AJTE— K]
Ja—x\)ary7 4L — g T — R
[FREA]
MST A LV AZ L ARLMST U — 3 VOBREZITI 12O MST B— RIZBITT 5,
[/ —H]
MST E— R bl a—N)Lary 74 7 b—y g 0 — RORAICIT exit 2~ RE2fEH L., ¥ HE EXEC E— FIZE
HiZidend 2~ REFEHAT 5,
[RXEH]
MST &— RIZBITT 5,

SWX2310 (config) #spanning-tree mst configuration
SWX2310 (config-mst) #

6.3.16 MST A ' A X ADAERR
[

instance instance-id

no instance
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[78T7 A= —]
instance-id ¢ <1-15>
A VAL AID
[FIHEIERE]
7L
[AF1E— K]
MST £— I
[BLFA]
MST A > AZ A& AT 5,
no FECTELIT LA L, MST A v A X U A& HIBRT 5,
[/— 1]
MST A A% ADA[LE VLAN & OB T X, instance vlan 2~ > R TRET D,
[BEH

MST A v AZ A #]1 KT 5,

SWX2310 (config) #spanning-tree mst configuration
SWX2310 (config-mst) #instance 1

6.3.17 MST A V' A& 2 AIZ%T 5 VLAN DR E
EEN|

instance instance-id vlan vian-id

no instance instance-id vlan vian-id

35 A—%—]
instance-id o <1l-15>
A AL A ID
vian-id 1 <2-4094>
vlan =~ R CERE STV % VLAN ID
[HIHARR E]
mL
[AJ1E— ]
MST &£— R
[RLBA]

MST A A X A 2% LT VLAN % BEfHT 5,

no JERTEIT LT=HA1E. MST A » A& v A2k % VLAN OREEAT T 2 HIRT 5, BIRL7Z/E%E, MST A > %
B R xﬂ/flf)% VLAN 23 BEAT T HTWARWEA L, MST A v 2 &% v 2 &It 5,

ERENTWRWMST A v AZ AR ELESEAIE. MST A V AX V ZADAERBITHON S,
[/—F]

o> MST A > A% o AR 5 Cuvd VLANID 25895 Z LT TE R0,

(% EH]

MST A > A K o Z #1 12 VLAN #2 % BIEfF T 5,

SWX2310 (config) #spanning-tree mst configuration
SWX2310 (config-mst) #instance 1 vlan 2

E

e

6318MST A L AZ LV ADTFAF VT 4D
[EX]

instance instance-id priority priority

no instance instance-id priority
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[78T7 A= —]
instance-id ¢ <1-15>
A AL A ID
priority © o <0-61440> (4096 DIE4K)
TIAF VT 4 H
(AR E]
instance instance-id priority 32768
[AJIE— F]
MST &— F
B

MST A LV AZ L ADTIZAF VT 4 HBRET D,

BIED/ NS WZEELRENELS . MST AV AX U ARNOIL— KT Y v DI272 5 alietE i m < 72 5,
no JER THEAT LB A I3 HR EITRE S,

[ EH]

MST A LV AZ AR DT TAF VT 1% 4096 |ZHET D,

SWX2310 (config) #spanning-tree mst configuration
SWX2310 (config-mst) #instance 2
SWX2310 (config-mst) #instance 2 priority 4096

63.19MST J —T 3 VADRE

[EFX
region region-name
no region

[/NT A —=HF—]

region-name DO ATIECT R X OVEMAEE (32 SUTFEEAN)
V—T a4

[WIEARRE ]

region Default

[AJTE— F]

MST E— K

B

MST U — a3 VAERET D,

no FECHAT LG A IIWIHIR EICR 5,

[BRAEBH]

MST U — 3 4 % Testl IZRET D,

SWX2310 (config) #spanning-tree mst configuration
SWX2310 (config-mst) #region Testl

6320MST V — a3 DY EY g VBEORE

[EX]
revision revision
35 A—%—]
revision 1 <0-65535>
VEeva & e
[WIHIRRE]

revision 0



o~ KU 77 LA | Layer 2 BHE | 227

[AF1E— K]
MST E&— K
[BLAA]

MSTVU—> a3 EYa v BELXRET D,

no B TCEIT LA ITVHBREIZR S,
Bail]

MST VU —Ya3>Dlela rBEra 2R ET S,

SWX2310 (config) #spanning-tree mst configuration
SWX2310 (config-mst) #revision 2

6321 A VH—T =2—RIZKTDHMST A VARH LV ADEE
[ER]

spanning-tree instance instance-id

no spanning-tree instance
[73F A =4 —]
instance-id ¢ <l-15>

AERENTWS MST A VA Z 2 ZAD ID

[FIEAE E]

L

[AJTE— K]

A B —T 2 —AF— R

B

KBA L E—T 2 — AWK LT MST A v AZ LV AERET D,

no JERTEITLTZHEIE. MST A VA X U ADREZHIRT 2,

[/ —F]

Ko< RKIZLAN/SFP R— F B LI OGHEA v X — 7 = — R IZDO AR IE T HE,

A A — T 2 —AZFTB L TCWA LAN/SFP AR — MIXt L CTARa~ L RERETHZ LITTERU,
LAN/SFP R— F 3B A & — 7 = — A ZFTE S ¥ 728815, Mi% LAN/SFP R— Mt 5 AKa~ 2 FOREN
’Jﬁ)jﬁ;quX/E \—)7:'%60

B EH

LANR—F#1 ICMST A >V AR VAR ZHRET 5,

SWX2310 (config) #interface portl.1l
SWX2310 (config-if) #spanning-tree instance 2

63.2MSTA LV AEZLVRIZBITAA LV EZ—Tx2—RADTFF3AF VT 4 DHRE
[E=]

spanning-tree instance instance-id priority priority

no spanning-tree instance instance-id priority

[/XT A —=F—]
instance-id o <1-15>
WRA L H—T 2= ATRE SN TND MST AV AHX L AD ID
priority 1 <0-240> (16 Df5%R)
TIAFVT 4 E
[WIEARRE]

spanning-tree instance instance-id priority 128



228| 2~ RV 77 L >R | Layer 2 H$AE

[AS1E— F]
LB =T 2= RE— ]
[FiAA]

MST A VAR L AZBITDRBA LV Z—T 2 —ADTTA XV T 4 ZRET D,

no JER TFEAT LB A I3 EICE S,

[/—}]

A=z~ RIXLAN/SFP R — M B L OGREA ¥ — 7 = — AT DB E AT HE.

A v H — 7 = — AT LTV D LAN/SFP AR — MIxt L TR~ RERET H Z LIETE 720,

LAN/SFP "R— M & A ¥ — 7 = — R ZFTE S 5A 1, Y% LAN/SFP AR — NI4T 5 AKa~ 2 ROREDN,
MR EITR D,

Bl

LANR—=F#l ODMSTA VALV AR DT TAF VT 4% 16 IZRTET D,

SWX2310 (config) #interface portl.1l
SWX2310 (config-if) #spanning-tree instance 2
SWX2310 (config-if) #spanning-tree instance 2 priority 16

63.23MST A VAZVARIZBITFTAAVHF—T =2—AD/NAIARA D

R
frl

&

spanning-tree instance instance-id path-cost path-cost
no spanning-tree instance instance-id path-cost

[T A —4&—]
instance-id o <1-15>
WRA LV H—T 2= RATRESNTND MST A LV AX L AD ID
path-cost : <1-200000000>
IRA 3 A ME
[WIERRE]
AVE—=Tx2—ADY) I HEEIZE T T, LFOEEFEHT 5,
Y7 HRE INA A ME
1000Mbps 20000
100Mbps 200000
10Mbps 2000000
FMEA X —T7 = — A, FTB LTS LAN/SSFP AA— h DU v 7 HEZ G LA JtIc, S22 X MESRE
Do
[AS1E— F]
A4 =T x—AF— R
B

MST A VAR LV AIBITDHHMBA VA —T 2= AD/NAT A NERET D,

no IR CELIT LIS ITHHRTIIRE S,

[/ —}]

A~ FIXLAN/SFP A" — M B X OGRBEA » # — 7 = — AT D Ha% iE P hE,

WA X — 7 = — ZICHTE LT D LAN/SFP AR— Mt L TR~ Y RERET D2 LT TERY,

LAN/SFP AR— F ZGallA o # —7 = — AIZTE SE728613. H% LAN/SFP AR — MIxd o AR a~ 2 ROBREN,
IR EIZR D,

[ EHi]

LAN R—k #1 D MST A > A X > Z #2 D/8ZA 3 Z k% 100000 [Z#ET 5,

SWX2310 (config) #interface portl.1l
SWX2310 (config-if) #spanning-tree instance 2
SWX2310 (config-if) #spanning-tree instance 2 path-cost 100000
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6.3.24 MST U — ¥ 3 VfFROFE R
[EA
show spanning-tree mst config
[AJIE— F]
FEFEHE EXEC E— K, FfHEEXEC E— K, / V¥ —T7 = —RE— K
[BBA]
MST U — a v OBERE R =T 5,
[FE B
MST U — a v OBEREZ R =T 5,
SWX2310>show spanning-tree mst config

% MSTP Configuration Information for bridge Default

% Format Id : 0

% Name : Default

% Revision Level : 0

% Digest : OxXAC36177F50283CD4B83821D8AB26DE6G2

6.3.25 MSTP {8 DO FER

E&V
show spanning-tree mst [detail] [interface ifname]
[FF—T— K]
detail DOREAME A RN D
interface D EBRTDHAH =T 2 —AERET D
[/NT A—F—]
ifname : LAN/SFP AR — M E72iEfml A ¥ — 7 = — ADAH]
RRT DA H—Tx—A
[AF1E— F]
JERFHE EXEC E— R, FFMEEXECE— R, f V¥ —T7 = —AE—F
[

MSTP DIE#R = FrT D,

HHFIIMST A v AX AL VLAN BEX S V¥ —7 = — AT IE#RE R RT 5,
detail Z¥EE LT EIE. A1 v F—T7 2 —ABLUMST 1 A X ADFMME R E FKRT D,
interface ZEZ Mg L7=HE1E. T _XCTOA v X —T 2 —ADERBPERIND,

[/—F]

ifname |2, A U H —7 = — AT LTS LAN/SFP AR — R Z4RET 5 Z LixTE 0,
(B EH]

MSTP OIH#H = FK T D,

SWX2310>show spanning-tree mst

% Default: Bridge up - Spanning Tree Enabled - topology change detected
% Default: CIST Root Path Cost 0 - CIST Root Port 0O - CIST Bridge Priority 32768
% Default: Forward Delay 15 - Hello Time 2 - Max Age 20 - Transmit Hold Count 6 -

Max-hops 20

Default: CIST Root Id 8000ac44£2300110
Default: CIST Reg Root Id 8000ac44f2300110
Default: CIST Bridge Id 8000ac44£2300110

o o o oo

Default: 9 topology change(s) - last topology change Tue Feb 27 20:14:35 2018
3 Instance VLAN
% 0: 1

1: 100 (portl.8)



230| =< KU 77 L A | Layer 2 #iig

LAN A"— bk #8 ® MSTP DFEMIE %z £RxT 5

SWX2310>show spanning-tree mst detail interface portl.8

Default: Bridge up - Spanning Tree Enabled - topology change detected

Default: CIST Root Path Cost 0 - CIST Root Port O - CIST Bridge Priority 32768
Default: Forward Delay 15 - Hello Time 2 - Max Age 20 - Transmit Hold Count 6 -
Max-hops 20

Default: CIST Root Id 8000ac44£2300110

Default: CIST Reg Root Id 8000ac44f2300110

Default: CIST Bridge Id 8000ac44£2300110

Default: 9 topology change(s) - last topology change Tue Feb 27 20:14:35 2018

o o o

o o o oo

portl.8: Port Number 912 - Ifindex 5008 - Port Id 0x8390 - Role Designated -
State Forwarding
portl.8: Designated External Path Cost 0 -Internal Path Cost 0

o\°

% portl.8: Configured Path Cost 20000 - Add type Explicit ref count 2

% portl.8: Designated Port Id 0x8390 - CIST Priority 128 -

% portl.8: CIST Root 8000ac44f2300110

% portl.8: Regional Root 8000ac44f2300110

% portl.8: Designated Bridge 8000ac44£2300110

% portl.8: Message Age 0 - Max Age 20

% portl.8: CIST Hello Time 2 - Forward Delay 15

% portl.8: CIST Forward Timer O - Msg Age Timer O - Hello Timer 0 - topo change
timer O

% portl.8: forward-transitions 1

% portl.8: Version Multiple Spanning Tree Protocol - Received MSTP - Send MSTP
% portl.8: No portfast configured - Current portfast off

% portl.8: bpdu-guard disabled - Current bpdu-guard off

% portl.8: bpdu-filter disabled - Current bpdu-filter off

% portl.8: no root guard configured - Current root guard off

% portl.8: Configured Link Type point-to-point - Current point-to-point

% portl.8: No auto-edge configured - Current port Auto Edge off

% Instance 1: Vlans: 100

% Default: MSTI Root Path Cost 0 -MSTI Root Port 0 - MSTI Bridge Priority 32768
% Default: MSTI Root Id 8001ac44£2300110

% Default: MSTI Bridge Id 8001ac44£2300110

% portl.8: Port Number 912 - Ifindex 5008 - Port Id 0x8390 - Role Designated -
State Forwarding

% portl.8: Designated Internal Path Cost 0 - Designated Port Id 0x8390
% portl.8: Configured Internal Path Cost 20000

% portl.8: Configured CST External Path cost 20000

% portl.8: CST Priority 128 - MSTI Priority 128

% portl.8: Designated Root 8001ac44f2300110

% portl.8: Designated Bridge 8001ac44f£2300110

% portl.8: Message Age 0

% portl.8: Hello Time 2 - Forward Delay 15

% portl.8: Forward Timer 0 - Msg Age Timer 0 - Hello Timer O

6.3.26 MST A > A ¥ o AERDFIR

[E
show spanning-tree mst instance instance-id [interface ifname)
[F—TU—F]
interface D RRT DA =T 2—AERET D
[/3F A =4 —]
instance-id ¢ <l-15>
RIS TND MST A AF 2 ZD 1D
ifname : LAN/SFP AR — b E72IE5mBA ¥ — 7 = — ADAH]
TRTAAL L H—T 2 —R
[AJ1E— ]
FEFFHE EXEC T — R, $EEXEC E®— R, f V¥ —T 2 —ZAE— R
B

FRE L MST A v AX V ADIEREERT D,
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interface M L72HA 1L, FEE LT MST A V AZ U ARREINTNDTRTOA V¥ —T = — ZADIERPER
Sho,
[/—H]
ifname \Z, FHEREA X —7 = —AIZFTE LTV D LAN/SFP AR — R & HET 5 Z LT TE 20,
[BXEH)
MST A VA X U R #1 OIF#HELRRT D,
SWX2310>show spanning-tree mst instance 1
Default: MSTI Root Path Cost 0 - MSTI Root Port 0O - MSTI Bridge Priority 32768
Default: MSTI Root Id 8001ac44£2300110
Default: MSTI Bridge Id 8001ac44£2300110
portl.8: Port Number 912 - Ifindex 5008 - Port Id 0x8390 - Role Designated -

State Forwarding
portl.8: Designated Internal Path Cost 0 - Designated Port Id 0x8390

o o o oo

% portl.8: Configured Internal Path Cost 20000

% portl.8: Configured CST External Path cost 20000

% portl.8: CST Priority 128 - MSTI Priority 128

% portl.8: Designated Root 8001ac44f2300110

% portl.8: Designated Bridge 8001ac44f2300110

% portl.8: Message Age 0

% portl.8: Hello Time 2 - Forward Delay 15

% portl.8: Forward Timer 0 - Msg Age Timer 0O - Hello Timer O
6.4 L — 7R

6.4.1 L —7BRHBEREDRER AT L)
[E=]

loop-detect switch

no loop-detect

[/NT A —=F—]
switch D VAT AEERON— TR RE DORRE
RIEE B
enable ZX?AéW®w~7@m%%%ﬁ%K?
disable gX?AéW®N~7ﬁm%%%ﬁ@K?
[WIHIRRE]
loop-detect disable
[AS1E—F]
Jya—nnarz 4 —ya rE'w—NR
B

VAT ABRERON— TR HEERE A E T IX NS T B,

no JIER CHAT LI & I3 IR E IR T,

[/ —}]

VAT ABIRTANR= 7Y ) —iie L L — TR HsRE R O T & B,

N—THRHEREE AN T H7201I00F, Ka~r Rz T, £ v ¥ —7 =—ATHL—7 e A0+ 2

VENH D,

N—THRHERERENEDRBETH, LTDA V¥ —7 =2 — AT — TR REIZEE L 22\,

o ANR=2 7YY —HEREDENEL TV 5 LAN/SFP AR — b, 7272 L. Forwarding 78— I Tl LDF OEZA(E %17 9 72
B, AP KV L— T NRE LA, — T RERSRE DN EIET B,

e X7V 2IHREDI T —R— M & LTCEIEL TVW% LAN/SFP AR— k

o BMERA X — T = — RTEFE STV D LAN/SFP AR — b
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[ EH]
VAT ARERTA— TR AN T D,
SWX2310 (config) #loop-detect enable
VAT ARR T — TR RE A T D,
SWX2310 (config) #loop-detect disable

6.4.2 )V —TRHEREDRE(AL vV X — T =—R)
Ev

loop-detect switch

no loop-detect

[/XT A—F—]
switch DR A —T 2 — ADNL—TRHRE DR E
BEME B
KA KB —T 2 — AD L — T B
enable T B
. KB A B —T = — ZAD ) — T H G
disable T
[ 2]
loop-detect enable
[AJIE— K]
A H =T 2 —RAF— R
B

KGA LV H—T 2 — ADN—TIRHSRE A A F TN T B,

no I TIAT LGB I3 IER EIZ R T,

[/ — 1]

A< RIZ LAN/SFP iR — b2 DB % E 7 HE,

W;T@ﬁ%%%ﬁﬁﬁﬁékbmﬂ\KHVVFKWZT\Vx?Aé%f%»—f@ﬁ%%%ﬁ@ﬁ?é%%

NhH5,

N—THRHEENT DR GATH, LTFDA V¥ —7 =2 — AT — 7R ERIZEME L 7220,

o AN=2 7YV —EEEDENE L T % LAN/SFP AR — b, 7272 L. Forwarding " — kGl LDF OEZAF %179 7=
B, REBEEIC L L— T 0RE LTSRN, — T REERENEIET 5,

e X7V UTHREDI T —R— & LTEMEL T\ 5 LAN/SFP R — h

o FMERA X — T 2 — RITF STV D LAN/SFP A7— |

A= 7 ) —FERE(STP)E L OVL— 7 M S RE(LPD) DR AR REIZ K LT, EB L OEEN BN D ELLT

DFEITRT,
A BE—T 2 —A
LPD #% LPD A%
STP #%h STP H% STP #%h STP A%
STP %) - - - -
LPD %}
STP H%) - STP - STP
AT A
STP #%h - - LPD LPD
LPD H%)
STP A% - STP LPD STP
[ E B

LAN &"— |k #1 O —FHiHBsREE BT 5,

SWX2310 (config) #interface portl.1l
SWX2310 (config-if) #loop-detect enable
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LAN R— k #1 O)L— 7R HESRE 2 2 IC 4 5,

SWX2310 (config) #interface portl.l
SWX2310 (config-if) #loop-detect disable

6.4.3 )L — 7 HRHKFD Port Blocking DEXE
EEN
loop-detect blocking switch
no loop-detect blocking
[/3T A —HF—]
switch DR A U H — T = — AD Port Blocking D% E
REMHE A
%G A o H# —7 = — A D Port Blocking %A
bl "
e T %
disable ®RA o H—7 = — AD Port Blocking %
2l e
[WIHIRRE]
loop-detect blocking enable
[AJ1E—F]
A HE—T 2 —AE— R
(@]

RIRA B —T 2 — AT, N—T %M L7285 O Blocking BN F 721303 5,
no IR CHAT LI & I3 IR E IR T,

[/—F]
Ko< RIZ LAN/SFP 7R — MZ DB 3% E Al BE,
Bl

LAN "R— |k #1 T/L—7 Z M L7=8A12 Blocking 5 X 5127 %,

SWX2310 (config) #interface portl.1l
SWX2310 (config-if) #loop-detect blocking enable

LAN 7R— b #1 TL—7Z /i L7284 12 Blocking L2V X 91235,

SWX2310 (config) #interface portl.1l
SWX2310 (config-if) #loop-detect blocking disable

6.4.4 Port Blocking D)\ — 7f#{ % —E Il CHERT 5
EE

loop-detect blocking interval interval

no loop-detect blocking interval
[73F A —4F—]
interval 1 <10-3600>

Jo— T IRIHRERE O BRI (BD)

(IR RE
L
[AJIE—F]
Jua—nmNnarz4 s b—va e —R
(@A
HE, V=T E SN D & BIEEIZ Blocking 13RS D,
Zoavy RERETDHE, —EMBETL—7PHE SN T D0 MRS DL 2125,
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=T R STV UE Blocking & fi#FRT 223, A— 7 BEHE SN TV RIT IR, FEZORMARIET 5 £ T
Blocking Z #5725,
no I THEAT LI a I, AIHIRREICRE T,

[/— 1]
Port Blocking JREED R — RV > 7 Z72 LI=354 . Port Blocking (XRIRFICHEER S5,
[BEH

Port Blocking ¢ /L — 7 fig{i e 78 o M WEREM 2 300 FICRET 5,
SWX2310 (config) #loop-detect blocking interval 300

645 V—7HRHKED I Y b
[F=]
loop-detect reset
[A1E— ]
K EXEC E— K
[FA]
BTOA VB —T = —ADNL—THHKEZ ) £y T 5,
[/— 1]
Ravy Fid, VAT ARKOL—TRISEDSH RGN OBFEITT 5 2 LB TE S,
[BRAEBH]
N—TRHIREE )y N5,
SWX2310#loop-detect reset

6.4.6 /v — 7R HHEEE DIRFEFT

EEN!
show loop-detect
[AS1E— K]
FEFrHE EXEC E— N, %4 EXEC E— N
B

J— TR HHBERE DR E IR E A KT D,
KRAEFTLTDOLEY,
© VAT LABKRON—T SRR DR E
+  Port Blocking ®/V— 7 eFR O M FREFRE# ("auto" F 7213 "N seconds")
« LAN/SFP R— h T L O/v—T7 R ok aE
o AV H—T x— A4 (port)
« LAN/SFP 7R— k DL — 7R HEERE D% i (loop-detect), /L— ZHHHESREDSENE L TW DAL, ()BT 5 Sh
%)
«  Port Blocking D&% i K f&(port-blocking)
o JLb—T7 O HKRE(status)
[BREH]
I—TRHREDOREAZF T 5,
SWX2310>show loop-detect

loop-detect: Enable
port-blocking interval: 300 seconds

port loop-detect port-blocking status
portl.1l enable (*) enable Detected
portl.2 enable (*) enable Blocking
portl.3 enable (*) enable Normal
portl.4 enable (*) disable Normal
portl.5 enable (*) enable Normal
portl.6 enable (*) enable Shutdown
portl.7 disable enable = —-————=
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(*): Indicates that the feature is enabled.

6.5DHCP AX—t° v

6.5.1 DHCP R X—t' 7 DA RERE (VAT b)
[EX

ip dhep snooping switch
no ip dhcp snooping

[/XT A =5 —]
switch i VAT AARO DHCP A X — B J SRR DR E
REME 38
enable VAT ARRD DHCP A X — B> JHEHED
REZHNT D
disable AT LAED DHCP 2 X — ¥ 7 BERED
WRIE 2 BT D
(IR E]
ip dhcp snooping disable
[AJIE— K]
Ja—nNLrary7 4 S L—ya e q—R
[FLAA]

AT LAEKD DHCP A X — ' ZHEREDRE & AN £ 1213\ T 5,

no JZ N THAT L1213 E IR T,

[/—H

DHCP A X —E > ZHREA AT H720DI21E, A~ FIZMA T, VLAN A »Z—7 =—ATH DHCP A X —
B T RBREE AN T D NENRD D,

S 512, ip dhep snooping trust =~ > K C DHCP ' — =2 SN TWDLR— MR ET DLERDH D,
[FRE B

VAT AERTDHCP A X— ' e AT 5,

SWX2310 (config) #ip dhcp snooping enable

VAT AAERTDHCP A X — B Z i 2 Mo 5,

SWX2310 (config) #ip dhcp snooping disable

6.5.2 DHCP A X—¥' L 7 DHR/EERE (VLAN)
[EFX]

ip dhcp snooping switch
no ip dhcp snooping

ST A—F—]

switch XA A —T 2 —AD DHCP A X — ' FTHEBED R E

X EE FLEA
w5t A v 2 —7 x—AD DHCP AX—tE L

bl N 4% E = ]
e THBEDBREEBIINTT D
disable st A v H—7 =2—AD DHCP A X—t

JHEREDBE & WM D
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(AR E]

ip dhep snooping disable
[ASIE—F]

A B—=T2—AE—F
B

$tHA L H—T7 2 —AD DHCP A X — Vv VHRED R E & BN E I3+ 5,

no BN CHEAT LG & I3 WHIR EICRE T,

[/—}]

RKa<w KIZVLAN £ VX —7 2 — AZDOIHRETE B,

DHCP A X — bt v JHREZ BN T H1-0101%, Ka~r FIIA T, AT ALK TH DHCP A X — B VHke
EENCTHLERD D,

S 512, ip dhep snooping trust 7~ > K CDHCP ¥ — —2EFH SN TWDHR— NERETLHILERD D,
[ Hi]

VLAN1 T DHCP 2 X — b JHsRE 2 HEhz+ 5,

SWX2310 (config) #interface vlanl

SWX2310 (config-if)#ip dhcp snooping enable

VLAN1 T DHCP A X — b JHERE &2 24 5,

SWX2310 (config) #interface vlanl
SWX2310 (config-if) #ip dhcp snooping disable

6.53 DHCP A X— b FDR— FNERIRE

BN
ip dhcp snooping trust
no ip dhcp snooping trust

(IR RE]
L

[AS1E— K]
A H =T 2 —AF— R

[FiFA]

no FECHEAT LG & I3WIHIR EICRE T,

FTEREE Tl3 4 _XTOAR— 2 Untrusted R — MR ES N TS,

[/—F]

ARK=a<> RIZLAN/SFP R — F B L UGBS v ¥ — T =2 —RAZOHKRRETE 5,

LA U H — 7 = — AZHFE LTV B LAN/SFP iR — MIERE TE 22\,

Trusted " — F TIZ DHCP /X7 > b D7 4 V2 U T RfToT | B S 1172 DHCP — =N SN T\ DR —

MIRET D,

Untrusted ?R— h CTix, A RO DHCP /X7 b7 4 L Z YV THBENEITIND,

+ DHCP % —/ 3= 53%E &5 DHCP X7 » k& ifZET 5,

s NAUT 4T T —=HR—=RZMAC T RLARBELINTNT, DOBERA VX —T 2 — AL TR DA ¥
— T 2 —AMBZE L IP 7 R L AfEHER (DHCP RELEASE) BLXWNIP 7 FL A E#EMHHHEE (DHCP
DECLINE) %35 5,

« MAC 7 FLARRBIEDNEZIDEE. DHCP /N7y hOEEITLMACT RLAL IV TA T hN—Ry =77 RL A
(chaddr) ZLEfE L., —EH L72WEAIT %% DHCP /Y7 v 23 5,

« Option 82 NAX DA, DHCP 7 74 7 > b5 L7z DHCP 3% MZBEIZ Option 82 1 #AMF 5 ST
5 & xE, Y% DHCP X7 vy F B EE 5,

B&l|

portl.5 % Trusted " — MIFEET 5,
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SWX2310 (config) #interface portl.5
SWX2310 (config-if) #ip dhcp snooping trust

6.54 MAC 7 K U R RRIEDO B Zh/ELIERE
BN

ip dhcp snooping verify mac-address switch

no ip dhcp snooping verify mac-address

[R5 A B —
switch © MAC 7 KL ARGEOKE
RUEME id
enable MAC 7 R L ARRGED R EZ AT D
disable MAC 7 R L ZAFREEDRR E % N3 5
(AR E
ip dhep snooping verify mac-address enable
[AS1E—F]
Ja—N)naryz4JL— g T — R
B

Untrusted R — F TZ{E L7~ DHCP X7 v FDEETLMACT KL AL 7 FA T hoN— R =77 FL A (chaddr)
B L, —EHLARWIEEITIYE DHCP X7 v N 2 iFET 5,

no JEATHEAT L7255 E IIHIRE TR T,

Bl

MAC 7 R b ARRGED X IE & TN %,

SWX2310 (config) #ip dhcp snooping verify mac-address disable
6.5.5 Option 82 DA Zh/ENRE

[EF2

ip dhcp snooping information option switch

no ip dhcp snooping information option

ST A—F—]
switch : Option 82 DFXE
RIEE B!
enable Option 82 DR E X AN T D
disable Option 82 DFXE Z T 5
(AR RE]
ip dhcp snooping information option enable
[AFTE— ]
rua—s\varz 47 b—va e —R
[FAA]

DHCP /37 v @ Option 82 [§H DA, AL, HIFROGR/IERORREZAT I,

no JEATIHAT L7 A I3 EIC R T,

Option 82 A ZN DA, Untrusted 78— K CDHCP 7 7 A 7> b 225545 L7z DHCP /¥4 » K Z Option 82 {&# %
5L,

DHCP #—/3—/»5 DHCP 7 74 7 RuTD R Y 73~ k@ Option 82 fE#H & HIkk L TliET 5,

Option 82 {H#HUZLL FD & B0,

*  Remote-ID
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« T 74N BT, KD MACT RLUARFESND,
* ip dhcp snooping information option format remote-id ==~ > "G, Remote-ID |ZAT-E DX FH] (4 5875
FOCEATE ) 25752 &M TE D,
* Circuit-ID
© T 74/ bETIE DHCP 7 74 7 F75 DHCP /N7 v b %5 L7Z VLANID & A & ¥ —7 = —AFK G HT
Fahb,
+ ip dhep snooping vlan vlan-id information option format-type circuit-id =~ > NC, Circuit-ID O ¥ %, DHCP
2 7 AT RhyEB DHCP 237w h&%{5 L7z VLANID LR — FEBIZETR T 52 LN TE 5,
*  Subscriber-ID
o T 74/ NTEHME IR,
« ip dhcp snooping subscriber-id =~ > RC, %5 — k@ Subscriber-ID I LE D LFHN AR ET H Z & T

Ihad,
F 72, Untrusted 8 — ~ TREIZ Option 82 fE# 3 5- & 4172 DHCP /N7 v b & 55 L7=84 . £ ® DHCP N7 v b &
IS 5,

ip dhep snooping information option allow-untrusted =~ > K C, Untrusted 78— R |Z331F % Option 82 % 7 ¢» DHCP /¥
Ty FOEREEFFAIT L ENTE D,

[ EH]

Option 82 DFE & HELNZT D,

SWX2310 (config) #ip dhcp snooping information option disable

6.5.6 Option 82 ff % /34 v k ® Untrusted 38— hZ{SZFAIRE
[E=X

ip dhcp snooping information option allow-untrusted
no ip dhcp snooping information option allow-untrusted

[ E]

L

[AJ1E— F]

Ja—x)ary 74—y g — R

[RLFA]

Untrusted 78— k C Option 82 1§ # 23+ 5- & 4172 DHCP /37 v b OEEEE G T D,

no JZTHAT LI G I3 E IR T,

[BREH]

Untrusted 78— I C Option 82 {23+ 5- S 4172 DHCP /X7 v b D¥REAZ AT 5,
SWX2310 (config) #ip dhcp snooping information option allow-untrusted

6.5.7 Option 82 ™ Remote-ID DEXE
[F=

ip dhcp snooping information option format remote-id string remoteid

ip dhcp snooping information option format remote-id hostname
no ip dhcp snooping information option format remote-id

[F—U—F]

string : REMOTEID XCFSIZ4EET D

hostname : REMOTEID 2R A " R ET D

[/XF A—F—]

remoteid D AREOSITH CEA TR L OAFL T 63 SUFLAN)
[FI#AER E]

L
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[AS1E— F]
LB =T 2= RE— ]
[FiAA]

Option 82 @ Remote-ID (ZAEE D LT Z 5425 Z LN TX 5,

72120, fEBEOXTIN" 2 ED D Z EIXTE RN,

no I TEIT L7285E 1. Remote-ID IZAKED MAC 7 KL ANfTHE S5,
[/ —F]

AKa< RIZVLAN A VX —T = —AZDIHRETE D,

[BX EH]

Remote-ID (ZEE DO XFH & 595,

SWX2310 (config) #interface vlanl
SWX2310 (config-if) #ip dhcp snooping information option format remote-id pcl

E

e

6.5.8 Option 82 @ Circuit-ID @
[ER

ip dhcp snooping information option format-type circuit-id vlan-port
ip dhcp snooping information option format-type circuit-id string string

ip dhcp snooping information option format-type circuit-id vlan-ifindex
no ip dhep snooping information option format-type circuit-id

[FF—7—F]

vlan-port : Circuit-ID type 0 VLAN ID, Module( X % v 7 1D), R — b&EFEEHT 5
string ¢ Circuit-ID type 1 fEE O CFHNZHEHT 5

vlan-ifindex . Circuit-ID type 2 VLAN ID, ifindex % 4%

[T A—F—]

string D AREBOFA] CEATE TR X UEAREE 63 SUTFLIN)
[WIHIRRE]

ip dhep snooping information option format-type circuit-id vlan-ifindex
[AFTE—F]

A H =T 2—AE— N

(LA

Option 82 @ Circuit-ID THEAT 2 1EHREZEET 5.

vlan-port Zf5E L7284 1%, DHCP 7 A 7 k6 DHCP /87 v b %55 L7 VLANID &, A ¥ v 7&K, H—
FNEBEMNET D,

string ZF57E L7261, EBEOXTHN 2535, 2720, [EROXTFINI" " EEDDH T L TE R0,
vlan-ifindex Z¥6€ L7=54&1%. DHCP 7 A4 7> +736 DHCP X7 v h&Z{EL7- VLANID &, f vV H—T = — R
BEEftET 5,

no FECTEAT LG AR, VIR EIZE S,

[/ —F]

Ka<w L RIZVLAN A VX —7 2 —AZDBHRETE 5,

B&l]

Circuit ID {2 DHCP 7 5 A 7> k)25 DHCP /37 v b %55 L7z VLANID & HR— NEEZf 535,

SWX2310 (config) #interface vlanl

SWX2310 (config-if) #ip dhcp snooping information option format-type circuit-id vlan-
port
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6.5.9 Option 82 ™ Subscriber-ID DF% &

[EA
ip dhcp snooping subscriber-id subid

no ip dhcp snooping subscriber-id

ST A—F—]
subid L AR CEA TS L UCEA LS 50 SUFLLN)
(AR E]

2L

(AHE— K]

A =T z—AE—F

(B8]

®EER— k@ Subscriber-ID (ZATE D SLFHN(1~50 LT EHET D, 7272 L, LFHNI" " EEHDH T LT TX 0,
no FECTHEFT L725A 1%, Option 82 1E#(Z Subscriber-ID 235 S #1720,

[/ —}]

A~ R LAN/SFP AR — FB L OGRS v 5 —7 = — AZOARETE D,

PR U H — T = — A |ZHTE LT D LAN/SFP AR — MIRE TX 720,

[BREH

portl.1 @ Suscriber-ID % ET 5.,

SWX2310 (config) #interface portl.1
SWX2310 (config-if) #ip dhcp snooping subscriber-id a room

6.5.10 DHCP /X7 v FZfg§ L — MHIRDERE
E&N|

ip dhcp snooping limit rate /imit

no ip dhcp snooping limit rate
ST A—F —]
limit : 10-125

1 ¥ & 72 0 |25 15 AIRE7R DHCP /3%~ X (pps)

(AR E]
mL
[AFIE—F]
Ja—N\)aryz4JL—yg rET— R
[@iA]
VAT LR T ST IZZEAEEZ: DHCP N v MIERET D,
ZfE LV — b bRz L6, %5V — M &Z# A 728 DHCP N7 v MIMEET %,
no B TIHAT L72HE1E, DHCP X7 v FDOXAE L — MR ZAT D720,
[BE B
VAT LARD DHCP /N7 v b E2{g L— K % 100pps IZEXET D,
SWX2310 (config) #ip dhcp snooping limit rate 100

6.5.11 DHCP /34 v MRZER; SYSLOG ) OB RN/ ESRNRE

[EFX]
ip dhcp snooping logging switch
no ip dhep snooping logging
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[78T7 A= —]
switch : DHCP /N7 v MEFERF SYSLOG ) DR E
BIEE FiEA
DHCP /{7 v MFERFZ SYSLOG (ZH 9
enable 2
disable DHCP /37 v MEFERFIZ SYSLOG IZHi /1 L
VAR
[FIEIER E]
ip dhcp snooping logging enable
[AJTE— K]
Ja—\)ary7 4L — g E— R
[FREA]

DHCP /™77 v MRRHERF I HEEE &2 SYSLOG (ZH 1§ %,

no JE A THEAT LI B3I E IR T,

(B E B

DHCP /3 MFERFIZ SYSLOG (2 /)35,

SWX2310 (config) #ip dhcp snooping logging enable

6.5.12 DHCP A X— bV 7DV AT AREFHROER

EEN
show ip dhcp snooping
[AJIE—F]
FEREME EXEC £ — N, FiHE EXEC £— F
B
DHCP A X — VB> 7V Dy AT KR EE R ETT D,
B!
DHCP A X —E L VDI AT AR EMRETRTT 5,

SWX2310>show ip dhcp snooping
DHCP Snooping Information for system:

DHCP Snooping ServicCe ........oo... Enabled
Option 82 insertion ............... Enabled
Option 82 on untrusted ports ...... Disabled
Verify MAC address ................ Enabled
Rate limit ......uiiiiiiiinneeennnsn 100 pps
LOggInNg v v i et ittt ettt ettt Enabled

6513 DHCP AX—E L T DA VB —T = — AR EHEROER

EE=N
show ip dhcp snooping interface
[AS1E— ]
FHFiHE EXEC £ — N, %54 EXEC £— N
[
DHCP AX—¥ T DA v ¥ —T7 2 —AREEREEZRT D,
[BXEH)
DHCP AX—¥ T DA v H—T7 2 —AREFEREE T 5,
SWX2310>show ip dhcp snooping interface

DHCP Snooping information for vlanl:
DHCP snooping ... Enabled
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Remote-ID ....
Circuit-ID ...

Interface Type

Trusted

Untrusted a_ room
Untrusted b room

00a0.de00.0001
vlan-ifindex

Subscriber-ID

DHCP Snooping information for vlan2:
Enabled

DHCP snooping

Remote-ID ....
Circuit-ID ...

Interface Type

Trusted
Untrusted C_room
Untrusted d room

yamaha
vlan-port

Subscriber-ID

DHCP Snooping information for vlan3:
Disabled

DHCP snooping

DHCP Snooping information for vlandé:
Enabled

DHCP snooping

Remote-ID ....
Circuit-ID ...

Interface Type

yamaha
torakusu

Subscriber-ID

Untrusted e room
Trusted

6514 XA T 4 VT T —EZR—ZADFKR

&

show ip dhcp snooping binding

[ASIE—F]

FEFFHE EXEC £ — N, 454 EXEC £— K

[@iHH]

NA VT LT T—ER=R RSN TnWbd=r ) —fEHwERT-T 5,
= M) —ERIZLULTO LY TT,

« DHCPZ A7 > 55 DHCP A v & —T %% L7~ VLAN ID

e« DHCPZ 5AT7 v "B DHCP A vt —V5ZE LA v F—T = — A FHR
e DHCP V7 79A4 7 FOMACT KL A
e« DHCPZ75A4 7> FDIPT KL X

o U — 2
[ EH]

NA VT AT T —=HR=ZADONEEFRT D,

SWX2310>show ip dhcp snooping binding

DHCP Snooping Bindings:

Total number of bindings in database:

VLAN Interface

1 portl.l
1 portl.2
2 sal

2 portl.10

MAC address

0000
0000
0000
0000

.1111.2222
.3333.4444
.5555.6666
.7777.8888

4

IP address

6.5.15 DHCP A X — ¥’ 7 D HERFE TR

Expires (sec)

259170
112000
100000
infinite

[EX

show ip dhcp snooping statistics

[AT1E—F]

FEHEHE EXEC & — N, ¥k EXEC £— R
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[FiFA]
DHCP A X —t v 7 OfEHEME £ T 5,
A B =T 2 —AT LT, %G L2 DHCP /N7 v b EEFES 1172 DHCP X7 > RO AERRT 5,
[/—}]
DHCP 37 v b E L — MBROEREIC L » THRIES N7 v NI T > b ERR,
[ EH]
DHCP A X —t"> 7 Okt da #ornd 5,

SWX2310>show ip dhcp snooping statistics
DHCP Snooping Statistics:

VLAN Interface IN-Packets IN-Discards

1 portl.l 200 100
1 portl.2 300 0
1 portl.5 0 0
2 portl.3 0 0
2 portl.4 0 0
2 sal 50 2

6516 A T4 TT—FR—ZADI VT
[ER
clear ip dhcp snooping binding
[AJ1E— ]
kiHE EXEC E— R
B
NA T AT T—=ER=2 %7 VT 5,
[EX )
NA T AT T—=ERX=A %7 VT T 5,
SWX2310#clear ip dhcp snooping binding

6.5.17 DHCP A X —E' > JO#FHEHRD 7 U 7
[EF2
clear ip dhcp snooping statistics
[AFTE—F]
F¢HE EXEC E— K
(LA
DHCP A X — V> 7 OfgattEma 27 V71 %,
[BREH]
DHCP A X — V> 7 OigattEma 27 V7T %,
SWX2310#clear ip dhcp snooping statistics
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=

Layer 3 $%5E

711Pv4 7 KL A EH

71.11Pv4d 7 RL ZADHRE

EEN
ip address ip _address/mask [secondary] [label fextline]

ip address ip _address netmask [secondary] [label textline]
no ip address ip_address/mask [secondary]

no ip address ip _address netmask [secondary]

no ip address

[F—TU—F]
label D IPVAT RV ATV ERIET D
secondary D BAE =T RL AL LTRET D
[R5 A5 —]
ip_address : AB.CD
IPvd 7 RL A
mask o <1-31>
v A7y MK
netmask : AB.CD
IPv4 7 RLAEAD R v h~2 7
textline D TUL (64 SCTLAN)
[WIHIRRE]
L
[AFTE—F]
AU H—T2—AE— R
[

VLAN f ' Z—T7 2 —AIZX LTCIPVE 7T RL A E Xy AT BRIET D,

IPvd 7 RL AT 1 OO VLAN A > F—T =2—R |2, 534 <V —T RLREZ1fHé, B F)—T KL 2% 44
FTRETE D,

VAT LR TE ET%@E%T%VXiWk8@iTT%é
THF) =T RLAZRETHEDIZIE, OO T T4~ =T RLALZRETDHVLENRD D,

m%ﬁf%ﬁbkﬁaivﬁﬁbk@ﬂ?FVﬂ%W%?éoWM7FVX%? ELRDST-HE81T. 2TO IPv4
7 KL 2 EHIERT 5,

TH A =T RLAZRELTWDHIREET, 774~V —T7 RLAZHIBRTDHZ LITTER,
FULEFRTE LT84 1%, show interface =~ > R T [IPv4 address| HIICE RIS,

[/ —H]

WEDOA B —T 2 —ACE— T %y hOIPVAT RLAZEIN Y THZ LITTEXR,
Batl]

VLAN#1 IZIPv4 7 RL- 2 & LT 192.168.1.100 Z X ET 5,

SWX2310 (config) #interface vlanl
SWX2310 (config-if) #ip address 192.168.1.100/24



g~ KU 757 LA | Layer 3 #4FE | 245
712 IPv4 7 F L A DFR

[EX]
show ip interface [interface] brief
[/$F A—&—]
interface : VLAN A V' F—7 = — A4
[AS1E— F]
FFrHE EXEC E— N, %54 EXEC E— N
[REA]
A H =T 2—RED IPv4 7 NL A &EKRT 5D,
FRNEITLTDO LB,

e IPV47 RL A

o BHUHY—T FLADOEE, IPvd 7 KL ADKIZ "(secondary)" Z I L CTERT B,
e ip address dhep =~ > NIZ X STEHNZ IPvA 7 RLADRRE SV TWHEEIL, IPvd 7 KL ADH{IZ "*" %

ML THRRT 5,
« ip address dhep =~ > REAFRERZIT IPv4 7 R L ANTRIE AL TORWEFE (T — S sE %)L, "searching" &
KT D,

« ipaddress =~ R23EXE LTV 2 WA 1S "unassigned” & &R T 5,
o g OIREE
o T—XULIREDINEE
A B —T 2 —AREELEBREIIEOA v 7 —T7 2 —ZADFEREY, BB LIEEAIZIPVA T FLAEZRETES4
TOA F—T7 2= ADIFRERTT D,
[/—}]
FBELIA L E =T 2—ARIPVAT FLAZEID S THONRNS D THLIGEITTT —ITR D,
[BREBH]
ETHOVLANA v HA—T 2—ADIPv4d 7 KL A B R RT D,
SWX2310>show ip interface brief

Interface IP-Address Admin-Status Link-Status
vlanl 192.168.1.100/24
192.168.101.100/24 (secondary) up up
vlan?2 192.168.2.100/24 up down
vlan3 unassigned up down

713DHCP 7 547 MZ X AEH IPvd 7 RL ADRE
[

ip address dhcp [hostname hostname)

no ip address
[F—U— ]
hostname : DHCP #—/"—DHKRA N ERET D
[NT A —=F—]
hostname D ARANAERLITIPVE T R L A(AB.CD)

[FIEIRRE]

7L

[AS1E— R

A B =T 2—AFE— R
[RLAA]

DHCP 7 94 7 > b & LT, DHCP % — = bft5E X7 1Pvd 7 KL A% VLAN A » Z—7 = — R LT
BRET D,
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DHCP Y — _—%$5E T 5 &, Discover/Request A 1 — 2 HostName 47+ a > (A7 ara—K12) &40
THILENTE D,
IPv4 7 RUAZEAF L72IRRE T noip address =~ > REZETTHE B LTWEIP T RLADRRKA vE—V%
DHCP #—/"—Zi%k %,
DHCP 7 A7V EREEENTNDA LV H—T 2 —AIZ, BHLZ V=T FLATRETER,
no I THEAT L72HE1%, DHCP 7 74 7> hOREZHIFRT 5,
[/ — 1]
DHCP H—/3—Zxf L CERT 2D U — AW 72 REE CREE &35, 7272 L, EBRIZY — X S5 HifHiX DHCP
—N—DRENNEATT D,
KAz FZEY DHCP == bT7 74NV 7=V =A DNS Y — = FT7 /L b RAL A EZBAF LT
%A TH. ip route, dns-client name-server, dns-client domain-name =~ > KOFREDIT ) MBI SN D,
Ko<y FaEHFELTSH DHCP H— 23—/ 5 [Pvd 7 R L ZANEG TE 204, Auto IP H#RENS A 4)72 VLAN A >
H—T 2 —AZBRY  IPv4d ) > 7 a0 —H T KL A(169.254.xxx.xxx/16)75 HEIRIZEI D B CTHR 5,
AL JRERENB MO AR v 7R — FTAuto IP BEREZEFH L CWABAE, Ko~ R TE 220,

B&l|
VLAN #1100 [Z DHCP 7 A4 7> M X > TIPv4 7 L A&t 59 5,

SWX2310 (config) #interface v1anl00
SWX2310 (config-if) #ip address dhcp

714 DHCP 27 547 F DIRBDOERT
[EFX]

show dhcp lease
[AFTE— K]
FEFRFHE EXEC *£— K, F#E EXEC £— K
B!
DHCP 7 74 7 v hOWREER T H, LFTOHERRRIND,
« DHCPZ A7 e LTEIELTWDA X —T = — X
o EDYTHNIZIPVE T KL A
o U—2HR
o U — ZIERFRIIR
o U — AHBUSHIR
« DHCP % ——%
« DHCPA7v a & L CHSGL-EH
« Xy bhvRZ
s TITHNITF—bLT A
o U — XIFRH
+ DNS H—/3—
« DHCP % —/3—1D
s KAA U4
[/ —}]
A By TR AE N GG, Ka~vr RIdEHTE 2R,
[ EH]
DHCP 7 7 A4 7> b DIREEFIRT D,

SWX2310>show dhcp lease
Interface vlanl

IP Address: 192.168.100.2
Expires: 2018/01/01 00:00:00
Renew: 2018/01/01 00:00:00
Rebind: 2018/01/01 00:00:00
Server:
Options:

subnet-mask 255.255.255.0

default-gateway 192.168.100.1
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dhcp-lease-time 259200
domain-name-servers 192.168.100.1
dhcp-server-identifier 192.168.100.1
domain-name example.com
7.1.5 Auto IP BREDFRE
[F=
auto-ip switch
no auto-ip
[/XT A= —]
switch © Auto IP #EEEDENE
R EE B
enable Auto IP HEREZ AT 5
disable Auto 1P HEREZ EZNIC T 5
(IR E]
auto-ip disable
[AJ1E—F]
A H =T 2 —AF— R
[BLFA]

VLAN A > Z—7 = — AR LT, IPv4 U 7 a—H L7 R L A(169.254 xxx.xxx/16) % HEIAE KT 2 Auto 1P BEHE
B+ 5,

Auto IP FEAE(Z. ip address dhep =~ > RZFRE%IZ, DHCP B — 3= 5 [Pv4 7 R L ANEE TE R WAIZ DA
Fred 5,

Auto IP BEREIZ. 1 DD VLAN A > Z— T = —RICOBENTHZ LN TE S,

no B CHEAT LG & I3 EICRE T,

[/ —F]

IPv4 V7 a—T RUARRE LTZ%IZ DHCP — =025 IPvd 7 KL ARG TE =546 1Pvd U > 7 o —
HIVT R A%BEHEEL T, DHCP ' — =00 HE Lz IPvd 7 L AT 5,

ALy THEREMN B NINDOAL v 7 R — T Auto IP BEREAfEH L TW O 56, ARa~vy NIIEHTE 20,

[ EH]

VLAN #2 @ Auto IP #RE % 02T 5,

SWX2310 (config) #interface vlan2
SWX2310 (config-if) #auto-ip enable

7.2 IPv4 R B

7.2.1 IPv4 BRI R E
EE

ip route ip_address/mask gateway [number]

ip route ip_address/mask null [number]

ip route ip_address netmask gateway [number]

ip route ip _address netmask null [number]

no ip route ip_address/mask [gateway [number]]
no ip route ip_address/mask [null [number]]

no ip route ip_address netmask [gateway [number]|
no ip route ip_address netmask [null [number]]

[¥F—U—F]
null Ty FEBEETICEET D
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ST A—F—]
ip_address : AB.CD
IPv4 7 KL X
TIFNIT = T oA ZRET DL X1X0.0.00 £T5
mask o <1-31>
~ A7 By MK
TIHNVIT = =2 ZHETHLEIT0LTD
netmask : AB.CD
7 RLAERDOR Y b~ R 7
T AN DT U2 A ZIRET D L E130.0.00 £ T5
gateway : AB.CD
T—=HFT=ADIPv4 7 FL A
number 1 <1-255>
EELEREE (RRESERIEF OB ERLIESE D
TED/ NSV EBIE D m,
(AR E
mL
[AJ1E— F]
Jua—N\)arz 4L —varE—FR
B

IPv4 DFHIREEE 2B IN3 5,

no IR CHEAT LA 1, H5E LI-REZHIBRT 5,

[ EH]

TI7ANVNTF— U =A% 192.168.1.1 LT 5,

SWX2310 (config) #ip route 0.0.0.0/0 192.168.1.1

BV DN 172.16.0.0/16 DIFED 7 — N7 = A % 192.1682.1 L35,
SWX2310 (config) #ip route 172.16.0.0 255.255.0.0 192.168.2.1

7.2.2 IPv4 ERIER DFIR
(BRI
show ip route [ip _address[/mask]]
P85 A —5—]
ip_address : AB.CD
IPvd 7 RL A
mask ¢ <0-32>

v A7y M (B LTESE  32)

[AJIE— R]

FEREHE EXEC £ — N, ik EXEC £— F

B

IPv4 #5157 (FIB: Forwarding Information Base) % #1795,

IPv4 7 R L RAEERE L2551, FIB ONEEZ T XTRRT D,

IPv4 7 RLRAETIIFRy NU—2 7 FUVRAZIEE LTS E, 5siEnEn D & —ET 2T b Y —OFEME# %
TR D,

[BREH]

IPv4 BRIA R 2§ ~TRRT D,
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SWX2310>show ip route
Codes: C - connected, S - static
* — candidate default

Gateway of last resort is 192.168.100.1 to network 0.0.0.0

S 0.0.0.0/0 [1/0] via 192.168.100.1, wvlanl

S 172.16.0.0/16 [1/0] via 192.168.200.240, v1lanl0O0

S 192.168.1.1/32 [1/0] is directly connected, vlanlO00
C 192.168.100.0/24 is directly connected, vlanl

C 192.168.200.0/24 is directly connected, vlanlO00

192.168.100.10 58 CD/X 7w b &% D & S IHEH SN 2R &2 FRT D,

SWX2310>show ip route 192.168.100.10

Routing entry for 192.168.100.0/24
Known via "connected", distance 0, metric 0, best
* is directly connected, vlanl

7.2.3 IPv4 R DOE R
[ER]
show ip route database
[ASIE— K]
FFrHE EXEC E— R, %M EXEC E— I
[BLFA]
IPv4 #% 13 (RIB: Routing Information Base) *3/R~9 5,
[ E 5]
IPv4 REERERRT D,
SWX2310>show ip route database
Codes: C - connected, S - static
> - selected route, * - FIB route
8 *> 0.0.0.0/0 [1/0] via 192.168.100.1, wvlanl
S *> 172.16.0.0/16 [1/0] via 192.168.200.240, v1lanl0O0
S *> 192.168.1.1/32 [1/0] is directly connected, v1anl0O0
C *> 192.168.100.0/24 is directly connected, vlanl
C *> 192.168.200.0/24 is directly connected, v1anl00

Gateway of last resort is not set

724 IPv4 BRBERICBF SN TVLIRET L ) —DHY <=V —DFER
E&N!
show ip route summary
[AJ1E— K]
FEHFHE EXEC & — N, kg EXEC £— R
B
IPv4 #%#% 7 (RIB: Routing Information Base) IZHEk SN TV ORI N —DH~ ) —%2RKR-T D,
[BREH]
IPv4 RRERICBEEE SN TV DRE= M) —DHh~ ) —%2RKR-T D,

SWX2310>show ip route summary
IP routing table name is Default-IP-Routing-Table (0)
IP routing table maximum-paths is 1

Route Source Networks
connected 2
static 3
Total 5

7.3 ARP
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7.3.1 ARP 7 —7 VDFRR

[EX]
show arp
[ASTE— F]
FEFFHE EXEC £ — N, 454 EXEC £— K
[BLFA]
ARP ¥ ¥ v ¥ a R RT 5,
[BREBH]
ARP X v v v a2 B RRT5H,
SWX2310>show arp

IP Address MAC Address Interface Type
192.168.100.10 00a0.de00.0000 vlanl dynamic
192.168.100.100 00a0.de00.0001 vlanl static

7.3.2 ARP T — 7 )V DiHFE

&y

clear arp-cache
[AJ3E— K]
Fike EXEC E— R
[
ARP X ¥ v a7 U715,
[BXRE )
ARP X v a% 7 VT T 2%,
SWX2310#clear arp-cache

733 M ARP = N U —DRE

&

arp ip_address mac_address interface

no arp ip_address

ST A—F—]
ip_address : AB.CD

IP7 FLA
mac_address :  HHHH.HHHH.HHHH

MAC 7" KL A
interface : portN.M

WA B —T = A A
GILLE 9|
L
[AJIE— K]
Jua—n"narz4 s b—varE —NF
[@iA]

B 7L —7 ARP = MU —&1ERRT 5,
no B THEITLIZEEIE, HBE L= MY —%2HIRT 5,

[BREH]
portl.1 ([ZHERE SN2 IP 7 R LA 192.168.100.100, MAC 7 K L 2 00a0.de00.0000 D #5H ARP = ~ U — & Bk
60

SWX2310 (config) #farp 192.168.100.100 00a0.de00.0000 portl.l
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E

e

73.4ARP ¥ A LT T ~D
EEN

arp-ageing-timeout time

no arp-ageing-timeout [time]
[73T A =4 —]
time 1 <1-3000>
ARP = b U —{REFRER] (7))

(18I E]

arp-ageing-timeout 300

[ AT E— K]

A H—T 2 —AF— R

BN

KR VLAN A X —7 = —RA|ZE1JH ARP = R ) —fRFFRFZ A E T 5, Z ORFINICZE S0 > 72 ARP
= b —3HIBRES D,

no IR CEIT L=84 15, ARP = F U —Wff % 300 P2 T 5.,

[RXEHI]

VLAN #1 ® ARP = ;U —{REFEERT % 10 7ICEE T 5,

SWX2310 (config) #interface vlanl
SWX2310 (config) #arp-aging-timeout 600

735ARP Z A ATV REED ARP U 7 = X FEEFRDORE
E=N

arp-ageing-timeout request mode

no arp-ageing-timeout request

[/3T A —HF—]
mode 1 ARP U 7 =X NEEFR
REME Gzl
unicast ARP % A L7 7 MRFIZIA(ET 5 ARP U 7 =
A M=%y X THEETD
broadeast ARP # A L7 7 FHFIZIEES % ARP U 7 =
AhE7R—RXy A NTHEETD
[WIHIRRE]
arp-ageing-timeout request unicast
[AJ1E— ]
=T 2—AE—FR
[
KEEVLAN A 7 —7 = — A 2BV T ARP £ U — ORI T L7 & SICHET 5 ARP U 7 A hDJ5
KERET D,
no JZ N THAT L2 G B3I E IR T,
[BXE B
VLAN #1 @ ARP = b U —DOPLRFFRFE T L7z & EITXETHARP UV A &7 0 — R¥ v X N THET
50

SWX2310 (config) #interface vlanl
SWX2310 (config) #arp-aging-timeout request broadcast

7.4 TPv4 B &t
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7.4.1 IPv4 BR%E3R TE
[ER]

ip forwarding switch

no ip forwarding [switch]

[/3T A —HF—]
switch © IPv4 /N7y N DERERRE
REE B
enable IPv4 /37y N OERE A GINZT D
disable IPv4 /Xy |~ DRRE & N T 5
[WIHIRRE]
ip forwarding disable
[AJ1E—F]
sa—\)varZ 4 b—varE'— R
[RLBA]

IPv4 /3y S DEREE BN E T2 13T 5,
no TC K THEAT L= A 1T EIC R T,

7.4.2 IPv4 BRIEGR EE DK IR

(&=
show ip forwarding
[AJ1E— F]
FEHFHE EXEC &— R, %54 EXEC ©— N
[FLFA]
IPv4 /X7 > N DEREREE FT D,
[ E B

IPv4 /X7 N DEREERTE & RonT 5,

SWX2310>show ip forwarding
IP forwarding is on

7.43 MTU DR E
EE

mtu mtu

R

no mtu
[/3T A =4 —]
mtu 1 <68-9216>

KEATRER RN T R A X

(AR E
mtu 1500
[AJIE— F]
AP =Tz —AF— K
[FiHA]
VLAN A > % =7 == AP HIRE AR/ T v b YA XD/ KEMTU E) 2 & ET S,

AR EETE 7 v b BIOARREN L3 BV —T 4 )T 537 v SRR LD . KRGS L2 5%
(AA v F o N)THAL—F T L—ATBHN R D,
IPv4 ~ v % —® Total Length 2 MTUEZ X /37 v h& L3k 5356, IP 77 7 A RSN TEEIND,
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IPv6 ~ > % —® Payload Length 7% MTU fEZ#8 2 5737 v F & L3 553 256G, ICMPv6 = 7 — NGk S LT/ 7
v MIEFEIND,
mru 3% RCRESNIA =Y 7 L= ARICNE LY A XD/ MIS—T 4 VT ORGLIRDTD, Vv
R7ZV—LEN—T 47T 55810 mu 2~ FNCZEARRA — 7 L — LR EARET ILERH D,
no FECHEAT LG & I3 WHIR EICRE T,
[/— 1]
A=y RIXVLAN A v ¥ —7 = — A LD IR IE Al HE,
MTU 1%, WIHMEZBRONTRRKTT DL TRRDEEZRET DI LN TE D,
ipv6 enable 3F%E S 7= VLAN A > % — 7 = — A Tld, MTU D% E AT RERIPH T <1280-9216> & 725,
MTU fE78 1280 £V &/ S FHE SN TS VLAN A % —7 = — A2 LT ipv6 enable 2~ RZHETH 2
LIETERY,
[BEH]
VLAN £ V4 —7 2 —ZA#1IZFTBTH LAN AR — h #1 &, VLAN A ¥ —7 = — 2 #2 |ZF1/& 7 % LAN A" — h #2
G, 10240 N FETOT ¥ v AR7 L—A%FH L. MTU % 2000 NA MMZT 5,

SWX2310 (config) #interface portl.1-2
SWX2310 (config-if) #mru 10240
SWX2310 (config-if) #interface vlanl-2
SWX2310 (config-if) #mtu 2000

7.5 IPv4 BiiERET
7.5.1 IPv4 BiERER
&3]
ping host [repeat count] [size datalen] [timeout timeout] [source ip_address]
[F—VU—F]
repeat D OETERERET D
size D ICMP 7= # i DR S(NA MHRADERET D
timeout o FEATEESY D Echo U 7 = A M EHE LI OINER B ZRET 5
source : ICMP "7y FOREITLT FLAZRET D
[/3T A —H&—]
host : ICMP Echo % #{5 9 250 5L
BRA N, F21E, 588D P 7 L A(A.B.C.D)
count DOEATEE (AEELE%A 0 S)
REE Bl
<1-2147483647> FRE LB TT %
continuous Crl+C MAN END ETHFEITZHR Y IRT
datalen . <36-18024>
ICMP 7 — X5 DR S(N b)) (Bl L7255 56)
timeout ;. <1-65535>
INERBIFR] (B L7258 1 2)
FZ{TEI¥K % continuous (2 L2 AIXEH SN D
ip_address : AB.CD
IPv4 7 R LA
[AS1E—F]

¥EbE EXEC E— K



254| i~ RV 77 L > A | Layer 3 H$AE
[FiAA]
ICMP Echo Z#57E L7278 A MZi%H L, ICMP Echo Reply D& A 15,
ISERBIUR, FOEEFERT D, A~ FORTRICHREMEREFTT 5,
[ EH

IP 7 FL 2 192.168.100.254 55 CIZT — & ¥ A X 120 /A b, FEITEIFIL 3 Bl CHOIRMER

SWX2310#ping 192.168.100.254 repeat 3 size 120

PING 192.168.100.254 (192.168.100.254): 120 data bytes

128 bytes from 192.168.100.254: seg=0 ttl=255 time=8.368 ms
128 bytes from 192.168.100.254: seg=1 ttl=255 time=9.946 ms
128 bytes from 192.168.100.254: seg=2 ttl=255 time=10.069 ms

-—-192.168.100.254 ping statistics —---
3 packets transmitted, 3 packets received, 0% packet loss
round-trip min/avg/max = 8.368/9.461/10.069 ms

Z1T 9,

7.5.2 IPv4 BRI
[EX]
traceroute host
[/XF A—&—]
host D R A RER T Dt
RA N, F2E, 58580 IPvd 7 R L A(AB.C.D)
[AJIE— K]
FiHE EXEC £— R
BN
FBELIZARA b CTORKIERERRT D,
[BX EH]

192.168.100.1 & TORBEHEREZIT 5,

SWX2310#traceroute 192.168.100.1

traceroute to 192.168.100.1 (192.168.100.1) 30 hops max

4
1 192.168.10.1 (192.168.10.1) 0.563 ms 0.412 ms 0.428 ms
2 192.168.20.1 (192.168.20.1) 0.561 ms 0.485 ms 0.476 ms
3 192.168.30.1 (192.168.30.1) 0.864 ms 0.693 ms 21.104 ms
4 192.168.40.1 (192.168.40.1) 0.751 ms 0.783 ms 0.673 ms
5 192.168.50.1 (192.168.50.1) 7.689 ms 7.527 ms 7.168 ms
6 192.168.100.1 (192.168.100.1) 33.948 ms 10.413 ms 7.681 ms

7.61IPv6 7 KL A&

7.6.1 IPv6 DR E

[EX

ipv6 switch

no ipveé

T A =5 —]

switch : IPve OENE
R EME A
enable IPv6 ZHNZT 5
disable IPv6 % RN T 5

[FIH1ER 2]

ipv6 disable

[AJ1E— K]

A H—T2—AE— R
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[FEHA]
VLAN A v # =7 == LTIPV6e Z AN LY 7 m—V T RL 2% BERET D,
IPv6 (I K 8 HlETD VLAN A > ¥ —T7 = —ATHNITHZ LN TE 5,
IPv6 Z 2N L7236, BIET 28E b RIFRFICHIBR SN D,
no TR THFEAT L= A IR EIC R 5,
[/—}]
HEFYE Sz 7 a—A7 R AL, show ipv6 interface brief =~ > KN CHGRTZ 5,
A Gy VRN ARN IR G, Ra~y FIIEHTE 20,
Bl
VLAN #1 @O IPv6 #H 2T %,

SWX2310 (config) #interface vlanl
SWX2310 (config-if) #ipv6 enable

7.6.21Pv6 7 K L A DFXE

[EX]
ipv6 address ipv6_address/prefix_len

no ipv6 address ipv6_address/prefix_len
no ipvé address

ST A—F —]
ipv6_address X XXX

IPv6 7 R LA
prefix_len o <1-127>

IPv6 7'V 7 4 v 7 AR
AFE— K]
B =T z—RAE—F
[FHA]

VLAN A VX —T = —RIZKLTIPV6 7 RLAL T LT 4 w7 ARERET D,
IPv6 7 K L A% ipv6 enable =~ > FAFE XN TS VLAN A ¥ ¥ —7 = — R ICHRETH 2 L N TE 5,
ARz~ FiL, ipv6 address autoconfig =~ > KL Tx %,

IPv6 7 RL AT 1 DD VLAN A v X —7 =— AT, Fa—"L7 RLARAREZGINESHETE, Vo rn—
ANT R A% IHRETE 5,

VAT LR TRETE L IPV6 7 FLATRKEHETTHL(HBICEH Y B THNDY v/ r—HLT FLA
%l-%%<)o

no B TIAT LG AT FEE LT IPve 7 RLAZHIBRT 5, IPv6 7 R LA ZIEE Lo 1256 1%, 22T O IPve
7 KLU ARA REEFZL)EHIBRT 5,

[/—}]

BEOA =T 2—AZ[—HTFy hOIPV6 7 KL AZEI D Y THZ LIZTE A0,

2By JRERRPEN GG, Ka~r FIENTE 20,

[ E B

VLAN#1 [ZIPv6 7 R LA L LT 2001:db8:1::2 23X ET 5,

SWX2310 (config) #interface vlanl
SWX2310 (config-if) #ipv6e address 2001:db8:1::2/64

7.631Pv6 7 KL A®D RA BE
[

ipv6 address autoconfig
no ipv6 address autoconfig
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[FIHEIERE]
7L
[ASE— R
Ao HF—T 2 —AF—FR
B!
RAZEH LT, VLAN A VX —7 = —RAIZIPv6 7 KL A ZERET D,
RA [T ipv6 enable =~ > RVEXE AL TV D VLAN A U ¥ —7 = — RATRIE
Az< > RiL, ipv6 address ipv6_address/prefix_len =~ NEffHTE %,
no I THEAT L= A 15, RA O EEHIBRT 5,
[/— 1]
ALy JHREENA R 26, Ao~ v RIIEMATE e,
[ E ]
VLAN#1 12, RAZHHLTIPV6 7 RLAZEET 5,

SWX2310 (config) #interface vlanl
SWX2310 (config-if) #ipv6 address autoconfig

7.6.41Pv6 7 K L A DFER

THZENTE D,

[ER
show ipv6 interface [interface] brief

[/3T A= —]

interface : VLAN A VX —T = — A4,
RRTHA VA =T = —R

[AJIE— F]

FEFFHE EXEC & — N, %54 EXEC £— K

B

A UH =T 2= AFEDIPV6 T KL AERRT D,
e IPVv6 7 RL- X
« IPV6 7 RUAMERE SN TORWIEA T "unassigned" & 725,
. WEEORE
« T—HUUIEORE

AUH =T 2= AERELIEHERTOA ¥ =7 == ADFHE, AR LIEEAIEIIPve 7 F L ANRE S L2

TOA v HZ—T 2 — ADEREFERT 5,
[/—F]

BELEA V=T 2—ANIPv6 7 RLAZE DL THNRNWHEDTHAGEIT= T —I22 5,

ARGy I REREN AN Y E . A~y R T 220,
[EXRE )
ETHOVLANA v H—T7 =2—ADIPv6 7 KL RAEERRT 5,
SWX2310>show ipv6 interface brief

Interface IPv6-Address
Link-Status
vlanl 2001:db8:1::2/64

2001:db8:2::2/64
fe80::2a0:deff:fe:2/64
vlan?2 2001:db8:2::2/64
fe80::2a0:deff:fe:2/64
down
vlan3 unassigned
down

7.7 IPv6 % B FE

Admin-Status

up up

up

up
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7.7.1 IPv6 ERAUREBEERE
[ER]

ipv6 route ipv6_address/prefix_len gateway [number)

ipv6 route ipv6_address/prefix_len null [number]
no ipvé route ipv6_address/prefix_len [gateway [number]|
no ipvé6 route ipv6_address/prefix_len [null [number]]

[F—U—F]
null sy M EREREETICEEET S
X A—5—]
ipv6_address D XeXeXeX
IPv6 7 R LA
T AN N = U oA ZHRET H & Z1T 1 (0:0:0:0:0:0:0:0 DERETE) &5
prefix_len o <1-127>

IPv6 S L7 4 v 7 A
TIFNIT = oA ZRETHLEIT0LTD
gateway D X XXX
TF—h 7 =ADIPv6 T KL A
IPv6 V> 7 a—NT RUAZIRET S & XX, A ¥ —T7 = —ALEET HLER D
% (fe80::X%vlanN D)
number o <1-255>
EAERE (REERIFOMEIAERE) (EIELZSE 1)
EDV/NSVIE R E W,
[AJ1E— K]
Ja—n)ary 47—y rF— R
[
IPv6 D FFHIREHE 2 BT 5,
no LA TIAT LA, faE LRI 2 HIFRT 5,
[/ —}]
TITHNIT = U oA DFFEIT, RAICKDEELY &, FURKIC L OREDNREBILEEND,
2By VRN ARG G, Ra~y FIIEHTE 20,
[ EH]
0 JEA% 2001:db8:2::/64 DG D — N7 = A % 2001:db8:1::1 & T 5,
SWX2310 (config) #ipv6 route 2001:db8:2::/64 2001:db8:1::1

T 74V NP — U = A & VLAN #1 L0 fe80::2a0:deff:fe:1 &35,
SWX2310 (config) #ipv6 route ::/0 fe80::2a0:deff:fe:1%vlanl

7.7.2 IPv6 BRiER DFIR
[EFX]
show ipv6 route [ipv6 _address[/prefix_len]|
[73F A =4 —]
ipv6_address DX XXX
IPv6 7 R LA
mask : <0-128>

IPv6 'L 7 4 v 7 AR (AW L7854 1 128)
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[AJJE— K]
it EXEC E— R, %M EXEC E— I
[
IPv6 #51%5% (FIB: Forwarding Information Base) % /"7 5,
IPv6 7 R L A %AW L7235E1E, FIB ONKEETXTRRT D,
IPv6 7 RLAXEIRy FU—2 7 FLAZRE LG E., 5UENREND & —BT o= U — 0 R %

KT D,

[/ — 1]

2By JHERENA NG G, Ra~r IR TE 20,
(R H]

IPv6 HRIER T N THRRT D,

SWX2310>show ipv6 route

Codes: C - connected, S - static

Timers: Uptime

::/0 [1/0] via fe80::2a0:deff:fe:1, vlanl, 00:03:08
2001:db8:1::/64 via ::, vlanl, 00:01:10

2001:db8:2::/64 [1/0] via 2001:db8:1::1, vlanl, 00:01:52
fe80::/64 via ::, vlanl, 00:03:08

2001:db8:1:22 58 CD/Nr y haED & XA SN RKEF T D,

SWX2310>show ipv6 route 2001:db8:1::2

Routing entry for 2001:db8:1::/64
Known via "connected", distance 0, metric 0, best
Last update 00:18:27 ago
* directly connected, vlanl

S
@
S
©

7.7.3 IPv6 fREER DEKR

[EX]
show ipvé6 route database
[ASTE— F]
FEFrHE EXEC E— N, %54 EXEC E— N
B
IPv6 #%#% 7% (RIB: Routing Information Base) # #7795,
[/—}]
ALy JHREENA R e e, ARa~ v RIIEMATE e,
[BEH]
IPv6 IR 2 R D,

SWX2310>show ipv6 route database
Codes: C - connected, S - static

> - selected route, * - FIB route
Timers: Uptime

*> ::/0 [1/0] via fe80::2a0:deff:fe:1, vlanl, 00:21:39

*> 2001:db8:1::/64 via ::, vlanl, 00:19:41

*> 2001:db8:2::/64 [1/0] via 2001:db8:1::1, vlanl, 00:20:23
*> fe80::/64 via ::, vlanl, 00:21:39

QunQwn

7.7.4 IPv6 BREERICBHEIN TWVWEIRK= N —DY <) —DFER

EEN
show ipv6 route summary
[AJTE— K]
FFrHE EXEC E— N, %74 EXEC E— N
[@HA]

IPv6 f%#3% (RIB: Routing Information Base) ([ZBFFIN TV ARKE = ) —DHh~ U —2FRT 5,
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[/ —F]

AH - TR BEN LGS, Ao~y RiEfEHTE RN,
[B%E B

IPv6 REF DOV~ —%2RRT 5,

SWX2310>show ipv6 route summary
IPv6 routing table name is Default-IPv6-Routing-Table (0)
IPv6 routing table maximum-paths is 1

Route Source Networks
connected 2
static 2
Total 4

7.8 Neighbor %% v ¥ =

E

e

7.8.1 #HJ Neighbor ¥ ¥ >~ 2= ) —D
[EFX]

ipv6 neighbor ipv6_address interface mac_address interface

no ipv6 neighbor ipv6 address interface

[73T A =4 —]
ipv6_address DX XXX
IPv6 7 R LA
interface : vlanN
VLAN A > % —7 = A 24
mac_address : HHHH.HHHH.HHHH
MAC 7 R LA
interface : portN.M
MBS B —T = A A4
[AJ1E— ]
Ja—x)ary 74—y g — R
B

Neighbor ¥ ¥ v ¥ =2 [TFF= 2 U —Z BT 5,

no I THEAT LI EIE, FaE LRI b Y —ZHIkRT 2,

[/— "}

AL VERENANLG G, Aa~r NI TE 20,

[ 2B

VLAN #1 L® portl.1 iZ& %, IPv6 7 K L A 2001:db8:cafe::1 ® MAC 7 K LA % Neighbor ¥ ¥ v ¥ = [ ET D,
SWX2310 (config) #ipv6 neighbor 2001:db8:cafe::1 vlanl 00a0.de80.cafe portl.1l

7.8.2 Neighbor ¥ ¥ v ¥ =27 —7 /L DERR
[ER

show ipv6 neighbors
[AJTE— K]
FEFHE EXEC £ — N, ke EXEC ©— R
[FAA]
Neighbor % ¥ v ¥ 27— 7 )V ERKRT B,
[/ — ]
ALy TN A Y6, Ao~y R TE 20,
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[BREH]
Neighbor ¥ ¥ v ¥ 27— 7 )V ERKRT B,
SWX2310>show ipv neighbors

IPv6 Address MAC Address Interface Type
2001:db8:1:0:3538:5dc7:6bc4:1a23 0011.2233.4455 vlanl dynamic
2001:db8:cafe::1 00a0.de80.cafe vlanl static
fe80::0211:22ff:£e33:4455 0011.2233.4455 vlanl dynamic
fe80::6477:88ff:£e99:aabb 6677.8899.aabb vlanl dynamic

7.8.3 Neighbor ¥ ¥ v ¥ =27 —7 /VDHEE
[E]
clear ipv6 neighbors
[AJE— F]
F#HE EXEC £— R
[RLBA]
Neighbor ¥ ¥ v > =227 U745,
[/—H
AL VERENANRG G, Aa~r NI TE 20,
[EE )
Neighbor ¥ v v 2% 7 V735,
SWX2310#clear ipv6 neighbors
7.9 IPv6 HEik T4
7.9.1 IPv6 HRIEERE
(&=
ipv6 forwarding switch
no ipv6 forwarding [switch]
% A —F—]
switch : IPv6 /X7y N DERERE
RIEE B!
enable IPv6 /N7 N DEREZFNCT D
disable IPv6 /377 | DRR% Z SN2
(IR E]
ipv6 forwarding disable

[AFIE— K]

Jua—\)arz4 g b—varsE— R
[RLEA]

IPv6 /X7 N DEREEF N E 335,
no T THEAT L= A 1T EIC =T,

7.9.2 IPv6 B5ikiR E DFK RN

(&=
show ipv6 forwarding
[AF1E— ]
FEFFHE EXEC £ — N, 454 EXEC £— K
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[REA]
IPv6 /X7 v N DERERR E & FnT 5,
[ E B
IPv6 /37 N DERIEERTE# T 5,

SWX2310>show ipv6 forwarding
IPv6 forwarding is on

7.10 IPv6 BRERERS

7.10.1 IPv6 BEHESR

[ER
ping6 host [repeat count] [size datalen] [timeout timeout] [source ipv6_address]
[ZF—T— K]
repeat COETRE AR ET D
size © ICMPV6 7 —Z iy DR S (A MHfD 2R ET D
timeout DO FHTIEHUY D Echo U 7 = A R & X(E LIt R DISER DR 2R ET 5
source : ICMPv6 /X7y RDIREILT RUAZRET D
[73F A =5 —]
host AR M, E£720E, IPve T R U AKX XX)
ICMPv6 Echo % %57 % 565%
IPv6 Vo7 m—JnT RLUAZRET D5G13, BHA v 2 —T7 = —ZAbIEETLHLLEND
% (fe80::X%vlanN DJE)
count DTS (BB LTCSA 0 S)
RUEM B8
<1-2147483647> FERE L7 EIERAT 3 5
continuous Ctr+C MANENDETHFEATZMRY KT
datalen 1 <36-18024>
ICMP 7 — X DR S(3 b)) (Bl LI=35E : 56)
timeout 1 <1-65535>
INERFDIFH] (B LI5S 1 2)
FATIEEL % continuous (2 L7 & XA D
ipv6_address DX XXX
IPv6 7 R LA
[AJ1E— F]
F¢HE EXEC E— R
B

ICMPv6 Echo ##57E L7274 A MMZEH L, ICMPv6 Echo Reply 2325 531 TCL 2 D& FD,
EOLNTEEDL, TOEA2FETRT D, A~y RN TT5 LHEAHKEEREETT D,
[/—}]

2By JRERPAN GG, Ka~r FIEHTE 20,

Bl

fe80::2a0:deff:fe11:2233 58 CIZ BB 21T 9.

SWX2310#ping6 feB80::2a0:deff:fell:2233%vlanl
PING fe80::2a0:deff:fell:2233%vlanl (fe80::2a0:deff:fell:2233%vlanl): 56 data bytes
64 bytes from fe80::2a0:deff:fell:2233: seg=0 ttl=64 time=2.681 ms
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64 bytes from fe80::2a0:deff:fell:2233: seg=1 ttl=64 time=4.760 ms
64 bytes from fe80::2a0:deff:fell:2233: seg=2 ttl=64 time=10.045 ms
64 bytes from fe80::2a0:deff:fell:2233: seg=3 ttl=64 time=10.078 ms
64 bytes from fe80::2a0:deff:fell:2233: seg=4 ttl=64 time=10.210 ms

--- feB80::2a0:deff:fell:2233%vlanl ping statistics ---
5 packets transmitted, 5 packets received, 0% packet loss
round-trip min/avg/max = 2.681/7.554/10.210 ms

7.10.2 IPv6 ﬁ%ﬁ%\
[EX]
traceroute6 /iost
[/XF A—&F—]
host D R E R T Dt
RA NG, FT20X, 58560 IPv6 7 R L A(X:X:X:X)
[AS1E— K]
¥ikE EXEC E—
[FHA]
FEE LA A N E TORKBIEREFRT D,
[/ —}]
2By JRERRPAN GG, Ka~r FIdEHTE 20,
Byl

2001:db8:1::2 £ TORKMERETT D,
SWX2310#traceroute6 2001:db8:1::2
traceroute to 2001:db8:1::2 (2001:db8:1::2), 30 hops max

1 2001:db8:10::1 (2001:db8:10::1) 0.563 ms 0.412 ms 0.428 ms
2 2001:db8:20::1 (2001:db8:20::1) 0.561 ms 0.485 ms 0.476 ms
3 2001:db8:30::1 (2001:db8:30::1) 0.864 ms 0.693 ms 21.104 ms
4 2001:db8:40::1 (2001:db8:40::1) 0.751 ms 0.783 ms 0.673 ms
5 2001:db8:50::1 (2001:db8:50::1) 7.689 ms 7.527 ms 7.168 ms
6 2001:db8:1::2 (2001:db8:1::2) 33.948 ms 0.413 ms 7.681 ms

711DNS 7 A7~ b

7.11.1 DNS ~DOfW &b HREDRE

E&

dns-client switch
no dns-client

[R5 A—HF—]
switch : DNSZ 747 hOEE
REHE B
enable DNS 7 ZA4 7 v b EHNZT S
disable DNS 7 A4 7 v b &N T 5
[WIHRRE]
dns-client disable
[AS1E— K]
ra—\)var 74—y aryE—FR
[FHA

DNS ~DW &b ERE A B FE I 13T 5,
no TERTEAT L2 A 13RI T 5,
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[ EH]
DNS ~D W& b HEREE BT 5
SWX2310 (config) #dns-client enable
7.11.2 DNS % ——U X N DR E
E&y

dns-client name-server server

no dns-client name-server server

85 A—F—]

server : AB.CD
DNS $%—/3—®D IPv4d 7 KL A
X:X:X:X
DNS #—/3—®D IPv6 7 F L A
IPv6 U7 m—)T FLUAZIRET D513, FHA v 2 =7 = — AL HET HLLERH
% (fe80::X%vlanN D)

[WIHIRRE]

L

[AJTE— K]

rua—)arsz 4 S L—va E—R

[BLFA]

DNS H— 3=V X MZH— =% BT 5,

P N—IH R IMFETHEETE D,

no B CHEIT LI=HAIE. FEE€ L7z — 3—% DNS —"—1 X kG HIBRT 5,
[/ —F]

ip address dhep =~ > KiZ L 5 T DHCP #—/3—75 DNS — 13— U 2 N ZRfG L6, Ka~ > RORENE
fEnd,

72720, Ko< RFIZX D DNS — 3—1U 2 N OBEEN 3 R OHAIEL, A5 3 % TU A FKREIZ DHCP
PR =B HS L7= DNS — "= U 2 K& BT 5,

[ EH]

DNS r—/3— 1 2 MZIP 7 F LA 192.168.100.1, 2001:db8::1234, fe80::2a0:deff:fe11:2233 #1B/19 5,

SWX2310 (config) #dns-client name-server 192.168.100.1
SWX2310 (config) #dns-client name-server 2001:db8::1234
SWX2310 (config) #dns-client name-server fe80::2a0:deff:fell:2233%vlanl

TA13T 7V b AL VA DRE
[EFR]

dns-client domain-name name

no dns-client domain-name name
[/XF A—F—]
name R AAL K (K 256 3CF)

(AR E
L

[AFTE— F]

Ja—x\)aryz 4L —ya T — R

[FEHA]

DNS WAL HIRIZERATA2T 740 h RAAL VA ERET D,
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no B CTEIT LB AIET 740 b KAAL VA EHIBRT D,
[/ — 1]
ip address dhep =~ > RIZ K 5 TDHCP #— =007 7 4V N RAAL VA(ET Y ara— RISEEE LY
a. RKa~vr FROREMBELEIND,
dns-client domain-list 2~ K THB KA AL VUV A M BREESNTWVWBEEHESIT, Ra~v  RCHRELET 74V M KR
AA %, BEOL ipaddressdhep =~ 2 RIZ K> THBEREESINTZT 740 b RAA U4 & 7eu,

Bl
T 7 4V kKA A 4 % example.com ([ZFRET D,

SWX2310 (config) #dns-client domain-name example.com

T1LABERERAAL U R NORE
B

dns-client domain-list name

no dns-client domain-list name
[2XF A—&—]
name D FAA 4 (K256 XXF)

[FI8AE% €]

L

[AFTE— K]

Ja—x\ a4 L—g EF— K

B

DNS BWEDOEIFHZEHAT 2B RAAL U X NI FAAL V4 %BNT 5,
BMBERAAL YA NMIK6MHETRAL UV EBETE D,

B TETLEEEIE, FFELEFAAS VA EZREBERAAL Y X L HIRT 5,
[/ —F]

RKa<w RTHZERAAL VA MBRESINTWV DA, dns-client domain-name =~ > R CHREL7ZT 74/ b K
AA 4, BEOYN ipaddressdhep =~ > NIZ K> THERESNTZT 7 4/ b RAAL CAITMH S0,

[ E ]
R A A 4 examplel.com, example2.com ZfR5E K A A U 2 MZTBEINT 5,

SWX2310 (config) #dns-client domain-list examplel.com
SWX2310 (config) #dns-client domain-list example2.com

711.5DNS 7 54 7 v MEBOER

[ER]
show dns-client

[AFTE— R
JEHHE EXEC ©=— K., %54 EXEC £— K
[FEHA]
DNS 7 A 7 v MEREF T D,
FRANFIZUTO LR,

HE B

DNS Client is enabled DNS 7 4 7 v NN E%)

DNS Client is disabled DNS 7 Z A 7 > b ML)
Default domain TITHINKNRAL 4

Domain list MBERAL LY AL

Name Servers DNS #—/"—U 2 MIP 7 R LX)
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[ EH]
DNS 7 74 7 v ME#ERRT 5,
SWX2310>show dns-client

DNS client is enabled

Default domain : example.com

Domain list examplel.com example2.com
Name Servers 192.168.100.1 2001:db8::1234 feB80::2a0:deff:fell:2233%vlanl

* - Values assigned by DHCP Client.
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HE
IP = /L F % ¥ A ~MEIHE

8.1IP v /L FF ¥ R MEAKFRE

8.11KRAD~NLFF¥ A7 L —LADOUHEFTEDORE

[ER]
12-unknown-mcast mode
[NT A—=F—]
mode AT FR Yy A NT L— AOME T
BRIEME i
discard (€ B pra)
flood 79T TTD
(AR E
12-unknown-mcast flood
[AS1E—F]
rua—\)arz 4 L—va rE R
B
MAC 7 RL AT =T IR SN TNRNY LT F X 2 N7 L— LOBRHEEZRET D,
Bl

KD NVTFF ¥ A NEHIEIET D,
SWX2310 (config) #12-unknown-mcast discard

812 RHDNFF ¥ A N7 L—LDUEFEOREA v Z—T7 = —2R)

E&

12-unknown-mcast mode
no 12-unknown-mecast

[/$F A—5—]
mode DI TF XY AR T U— AN T 1E
REME S

discard e )

flood T7I99T 4T TD
[F1EIER ]
L
[ASE— K]
AR =T 2—AF— K
[FRHA]
VLAN A v Z—T7 = —ATZELI-MAC T RL AT —TILZBEEESN TR LTFF ¥ A N7 L— DU
EEFRTET D,
no WX CTHEAT LGS IR EICEY . VAT AREKORMO~ LT X v A F 7 L— LN FIEOREITHE D,
[/ —F]

A~y RIZVLAN A ¥ 5 =7 = = RIZDHRETE 5.



av R 77 LA |IP /LT F v A MMl | 267
Ko<y RIZV AT AEBEORMO~ILFX¥ A N7 L— MU HEORE L VELEESN D,
[ EH]
VLAN#1 TZfELIZMAC 7 RLAT =7 /VICBHE SN TN RN LT F v A N7 L— AT lHET 5,

SWX2310 (config) #interface vlanl
SWX2310 (config-if) #12-unknown-mcast discard

813V v rua—hN~<NFF¥ A N7 L —LDERERE
B

12-unknown-mcast forward link-local

no 12-unknown-mecast forward link-local
[FIHIER 2]
L
[AJ1E— K]
Ja—pary7 47 b—vg =R
B
12-unknown-mecast discard Z5X EL TWA L&, Vo 7o —hL</LFF ¥ AT RLADT L — A ZEEECis
ET 5,
no B THEAT LA, € LIEREZHIRRT 5,
[/ —h]
RKa<wr RicBITA, Vora—hA<LFXy AT RUVRZLLTO®&EHAE T 5,

» 1Pv4:224.0.0.0/24
» [IPv6: £102::/112

IPvd vV F X ¥ A N7 FLAZEETLHIHERTEIESNTZ, ZOBXBREEND 2T 4 T EFHRAALTEGAITE
BIAYIZ 12-mcast flood =~ > RIZEXH X b,

(B EHI]
Vo 7ua—An=LFXxx AT RLADT L—LERMOZILF Xy 2 b & L THESTICIESET S,

SWX2310 (config) #12-unknown-mcast discard
SWX2310 (config) #12-unknown-mcast forward link-local

814 ~<v/NLFX¥ AT L —ADEELERE

[ER
12-mcast flood ipv4_addr
no 12-mcast flood ipv4_addr

[/3T A—HF—]
ipv4_addr : AB.CD
IPv4 v~ /VF X A N7 FLA

[FI8AER €]

L

[AFTE— K]

A HE—T 2 —AF— R

B

VLAN A VA —T7 2 —ATZE LT~V F XY XA MBREOT CHENEELZIPVE~ILF XY A RNT RLADT
V—L%ET7 Ty T 4TI D,

Ko<y RV AT LAEET 100 HE TREN T B,

n R TCET LEEASIE. BELEIPUM VLT XY A T RLADOBREEZYIET 5,

/2. IPVA L TF XY AT FLAZEK LEEHEIE., TRTCORELHIGRT S,
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[/ —F]
RKa< L RIZVLAN A VA —7 2 — A ZORBHKETE D,
Ka<w RTHESINEZIPVM v LFXRY AT RLAZIGMP A X —VE L T OXSRINE 72D,
Bl
VLAN #1 TZAE L2355 IPv4 7 KL AN 22400251 D7 L —AL% T w75 4 735,

SWX2310 (config) #interface vlanl
SWX2310 (config-if)#12-mcast flood 224.0.0.251

8.1.5 FRu P—EFRO IGMP/MLD 7 =V — X EMEEDE D), BHRE
EY

12-mcast snooping tcn-query enable time

12-mcast snooping tcn-query disable
no 12-mcast snooping tcn-query

[T A—=HF—]
time . <1-30>
IGMP/MLD 2 = V) — & {515 H IR (7))
[WIERRE]
12-mcast snooping tcn-query disable
[ASTE—F]
Ja—)arz 4 b—y g rE'w—NR
B
AR 7Y =2 LD AR U—ETREC, 72U 77— IGMP/MLD 7 = U — % (53 2 BREOBIE 2 3% E
Do

no JERCEIT LA IR EITR 5,
IGMPMLD AX—¥E 7 L A= 7Y ) =2 LRI, PR Y —ERICL > T AT X v X MBEES—FF
PN 2 Z ERNH 20, AREEZ AT VEZ oMM 28T 52 LN TE S,

A LIS EIEL, MR Y —ER 2T 5 &, fE SN 72& L IZ IGMP/MLD 7 = V) —Z %57 5,
BN LIS EE, PR Y —ZEE)NH > TH IGMP/MLD 2 = U —Z 45 L7220,

[ AEBI]

AR w = WD IGMP/MLD 7 = U =X E 2 AN L, FFbIFfZ 5 FICBET 5,

SWX2310 (config) #l2-mcast snooping tcn-query enable 5

AR E =KD IGMP/MLD 7 = I —i(5 & Whic 4 %,

SWX2310 (config) #12-mcast snooping tcn-query disable

82IGMP AX—t°

8.2.1IGMP A X—Vt° L 7 DOEZL)/ HWEhRE
E=N

ip igmp snooping switch

no ip igmp snooping
[NT A —=F—]
switch : IGMP A X —E» 7 OEfE

R EM B!
enable IGMP A X — b 752 /M T 5

disable IGMP Z X — b 7 Z i+ 5
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ip igmp snooping enable
[AJ1E— ]

A HF =T z—AE—F
B

A2 —T 2 —ZADIGMP A X —E > VOBHWEEZZRET 5.
no JIER CTHAT L7258 13 IR EICE D,

[/—}]

AKa<w L RIZVLAN A Vv Z—T =2 — AZDHHRETE 5,
[ EH]

VLAN #2 ® IGMP 2 X — ¥ > Z 2 B+ 5,

SWX2310#configure terminal
SWX2310 (config) #interface vlan2
SWX2310 (config-if) #ip igmp snooping enable

VLAN #2 O IGMP 2 X — 2 7 2851 5,

SWX2310#configure terminal
SWX2310 (config) #interface vlan2
SWX2310 (config-if) #ip igmp snooping disable

8.22 IGMP A X —t° > V& @iB DR E
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[EFX]
ip igmp snooping fast-leave
no ip igmp snooping fast-leave

[FIEIEE]

L

[AJ1E— ]

A B =T 2—RAE—F

[RLBA]

A B =T 2 —ADIGMP A X — ¥ 7 @dfiiiR =A%,
no B THITT % &, IGMP A X — ' 7 @ iR 2 4 %,
[/— k]

AKawy RIZVLAN A VX —T7 = — R ZOHRETE 5,

Ko< Rk, LAN/SFP /R— MIBEE DB A SRR SN TWD VLAN f V¥ — 7 = — A TITEME L7z &,

[BREBH]

VLAN #2 O IGMP A X — ¥ 7 m@idi il & e+ %,
SWX2310#configure terminal

SWX2310 (config) #interface vlan2

SWX2310 (config-if) #ip igmp snooping fast-leave
VLAN #2 @ IGMP A X — &> 7 i il 2 8024 5

SWX2310#configure terminal
SWX2310 (config) #interface vlan2
SWX2310 (config-if)#no ip igmp snooping fast-leave

823 v /NLF X ¥ 2 M —F —DEERFLEDRTE

[EFX)

ip igmp snooping mrouter interface ifname

no ip igmp snooping mrouter interface ifname
ST A—F—]
ifname . LAN/SFP R—FDA X —T =2 — A%



270 | 2~ RY 77 LU A |IP </ FF % A Ml
RETHA X —T z2—A
[FIHEIERE]
7L
[AJ1E— K]
Ao H =T 22— AF— K
B!
< IF X ¥ R hL—F =D STV D LAN/SFP AR — k2 i9ICiRET 5,
no A THATT H L, HELEFET S,
[/— 1]
Aa< U RIZVLAN A VX — 7 2 —RAZOHGFETE 5.
ZE L7 LAN/SFP R— M, A FF ¥ A ML —F—RNEFEINTND L, LI — =5 IGMP LE— k%
Zf{54 5 &, BT L7 LAN/SFP iR — MZHEET D,
[B% E 5]
~NNF XX A M—F— OGN E LT LAN R— b #8 23R ET 5.

SWX2310#configure terminal
SWX2310 (config) #interface vlan2
SWX2310 (config-if) #ip igmp snooping mrouter interface portl.S8

ST F ¥ X FL—Z — DR S LAN AR — k #8 44T,

SWX2310#configure terminal
SWX2310 (config) #interface vlan2
SWX2310 (config-if) #no ip igmp snooping mrouter interface portl.S8

8.24 7 = U — X GHEREDERE
(&

ip igmp snooping querier
no ip igmp snooping querier
[WIHIRRE]
L
[AJ3E— R]
A HF—Tz—AEF—R
(@]
IGMP 7 = U —iAEHRAEZ AN T 5.
no I THITT 5 &, IGMP 7 = U — X EHERE & T2 T 5,
[/—}
ARKa<wY FIZVLAN A V' F—T7 = — R ZDHHEETZ D,
AREREEZ AN LIEEEIP T FLVAEZEE S5 AHRIZIELWIP Y FLATZ 2 Y =2 EF LA 25D T
BT5Z L,
(& E B
VLAN #2 OEEHEREZ ANICT 5,
SWX2310#configure terminal

SWX2310 (config) #interface vlan2
SWX2310 (config-if) #ip igmp snooping querier

VLAN #2 OEEHEREZ HENIC T 5,
SWX2310#configure terminal

SWX2310 (config) #interface vlan2
SWX2310 (config-if) #no ip igmp snooping querier

8.2.5IGMP 7 = VJ — % EEIREORE
EEN

ip igmp snooping query-interval interval
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no ip igmp snooping query-interval

ST A—F—]
interval : <20-18000>

U = Y — (R RIRRCED)
[ E]
ip igmp snooping query-interval 125
[ASE— K]
AP =T =2 —AEF—F
(B8]

IGMP 7 = ) — DA EMREZRET .

no JEXTHATT 5 &, IGMP 7 = U — DGR 2 PR E IR T,
[/—}]

A< RIZVLAN A VX —7 2 —AZDOBRHETE 5,

[BREH]

VLAN#2 O 7 =) —ik {5/ % 30 ICRET D,
SWX2310#configure terminal

SWX2310 (config) #interface vlan2
SWX2310 (config-if) #ip igmp snooping query-interval 30

VLAN#2 © 7 =V —%FHRE 2 YHEICE T,

SWX2310#configure terminal
SWX2310 (config) #interface vlan2
SWX2310 (config-if) #no ip igmp snooping query-interval

8.2.6 IGMP /4 v s ® TTL {EMFEEEREDER E
[E=]

ip igmp snooping check ttl switch

no ip igmp snooping check ttl

[78T7 A —=F—]
switch : IGMP /%% - @ TTL fERFEREAE
BRIEME i
enable BN D
disable B N
(AR E
ip igmp snooping check ttl enable
[AJIE— F]
AP =T 2 —AF— K
B

IGMP /37 b @ TTL fERGERSREZ R ET 5,

no I THAT LI ITHIMR EICR 5,

B LTIZHAIE, IP~y X —O TTLERARIE( LS 72 IGMP 237 v bk Zili#E9 5,
BN LG aIE, My P ERBEEET, TTLEA 1 ICHIE L Tk T 5,
[/—}]

Ao~V RIZVLAN A VX —T 2 — A ZDOBHHFRETE B,

[ E 5]

VLAN #2 T IGMP /3% > @ TTL {ERFERERE 2 A0 5,
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SWX2310#configure terminal

SWX2310 (config) #interface vlan2

SWX2310 (config-if) #ip igmp snooping check ttl enable
VLAN #2 C IGMP /%% > k@ TTL fERRGEHERE & B2 5,

SWX2310#configure terminal
SWX2310 (config) #interface vlan2
SWX2310 (config-if) #ip igmp snooping check ttl disable

8.2.7IGMP R— gV DBRE

[E=
ip igmp snooping version version
no ip igmp snooping version

3T A= —
version o <2-3>
IGMP R— 5
(AR E]
ip igmp snooping version 3
[AS1E— ]
AV HE—T2—RAE—NK
[FAA]

IGMP D/X— 3 VBB ET 5,
no X THEITT 5 L. IGMP N— 3 > AW E(VIIT R T,
[/ —}]
ARa<2 RIZVLAN A VX — T 2 —AZOHRGFKETE B,
BREL I HNN—2a VD IGMP X7y F&%ZE LI2GE. LFOEEL 85,
o V2 ERERE

s V372 —mZELLSGE. V272 —& LTk

« V3LR— EZELELGE, IKE
s V3 RERF

s V202 —%XZELELE, V272 —L L TR

« V2 UR—bFEZELESG, V3 LAR— e LTHE
[ EH]
VLAN#2 TIGMP R—V g V% 2 ITHRET D,
SWX2310#configure terminal
SWX2310 (config) #interface vlan2
SWX2310 (config-if) #ip igmp snooping version 2
VLAN #2 T IGMP /N—¥ g > Z fIHEIC =,

SWX2310#configure terminal
SWX2310 (config) #interface vlan2
SWX2310 (config-if) #no ip igmp snooping version

8.2.8 IGMP L :"— NIMSEE DR E

[EX]

ip igmp snooping report-suppression switch
no ip igmp snooping report-suppression

35 A —5—]
switch : IGMP L R— ~#ihiHse
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BRIEME il
enable EER) ] N B3
disable )] N 73
[WIHIRRE]
ip igmp snooping report-suppression enable
[ASTE— F]
A H—T 2 —AF— K
B

IGMP L 7R— MfilHRE A2 3 ET D,

no JE TIAT LGB I3 EIZE D,

BT LIBGAIE, 318 L7z Report A v E—X Leave A v E—UNOELEREZ L L2, F/IBEOA v E—T%
~NVF Xy A R —H—R— F~EET D,

BN Lo a i, %15 L7z Report A v E—UX Leave A vE— TV EZFR~Y /LT F v A ML—H —R— h~HZkd
50

[/—F]

ARKa< RIZVLAN A V¥ —7 = — R ZDHFEETE B,

[B%E B

VLAN #2 T IGMP L 7R— FllEgEE 2 A 230ic 3 5,

SWX2310#configure terminal
SWX2310 (config) #interface vlan2
SWX2310 (config-if) #ip igmp snooping report-suppression enable

VLAN #2 T IGMP L 7R — ~hIHERE 2 50123 5,

SWX2310#configure terminal
SWX2310 (config) #interface vlan2
SWX2310 (config-if) #ip igmp snooping report-suppression disable

8.2.9 VL F ¥ ¥ R hL—F —H— b ~DF — F A OB E
[EX]

ip igmp snooping mrouter-port data-suppression switch

no ip igmp snooping mrouter-port data-suppression

[/NT A—=F—]
switch DT E R = = b O T — SRR A
REE Bk
enable BN D
disable N5
(IR E ]
ip igmp snooping mrouter-port data-suppression disable
[AJIE— ]
A VB =T 2 —AE— R
[RLBA]

VN F XX A ML—F —R— b ~DF — F LI RE 2 R ET 5,

no IR CHAT LGB IR EICK b,

B LTEBEIE, v FF v A ML —F —KR— K TReport A v —V%2ZELTEBEDOHEYT —H 2~ /LT X
¥ A b —H —R— b ~HEET 5,

RN LT BAIE. WO R— FTReport A v E—V%ZELTOIUE, 4T —ZiE~ LT F v A hL—4
—AR— MIbiRE IS,

il
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[/ =}

A~y FILVLAN A ¥ 5 =7 = = AZOHRBETE B,

BE)

VLAN#2 TV AF X4 A b b= 5 = b~ D7 — 5 i iiiiie & A 21

SWX2310#configure terminal
SWX2310 (config) #interface vlan2

SWX2310 (config-if) #ip igmp snooping mrouter-port data-suppression enable

VLAN #2 T</LF F 4 X hL—HF —R— h~DFT — F Bk HE 2 M50

SWX2310#configure terminal
SWX2310 (config) #interface vlan2

SWX2310 (config-if) #ip igmp snooping mrouter-port data-suppression disable

82.10 /L FF ¥ R L —F —$ER— MEHROFETR

:\j_‘éo

:\j_‘éo

[E

show ip igmp snooping mrouter ifname
ST R —2—]
ifname : VLAN A V& —T =— R4

BT oA =T =—A

[AJIE— F]
FEREME EXEC £ — N, FiHE EXEC £— F
B

I E SN, ERIEFHICERE LT~ LT F v R bLb— 2 —#Hi AR — MEREERT D,

[ )
VLAN#2 D~V FF ¥ A F—F — R — P OERE TR T 5,

SWX2310#show ip igmp snooping mrouter vlan2
VLAN Interface IP-address Expires
2 portl.8 (dynamic) 192.168.100.216

8.2.11 IGMP 7 )L —F X U —3 v FIEHROFER

00:00:49

[EX]
show ip igmp snooping groups [detail]
show ip igmp snooping groups 4.B.C.D [detail]
show ip igmp snooping groups ifname [detail]

[F—7—F]

detail D RRM G

[T A—=HF—]

A.B.C.D D WATFFXYARNTN—TT R R

ifname © VLAN A V¥ —7 = — 24
FRTAL L H—T o —R

[AFIE—F]

FEFFHE EXEC E— N, %4 EXEC E— N

[

IGMP 7 L —F A v — y TP AEFoRT D,

[BREBH]

IGMP /' V=7 A o N— o T O AR FT 5.
SWX2310#show ip igmp snooping groups

IGMP Snooping Group Membership
Group source list: (R - Remote, S - Static)

Vlan Group/Source Address Interface Flags Uptime Expires

Last
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Reporter Version
1 239.255.255.250 portl.5 R 01:06:02 00:03:45
192.168.100.11 V3

IGMP Z' )L— A 3= o T ORI 2 2R 5,
SWX2310#show ip igmp snooping groups detail

IGMP Snooping Group Membership Details
Flags: (R - Remote, S - Static)

Interface: portl.5

Group: 239.255.255.250

Flags: R

Uptime: 01:07:10

Group mode: Exclude (Expires: 00:04:13)

Last reporter: 192.168.100.11
Source list is empty

8.2.12 f V' ¥ —7 = —AD IGMP B EIFH % £~

E&y

show ip igmp snooping interface ifname
(/85 R —5—]
ifname : VLAN A V' F—T = — A4

FRTDHA VA —T 2 —R

ASE— K]
FEREME EXEC £ — N, FiHE EXEC £— F
B
VLAN A > % —7 = —A D IGMP IR 2 £ RT 5,
[FRE B

VLAN #1 @ IGMP B4 FRwd 5,
SWX2310#show ip igmp snooping interface vlanl

IGMP Snooping information for vlanl
IGMP Snooping enabled
Snooping Querier none
IGMP Snooping other querier timeout is 255 seconds
Group Membership interval is 260 seconds
IGMPv2/v3 fast-leave is disabled
IGMPv1/v2 Report suppression enabled
IGMPv3 Report suppression enabled
IGMP Snooping check TTL is enabled
IGMP Snooping Mrouter-port Data suppression enabled
Router port detection using IGMP Queries
Number of router-ports: 1
Number of Groups: 1
Number of vl-reports: 0
Number of v2-reports: 6
Number of v2-leaves: 0
Number of v3-reports: 127
Active Ports:
portl.5
portl.8

8.2.13IGMP /L —F AL _R—L o 7Dy Y —HIk
[EX]

clear ip igmp snooping
clear ip igmp snooping group 4.8.C.D

clear ip igmp snooping interface ifname
[F—U— K|
group COHIBRT AT XY A NI NA—TT RLRAZRET D
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interface © HIBRT D VLAN A v ¥ —7 = —AZIEET S

[/ A — & —]

A.B.CD D WAL FXRRY AT L—TT KL R
AT R Y —

ifname : VLANA > Z—T = —RA4

YIRd DA 2 —T 2 — R

[AS1E— ]

HetE EXEC B— RN

B

IGMP /' V= A=y O ) —ZHIRT 5,
[BX EH]

VLAN #1 O IGMP Z' v —TF A =2y FOxr b U =% 5,
SWX2310#clear ip igmp snooping interface vlanl

83MLD AX—t

8.3.1 MLD R X — V' 7 DAL EHRE

[EA
ipv6 mld snooping switch
no ipvé mld snooping

[/35 A —5—]
switch : MLD A X—t 7 DOEE
R EMH A
enable MLD A X—Vt > 7 ZHMNT 5
disable MLD A X —Vt 7 %M+ %
[WIHIRRE]
ipv6 mld snooping enable
[AS1E—F]
A E—=Tz2—AE—FN
[FHA]

AP =T 2—ADMLD AX—E 7 OEEEHET D,
no FECHEAT LG & I3 WHIREICR 5,

[/— 1]

ARawy RIZVLAN A VX —T7 2 —RZOHRETE D,
[BREH]

VLAN#2 O MLD A X —t > 7 /T 5,

SWX2310#configure terminal
SWX2310 (config) #interface vlan2
SWX2310 (config-if) #ipv6 mld snooping enable

VLAN #2 O MLD A X — b F 245,

SWX2310#configure terminal
SWX2310 (config) #interface vlan2
SWX2310 (config-if) #ipv6 mld snooping disable
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R
i

8.3.2 MLD X X— ¥ J&@Ei&n
B

ipv6 mld snooping fast-leave
no ipv6 mld snooping fast-leave

[FIEAER E]

L

[AFTE— R

AV H—T 2—AFT— R

BN

A B —T 2 —AD MLD 2 X—t vV ERBEE BN T 5,

no FERTHEITT D &, MLD AX— V> 7 EmiiR 2 g4 %,

[/ —F]

ARKa<wy RIZVLAN A VX —T 2 —RAZOAHRETE D, £7o, MLD AX—E U IR RGEDOHEETE D,
AKa<> R, LAN/SFP R— MIBEE DR R NP S TWD VLAN f V' F — 7 = — A TITEME L7V &,
[ EH)

VLAN #2 O MLD A X — B 7 B ik & e+ 5,

SWX2310#configure terminal

SWX2310 (config) #interface vlan2
SWX2310 (config-if) #ipv6 mld snooping fast-leave

VLAN #2 O MLD A X — &> 7 @ ik 2 89129 5,
SWX2310#configure terminal

SWX2310 (config) #interface vlan2
SWX2310 (config-if) #no ipv6 mld snooping fast-leave

833 v TF ¥ X M—F —DERRICDERE
[

ipv6 mld snooping mrouter interface ifname

no ipv6 mld snooping mrouter interface ifname
3T A—5—]
ifname : LAN/SFP R— hDA » H—T = — A4
RETDHA LV H—T=2—A
[FIEIERE]
7L
[AF1E— K]
Ao H =T —AF—FR
B
< VFF ¥ A hb—H =) STV D LAN/SFP 7R— h & HHICRET 5,
no B CTHEITT D L. RELMWHES D,
[/— 1]
KA NIEIVLAN A U Z—T =2 —ATDOHRRETE D, £7o. MLD AX—E U T DRENRYGE DHRE TE D,
E L72 LAN/SFP 7R — MZIX, vV FF ¥ XA M—F =i Tnid 2 e, Ly— =715 MLD LAR— h &
Zf59 5 &, BT L7 LAN/SFP 7R — MZHR AT D,
[BREH
VAT F ¥ A M—F =Dk E LT LAN R— N #8 &R ET D,

SWX2310#configure terminal
SWX2310 (config) #interface vlan2
SWX2310 (config-if) #ipv6 mld snooping mrouter interface portl.S8

< VT Xy A N L—H —DEEHG S LAN " — b #8 245,
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SWX2310#configure terminal
SWX2310 (config) #interface vlan2
SWX2310 (config-if)#no ipv6 mld snooping mrouter interface portl.8

8.3.4 7 = U — X EHEREDERE

[EF2

ipv6 mld snooping querier
no ipv6 mld snooping querier

[FIHAE% E]

L

[ASTE— K]

A H =Tz —AF— R

B

MLD 7 =V — & EHEEZ BT 5,

no B CEITTH &, MLD 7 = J — L EHEREA RN T 5

[/ —H]

RKa<w RIZVLAN A VX —T 2 —AZDIHHRTETED, Fi2. MLD AX—E T WRENRIGEDIHERETE D,
Atgre T 2561347 ipv6 enable =~ 2 RZWT IO VLAN A V¥ —7 = —AIZRETHZ L, ipve
enable 2~ RRRTESNTWARWES, MLD 7 = U —3IXESNRVOTHEETLHZ &,

(B2 EHI]

VLAN#2 O MLD 7 = J —iXEH6EZ B 20T 5

SWX2310#configure terminal

SWX2310 (config) #interface vlan2
SWX2310 (config-if) #ipv6 mld snooping querier

VLAN #2 O MLD 7 =V —i5EHRE & 5+ 5,
SWX2310#configure terminal

SWX2310 (config) #interface vlan2
SWX2310 (config-if) #no ipv6 mld snooping querier

(3

8.3.5MLD 7 = ) — X (ERIR DR E

[ER]
ipv6 mld snooping query-interval interval
no ipv6 mld snooping query-interval

[/3F A —4F—]
interval : <20-18000>
7 =) — B HEE)
(R E]
ipv6 mld snooping query-interval 125
[AFIE—F]
B =T z—RAE—F
[FiHA]

MLD 7 =V —DOEEHREEZ R ET b,
no TEXTHATIT A&, MLD 7 = VU — DA ERIBEEZ PR EIZRE T,

[/ —H]
ARKa< RIZVLAN f VX —T7 =2 — R ZOHFKETE D, £/, MLD AX—E I BRENRGEDRRETE B,
[BXEHI]

VLAN#2 O 7 = I —%EMRE%E 30 RICERET 5,
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SWX2310#configure terminal
SWX2310 (config) #interface vlan2
SWX2310 (config-if) #ipv6 mld snooping query-interval 30

VLAN#2 ® 7 = 1 —%E M 2 P EICE T,

SWX2310#configure terminal
SWX2310 (config) #interface vlan2
SWX2310 (config-if) #no ipv6 mld snooping query-interval

8.3.6 MLD N— 3 VDRE
B

ipv6 mld snooping version version

no ipv6 mld snooping version

[/3T7 A —F—]

version o <1-2>
MLD — 3 >

(AR E]

ipv6 mld snooping version 2

[AFIE— K]

AV HE—Tx2—RAE— R

[FAA]

MLD O — g U ERET D,
no X THEITTH L, MLD N— 3 VAR E(V2)IZRE T,
[/ —}]
ARKa<wy RIEIVLAN A VX —T7 2 —RAZOHZRETE D, £72, MLD AX—E U I RFERGHEDOHEETE D,
BRELHBIHNN—T a3 D MLD N7y bEZELTESGAE, LFOEEL 25,
o VI EERE
s V272V —%ZELSGE. VI 72U —& LTk
« V2L R— I EZELLEGE, IKE
o V2 RERF
s VI —%ZELIELEE, VI 72U —L L TR
« VI VAR—bFZZE LG, V2 LAR— e LTHsk
[ EH]
VLAN#2 TMLD "—Y 3 v % 1 IR ET D,
SWX2310#configure terminal
SWX2310 (config) #interface vlan2
SWX2310 (config-if) #ipv6 mld snooping version 1
VLAN #2 T MLD /A—% 3 > 2 HIHEIC R T,

SWX2310#configure terminal
SWX2310 (config) #interface vlan2
SWX2310 (config-if) #no ipv6 mld snooping version

8.3.7 v~ /VFF ¥ A hL—F —EEgHR— MEROER

[ER]
show ipv6 mld snooping mrouter ifname
[T A—F—]
ifname : VLAN A V' H—T = — R4
RRTHAVHE—T = —R
[AJIE— F]

FERFHE EXEC & — R, %7 EXEC £— F
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[FAA]
I E SN, FREFICRE LT VT F v R PL— 2 =R — MERE £RT D,
[EE Bl

VLAN#2 D~V FF v A hb—X —EA— S OFEHRERRT 5,

SWX2310#show ipv6e mld snooping mrouter vlan?2
VLAN Interface IP-address Expires
2 portl.1l1 (dynamic) fe80::aed44:f2ff:fe30:291 00:01:04

8.3.8 MLD /L —F R L N—3 v FIERD R

E&y
show ipv6 mld snooping groups [detail]
show ipv6 mld snooping groups X.X::X:X [detail]
show ipv6 mld snooping groups iframe [detail]

[F—TU— K]

detail DR

[/NT A—F—]

XX XX DN TFRY AT N—=TT FLA

ifname : VLANA X —T = —RA4
FRTDHDA L H—T 2 —A

[AJ1E— F]

FHFeHE EXEC & — R, %74 EXEC E— N

[RLBA]

MLD 7 )V—TF A =y TERERIRT D,

[EXE B

MLD Z/V—TF X N\— s TOERE R TRT D,
SWX2310#show ipv6 mld snooping groups
MLD Connected Group Membership

Group Address Interface Uptime Expires Last
Reporter
ff15::1 portl.3 00:00:44 00:01:07

fe80::a00:27ff:fe8b:87e3
MLD 7 /V—TF A =y TOFMERE TR T D,
SWX2310#show ipv6e mld snooping groups detail

MLD Snooping Group Membership Details
Flags: (R - Remote, S - Static)

Interface: portl.3
Group: ff15::1
Uptime: 00:00:03
Group mode: Include ()

Last reporter: feB80::a00:27ff:fe8b:87e3

Group source list: (R - Remote, M - SSM Mapping, S - Static )
Source Address Uptime v2 Exp Fwd Flags
fe80::221:70ff:fef9:8a39 00:00:03 00:01:06 Yes R

839 1 & —7 = —AD MLD BHEFRZ KR

[EFX]

show ipv6 mld snooping interface ifname
[/3T7 A —5F—]
ifname : VLAN A VX —T = — R4

BRTHA L H—Tz—R
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[AF1E— F]

FRFME EXEC £ — N, b EXEC E— K

[FEA]

VLAN A > ¥ —7 = —A® MLD B#IEH 2 £ rT 5,
[BREH]

VLAN #1 ® MLD Bl # % #1795,
SWX2310#show ipv6e mld snooping interface vlanl

MLD Snooping information for vlanl
MLD Snooping enabled
Snooping Querier none
MLD Snooping other querier timeout is 255 seconds
Group Membership interval is 260 seconds
MLDv1l fast-leave is disabled
MLDv1l Report suppression enabled
MLDv2 Report suppression enabled
Router port detection using MLD Queries
Number of router-ports: 0
Number of Groups: 0
Number of vl-reports: 0
Number of vl-leaves: 0
Number of v2-reports: 12
Active Ports:
portl.8

8.3.10 MLD ZV—F A _"— v Dy M) —Hilk
BN

clear ipv6 mld snooping
clear ipv6 mld snooping group X:X:: X:X

clear ipv6 mld snooping interface ifname

[F—T—F]

group OHIBRT AT Ry AN A—TT RLAEZRET D

interface © HIBRT D VLAN A ¥ —7 = —AZIRET D

[73T7 A —5F—]

XX XX DA TFFXY R NI N—TT KL R
I R —

ifname : VLAN A V' H—7 = — A4
HIBRT A v & —T7 = —2A

[AFTE—F]

¥ #He EXEC £— K

[BEEA]

MLD /' )V—TF A o=y TOx b —%HIBRT 5,

[EXE B

VLAN #1 ® MLD Z /L —F A v \— o 7O b —%HIRT 5,
SWX2310#clear ipv6 mld snooping interface vlanl
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9.1 ACL

9.1.11Pv4 7 7R Y 2 N DAERK

[EX

access-list ipv4-acl-id [seq_num] action protocol src-info [src-port] dst-info [dst-port] [acK] [fin] [psh] [rst] [syn] [urg]
no access-list ipv4-acl-id [seq_num] [action protocol src-info [src-port] dst-info [dst-port] [acK] [fin] [psh] [rst] [syn]

[urg]]
[¥F—T— k]
ack
fin
psh
rst
syn
urg
[/NT A —=F—]
ipv4-acl-id

seq _num

action

protocol

sre-info

protocol |Z tep ZF5E L2 E . SR TCP ~> ¥ D ACK 7 7 7 ZfaET 5,
FAEIZ TCP ~> XD FIN 77 V% ET 5.

protocol |Z tep ZFEE L7eHE . SR TCP ~>y ¥ O PSH 7 7 V% 18ET 5,
protocol |Z tep ZFEE L7eHE . SR TCP ~y ¥ O RST 7 7 V& 18ET 5,
protocol |Z tep ZFEE Lo, SRIEIZ TCP ~> ¥ D SYN 7 7 7 2 46ET %,
protocol IZ tep ZHRE L72HE. RIFICTCP ~v ¥ D URG 7 7 7 %487ET D,

op

protocol IZ tep ZFRE L= %

o> op

op

<1-2000>

IPvd 7 7 & AU Z F®ID

<1-65535>

=l U ARG, MBET 7RV A MAICBIT L= M) —DNEETRET D,

VT U ARG EEE LGS, VA NOREBERICTY M) —RBiNsnd, oL &,

BEFORBRTY N —I2 10 ZNE LI2ERHHTY ) —0&F S L LTHERES D,
WO = AF SR LTEBMLEEAS, = R —DFSIX 1012725, )

T 7R ARMECH T DEMEERET D

RIEME B
deny FHEES"T 5
permit LM F IR B

HRLTLH7m b arf@plazfiiES S

REME 2 EH
<0-255> P~y XO7a faLEs
any T_XTO IPv4 /3w b
tcp TCP /37 v b
udp UDP /X7 » b

ST AERETIPVE T FLABFHREHRET D
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R IEME s

JA ) RAI— Rty MEF.GHffZ? IPv4
7 FLAAB.CD)ZfEET D

Y7 % v b~ 27 BEMbinftx o IPvd 7 R

AB.CDEF.GH

AB.C.D/M

L A(AB.CD)EZEET 5
host A.B.C.D H—0IPvd 7 KL A(AB.CD)REET D
any TRXTOIPVET RV RAZXG LT 5
src-port 1 <0-65535>
protocol IZ tep, udp ZH57E L7256, R & T ME LR — FEH<0-65535>%fET 5. A&
3252 & HAhe
BEHE LA
eq X A= MEZX)EEET D
range X Y R—=FrEEX)NDY)EEET D
dst-info s RMEL T A IPVA T LU AERERET D
R EE LA

JA ) RA— Kty MEF.GH)/f & D IPv4
7 FLA(AB.CD)ZFRET D

TRy M A7 RMbit)ff XD IPvd 7 K

AB.CDEF.GH

A.B.C.D/M

L A(AB.CD)EEET 5
host A.B.C.D H—0IPv4 7 L A(AB.CD)EFEET S
any TRTOIPVE T RLRAZEXG LTS
dst-port 1 <0-65535>

protocol {Z tep, udp ZH457E L725rer. SR & T 550588 — M 5<0-65535>%f8ET 5, A%
THZ L bR

BESIE 2AH

eq X R—  EEFX)ZHBET S

range X Y A= FEFX)NLY)EHEET D
[WIERRE]
7L
[AS1E— F]
Ja—x\)ary7 4L —y g T — R
B

IPvd 77 A A NEAKT D,

AR L7778 AU R MCiE, BEMAX256 D&M ERETDH I ENTE 5,

AR LTZIPvd 7 7B AU A MEBHASELEA1T. A ¥ —7 =—AF— KT access-group X~ > K& 5,
no AT action LIS 215 E L7256 1%, FIUEETH BT H1IPvda 7 78R Y X N ZHIBRT 5,

no X C action LARRZFRE L7 o728/, 7278 AV A MO ID BN —ET51Pvd 77 v AU X R &HIRT %,
[/ — 1]

LAN/SFP R — R B L OGRS v ¥ —7 = —AZHA L TWAHT7 78R Y A NI, no B THIBRT 5 Z LixT& 72
W, HTEHZ R L T DHIBRT S Z &,

src-port, dst-port F:{Z | range THIFHADIEE TZ A0, ZO X ICHFAZIE L IPvA 7 78 A U X NI AT ALK
T—2721F access-group 2~ R TA U H—7 = — AT 5,
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[ EH)
E(ETT 192.168.1.024 D7 A2 vt 172.16.1.1 ~DEZ4EET 5 IPvd 772U 2 b #1 Z{ET 5.

SWX2310 (config) #access-1ist 1 deny any 192.168.1.0 0.0.0.255 host 172.16.1.1
IPvd 7 72 AU Ak #1 ZHIBRT 5.

SWX2310 (config) #no access-1list 1

9.1.21Pv4 77 &2 Y 2 ~ OFBAIGEAN

[

access-list ipv4-acl-id description line
no access-list ipv4-acl-id description

[/3F A —&—]
ipv4-acl-id : <1-2000>
LA BN 5 IPvd 7 72 A U XA RO ID
line o BN HEAASC, ASCII T 32 3UF & TR E Al
(IR E]
7L
[ASIE—F]
Ja—nN\)aryz 4 L—varE—FR
[BLAA]

B LTHBIPvE T 78R Y X MIEBSTE BT 5,

o B THEIT LGS, IPVA T 78X Y A NOFATEHIRT %,

[/ —F]

LAN/SFP R— F B L OHHA v F—T =2 — AT 7B AV A M ZHASE-H# S, Kavwr R CHASZBENT S
ZLIEEHE, (BRAEDOTUHAXN EEEXT D)

(B EH]

PE(ETT 192.168.1.024 DT A2 Fdvd, 172.16.1.1 ~DBEZEET D IPvd 77 B AU A b #1 Z1ER L., #RBIC
[Test] #3809 5,

SWX2310 (config) #faccess-1list 1 deny any 192.168.1.0 0.0.0.255 host 172.16.1.1
SWX2310 (config) #access-1list 1 description Test

913IPvd4 77 ERU R NDEHA

EEN
access-group ipv4-acl-id direction
no access-group ipv4-acl-id direction

[/NT A—F—]
ipv4-acl-id : <1-2000>
HWHTAIPvd T 7EAY A RO ID
direction D M7 L—A0FmERET S
REM A
in ZE7 L —AIx L CHEASED
out BEZTL—AZXLTCHEAZIES
[FIHIER 2]

L



A RUT77 LA | FT T 4w 7l | 285
[AJ1E— K]

AR =T 2—AE—F

[BA)

LAN/SFP R— h B L UGS v X —T7 = —R(ZIPVA T 7B A Y 2 M &5,

ZREAEETLV—LBT 7 RY A MDOREL B LEHE, T/ EAV X MOT 7 v a v BHYS T L—LICHT 5
7 7 3 a v (permit, deny) & 72 B,

no X TIAT LA, WHLEZT Z78AU A % LAN/SFP R— F B L OGREA ¥ —7 = — A LHIERT 5,
[/—}]

T7HEAYZ ML, F—0OAf ¥ —T7x2—RA |2, ZET7 L—2A(in) L EE 7 L—LOut)DZENENIZ 1 DT Lok
FRTER,

EET7 V=BT 57 78 A U A ML LAN/SFP 7R — ~Ixt L C oA A A6,

HFIEEIXLL T 0@,

N— hFE SHPH(range X Y)ZFEE LTZIPv4 727 A Y A ME, 257 L — L (out) Tl TE 720y,

ZET LT DT 78 AU A RRERE S 7 LAN/SFP AR — MEGRELA v ¥ — 7 = — A AR TE 72\,

ZETL—AIHTABET7ERAY R MIHEA VX — 7 =—R|ZHB L TVWA LAN/SFP R — MNoxf L CiEf T
R, 2L A= T v ar 7 4 BB A A —T7 = —AZFTE LTS LAN/SFP iR — MIZE7 L —
DT BT I BAV A NRED D DHE. ABZR— FOREDHEA VA —T7 =2— A CHA SN 5,

B&l|

LANKR—F#l DZET7L—LIZX LT, 778 AU R #l Z#HT 5,

SWX2310 (config) #interface portl.l
SWX2310 (config-if) #access—-group 1 in

91.41IPv6 7 7B AU R hDARR
[

access-list ipv6-acl-id [seq_num] action src-info

no access-list ipv6-acl-id [seq_num] [action src-info]

[T A—F—]
ipv6-acl-id : <3001-4000>
IPv6 77 EAY X +®DID
seq_num 1 <1-65535>
V=l ARG, RMBET 7B AV A MAICBIT L N —DNEERET D,
= U AFFEE LGS VA MORERRIZZ M) —RBINEhD, 2D E,
WAFORZRT ) —I2 10 ZIHE L7ZENHH#HT S R —0FK 5L L THERESN D,
(NS —r o AF/ B L TEMLESA, = P —DFZL 1012725, )
action L TR ARMICKT 2EMERTRTET D
REME B
deny FEEESRT D
permit D S ot BT M )
sre-info DML T AEETLIPVE T RLUAFRARET S
REME B
R PT xRy b A7 R(Mbit)ff & D IPv6 7 R
XX:XXM L AX: XX X) &R ET 5
any TRTOIPv6 7 KL AZEXG LT 5
[FIHIRRE]

mL
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[AJTE— K]
Ja—x\)aryz 41—y g T — R
[FRHA]

IPv6 77 AU A NEAEKT 5,

AR LT 782U R MCiE, BEMAX256 D&M ERETDH LN TE 5,

AR LT 7R A Ml SE5580F, A ¥ —7 = —AF— KT acecess-group 2~ > K& 5,

no X T action LIEZIEE LI-HE1E. FMEETHR—&THIPv6e 77 BA U 2 N ZHIRT 5,

no FE T action LI E Lo 72358101, 778 AV A MDD ID N—ETBHIPv6 77t AU A M &HIERT 5,
[/ — 1]

LAN/SFP R— b B L UOGHELA v X —7 =2 — R ZHEA L TWET7 78 AU 2 M, no B THIBRT 2 Z Lidcark
W MTEAE R L T BHEIBRT S Z &,

2By JHERENA RS G, Ra~y FIIEHTE 20,

[ EH]

3ffe:506::/32 B DX M EERT D IPV6 77 A U A bk #3002 Z1EKLT 5,

SWX2310 (config) #faccess-1list 3002 deny 3ffe:506::/32
IPv6 77 AU A k#3002 ZHIBRT 5,

SWX2310 (config) #no access-1list 3002

9.1.5I1Pv6 77 &R U X s OFBHIGEM
[

access-list ipv6-acl-id description line

no access-list ipv6-acl-id description

[R5 A —& —]
ipv6-acl-id : <3001-4000>

A ZBMT 25 Pv6e 77 EA U 2 R ID
line D BN HEAASC, ASCII C 32 307 & TR E Al e
[FIIRRE]
L
[AF1E—F]
ra—)var 74—y a rE— R
[FEEA]

E L THDIPve 778 AY A MIEHASCEZBINT 5,

no B TEIT LIS, IPv6 7 7B XU A NOFACE NIRRT 5,

[/—F]

LAN/SFP R— FB L OGBS v A —T7 2 — AT 7B AV A M2 EASEEHL ., Ko~y FCRBAZBEMNT 5
ZEEARE, (A DMAX T LEEET D)

AH - THEBEDBA NG E, Ao~y RiEfEHTE 20,

[ EH]

3ffe:506::/32 3Dy N EIELETDHIPv6 778 AU X - #3002 2/EAL L. #iHASC [Test] 21BN 5,

SWX2310 (config) #access-1list 3002 deny 3ffe:506::/32
SWX2310 (config) #access-1ist 3002 description Test

9.1.6IPv6 77 A Y X N DiE

E&

access-group ipvo-acl-id direction
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no access-group ipv6-acl-id direction

[T A—F—]
ipv6-acl-id : <3001-4000>
HWHT 5 1Pv6 77 EAU A R ID
direction D WA L—LADOHMERET S
REME B
in ZEZLV—AIR L THEASES
out EEZL—LZH L THEHAEES
[FIIRRE]
7L
[AJ1E— K]
A B =T z—AEF— R
[BLFA]

LAN/SFP R— B L OGGERA o X — 7 =2 —AIZIPv6 7 7B AU X N2 #AT 5,

ZEEETZT V=BT VAV A MOSEME—KLTZGE. 77BAVARNDT 72 a VRS 7 L—AIZXT 5
7 7 3 a v (permit, deny) & 72 B,

R TET LSS, MALETZ7EAY 2 % LAN/SFP A— F B L OGHH A v 2 —T7 = — A6 HIRT 5,

[/ =}

TI7RAV AL, FH—0OA ¥ —7x—R2, ZET7 L —A(n) L EET7 L—AOu)DZNZIUT 1 DT D L%
FTER,

RIET L—LICx 57 7 £ A Y A ME LAN/SFP B— MMkt L TOLBA ARETH 5.

HFFHILL T O@EY

ZIET L — AT AT 7 AU X MR EE I LAN/SFP AR — MIGHEBLA v ¥ — 7 = — A ZATETE RV,
ZETL—AIHTBET7ERY X MNIHBA VX — 7 =2—RZHB L TWA LAN/SFP R— Moxf L CiEf T
R, 2L A= T v ar 7 4 7 Bl A v A —T7 = — A ZFTE LT\ LAN/SFP iR — MIZE7 L —
LT DT 7 BAT R IBRERDDHE. ELZR— FORENREA VX —7 = —RTEHAIND,

ALy TREREN BN E ., Ra~<r R TE 20,

[ EH]

LAN AR— R #1 OZET7 L—AIZX LT, IPv6 727 AU A k#3002 2T 5,

SWX2310 (config) #interface portl.1l
SWX2310 (config-if) #access-group 3002 in

9.1.7TMAC 77t AU 2 FDAERK
E=v

access-list mac-acl-id [seq_num] action src-info dst-info

no access-list mac-acl-id [seq_num] [action src-info dst-info]

[/$F A — 5 —]
mac-acl-id : <2001-3000>

MACT7 Z7&AUAXRDID
seq_num 1 <1-65535>

V=l AR, BT VAV A MNIZBIT L = N —DOAEERET D,
VU AZEERE LG AIE, VA NOERBREICZ N —EBINENS, T X,
BAORBRE= N =210 ZME LIERFH= b —DF 5L L THERE SN D,
(BN —r o ARB R L TEMLESES, = N —DF L1012 5, )

action T RASGHCR T A EMEERET D
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REME LA
deny A EE"T 5
permit N T B )
src-info D RMEETAHEEILMAC T RV AIERERET D
REM B
UALRH—RE Y b
%I$££I£{££§I$WWW (WWWW.WWWW.WWWW)f % 0 MAC 7
: : K L A(HHHH.HHHH.HHHH) % {8 €3 %
host HHHH. HHHEHHHH %; > MAC 7" K L % (HHHH HHHH. HHHH)
ZIRET D
any TRXTOMACT RLREXRETD
dst-info DML T B MAC T LA RERET D
REME B
DAL EHI—FE Yk
a‘&*\g\;{l\{;{\g&l\?ﬁb{www (WWWW.WWWW.WWWW) % D MAC 7
’ ’ R L A(HHHH.HHHH.HHHH) % 5 & 3 %
host HEHH.HHHH HHHH iz O MAC 7" K L % (HHHH HHHH. HHHH)
ZIRET D
any FTRTOHOMACT KL ARG ET5H
[FIHIRR E]
L
[AJ1E— K]
Ja—n\)ary7 4 b—v g rE—FR
[FiEH]

MAC 77 & AV A N&EAKT 5,

B LT 78 AU A MCE, BEMAX256 D&M E2RET D LN TE 5,

ERLET 78RR MEEAIEIH5E61L. A4 ¥ —7 =—RF— KT access-group =~ > N&FEIT79 5,

no JE. T action LI 8 E L7280, M2 TH—ET25 MAC T 7B AU A M &HIERT 5,

no T action LU ZHRE L2281k, 778 AV A MO ID BR—FHT 25 MAC 772U X MEHIERT S,
[/—}]

LAN/SFP R — h B L OGBS, v ¥ — 7 = — A ZHEHA L TWDET7 278 AU X NI, no B THIFRT 2 Z Lix T 722
W, ST E R L CODHEIRT S Z &,

"W", "H"X 0-9,a-f,A-F 5725 1 XFLER 5D,

[ E B

MAC 7 F L A 00-A0-DE-12-34-56 7> 5D 7 L— LA Z AT 5 MAC 77 A U & | #2001 1B T 5,

SWX2310 (config) #faccess—-1ist 2001 deny mac 00A0.DE12.3456 0000.0000.0000 any
MAC 77 A YU A | #2001 ZHIprd 5,

SWX2310 (config) #no access-list 2001

9.1.8 MAC 7 7 EZX U X s O#BAIGEN

EEN
access-list mac-acl-id description /ine
no access-list mac-acl-id description
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[73F A —%&—]
mac-acl-id : <2001-3000>
A SCAE BN 5 MAC 77 2AU A D ID
line ©BINTAREAISC, ASCII T 32 305+ TREE FlhE
[WIERRE]
L
[AJ1E— F]
sa—narz 4 —varE—NK
[BLFA]

ERLTHD MAC T 7 AU A MNMIBASCEBINT 5,
o R TEIT LS. MAC T 782U 2 N AEEIRT 5,
[/ —F]

LAN/SFP R— "B LI OIS v X — T 2 — AT 7B AV XA MR HAISE-#% Y, Aoy FCTaBSIZBNT5
T lFATRE, (A DOUAIN EEET D)

(B EH]
MAC 7 R L A 00-A0-DE-12-34-56 725D 7 L— A &HEHT 5 MAC 727 AU A K #2001 Z/ER L. #RBISC Test)
ZBINd 5,

SWX2310 (config) #access-1ist 2001 deny mac 00A0.DE12.3456 0000.0000.0000 any
SWX2310 (config) #faccess-1list 2001 description Test

9.1.9MAC T Z7ERXY X DM
EEy

access-group mac-acl-id direction

no access-group mac-acl-id direction

[/3F A =4 —]
mac-acl-id : <2001-3000>
#WHT2MACT 7R 2 D ID
direction D WA L—LADHMERET D
R EM B
in ZEZLV—AH L TEASED
(AR RE]
L
[ A1 — ]
A HE—=Tz—AE—F
[@i ]

LAN/SFP R— h B L OGEIA v ¥ — 7 =2 — A L TMACT 782U A h&2HEAT 5,

ZET V=BT VB AV A MORMFL K LIBE, 77 EAV A MDT 72 a UREE T L— AT 5T 7
¥ a M (permit, deny) & 72 5,

no B CTEITLIEHA. WHLIET 78 AU A % LAN/SFP R — B L OGHBEA ¥ — 7 = — AL HIRT 5,
[/—}]

Fl—DA v F =T 2= A EEOT 72 A A NEBET DI LIXTERN,

HFEFEIZLL T 0@,

ZETLU—LIRTDHT 7B AY A NPERE ST LAN/SFP AR — MIGRELA ¥ — 7 = — A ZHTR TE 7auy,
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ZIET L= ATHT BT 7 A Y A MIGREEA V4 —7 = —AIZATE L TV % LAN/SFP AR — bt LGl i T
R, TR AF— T T a7 g 7 BICEEA 2 — 7 = — ZZFTE LT D LAN/SFP AR — MIZfE 7 L —
DT DT 7 BAY A MREND DYd, BAETFR— FORENTHEA > 7 —7 = —ATHEM S D,
[ EH]
LAN R— b #1 DZAE7 L —LIZx LT, 778 AU X b #2001 2@ H 95,

SWX2310 (config) #interface portl.1l
SWX2310 (config-if) #access-group 2001 in

9,110 £ L7=T 7R Y X FNDOFER

(&)
show access-list [ac! id]
[T A—F—]
acl-id : <1-2000>, <2001-3000>, <3001-4000>
TI7EAUYZXNDID
[AJ1E— F]
FHHFHE EXEC £ — P, FrbE EXEC £— F
[RLBA]

BEESNTWAT Z7E®RAY A RNEFRRTH,

acl id Z#EME LA, 2 COT 78 AV A NEERT D,

A B —T 2—RZHEA I, o, ST H o7 —2% 1 O FSEFFITEELEEES, FOT7L—AD
FatE(match) b FoR4 5,

[/—h]

T 7 4 v 7 5B(QOS) DRI H » 12 7 L— A DOFEH B (match)y b 7 > v T v 5,
[ EH]
—BEFRRT D,

SWX2310>show access-1list
IPv4 access list 1
10 deny any 192.168.1.0/24 host 172.16.1.1 [match= 62]
MAC access list 2001
10 deny host 00A0.DE12.3456 any [match= 123]
IPv6 access list 3002
10 deny 3ffe:506::/32

9.1.11 FEFHE D7 VT

EEN
clear access-list counters [ac! id]
87 X —5—]
acl-id : <1-2000>, <2001-3000>, <3001-4000>
T7I78AUVAMDID
[AS1E— K]
FHE EXEC £— R
[REBA]
show access-list @~ > N CTHER I D HEitH K (match)z 7 U 79 %,
[BREBH]

Wtz 7 V79 %,

SWX2310>clear access-1list counters
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9,112 A UV F—T=2—RIZHEALET 7RV XA hOFER
[ER

show access-group
[AJIE— F]
FEREME EXEC £ — N, FiHE EXEC £— F
B
A F =T 2= AT, WHINTWLET Z7EAY A D ID ZERKRT D,
[FRE B
—BmERTT D,

SWX2310>show access—-group

Interface portl.1l : IPv4 access group 1 in
Interface portl.7 : IPv6 access group 3002 in
Interface portl.8 : MAC access group 2001 in

9.1.13VLAN 77 A= v 7OREB L NRVLAN 7 7 A< v 7 E— R~OBLT
[EX]

vlan access-map access-map-name

no vlan access-map access-map-name
[/ A—&—]
access-map-name ;A FHTF I LOCEMAFEH(256 LFLIN)
TIRAY T
(WX E]
L
[AFIE—F]
Ja—n"narz4 7 b—varyE—F
[

access-map-name CIEE L7244 BIO VLAN 77 B A< v T HEKR LTZ2OB VLAN 7 7 B A< v TR ET DHT2OHD
VLAN 7 7 ® A< v 7 &— RIZBITT 5,

no B TEIT LI BAIL, FEELZ VLAN 727 v 2~ v F 2R 5,

[/ —h]

VLAN 77t A~ v 7FE— Rpbr7a—"\ a7 4 7 b—va s ET—RIRED I exit a~ 2 REEH L., FHE
EXEC E— RIZEDHZITend =2~ FEEHT 5,

[ EH]

VAMOO1l & W I ZHID VLAN 77 B A~ v 7% ER LT, VLAN 77t A~ v 7 E— R~BITT 5,

SWX2310 (config) #vlan access-map VAMOO1
SWX2310 (config-vlan-access-map) #

E

e

9114 VLAN 7 78 A= L IZXTHETI7EAV R D
[ER

match access-list /ist-id

no match access-list /ist-id

[R5 A —X—]
list-id o <1-2000>, <2001-3000>, <3001-4000>

access-list I~v 2 RCHREINTWELT 7EAY X NEE
(18I E]

L
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[ASTE— R
VLAN 7 7 & 2~ v 7E— |
[FREA]
SRVLAN 7 7 B A~y FWZCH@AT 2778 AV A NERET D,
no R TEIT LA, HBELET 78R Y A M2 R VLAN 7 7 B A~ v T HHIRT 5.
[/ —F]
1 OO VLAN 7 7B A= v 7IZR L CREMRER T 78 AU X MM, 1 DD &,

show vlan access-map =~ > R CiREL MR TE 5,

(B EH]
VAMO01 & WHLEID VLAN 77 B2~ TZ2AER LT, 192.168.0.1 225D N2HEET AT 78X X &
%&}\’:‘E“j‘ 50

SWX2310 (config) #faccess-1ist 2 deny any 192.168.0.1/32 any
SWX2310 (config) #vlan access-map VAM0OO1
SWX2310 (config-vlan-access-map) #match access-1list 2

91.15VLAN 7 7B A~ T 4 VX —DHEE
[EX]

vlan filter access-map-name vian-id [direction]

no vlan filter access-map-name vian-id [direction)
[/NT A—F—]
access-map-name ;A FHT I LOCEMA T E(256 LTFLIN)
vlan access-map 2 ¥ R THEINTWDLT 7 EAS v T4

vian-id o <1-4094>
vlan =¥ > FC enable JREEIZERE 41TV 5 VLAN ID

direction DAY LA LMERET S, AW LEBARZET LA LTHEHASRD

BREME Bk

in ZEZ7LV—AIR L THEASED
out EEZL—LIRHLTEHASES

[WIHIRRE]

L

[AJ1E— ]

ra—\)varz 47—y a E— R

[RLBA]

FEELZ VLANIZVLAN 7 VB A~ v 77 4 VX — T 5,

no JER THEAT L7261, 5 € L7z VLAN (235 VLAN 727 B A~ v 77 4 V2 —%HIRT 5,

[/—}]

disable JREEIZFRE SN TWD VLANID IZX L TR~ RERET H 2 &1L TERLY,

VLAN 7 7 A~ L, W—DA 2 —7x2—R|2, ZE7 L—2A(In) L IEET L—L(ou)lIZENER 1 DT D
ATZ 2%,

72720, UFOT7 78 AV A RERE LT VLAN 77t A~ v 7 d, BE7 L— A(out)lZHH TE 720,

s MACT7Z7EAURAR

o N— MESHEIPH(range X V)AFEE LT IPVA T 7 AU X |

[ EH]

VAMO01 &9 AHTD VLAN 77 B A~ 7 2ER LT, 192.168.0.1 2607y MEEGT 57 78 AU A M
BRELIZOH, VLAN #1000 D55 7 L— 23t LT VAMO001 %@ f 9 5,

SWX2310 (config) #vlan database
SWX2310 (config-vlan) #vlan 1000
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SWX2310
SWX2310
SWX2310
SWX2310
SWX2310
SWX2310

config-vlan) #exit

config) #access-1list 2 deny any 192.168.0.1/32 any
config) #vlan access-map VAMOO1
config-vlan-access-map) #fmatch access-1list 2
config-vlan-access-map) fexit

config) #vlan filter VAMOO1l 1000 in

9.1.16 VLAN 7 7 B XA~ v S DER

[ER]
show vlan access-map
[AJTE— F]
FHHrHE EXEC E— R, %M EXEC E— |
[FHA)
BEESNTWS VLAN 77 B A~ v T H2ERT D,
UToHEANERIND,

« VLAN 77t 2~ v 7 DOXHi

e VLANT7 7 A=y @A INTWATZ7EAY X b
[RXEHI]

VLAN 7 7t A~ v 7 OIEREFRT D,

SWX2310>show vlan access-map
Vlan access-map VAM0O1
match ipv4 access-list 2

9117 VLAN 7 7B A~ v 7 4 VF —DER
EN

show vlan filter
[AJTE— K]
FEFFHE EXEC E— N, $5# EXEC £— R
B
VLAN 7 7 B2~ v 77 4 V2 —ORIG#E R -T2,
ITOHENFREND,
¢ VLAN 7 7 & 2= v 7O
s VLAN 7 7 &®A~ v 7 0#EH ST VLAN ID
« VLAN 77 kB2~ v 7RiH T\ 5 7 L—ADFh)(in/out)
(B EH]
VLAN 7 7 B A~ v T 7 4 VEZ—DFEREFRRTH,

SWX2310>show vlan filter

Vlan Filter VAMOOl is applied to wvlan 1000 in

Vlan Filter VAMOOl is applied to vlan 1001 out
Vlan Filter VAM002 is applied to vlan 2000-2001 in

9.2 QoS (Quality of Service)

9.2.1 QoS DAEZ « HEZhH4E
[EFR]

qos action

qos_disable
[NT A—=F—]
action : Qos DEE
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REME il
enable Qos AT 5
disable Qos Z N3 5
(IR E]
no qos
[AFTE—F]
rua—)arr 4 L—vg SE—R
[FFA]

QoS Z AT 5,

no ER CEITLI-H4A. QoS #MuT 5, ok X, Bl#d 5 QoS & b [RIMFICHIRT 5,
[/ — "}

7 u—fHOY AT NEEBANLEE. Qos wAMIZTH I LITTERW,

QoS BHIE v > FiE, QoS A HAMMI L TEMNRVEETTERVLDONEZH D D,

[BXRE )

QoS ZHMNZT B

SWX2310 (config) #gos enable

QoS Z LN T 5,

SWX2310 (config) #gos disable

922574k CoS DHRE
B

qos cos value

no qos cos
[/NT A—F—]
value : <0-7>

57 )V b CoS &

(R E]

qos cos 0

[AJ1E— K]

A H =Tz —AF— R

[FEHA]

LAN/SFP R— F B L OGEIA v ¥ —T =2 —ADT 7 4/ b CoS ZRET D,

no I TIAT LG E . FIHIME(CoS=0)Z X ET 5,

T74NECoSIE, A X —Tx2—ADFTARNE—RBCoSIZHESNTWNDORETH 7 L7 L —LE%ZF L

FEICER SN D, (7 L—AIZ CoS MBREE SN T2 ®))

[/ — 1]

ARa<r REFEITTDHITE, QoS A LT Z &,

FATT DA H—T 2—AD KT A ME— KB CoS TlHWHE, KRa~vy REFET=I—L7R5,

7 7 4V b CoS BF72 D LAN/SFP 7R — NMIFRELA » H — T = — R L LTHNRD Z LT TEZR,

FITT A4 =T == AWNimEA o F—7 = — AR L TV 5 LAN/SFP 7R — h D6, Ka<r FIEETE S

~&ﬁ5 ttb x&~b7/7:/747i@ WELA X — 7 = — R ZFTE LT % LAN/SFP A" — h O E
KT R — FOBRENHEA > X —7 = — A ZHH I D,

[ﬂﬁ%]

T 74 b CoSfEA 2 IZRET D,

SWX2310 (config-if) #gos cos 2
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77 %V b CoS EZ MIHMEIZ R,
SWX2310 (config-if) #no gos cos

923 N7 A hE— FORE
[ER
qos trust mode
no qos trust
[T A—F—]
mode : M7 ABME—FR
REME i
cos EEF 2 —% CoSMHICESWTIRET S
dscp 5 ¥ 2 —% DSCPEICE SV TIRET S
port-priority ZAz R CRRE ST E A EHA T 5
[WIHIRRE]
qos trust cos
[AS1E— ]
B —Tz—AE—FR
B

LAN/SFP R— FB X OHBIA L X —T 2 —AD N T A ME— RZHRTET 5,
no JTEITIFAT L7256, FIHME(CoS R 7 A M E— MERIET D,

F T A ME— R cos DAL, ZET7 L— LD CoS i % 15 L’C%E"%:Lﬁ@ﬁ%ﬁ%ﬁb‘ dscp DAL, =[G
7 L— 2D DSCP fii % i L’Cji?1u:\‘;~0)ﬂ%ﬂ3%?ﬁ 9, port-priority D ZIEA VA —T 2 —AITRES
TBREITEESNT, FEF 2 —DWREZIT I,

CoS fEX° DSCP i, ZfEAR— MM TT 2 EEF2—I1F, UTOax FTEETLHI LN TE D,

FFRALE—F EEX 2 —RECHEATOIREE | HEavrF

CoS CoS-EEF¥ = — ID BT —7 /v qos cos-queue

DSCP DSCP-%f5 % = — ID £#i7— 7/ | qos dscp-queue

Port Priority ZER— T LITRE SNBSS | qos port-priority-queue

728, QoS D—HDUEDOH T, EEXF a2 —ZRETHETETHXA IV TIX4FHED D,
EEX 2 —H0 Y Th

7 TAYy FICEDEEF = —IEE

I IASy N E DTV~ —% U TIRE

JIAwy TN EB Y ~v—F TIRE

2,3,41 X F 7 A FE— R"CoS"£721X"DSCP" DL EDAIEEFRETH Y . WTHOHEHLAHZD M T A ME— NIt
J6T % TEEXa—IDEBT —T V] 2ZRTHZLICLD, EEFa—DHVYTLEND,

[/—}]

Ka< REFITTDHITIE, QoS #Ahc L TR Z &,

LAN/SFP R— F B L OGRS, v 4 — 7 2 — AR —< v FREHEIN TV EEHE, FTI A ME—ROLEF LT
ERAAN

Mo A FE— KPR/ 5 LAN/SFP R — MIfRELA v F —T7 = — AL LTHRNPAD Z LI TE 220,

A A —T =2 — AL TS LAN/SFP AR— MI M T A P E— ROLEFEIXTERY, 2L, A —1FT v
7:/747L® GHA L F— T = — ZIZFTE LTS LAN/SFP AR— M DR TEIT. A ER— FORTEDHIEA
H—T7c— A ZHEHEENS,

QoS HAETIZ, P72 PE— RICL > TEITHIRA D D b O, RFRHRORIRD LONRD D,
BB
LAN/SFP R— B X O A v X —T7 =2 —AD M7 A E— K% DSCP IZRET D,

Eal ol
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SWX2310 (config-if) #gos trust dscp
LAN/SFP R— b B L OGBS v X —T =2 —AD F T A FE—RET 7 4 /L M(CoSITERET D,
SWX2310 (config-if) #no gos trust

9.2.4 QoS HEE DR EINEB DRI

&N
show qos
[ASTE—F]
FEHFHE EXEC & — R, $§# EXEC ©— N
[@iHH]
QoS FEHRE D A #(Enable), % (Disable)ki& % #R7 %,
[BE B
AT LD QoS DEEIREEFRT Do

SWX2310#show gos
Enable

925 A L F—7 = —ZAD QoS ERDFER

[EX]
show qos interface [ifname]
[T A—&—]
ifname : LAN/SFP A— hB I WGmBlA ¥ — 7 = — R4, BRI ER— b Extg s 35,
KT HA L H—Tx—RA

[AJ1E— F]
FEFFHE EXEC £ — N, k€ EXEC ©— F

[FEBA]
FRELILA VF—T7 2 —AD QoS RIEMHME LR T H, RTHNETILUTDOLEY,

HH HH

Port Trust Mode A =Tz —AD KT A FE— K(CoS/DSCP/Port-

Priority)
Input Policy-Map Name A E =T 2= R EHE DR > —~ v T LT
7 A~y THEHRE 1)

Port Default CoS Priority 7 7 4V & CoS fE(E 2)

Port-Priority-Queue N— MEJEEE(E 3)

Egress Traffic Shaping KT 740y 2— 7 (R— HET)

Egress Traffic Queue Shaping KT T 4wy — 7 (F 2 —HUT)

Queue Scheduling EEX2—DORAT V2= IR EER

CoS (Queue) CoS-Ef5F ¥ = — ID 287 — 7 /L (1% 2)

DSCP (Queue) DSCP-2%15 % = — ID 27 — 7 /L (1L 4)

Special Queue Assignment: Sent From CPU CPU P HIEFEIND 7 L—LDEEF =2 —15E

EDHEHSNTWDEIRY =<y TRRWDGEIFRRINR, 7T A~y TIEROFEMIL show class-map =~
YREZROZ L,

H2) F T A FE— RN"CoS"DEADHEREND,

H3) 7 A ME— FR"R— MEE"OLBEDHERIND,
H4) b7 A FE— KR"DSCP"DFEDIRERIND,
[/—}]

RKa<wr FEFEITTHITE, QS =AML THL T &,
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[BREH]
LAN AR— b #1 ® QoS R EZF~T D, (M7 A FE— R CoS)
SWX2310#show gos interface portl.l

Port Trust Mode: CoS
Port Default CoS Priority: O
Egress Traffic Shaping: Rate 30016 Kbps, Burst 1876 KByte

Queue Schedullng

Queuel : Weight 1 ( 5.3%)
Queuel : Weight 1 ( 5.3%)
Queue2 : Weight 2 (10.5%)
Queueld : Weight 5 (26.3%)
Queued : Weight 5 (26.3%)
Queueb : Weight 5 (26.3%)

Queueb : SP
Queue7 : SP

Cos (Queue): 0(2), 1(0), 2(1), 3(3), 4(4), 5(5), 6(6), 7(7)

Special Queue Assignment:
Sent From CPU: Queue’

LAN R — | #1 ® QoS ixE & #~T D, (M7 A ~E— K DSCP)
SWX2310#show gos interface portl.l

Port Trust Mode: DSCP
Egress Traffic Shaping: Not Configured

Queue Schedullng
Queuel : SP
Queuel : SP
Queue2 : SP
Queuel3 : SP
Queued : SP
Queueb : SP
Queueb : SP
Queue7 : SP

DSCP (Queue): 0(2), 1(2), 2(2), 3(2), 4(2), 5(2), 6(2), 7(2)
8(0), 9(0), 10(0), 11(0), 12(0), 13(0), 14(0), 15(0)
16(1), 17(1), 18(1), 19(1), 20(1), 21(1), 22(1), 23(1)
24 (3), 25(3), 26(3), 27(3), 28(3), 29(3), 30(3), 31(3)
32(4), 33(4), 34(4), 35(4), 36(4), 37(4), 38(4), 39(4)
40(5), 41(5), 42(5), 43(5), 44(5), 45(5), 46(5), 47(5)
48 (6), 49(6), 50(6), 51(6), 52(6), 53(6), 54(6), 55(6)
56(7), 57(7), 58(7), 59(7), 60(7), 61(7), 62(7), 63(7)
Special Queue Assignment:
Sent From CPU: Queue7
9.2.6 £fE ¥ = —EHROFTR
[ER]
show qos queue-counters [ifname]
5 X —5—]
ifname : LAN/SFP &R — N, BHEFEI R — M ERGRLET 5,
TR T HA U H—T 2 —R&
[AJ1E— F]
JERFME EXEC £ — R, ¢t EXEC E— 1
[FHA]

F8E L7z LAN/SFP R — h DEE X 2 —BOFHEL X RT D, T2 —OFHRIILLTF CTHET 2,
(Fz—DEHF) = (F=2—ICHEAIIN TSN 7758/ (F=z—DRAR)
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[/ — 1]
A< Fix QoS DARRECH /NI b LT TX 5,

[ EH]
LAN R— b #1 OF 2 —flif iR A2 FK T 5,

SWX2310#show gos queue-counters portl.l

QoS: Enable

Interface portl.l Queue Counters:
Queue 59.4
Queue 15.
Queue
Queue
Queue
Queue
Queue
Queue

o0 b wbdhD R O
OO WO oo

P O o O O OO
o o° o° A o o o o

He
el

9.2.7 CoS-EEX 2 — ID BT — TN D

EEN!
qos cos-queue cos-value queue-id
no os cos-queue cos-value

[/XT A =5 —]
cos-value . <0-7>
BHITLD CoS
queue-id . <07
CoS EIZ G T % EE ¥ = — ID
(IR 2|
[/ — M=
[AJTE— R
sua—nrarz 4 S L—varE—F
[FL8A]

KEX2—ZRETHOICMHHT 5 CoS-EFX 2 — ID BT — T VOEERET .

no I THAT L7256, $5E L7z CoS D E(E ¥ = — ID Z WM EIZR T,

CoS-HEfEFa— ID AT —TiE, N7 A ME— P CoS IZRESNTWOIEARIHEH NS,
[/ —}]

AKa<wr FEFETTHITE, QS E#AMILTELL I &,

CoS-EfEF = — ID BT — T NV OYPHEIXFEO LR,

CoS f& EEX=2—
0 2

1 0

2 1

3 3

4 4

5 5

6 6

7 7
B!

CoSfH"0"IZK L CIEEF =2 —# 2HID 4T D,
SWX2310 (config) #gos cos-queue 0 4
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CoS fE"0"DE(E ¥ = — ID Z #IHIEIZ T,
SWX2310 (config) #no gos cos-queue 0
9.2.8 DSCP-3:/5% = — ID BT — 7 IV DRE
[ER]

qos dscp-queue dscp-value queue-id

no qos dscp-queue dscp-value

[73T7 A =4 —]
dscp-value 1 <0-63>
ZE 00 DSCP i
queue-id ¢ <0-7>
DSCP EIZHIET D 15(EF = — ID
(R E]
[/ — MR
[AFTE— K]
rsa—)ary 74—y g F— R
[FRA]

EEX 2 —Z2RET DO AT 5 DSCP-5{5F = — ID BT — 7 IV OEERET D,

no TR CIFAT L7=45A . $857E L72 DSCP EDOE(E X = — ID ZAIHEEEICHE T,

DSCP-i4{§ &% = — ID a7 — 7 /MiE, b T A ME— KA DSCP IZHE SN TWDLHAICHAIND,
[/—}]

AKa~<r REFITTHITE, QoS AL THL Z &,

DSCP-2%{E % = — ID BT — 7 L OYMREIZTTEDO LBV,

DSCP f& EfFFa—
0-7 2

8-15

16-23 1

24-31

32-39

40-47

48-55

<N ||| B~ W

56-63

[BREH]
DSCP fE"0"(Zxf L TikfEF = —#4 2HI0 4T D,
SWX2310 (config) #gos dscp-queue 0 4

DSCP fE"23"D#{E ¥ = — ID Z HIHIEIZRE T,
SWX2310 (config) #no gos dscp-queue 23

BXAE

m

9.2.9 h— MERED
E=y

qos port-priority-queue queue-id

no qos port-priority-queue
[T A—=HF—]

queue-id : o <0-7>
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[FIHIERE]

gos port-priority-queue 2

[ASE— ]

A H—T2—ZAF— R

[

LAN/SFP A — M B L UGRELA v ¥ —7 = — A2, ZfEA v ¥ —7 = —RIxHET DB REGHEF = — ID)ERET
Do

no W THEITLIEBE, IBELEA LV —T7 2 —ZADEEF 22— ID Z2UHIEQICET,

A— MEEEIX, T A ME— RR"FR— MEE"CRESN TV AL AEDOREF 2 —DOWREICHEH SN D,
[/—h]

AKavy REFITTHITE, QS #FMCLTHL Z &,

FATTHA v H—T 2 —AD R T A ME— KPR — MER"TIERWEE, Ko~y RRrFEfT=I—Lid,

N NMEJEEENE 72 D LAN/SFP AR — MIGEEA v ¥ — 7 = — AL LTHRRAD Z EIXTE 220,

RITT DA v F =7 2= ANGEA VF —7 = —ZITHTE LTV D LANSFP R — b D6 Ao~ RIFEIT=7
—LB, 2L, AX— R T v ar 7 0 EOmBEA ¥ —7 = —RZHTE LTV 5 LAN/SFP " — ks D% E
IE, BB R — FOREDTHIEA v ¥ — 7 = —RAZHEA S,

[BRE 5]

LAN R— h #1 OFR— MEEEL LT, REXT=2—ID#M E2FIV 4 T5,

SWX2310#interface portl.l
SWX2310 (config-if) #gos port-priority-queue 4

9210 A1 v FARENOEEFEIND 7 L—LDOEEX =2 —1EFE
[EX

qos queue sent-from-cpu qgueue-id

no qos queue sent-from-cpu

[/NF A —5&—]

queue-id ;o <0-7>
EE¥=2—1ID

(IR E]

qos queue sent—from—cpu 7

[AJ1E— F]

sa—m\)ar7 47—y aryE—FR

[BFA]

AA - FARK(CPU)D B4 LAN/SFP AR — h~IEEEND 7 L — LD DREX = — 2R ET D,

no FEX CHEAT L2 GA . PIHMEZHET D,

[/ —F]

RKa<y REFETTHITE. QoS =AML THL Z &,

CPUMNLEEEINDI T L—LDOBLEEEZ T ITFbE, LVBLEEORNF 2 —NLORENEBLEINDI 2D, Ban
DARARE T L2MS /b — T M 72 EOMEENEME L7 < IR D AREMER H D, Z D72, AFREMIXATHE/R R D K& 72
EEERE) T 5 2 L2 HET 5,

2K T REEER I . CPU MBI E SN D 7 L — A DO IEE X 2 — ID DR EMEIT 6" L 72 5,

[BXEH]

SWX2310 (config) #gos queue sent-from-cpu 5
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9211 7 F A~ (8T T 4 v 7 DR DERK
[EX]

class-map name

no class-map name

[7XF A—&—]

name T ATy T4 (20 LTFLLT. KT/ EXBIT D)
[AJTE— ]

Ja—N"aryz4JL—g T — R

B

I TRy T eAERRT D,

ARy NE, ZMET V=& T T4 v 7 TRIGETHODOFRNEEZERT HHDOTHY . match 2~
RCER LIS L ZUCxT 57 7 & a U (permit/deny) THEL S VD, 7 T ARy T DT 7 a  iE RO LD IZ
25,
« 7271 AU A KMACL) % 5T L7-%4 (match access-group =~ > K% JZ1T)
ACLIZXT DT 72 avBNI TR~y T DT I varbind,
« T AUANMACL)LUAEIRTE LI-HE
FF Al (permit) & 72 5,
ERth. TONBRERET D7 7 A~y 7E— NIBEIT 5,
no TR TIAT LA IE, FHE LT T A~y T HHIRT 5,
[/—}]
AKavy REFITTHITE, QS HAMLTHL Z &,
BELIL Y 7 A~y IRERE OGS, BllEIOREICK L TERENMTRbID, 72120, R ¥ —~ v 778 LAN/
SFP R— M B L UGB, 2 — 7 = —RTHEMFE L OEE, R —~ v FICEEM TN TWDE Y T A~ v 7T
MReE - HIBRT 5 Z LT TE 20,
[3% 2 ]
7 Z A< Fclass1" VR T 5,

SWX2310 (config) #class-map classl
SWX2310 (config-cmap) #

9.2.12 7 T A~ v 7 OEEEN T
E=N

class name

no class name
%7 X — & —]

name L IRy TIA

[AJ1E— K]

RV v—<v7FE—FR

B!

R o=~y T A~y T HBEEMT 5,

7T A%y TOEMFICHST DL, R v—~vo T« 7 TRAE—RIBHT D, R v—~vvT 7T RE—
KT, b I 74977 TAFBICUTOREET) ZENTE D,

o T~ —X UV ERITEET—FEE

« A—XUUT

« RS

e Uw—F 7

no XX CFEAT LG A X, RY v—~ o7 nb o T A~y TOREAT 2R 5,
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AU —~< v 7D S 472 LAN/SFP A — MBI OGREEA v X —7 = — AT, BEMTE2 L7 T A~y T D5
B TZET V=B N T T4 v I I TRAINET D, VTA~Yy T DT Vv a ) permit DE, %4 -7
T4 w777 AR L Ta—Y—0DFE L= QoS ALE N Thh 5,

—OORY ==y FICHEMTOND I TAT X, 8 OFETET 5,

[/—}]

Ka< REFITTDHITIE, QoS #Ahc LTS Z &,

deny 773 a> D77 4777 AR LT, QoSO EZ L THEMMNZ,

[BREH
LAN R—h #1l OZET7 L — AT L TCUTOREEZT 5,

¢ 10.1.00 DXy T =IO DNT T 4 v 7 ZFFHA]

 CIR:48kbps, CBS:12kbyte, EBS:12kbyte T, #k7 T A % /358

« Green:fizik, Yellow:DSCP fE% 10 IZEE#ax . Red:AZE

[N 747 7T ADESR

SWX2310 (config) #access-1ist 1 permit any 10.1.0.0 0.0.255.255 any
SWX2310 (config) #class-map classl

SWX2310 (config-cmap) #match access-1list 1

SWX2310 (config-cmap) #exit

[V 2 —DKIE]

SWX2310 (config) #policy-map policyl

SWX2310 (config-pmap) #class classl

SWX2310 (config-pmap-c) fpolice 48 12 12 yellow-action remark red-action drop
SWX2310 (config-pmap-c) #remark-map yellow ip-dscp 10
SWX2310 (config-pmap-c) #exit

SWX2310 (config-pmap) #exit

SWX2310 (config) #interface portl.1l

SWX2310 (config-if) #service-policy input policyl

9.2.13 b7 7 4 v 7 D FESRME DFRE (access-list)
[ER]

match access-list acl-id

no match access-list acl-id

[T A—F—]
acl-id ;o <1-2000>
IPvd 7 7 AU X KID
<2001 - 3000>
MAC 77 %A U A k ID
<3001 - 4000>
IPv6 77 &A1Y A ID
[AJ1E— K]
7 IAYy TE—NR
[BLFA]

FNTT 4w 7T ADGERMCT 7 A A TS,

ZETV—2NT 78RV R NSRBI —H LTEGE, T7RBAVANDT 72 a BT T 49T T TADT I
3 (permit, deny) & 72 5,

o ERTET LSS, 72782 Y 2 ML DEMEREXHIRT D,
[/—}]

AKa<wr FEFATTHITIE, QoS ZAMC L THL Z &,

N7 4y IV ETT 78R A MIRETEDRMFITRRIGFETERD,
B!

25 A< 7 classl"DESARCT 7B AU A - #] ARET D,
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SWX2310 (config) #class-map classl
SWX2310 (config-cmap) #match access-1list 1

92.14 + T 7 4 v 7 IS DR E(CoS)
[ER]

match cos cos-list

no match cos

[73F A —5F—]
cos-list o <0-7>
YRR L LTHET S CoS i, R 8 fllE THEHTE 5,
[AJ1E— ]
7 TAYy TE—F
[FAA]

T T 4T 7T ADSEELRMIT VLAN & 7~ 2D CoS &M+ 5,
no G THEAT LIZHA. CoS DE&MREEHIRT 5,

BEED FIREG E)E T, REAMVIET Z N TE D,

[/ —}]

Ka<wy REFATT HITIE, QoS ZAZC L THL T &,

[ E 5]

7 A< T class1"DyFASAMIZ CoS fE" 1" E"2" 2R ET D,

SWX2310 (config) #class-map classl
SWX2310 (config-cmap) #match cos 1 2

9.2.15 b T 7 4 v 7 IR OFRE(TOS BILE)
[ER

match ip-precedence fos-/ist

no match ip-precedence

[73F A —4&—]

tos-list o <0-7>
DHESRMEE LTS 5 IP ~ v & D TOS 1855 (precedence) 7 ¢ — /b NE, K 8 fll & T
FRTE D,

[AS1E— K]

7 TAYy TE— R

[RLBA]

T 7 4w 07T ADBFEGRMITIP ~ v X D TOS #55E (precedence) 7  —/L RE & i3 %,
no JTETHFAT L7256, TOS AT K 2 R E 2 HIbRT 5.

BEHD FIREB M) E T, REZMRVIRTZENTE D,

[/ —}]

Ka<r FEFITT 5213, QoS Az LTk 2 L,

[ E B

7 7 A~ 7 class1"DIVFASITIC TOS LR 3" & "4 2 3 ET 5,

SWX2310 (config) #class-map classl
SWX2310 (config-cmap) #match ip-precedence 3 4

9.2.16 7 7 4 v 7 3EFKMHEDREDSCP)
[ER]
match ip-dscp dscp-list

no match ip-dscp



34| 2~ KU T 7 LA | NT 7 4 v 7 HIH

X A—5—]
dscp-list : <0-63>
SRS L LTl S IP ~ > # @ DSCP(DiffServ Code Point) 7 4 —/L N, K 8 HE T
BT 5,
[AS1E— K]
JITARy TE—R
[FiHA)

NT T w7 7T ADLHEERIEZ IP ~ v Z D DSCP(DiffServ Code Point) 7 4 —/L R A 95,
no X CIHAT L7284, DSCP IC X D 5M3E & HIBRT 5,

BEE D FIRGE)E T, RELXMRYIRT Z LN TE D,

[/— 1]

AKa<wr RuEFATT 5121, QoS ZHMT L T Z L&,

[BEH

7T A~ v 7 class1" DAY FAZAEIC DSCP 48" L "56" & 7 ET 5.

SWX2310 (config) #class-map classl
SWX2310 (config-cmap) #match ip-dscp 48 56

9.2.17 F T 7 4 v 7 S DR E (Ethernet Type)

E&
match ethertype type
match ethertype fype tagged
match ethertype fype untagged
no match ethertype

[F—TU—F]

tagged © M VLAN # J & 2 HRET S

untagged D KM VLAN 2 77 LR ET D

[/XT A= —]

type D A=Y Ry NI L —LDE A TERET 5,

X EME B!

0XXXXX Z A 7D 16 #FKFL
any ETOT L—A

[AS1E— K]

7 IARy TE— R

[

NI T 4T TADNESIEA —F Ry T L— LD F A FEE VLAN % 7 DFELZFETT 5,

no R TIITL7HA, A —VFy F 7L —2DX A FEE VLAN ¥ 7 OF I L 55603 E 2 HIRT 5,
BEIZ match ethertype =~ > R TREZIT> TWDLEEIT. WEZEET 2,

[/—}]

AKa<xr RuEFATT 5121, QoS ZHMC LT Z L,

tagged FEEIZT 7 B AR — MZBEH LA L7 D(T 7 B AR— N TR T EZ 7 L— 2% bW Ew),
[3% 2 5]

77 A= T elass1"DIPHSRIFIZ, A —H Ry N7 L— LD X A TfE"0x0800" & 5 ET D,

SWX2310 (config) #class—-map classl
SWX2310 (config-cmap) #match ethertype 0x0800
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9.2.18 N7 7 4 v 7 HFRSKMHE DR E(VLAN ID)
[ER]

match vlan id

no match vlan

[R5 A—&—]
id o <1-4094>
SRS E LCEM T %5 VLAN ID
[AF1E— F]
JITASy TE— R
B

N7 T 4w 7T ADG AR VLANID 27 5,

no R TFEAT L728A . VLANID I X D 4M30E & HIFRT 5,
BEHD RGO E)E T, BREAMY KT Z &N TE 5.
[/—H]

Kavwr REFATT HIT1E. QoS AL T Z &,

[ EH]

7T A~ 7 class]" D3RI VLAN #20 X ET 5,

SWX2310 (config) #class-map classl
SWX2310 (config-cmap) #match vlan 20

9.2.19 8T 7 4 v 7 BREHFDORENVLANID L ¥ VHE)

[ER
match vlan-range id-start to id-end
[/$F A —&—]
id-start 1 <1-4094>
SRS & LTREATT S VLAN ID OBRAR1E,
id-end o <1-4094>
SRS E LT 4 VLANID OF& T, BRAAD BT X TOFREHIFH TR K T 30,
[AJTE— K]
7 IARy TE— R
(@]

7T 4w 7T ADGFERMC VLANID ZE 7 %,

SESEZEIBRT 554 1L. nomatch vlan =~ > R&EHT 5,

matchvlan 2~ > FORTEELHHITHZ LN TE S,

e EBR30 {#)E T, mateh vlan =2~ > KX°> match vlan-range =~ > FOEREZM Y KT Z LN TX 5,
[/—F]

ARKa<wr REFITT 521, QS ZAMILTHLL Z &,

[B%E B

7 Z A=y T class1"D/PASIIZ, VLAN #20 0 H#30 £ TEHEET 5,

SWX2310 (config) #class-map classl
SWX2310 (config-cmap) #match vlan-range 20 to 30

9.220 7 7 A< v TEBROFR
[

show class-map [name]
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[NT A —=HF—]
name DT ARy T, BEEE, TRTODY T Ay FIERPFREND,
[AJIE— F]
FERFHE EXEC £ — I, %5 EXEC £—
B
FRELILY 7 A~y TOEROGIBRMNEFRT D, 77 ARy THBOFTFNEFITZLUTOLEY,
vI7varv IEH 2157
57 55 (match) Match Access-List 772 AU 2 R ID
Match ethertype Ethernet Type
Match vlan VLAN ID

Match vlan-range

Match CoS CoS &
Match IP precedence TOS &%
Match IP DSCP DSCP fi

o ESEMIE. FHENO O HLEEINTNDHEON DL ITRRIND,

o ST $HET D a2 Rmatch) 2332 E STV RWIEAIEE R SR,

[/ —}]

AKa~<r REFITTHITE, QoS =AML THL Z &,

[ E B

7T A= T class1"DIFRE £RT D,
SWX2310#show class-map classl

Class-Map Name: classl
Match vlan 10

9221 ZETZ7 L —AIZKTHRY —< v T DERK

v
policy-map name
no policy-map name

[78T7 A —=F—]

name DR =y T B2 LFUT.. KT/ CF % KR %)
[AFTE— F]

Ja—x\)aryz 4L —yg T — R

[FRHA]

R —~vw PEEKRTH, R)—~vv 1T, ZETL—LICHTAEUTONEEY V57 47 7T REITE &
Db DTH D,

s NTT 4w IR

s Tlvw—FF

« A—XULT

s RITUT

c Uw—F7

RKa<y FCTHEKLERY —~< v 71X, service-policy input =~ > NiZ X - T LAN/SFP R — b B L OGREEA > ¥
— 7 x—RZEHATHILENTES, I, RV =~ THNOEI TAS T IZEoTZIETL—A0 b
T4 w7 TACGEINDG LRV, B T T 4 v 7k LT —HF—DFEE L1z QoS MER 7o s L 9
27 %,

Rt TONEERET LR v—~v v 77— NIIBEIT 5,

no I CHEATLIEGA, ELERY v—~ v 7 E2HIBRT 5,
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[/ — 1]
Ka<wr REFEITT AT, QoS Az LT L

?ELKT)/_7/7W$Wﬁﬁ@ﬁD\m@@ﬂEuﬂbfﬁﬁﬂﬁ@bﬂé 72720, R v—< v 7N
LAN/SFP ;R— F B X OGHELA ¥ — 7 = — A ZHEHBEHAOEE . RE « HIBRT 5 Z LI1XTE 220,

[FREHI]

LAN R— M #1 OZET7 L— LI L TCUTORELT 5,

+ 10100 DRy NT—TINLD NT T 4 v 7 &dFA]

+ CIR:48kbps, CBS:12kbyte, EBS:12kbyte T, #7 7 & % /348
o Green:fi5k, Yellow:DSCP % 10 (& XH#i % . Red:fk3E

[NTF 74T 7T ADERR

SWX2310 (config) #faccess-1list 1 permit any 10.1.0.0 0.0.255.255 any
SWX2310 (config) #fclass-map classl
SWX2310 (config-cmap) #match access-1list 1
SWX2310 (config-cmap) #exit
[V 2 — D% E]
SWX2310 (config) #policy-map policyl
SWX2310 (config-pmap) #class classl
SWX2310 (config-pmap-c) fpolice 48 12 12 yellow-action remark red-action drop
SWX2310 (config-pmap-c) #remark-map yellow ip-dscp 10
SWX2310 (config-pmap-c) fexit
SWX2310 (config-pmap) #exit
(
(

SWX2310 (config) #interface portl.l
SWX2310 (config-if) #service-policy input policyl

92N ZET L —AIZHT IR —< v FDEHA
[

service-policy input name

no service-policy name

P85 A —5—|

name D AT ARY —= v T4
[AJTE— K]

A HE—T 2 —AF— R

B

RV v —~v 7 %% %3 5 LAN/SFP " — B L OGRS v ¥ — 7 = —RXIZEH T 5.

no B THAT L7=A . LAN/SFP R — hEB L UGHEEA v X — T = —ANG R —~ v T ERERT 5,
[/—}]

ARa<r REFEITTDHITE, QoS A LT Z &,

BEIZARY >—~ v 75 LAN/SFP AR — b B L UOGRBEA V¥ — 7 = — R THEMAHE A DOLE. =7 — &b,

RN —=w FAICEEMNT N7 T A~ v IOV T, LANSSFP R— F B L OGBS VX —T =2 —AD T A I
F—RERGELBEWVERTEN D THLEENTWEGE, =7 —¢Rb, JIARYTDOREDNDI B, M T A ME—
Rz Xk 2@EAFIERH D3~ RIZLLTO LR,

FF A FE—F awr K il PRI
CoS set ip-dscp-queue fERATT

DSCP set cos-queue fERAT]




308 AV KU Ty LA | bT 74w il

FZ A FE—F

a<w R

HIRAE

Port Priority

set cos

set ip-precedence

set ip-dscp

set cos-queue

set ip-dscp-queue

A AT

police, remark-map

U~ —% 2 7 A A3
AR(E 1)

WDV ~—F 2 IR ER AT &1, police 2~ KD yellow-action F 7213 red-action 73 remark (23 E ST

D, Ho, ZY% A0 remark-map 23558 E SN TWAEAEIET,

RY —= v 7N S 7= LAN/SFP AR — M, #aElA v X —7 2 — RIZFATR TE R0,

R —< vy FIIREA X — 7 = —AZFFE L CTW5 LAN/SFP AR — MIXt L CHEHATE W, 72721, AHX—h
T a7 47 RICEHREA L — T 2 —RCFTE L TUVWA LAN/SFP R— MR Y —< v TRENH HEE. i
'R — NOBENRIA X — T = — R HEHEN S,
A—=Z U TE, LFOMEA ¥ —7 =— AR L TEWES TS Z L3 TE R, A=V 7 (R &RE

(police R~ ) ZFZ LAY o—< v FZHMH LN &,

© AB YT EWNT DA N=AL v FEHENTIN— T LIialiA v 4 —T = — X

[EEH]

LAN R— b #1 (2R U > —=~ v 7 policyl Zi 15,
SWX2310 (config) #interface portl.1

SWX2310 (config-if) #service-policy input policyl

LAN R— k #1 25 R Y v—~ v 7 policyl &+ %,
SWX2310 (config) #interface portl.1l

SWX2310 (config-if) #no service-policy input policyl

9223 S L ~—% L 7 DFE(CoS)

By

set cos value
no set cos

[/3T7 A —F—]

value o <0-7>

FL=—F% T TRET D CoS

[AFIE— F]
RV =<7« JTRAE—F
[FLHA]

SELTE NI 7 4w 7 7T AD CoS %, FEE L2 CoSHICER T 5, 7.

—ID T =T MIHESE | EFEF 2 —OFEID M TET I,
no [P TEIT LIS GB, bT 74 v 7 7 TRATHT D CSEDOT L~ —F > 7IE ZHIRT 5,

[/ — ]

RKa<wy REFEITTHITE. QoS =AML THL Z &,

T —F% 7, BEXF—EERELIFH T LixTE RNy,

[ EH

LAN R— R #1 OZET7 L — AR L CUTFORTEET A
¢« 10100 DF Yy FT—=IMMBDNT T 4 w7 ZFFA]
o HBHELIENT T 4T T T A% CoSHNIET D

[FNT 74> 7T ADER]

F T A FE— RIZHIG LT EF =

SWX2310 (config) #faccess-1list 1 permit any 10.1.0.0 0.0.255.255 any
SWX2310 (config) #class-map classl
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SWX2310 (config-cmap) #match access-1list 1
SWX2310 (config-cmap) #exit

[RY S —DRE]

SWX2310 (config) #policy-map policyl

SWX2310 (config-pmap) #class classl

SWX2310 (config-pmap-c) #set cos 2

SWX2310 (config-pmap-c) #exit

SWX2310 (config-pmap) #exit

SWX2310 (config) #interface portl.1l

SWX2310 (config-if) #service-policy input policyl

9224 7L ~v—3% 2 DR E(TOS EILE)
(&R

set ip-precedence value

no set ip-precedence

ST A—F—]
value o <0-7>

T —F 7 TRET D TOS EIE
[AFIE—F]
NV —vv 7« 7 FAE—NR
[FHA]

LT RN T 747 7T ADIP ~v XD TOS I (precedence) 7 4 —/L K%, 8E L7- TOS HIZEFE T 5,
Fl, FITAPME—RIZHIGLEEEF2—ID T —T7NMCESE, REXF2—0OFEHV Y TEITH,
no W CTEITLIESGE. NI 74977 T AT 2 TOS BRED T L~ —F o JIHAZHIERT 5,
[/—}]

Ko< REETT DI, QoS #AICLTHL T L,

T~ —=F 73 FEF—RERE LT Z LITTERY,

[BREH]

LAN BR— b #1 OZE7 L— LI L TUTOREEZ TS

¢ 10100 DRy NT—=InHD T 7 4 v 7 &7

s DHELIZNT T 47T A% TOS BIESZEFE TS

[N 74w 0T ADES

SWX2310 (config) #faccess-1list 1 permit any 10.1.0.0 0.0.255.255 any

SWX2310 (config) #class-map classl

SWX2310 (config-cmap) #match access-1list 1
SWX2310 (config-cmap) #exit

[RY 2 —DRE]

SWX2310 (config) #policy-map policyl

SWX2310 (config-pmap) #class classl

SWX2310 (config-pmap-c) #set ip-precedence 5
SWX2310 (config-pmap-c) #exit

SWX2310 (config-pmap) #exit

SWX2310 (config) #interface portl.1l

SWX2310 (config-if) #service-policy input policyl

9.2.25 7L ~—3% 1 7 DR EDSCP)
[

set ip-dscp value

no set dscp
85 A —5—]
value ;. <0-63>

TLw—% 7 THRET D DSCP
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AHE— K]
K o—y T e s T RE—R
[BH]

SELIZNT 7 4w 7 75 ADDSCP %A, F5E L7 DSCPEICEET S, £/~ FTRA2 ME— RIS LT-%E
Fa—IDT—TNMZESE, BEXF2—OFEY LB TEITI,

no X TEITLIZGE. N T 747 7 7 AZKT 5 DSCPED T L~ —=X% 0 JALE &2 HIRT 5,

[/ —}]

RKa=y REFEITTHITE. QoS AL THL Z &,

T~ —F% 7, BEX—BEREELIFHT 2 LixTE RN,

RFC THELES LTV DSCPE~D 7 L~ —F 7/ ) = —% > 73, GFF 4 FHE T2 T&E 5, RFC THELE
S5 DSCPEIZ. FRDOLEEY,

PHB DSCP & RFC

default 0 2474

Class Selector 0, 8, 16,24, 32,40, 48, 56 2474

Assured Forwarding 10, 12, 14, 18, 20, 22, 26, 28, 30, 34, 36, | 2597
38

Expedited Forwarding(EF) 46 2598

[BEHl]

LAN R— h #1 OZ[F7 L— LIk L CLLFOBREET D

¢ 10.1.0.0 DRy NT—=IMED NT T 4 v 7 &7

s BELIENT 74y 7T A% DSCPE"10"ZEET 5

[(NT 747 7T ADEF]

SWX2310 (config) #access-1ist 1 permit any 10.1.0.0 0.0.255.255 any
SWX2310 (config) #class-map classl

SWX2310 (config-cmap) #match access-1list 1
SWX2310 (config-cmap) #exit

[RY o —DIE]

SWX2310 (config) #policy-map policyl

SWX2310 (config-pmap) #class classl

SWX2310 (config-pmap-c) #set ip-dscp 10

SWX2310 (config-pmap-c) #exit

SWX2310 (config-pmap) #exit

SWX2310 (config) #interface portl.1l

SWX2310 (config-if) #service-policy input policyl

9.2.26 HAAR Y P —DFREE T L—1)

[EFH]
police [single-rate] CIR CBS EBS yellow-action action red-action action
no police
[F—U—F]
single-rate DI L— MR —EEHT S
T R =5
CIR : <1-102300000>
NZ 7 4> 7 L — k(kbps)
CBS : <11-2097120>
WA h—2 Ny R DS—Z kA R(kbyte)
EBS ¢ <11-2097120>

#EiE h—2 Ny D R—Z R YA Z(kbyte)
action DO T AT E NN v FOEE
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RIEME BifE
transmit i3k
drop &3
remark = —% 7 (CoS/TOS/DSCP)
[AS1E— ]
RN)o—~vv 7« 7 T7RAE—F
[RLBA]

DL NT 7 47 7 AR LT, fHRAR Y —( T — MaERET D,
BEIZ police =~ > RTREPTONLTWDLHEIE, WEZERHT 5,
A—=Z ) TE, TN b— b 30T —<——(RFC29NIZFESNTITV, S LIk 7 A ekt LT, LL
TORHAFRET D5 LNTE D,
*  Green : B51 5D B (FEE AR TT)
© Yellow : #2305, ff#E, U ~—F 0 7 bHiER
« Red:ff3E, V~—F 2 7R
7L, U~—F% 7%, Yellow,Red DEL LN~ OREETHZENTE D,
V~—% 2 7O EIX, remark-map 2~ (R v—~ v 7« 7T 2F— R)TIT 9, action 73 "remark"|Z 3%
ESNTZDIZDNDHT, TORIKT 7 AT 2 U ~—F 0 VT OFEMBREN RN T256, U ~—F 0 7138
LD, ZOWA. WIHIRRE(Yellow: #5k, Red:AEE) N @M S b,
no B TIEIT LIS G, A= V7 - RV T - U~v—F 0 ZOWREHIRT 2,
HEHKIAR Y P —(police-aggregate =~ > N L OHFHIZTE 220,
[/—}]
ARKa<wr FEFETTHITE, QS AL TELL T &,
A—=Z ) 7F, UTFOMBA L H—T7 2 — A L TEESED Z L IXTERN, A=V 7 (R H—)F
(police R~ R) ZEGLARY —~v 7 ZEHWH LN &,
« RZYVEWETDAUN=ZAAL v FEBENTITN—E T LA v F—T =2 — A
[BREH]
LAN R— bk #1 ODZE7 L— A LT TFOREEZT 5
¢ 10100 DRy NT—=InBD T T 4 v 7 &7
« CIR:48kbps, CBS:12kbyte, EBS:12kbyte C. #5177 A % /348
+  Green:#i5i%, Yellow:DSCP fE% 10 [ZE X #i X, Red:AFHE
[FT T4 w7 7T ADIEHE]
SWX2310 (config) #access-1list 1 permit any 10.1.0.0 0.0.255.255 any
SWX2310 (config) #class—-map classl

SWX2310 (config-cmap) #match access-1list 1
SWX2310 (config-cmap) #exit

[R U —D%E]

SWX2310 (config) #policy-map policyl

SWX2310 (config-pmap) #class classl

SWX2310 (config-pmap-c) #police 48 12 12 yellow-action remark red-action drop

(

(
SWX2310 (config-pmap-c) #remark-map yellow ip-dscp 10
SWX2310 (config-pmap-c) #exit
(
(
(

R
it

SWX2310 (config-pmap) #exit
SWX2310 (config) #interface portl.1l
SWX2310 (config-if) #service-policy input policyl

9.2.27 fHRIR Y P —DFRECA > L— 1)
(&R

police twin-rate CIR PIR CBS PBS yellow-action action red-action action

no police
[F—D— K]
twin-rate VA= NRY Y —%2EHT S
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[NT A —=HF—]
CIR : <1-102300000>
77 4 w7 L — h(kbps)
PIR : <1-102300000>
B—27 K77 4 w7 L— hkbps), CIR LV /NSUVMEIXFEETE 220,
CBS 1 <11-2097120>
WE N—2 Ny hOS—R M A X(kbyte)
PBS ;o <11-2097120>
v —7 h—27 2Ny FDOI—R A X(kbyte)
action DO T AT ES TNy N OEME
BEME BhiE
transmit HirE
drop T HE
remark ) <= —3 7' (CoS/TOS/DSCP)
[AJIE— K]
R)v—~vv 7« 7 TAE—NK
B

SGELIE N T 747 7 7R LT, IR =V A v L— MNEHRET D,
BEIZ police 2~ > RTREMTHOILTWDOLEIL, NELZEHT 5,
A=V T, VA L—h 38T —~—F—(RFC2698)IZ I TITV, L7877 2 izxt L <, LT
DIBRZFEET H T LN TE D,
Green : 51X DA (FHE AR A])
« Yellow: #5316, i, U ~—F 2 7N HER
o Red:fif3E, V~—F 27 M5 ER
72720, U~—F% 71X, Yellow,Red DELEN—FORIRET HZ LN TE S,
U ~—F% 2 7 OFMEREIX, remark-map 2~ R(RY v—~ w7« 7T 2F— R)TIT 9, action H"remark"|Z 7%
ESNTZDZ»Nb LT, TORIRY 7 A% 5 U ~—F 0 VT OFMBREN oA, U ~—F 2 73S
LD, ZOWE. WM E(Yellow: 55, Red: I 2N Sh b,
no R TIATLIHA, A—F VT RV T« U= 7ONEEZHIRT 2,
EHKIR U P —(police-aggregate =~ > R) & DHFHITTE 7200,
[/—}]
AKa~v s REFATT 51T, QoS AL THEL Z &,
A=Y T, LTFOMmEA v H—7 2 — AR LTEESED Z LI TERY, A—Z U7 (R H—)
(police Za~y M) ZEFLAR Y v —~y T EZEHA LN &,
o ARB YT EWRKT DA UN—AAL v FHBENTIN— T LICimA v —T 2 — A
[ E B
LAN R— bk #1 OZE7 L— A LCULTFOREET 5
¢ 10.1.00 DXy NT—=I WD NT T 4 v 7 ZFFH]
« CIR:48Kkbps, PIR:96kbps, CBS:12kbyte, PBS:12kbyte T, ##7 7 A & 435
Green:fizi%, Yellow:DSCP fE% 10 (& & H#ix | Red:fik%E
[FT 74w 7T ADERE]
SWX2310 (config) #ip-access-1list 1 permit 10.1.0.0 0.0.255.255
SWX2310 (config) #class-map classl

SWX2310 (config-cmap) #match access-group 1
SWX2310 (config-cmap) #exit

[RU 2 — DR E]

5
Fi
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SWX2310 (config) #policy-map policyl

SWX2310 (config-pmap) #class classl

SWX2310 (config-pmap-c) #fpolice twin-rate 48 96 12 12 yellow-action remark red-action
drop

SWX2310 (config-pmap-c) #remark-map yellow ip-dscp 10

SWX2310 (config-pmap-c) #fexit

SWX2310 (config-pmap) #exit

SWX2310 (config) #interface portl.1l

SWX2310 (config-if) #service-policy input policyl

9228 FEARY P —D VU ~—F 2 T DRE
ESN

remark-map color type value

no remark-map

[2¥3T A —%F—]
color D =X T BT TR
REE SiHA
i 7 A Yellow DV ~—% U VREELT
yellow 5
red W7 7 ARed DY) ~—F L THREEIT D
type U~ —F o IR
BEME LA
cos CoS V~—F 27
ip-precedence TOS B Y v~ —F% 2 7
ip-dscp DSCP UV v—F% 7
value o <0-7>
CoS, TOS D ) ~—F » /fE
<0 -63>
DSCP VU ~—% > 7 fii
[AF1E— ]
R)v—==v 7+ 7T AE=F
[FREA]

ERIAR U Y —ToH¥E L7287 7 A Yellow, Red 124 T2 U ~—F  JENMEOREZIT . /o, FT A ME—RIZ
s LT E G2 —ID T — 7N HESE, BEXF2—OFE Y ¥ TEITH,

U~—%> 7%, CoSfE. TOS EJE, DSCPEDOWTNMNEERINT HZ LNTE S,

no X TFEAT LI E, V~—F L IREXHIRT 5,

V=% 7 %ATO2DIIE, Ra<wr ROREDITH, police 2~y KRRV v—~v v 7+ 7T AF— R)THAT
Dtk ZADT 7 v a &k " remark" IR E L TR MLERH D,

[/—}]

ARKa~<r REFITT 5T, QoS AL T 2 &,

V=% 71 F, T~ —F U IREEXF 2 —DRELIHTHZ LN TE S,

RFC THEEES N TWRWDSCP E~D S L~v—F 7/ ) ~—F 71X, 4FEE Chra—F—ERMEL LTHEHT
HZLINTED, RFC THLEZ NS DSCPHIZ, TERD LB,

PHB DSCP & RFC

default 0 2474

Class Selector 0, 8, 16, 24, 32, 40, 48, 56 2474
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PHB DSCP fE RFC

Assured Forwarding 10, 12, 14, 18, 20, 22, 26, 28, 30, 34, 36, | 2597
38

Expedited Forwarding(EF) 46 2598

[ 2B

LAN B—F #1 OZET L — LI L CUTFOREET S

¢ 10100 DRy NT—TINLD NT T 4 v 7 &dFA]
+ CIR48Kbps, CBS:12kbyte, EBS: 2Kbyte T, A7 7 4 % 437
o Green:fi5k, Yellow:DSCP % 10 (& X H#i % | Red:f3E

[N 7477 T ADERR

SWX2310 (config) #access-1list 1 permit any 10.1.0.0 0.0.255.255 any
SWX2310 (config) #class-map classl

SWX2310 (config-cmap) #match access-1list 1

SWX2310 (config-cmap) #exit

[RY 2 —DFFIE]

SWX2310 (config) #policy-map policyl

SWX2310 (config-pmap) #class classl

SWX2310 (config-pmap-c) #fpolice 48 12 12 yellow-action remark red-action drop
SWX2310 (config-pmap-c) #remark-map yellow ip-dscp 10

SWX2310 (config-pmap-c) fexit

SWX2310 (config-pmap) #exit

SWX2310 (config) #interface portl.1l

SWX2310 (config-if) #service-policy input policyl

9.2.29 ££KIAR U —DAERK

EEN
aggregate-police name
no aggregate-police name

[T A—F—]

name O ERRY A (0 SCFLLT, RUF/INXTFEXRT 5)
[AJ1E— ]

Ja—n)ary 47—y g — R

[@EA]

ERRY P —2 LT 2, BRCAEREADOGEIE. TONBEEWRET D,

av KBRS T 5L, BRI —ONEEZRET L2EN0RY —F— NZEBT 5,

no B THEITT 2 &, BNV F—%HIBRT 5,

UToHAE, ERRY P —DONEEEET LI EIXTERWERR Y —t— FIZERB L2,

o BRIV —DOBRESNTT TAY Y TEELRY —~ v 778 LAN/SFP R— h B L OGBS v X —T7 = — R
WZEH STV D

UUFOEA, SRR P—%2HIBRT 52 LI1XTE 0,

+ police-aggregate =~ > NIZL VD, RIS =N T 7 4 v 7 7 TRACRESNTND

[/—H]

ARKa~<r REFITT 51T, QoS AL T Z &,

A=Y TiE, LFOWHEA ¥ —7 2 — AR LTEESEA Z LI TE 2, A=Y 7 (FYH—)3

(police Fa~ > ) ZF LAY vo—< v FZHMH LW &,

o AE T EERTDHAVNAN—AL v FEBENTI V- T UIiaEA v A —T = — R

[ EH]

HEHRIR Y P —"AGP-01" % AT 5

e
it

SWX2310 (config) #aggregate-police AGP-01
SWX2310 (config-agg-policer) #



A RYU Ty LA | NT T 4w 7 315
9230 KR Y F—DOREE V7L — )
B

police [single-rate] CIR CBS EBS yellow-action action red-action action

no police
[F—U—F]
single-rate DU L— MRS —EEHTS
[T A—F—]
CIR : <1-102300000>
77 4 > 7 L— h(kbps)
CBS ;o <11-2097120>
WA h—2 vy hDR—R M A Z(kbyte)
EBS ;o <11-2097120>
Bl h— 2 8y hDS— R kA R (kbyte)
action DO T R Iy S OENME
BREME BifE
transmit i3k
drop &S
remark < —% 7 (CoS/TOS/DSCP)
[AJ1E— K]
ERRY P —F—F
B

FERRY =iz, YT N L— bR B—DBEEIT,

no R THEAT LGS, A—F V7 - RV T« Uw—F 0 TONHEEZHIRT 5,

A—=Z ) TE, TN b— b 30T —<—D—RFC29IZFESNTITV, LK 7 21cxk L <, L

TOWREFRET H T LN TE 5,

Green : 526D A (F5E AR 7))

* Yellow: #i525, AEHE, U~—F 2 70 HIiEIR

e Red:ff3E, V~—F> DR

7277l Uv—F 271, Yellow,Red DELOLN—FDARIEET H I ENTX D,

U ~—F% 2 7 OFEMREIX, remark-map =~ > FEEMAR Y —F— K)TIT 9, action 3 "remark"| \_Eﬁﬁéﬂt

z 7575 Ebfoff FOHRIY T AT DY ~—F T O EN 2o T2 E, Vvy—F o I3 n,
. PIHIER B (Yellow: Hak, Red:AEE) 235w H S b,

[/—}]

AKa<wy REFATT HITIE, QoS AL THL Z &,

A=Y T7E LT OMEA 2 —T7 2 — AR L TEES L 2 &IETE RN, A—=F U 7 (R ¥—)&KiE

(police B~ M) #F LAY —~vy T ZEHA LRV T

. X&y&%%ﬁ?é%/A~X4y%%%wfﬂw~t/7bt%ﬁ4y&—7l~x

[BREH]

EHKIR U P — "AGP-01" Z1ERLT D,

+ CIR:48kbps, CBS:12kbyte, EBS:12kbyte & L, SITCM (2 Xk D A —% VU > 7 % FAT

* Yellow:DSCP ffi% 10 (C#E X #i % . Red:fHE

R U Y —DIERK]

SWX2310 (config) #aggregate-police AGP-01

SWX2310 (config-agg-policer) #police single-rate 48 12 12 yellow-action remark red-
action drop
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SWX2310 (config-agg-policer) #remark-map yellow ip-dscp 10
SWX2310 (config-agg-policer) #fexit

9231 EXNR ) P —DREC AL —H)

[ER
police twin-rate CIR PIR CBS PBS yellow-action action red-action action

no police
[F—TU—F]
twin-rate D VA= R —E TS
[/3T A —HF—]
CIR : <1-102300000>
27 4> 7 L— k(kbps)
PIR : <1-102300000>
v—2 877 4 v 7 L— kkbps), CIR XV /NSVMEITFEETE 220,
CBS : <I1-2097120>
WA N—2 Ny R ODA—Z kA X(Kbyte)
PBS : <I1-2097120>
E—7 =27 2Ny hO—R hA X (kbyte)
action DAY T RS I Ny S OEE
R EME Bk
transmit HR e
drop fise 3
remark < —% 7 (CoS/TOS/DSCP)
[AS1E— ]
R —F—F
[@iH]

LR —IT, YA Lb— RS —DBREXFITH,

n B TETLEGAE, A—Z VT R - Ue—F TONEEHIFRT D,

A—=Z ) TE, VA b— ]+ 38T —~—H—(RFC269)IZISN\TITWV, HE L7 7 2 LT, LLF

DU ZIEEST HZ LN TE D,

*  Green : B2 5D B (FEEARTT)

« Yellow : #5326, fFHE, U ~—F 2 7 bHER

+ Red: M3, V~—F 7 HER
72720, V~—F% 271X, Yellow,Red DEL LN~ OARIRETHZ LN TE S,

) v —% T OFFMEEIL. remark-map 2~ 2 RENRY —F— K TIT 9, action 73 "remark" 123X E I 7= D
BT, ZORKY T AT D) v —F 0 T OFEMBEREN 2o Te e, V~—F o JI3ES D, 2

DA PIWIERE(Yellow:fi5ik, Red:fEHE)0N@EH S b,

[/ —}]

ARa<r REFEITTHITE. QS AL THLL Z &,

A—=H VT, LTOMmEA v Z—7 2 — AR LTEESED 2 LIXTERY, A—F V7 (KU H—)
(police R~ R ZFLARY v—< v 7 ZHMH LW &,

o AB VT EBRTDHAVN—AL v FEBENTI V=T Lizinif vV —T = — A
[ EH]

HERIR Y Y— "AGP-01" Z1ERKT 5.

+ CIR:48kbps, PIR:96kbps, CBS:12kbyte, PBS:12kbyte & L, TrTCM (Z LD A —H% U > 7 % AT
* Yellow:DSCP fE#Z 10 (X H1x | Red:fik3E

e
al
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[SERI7R Y Y —DAERK]

SWX2310 (config) #aggregate-police AGP-01

SWX2310 (config-agg-policer) #police twin-rate 48 96 12 12 yellow-action remark red-
action drop

SWX2310 (config-agg-policer) fremark-map yellow ip-dscp 10

SWX2310 (config-agg-policer) ffexit

I2.NEKRI Y —D I ~—F L T ORE
[

remark-map color type value

no remark-map

[/XT A—F—]
color D V==X T RTINS T A
REME S
W7 2 A Yellow D VU ~—F > V% E &1T
yellow 5
red Hrlk 7 7 A Red DV ~—F% TR EZEIT D
type s U —F o U]
BREME B!
cos CoS V~v—F%o 7
ip-precedence TOSERE ) ~—F 7
ip-dscp DSCP V~—F 27
value o <0-7>
CoS, TOS BN ) ~—F /' fE
<0- 63>
DSCP UV ~—F > 7fH
[AJ1E— K]
EHIRY p—F—F
B

ERR VY —THE LI 7 X Yellow, Red I35 U ~—F LV JEIWEDOREEZIT Y, /2. FT A ME—RIZ
IS LTEEEF 22— ID T — NI SX EEX2—DOFEV Y TEITH,

U=—% 7%, CoSfE. TOSHIEE, DSCPHEOWTNMNEBIRT L LN TX S,

no X TEITLIZHE., UV ~—F 2 FRELHIRT 5,

V=% 7575 1201I20E, AKa<r ROBREDIED, police 2~ FEMRY —F— ) TE4 T o877 7
2ZADT 7 a s E" remark"IZERE L TBLS MLEND D,

[/ —H]

ARa<wr FEFETTHITE, QS E#AMILTELL I &,

V=% 7F, 7L~ —F 0 IREEXFa—DRELHHT I ENTE S,

RFC THEEE XN TV RWDSCP E~D T L~—F o F /) =—F 73, 4EEFE TRV —FHRME L THAT
HZ EMNTE D, REC THELEX NS DSCP fElX, FEOLEEBD,

PHB DSCP f& RFC

default 0 2474

Class Selector 0, 8, 16, 24, 32, 40, 48, 56 2474

Assured Forwarding 10, 12, 14, 18, 20, 22, 26, 28, 30, 34, 36, | 2597
38

Expedited Forwarding(EF) 46 2598
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[BXEH)
EHRR Y Y —"AGP-01" 1TV ~—F VT OREEIT I,
+ CIR:48kbps, PIR:96kbps, CBS:12kbyte, PBS:12kbyte & L, TITCM IZ X D A —# VU > 7 % FAT
* Yellow:DSCP fi% 10 (CEF X HLz . Red:fHE
[FERI7R Y —DAERL]
SWX2310 (config) #aggregate-police AGP-01
SWX2310 (config-agg-policer) #police twin-rate 48 96 12 12 yellow-action remark red-
action drop

SWX2310 (config-agg-policer) #remark-map yellow ip-dscp 10
SWX2310 (config-agg-policer) #fexit

9.2.33 £KIAR U p—DRR

[EX]
show aggregate-police [name]
/85 A —4—|
name BN Y Y —4, BT TR TOENR Y —N0n"Rt5E 25,
[AJ1E— F]
FERFHE EXEC £ — I, Kb EXEC £— F
[@iH]
LRV P —DONFEFRT D, FRNEIL, show class-map 2~ > R THR/RE NS police &7 v = v L AIEE,
[/—H
Ka<wr FeFT1 51203, QoS AL T Z L,
[E )

HEHIR Y S —"AGP-01"ONEE ERT D,
SWX2310#show aggregate-police AGP-01

Aggregator-Police Name: AGP-01
Mode: TrTCM
average rate (48 Kbits/sec)
peak rate (96 Kbits/sec)
burst size (12 KBytes)
peak burst size (16 KBytes)
yellow-action (Transmit)
red-action (Drop)

9.2.34 XA Y Y —DEH

E&

police-aggregate name
no police-aggregate name

55 A—5—]
name LT B Y —
IAAE— K]
K)o~y T 7T AT~

(B9

FNFT 4y TR LT, IR b —E2RET D,

no TR THEIT LGS, N T 74 v 7 7 T RACKTHENR Y b —0RELZHIBRT 5,

ERIR VY —GRY >—~< 7« 7T AF— RO police single-rate, police twin-rate =~ > R) & OFFIZTE 220,
[/—}]

AKa~v s REFATT 51T, QoS AL THEL Z &,

A=Y T, LTFOMmEA v H—7 2 — AR L TEESED Z LI TERY, A—Z U7 (R H—)
(police Za~> M) #HLAR ) —~y7EZEHA LN &,

e

it
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o RE T EERTDIAVNAN—AL v FEBENTIN—E T UEREA v A —T 2 — R

[ E ]

RY v —< v 7 "policyl"D 2 DD N7 7 4 7 77 A'class1", "class2"lZxf LT, 447 U +—"AGP-01"% @@ H T 5

«  CIR:48kbps, CBS:12kbyte, EBS:12kbyte & L. SITCM {2k 5 A —4 U o 7 % F4T

* Yellow:DSCP fE#Z 10 (& X #ix | Red:filkHE

[HERIAR U P —D1ERK)

SWX2310 (config) #aggregate-police AGP-01

SWX2310 (config-agg-policer) #police single-rate 48 12 12 yellow-action remark red-
action drop

SWX2310 (config-agg-policer) fremark-map yellow ip-dscp 10
SWX2310 (config-agg-policer) #fexit

[R VU 2 —DF%E]

SWX2310 (config) #policy-map policyl

SWX2310 (config-pmap) #class classl

SWX2310 (config-pmap-c) #police-aggregate AGP-01

SWX2310 (config-pmap-c) fexit

SWX2310 (config-pmap) #class class?2

SWX2310 (config-pmap-c) #police-aggregate AGP-01

SWX2310 (config-pmap-c) #exit

SWX2310 (config-pmap) #exit

SWX2310 (config) #interface portl.1l

SWX2310 (config-if) #service-policy input policyl

9235 A—H Y T ho X —DFKRN

[EF]
show qos metering-counters [ifname]
T A—5—
ifname © LAN/SFP R— F B L UGHEA v 4 — 7 = — 24, BRI RR— N5 L 15,
[AJ1E— ]
FHHEHE EXEC & — N, kg EXEC £— R
B

FEE L72 LAN/SFP R — h B L OGBS v H —T7 = — A 2B 5D, T_TOR Y P—{ABIR U Y —/FEHKR U —)D
A—=5 Y U TREERERRT D,
TR SNDHEHERITLLTO LB,

HE Bl

Green Bytes Hrik 7 7 A Green 2B ST 31 MK

Yellow Bytes W7 7 A Yellow ([ZMA S L7z 31 MK

Red Bytes W7 T A Red IZFAE NI A ML

717 v N OBIGRIL, LAN/SFP A — NBLOGREA v ¥ —T7 2 —RZAKRY —~ o &l LeRERE R &35,
[/—H]

Ko~ REFETT DI, QoS # AL TR Z &,

[EXE B

LAN R— k #1 O A —% VY > FiEaHERE ForT 5,

SWX2310#show gos metering-counters portl.l
Interface: portl.l(policyl)

* Kk ok k kK Inleldual * Kk ok k kK

Class-map : classl
Green Bytes : 178345
Yellow Bytes : O
Red Bytes : 0

* ok ok k k )k Aggregate * kk Kk kkk
Aggregate-policer: AGP-01



320 2~ KU TZ7 LA | FT7 4 v 7 HIH

Class-map : class2
class3
Green Bytes : 28672
Yellow Bytes : 2048
Red Bytes : 51552

9236 A—HX VT hO o 2—DI )T

E&y
clear qos metering-counters [ifname)
[73T7 A—5F—]
ifname : LAN/SFP R — F B L UGHEEA o ¥ —7 = — A4, BRI ER— bRt LT3,
[AJIE— F]
FiHE EXEC £— K
B

F8E L7= LAN/SFP R — b B L OGRS v X — 7 = —AZBIT D, TXTORY F—{lBIR Y H—/EHR Y —)D
A=V THEEERE )V T T 5,

[/—HI]

Ka<wy REFATT HITIE, QoS ZAMC L T Z &,
[EXRE )

LANAR— R #l D2 =% U o THiiHERE 7 U 73 5,
SWX2310#clear gos metering-counter portl.l

9.2.37 iE{5 ¥ = — DIEE(CoS-Queue)
EE

set cos-queue value

no set cos-queue

[73F A —&—]
value o <0-7>
HE(EF = — ID IZxtis L 7= CoS &
[AJ1E— K]
RV =<y 7 TRAE—NK
[FFA]

LN T T 4y 7 T ACEGER 2 —&EIV S TD,

PKEF 2 —DIFEITIE CoS EA MM L. [CoS-iAEF = — ID BT —7 /L] IZHEASWHMEF 2 =031 HTHAL
Do

o ERTEITLIZHAE. VT 74 v 7 7 T ACKHTHEEF 2 —DIEEEENT 5,

[/—h]

Ka< REFTTDHITIE, QoS #ACLTELL I &,

EEF2—EEX. F~—F AT ITTE RN,

CoSIZLDEEF 2 —DIEIL, CoS N7 A M E—FNEHERD, RV v—~vv I, KRavr NEEah7 7 A~
T MM—DOTHLEENDEHE., TORY —<v 7L CoS F 7 A ME— FUA DR — MZIFT@#EHTE 220,

[ E B

LAN R—h #1 OZE7 L— A LT FOREE T 5

¢+ 10100 D%y NT—IMBD NT 7 4 v 7 ZF7FA]

. ﬁbth774/777x1%m#;~x&63 CERD

[(NTF7 74277 TADE

SWX2310 (config) #access-1list 1 permit any 10.1.0.0 0.0.255.255 any
SWX2310 (config) #class—-map classl
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SWX2310 (config-cmap) #match access-1list 1
SWX2310 (config-cmap) #exit

[RY 2 —DFFIE]

SWX2310 (config) #policy-map policyl

SWX2310 (config-pmap) #class classl

SWX2310 (config-pmap-c) #set cos-queue 3

SWX2310 (config-pmap-c) #exit

SWX2310 (config-pmap) #exit

SWX2310 (config) #interface portl.1l

SWX2310 (config-if) #service-policy input policyl

9.2.38 /3 ¥ = — DFEE(DSCP-Queue)
[ER]

set ip-dscp-queue value

no set ip-dscp-queue

[T A—F—]
value : <0-63>
#{E % = — ID (24} L 7= DSCP fE
[AF1E— K]
R)v—<vv 7« 7 T7AE—FK
[FEEA]

SELTE NI 74y 7 7 7 AZEEF2—%2H HTo,

E1E % 2 —OFFEITIE DSCP EZAEM L, [DSCP-£EFF 2 — ID AT —7 /1| ITHEOWEHEF 2 —23FI10 24T
b b,

no R TEAT LIS, N T 74 v 7 7 TRACKT HEEF 2 —DEEEZENT 5,

[/— "}

Aoy FEEFTHITIE. QoS A AT LTHL Z L,

BEX2—HEEL, v T EHT L EITTERY,

DSCP (2 L Dk EF 2 —DFFEIE, DSCP T A M E—FEMLER D, R =<7l Kavr Faghr 7 A
vy I M=DOTHEENDSHGE, TORY L —~ > 7EDSCP K7 A ME— LA OKR— MIITEA TE 720,
(B 2B

LANR— h #1 OZE7 L— LI LT TOREEZT D

© 10.1.00 DRy U= INED T T 4 v T HFFE]

s DHELTENT T4 v 77T AFEEF 22— 3(DSCP2H)ZEET 5

[T 74 v 27T ADEHE]

SWX2310 (config) #access-1list 1 permit any 10.1.0.0 0.0.255.255 any

SWX2310 (config) #class-map classl

(
SWX2310 (config-cmap) #match access-1list 1
SWX2310 (config-cmap) #exit

[RY > —DRE]

SWX2310 (config) #policy-map policyl

SWX2310 (config-pmap) #class classl

SWX2310 (config-pmap-c) #set ip-dscp-queue 24
SWX2310 (config-pmap-c) #exit

SWX2310 (config-pmap) #exit

SWX2310 (config) #interface portl.1l

SWX2310 (config-if) #service-policy input policyl

9239 R ¥ —= v FERDOER
[EFX]
show policy-map [name]
[/3F A =4 —]
name DR vy A, B, TRTORY =y RN ERIND,
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[AJS1E—F]
FRFME EXEC £ — N, b EXEC E— K
B

RELIER) =~y TOEREFTT D, ZNEITLLT,

HH

Bzl

Policy-Map Name

R v~ v 74

State

R >—= v 7 O K #8(attached/detached)

Class-Map Name

7 7 A=y 7E#R, /T show class-map =2~ > R %
ZHOZ &

Match aESESLE
- Match Access-List (77 & A U X |k ID)
- Match ethertype (Ethernet Type)
- Match vlan (VLAN ID)
- Match vlan-range (VLAN ID)
- Match CoS (CoS 1)
- Match IP precedence (TOS 18 ¢ %)
- Match IP DSCP (DSCP 1)
Set T =X VERE, EEX2—RE
-Set CoS (FL~—F 73T : CoS i)
- Set IP precedence (7' L'~ —F > VX E : TOS B )
-Set IP DSCP (7' L ~—3F o 7 3% & : DSCP fif)
- Set CoS-Queue (IX{5 F = —+57E : CoS)
- Set IP-DSCP-Queue (515 ¥ = —+#5 /& : DSCP)
Police A=B YT SR T ) ~—F  TRE

KEEAILLT 22

A=V T SRV T ) —F L TRED

FEIILL T D LB,

HE LA

Aggregator-Police Name ERIRY =2 HRERE SN TND S
BDRH)

Mode A =R YT T T Y X L(SITCM/
TITCM)

SITCM D AFoR

average rate

k7 4 w7 L— b (Kbits/sec)

burst size

WG h—27 Xy hDO/AS—Z R
A X(KBytes)

excess burst size

s b —27 Xy FOS—Z R
A X(KBytes)

TITCM D HZR

average rate

k< 7 4 w7 L— b (Kbits/sec)

peak rate

v'—2 ~7 7 4 v 27 L — F(Kbits/sec)

burst size

WA RN—27 2y hOS—A K
A A (KBytes)

peak burst size

B —2 =2 "7y RDO/N—Z |
A X (KBytes)

yellow-action

ik Z A Yellow (2% 3 2 Eh{E

(transmit/drop/remark)
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HE LA
red-action HI 7 7 A Red (2% 5 EifE(drop/
remark)

+ Match & Set /3.

RESNTWND DN —DETRREND,

+ Match & Set & Police 1%, *fItn9 % =< > R(match, set, police) 3% TE SV TWRWIEAITFR R INR,

[/ — P}

Kawr FeFT7T 51203, QoS ZAZC LT 2L,

[ EH

AU —= v 7 "policyl"DIEFHREFRT B,

SWX2310#show p

Policy-Map N
State: att

Class-Map
Qos—-Acce
Police:

olicy-map policyl

ame: policyl
ached

Name: classl

ss-List Name: 1

Mode: SrTCM

average rate (48 Kbits/sec)
burst size (12 KBytes)

excess burst size (12 KBytes)
yellow-action (Remark [DSCP:10])
red-action (Drop)

9240 vy AT —H ADFER

[EX

show qos map-status #ype [name]

[T A—F—]

type

name

[ASTE— R
FEHME EXEC £ —

[FiAA]

FTRT B~ TR

BEE LA
policy RY ==y T DRT—F ANEHRE TR
class VIR T DAT—H AERE TR

TRTHERY =<7 (FILT T A T) OLFR, BERFHITXTORY v—<v 7
(F72137 9 A7) DL d,

. %k EXEC £— R

R =~y TRV T ANy TDAT — 4 AMERERRT D,
Ka<w o RER+T22LT, A —<v7NEDLAN/SFP A— F B LA v X —T7 = — X @A STV
B0, TTAR Y TMEDRY —< v FIZBEEINTWAENRRE, R —w oy 7RI T A~y 7TOMEICET

HIEREMD Z LN TE D,

FRAFFILUTD LB,

policy-map

HHE RANE

input port AU —=< v 7 0EH S TS LAN/SFP A — B &

NGRS L H—T 2 —AD—E
edit/erase policy-map/no policy-map 73317 R[BE & 5 >
attach limitation kZ A hE— FEOWHEHA TS

class-map
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HHAE

FTNE

policy-map asociation

I IAR T MBEEENTNWDIRY) —~ v TO—E

edit/erase

class-map/no class-map 733217 [HED & 95 2>

attach limitation

~Z A hE— RO A

P

R =y IR T A~y TOERENEIL, show policy-map, show class-map =~ > N THRET 5 Z &,

[/—}]

Kavy REFTT5HITE, QoS AL THL Z &,
[ E B

AU —= v 7 "policyl"D AT —H A& FKRT B,

SWX2310#show gos map-status policy policyl
policyl status
input port : portl.3

edit/erase : Disable

attach limitation
CoS trust mode : Enable
DSCP trust mode : Enable
Port-Priority trust mode : Disable

77 A<y T class|"D AT —H Ak Frmd b,
SWX2310#show gos map-status class classl
classl status
policy-map association : policyl (Detached)
edit/erase : Disable

attach limitation

CoS trust mode : Enable
DSCP trust mode : Enable
Port-Priority trust mode : Disable

9241 EEF2—DATVa—Y LV ITRE

E&

qos wrr-weight queue-id weight
no qos wrr-weight queue-id

(85 A —5—]
queue-id : o <0-7>
EfEF 2 —1ID
weight T <1-32>
WRR D A
(IR E]

no qos wrr-weight 0
no qos wrr-weight 1
no qos wrr-weight 2
no qos wrr-weight 3
no qos wrr-weight 4
no qos wrr-weight 5
no qos wrr-weight 6

no qos wrr-weight 7
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[AJTE— K]
Ja—x\)aryz 41—y g T — R
[FRHA]

EEF 22— LT, WRR(EAMNE T U R EL)OBEALDITREEZIT ),

Al a—0 7 AT, T LAN/SFP AR — M B L OGREEA > ¥ — 7 = —AHHDOHRE L 72 D,
no IR CIAT LA, &5 F = —I1TMaxHEI(SP) L 72 b,

[/ —}]

Ka<r REFITT DL, QoS #AcL TR L

[BREH]

E{E S 2 —#T#6 % SP S5 (7T MBI, #5#4#3#2 #1 #0 % WRR J73 (5:5:5:2:1:1) & 5,

H

SWX2310 (config) #no gos wrr-weight 7
SWX2310 (config) #no gos wrr-weight 6
SWX2310 (config) #gos wrr-weight 5
SWX2310 (config) #gos wrr-weight

SWX2310 (config) #gos wrr-weight
SWX2310 (config) #gos wrr-weight
SWX2310 (config) #gos wrr-weight
SWX2310 (config) #gos wrr-weight

O N Wb
RPN o oo

9242 T T 4 v 7 V=2 — U T (R— hBAD)DRE

E&y
traffic-shape rate kbps CIR burst BC
no traffic-shape rate

ST A—F—]
CIR : <18-1000000>

b774/7v~b&m9 HDIABDFAT D72, ATMEISKE L C IR a2 R
ANRBH L[/ — M)

BC © <4-16000>
JS—Z hHF A R(kbyte), 4kbyte BT TORIE & 725,

(AR E

no traffic-shape rate
[AJIE— K]
A B =T z—AEF— R
B
—hMIHLT, Y=V TERET S,
no W CTHEAT LA, A— Mo =—VE U 7 ORTEIIE L7125,
[/— "}
Ka<o REFITTDHITIE, QoS #ACLTEL I &,
77 4y 7 b— MIADIABDFAET D20, ATMEITK L TEEOEMENRR D561 D 5,
[EAEBI]
LAN 7R— |k #1 7»5 D415 % CIR:30016kbps, Bc:1876000byte (24X %,

SWX2310 (config) #interface portl.1l
SWX2310 (config-if) #traffic-shape rate kbps 30016 burst 1876

9243 NI T 4 v IV — U T (Fa—H)DORE

[EX]
traffic-shape queue gueue-id rate kbps CIR burst BC

no traffic-shape queue gueue-id rate
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[78T7 A= —]

queue-id . <0-7>
EEF 2 —1ID

CIR : <18-1000000>

N7 74 w7 L— h(kbps), FOIABNFEAET D726, ATMEICK L CTEBEOw HED #72
LEENRH D[/ — MBI

BC 1 <4-16000>
R—Z hH A K(kbyte), 4kbyte EENL TORRE L 2D,

(AR RE]

no traffic-shpe queue 0 rate

no traffic-shpe queue 1 rate

no traffic-shpe queue 2 rate

no traffic-shpe queue 3 rate

no traffic-shpe queue 4 rate

no traffic-shpe queue 5 rate

no traffic-shpe queue 6 rate

no traffic-shpe queue 7 rate

[ AJTE— K]
A B —T 2 —AF— R
B

A= hDEEFEF2—IX LT, Y-V 7 E2RET D,

no WA TIFEIT LI G, BEF2—ICHT L3 =— U 7ORTEITEN L 22D,

[/—}]

ARKa<wr FEFETTHITE, QS E#AMILTHELL I &,

N7 74y 7 L— MINDIALDBRET D7D, AJMEIZH L TEEOBMIMEN R 258030 %,
[ E ]

LAN 7R — b #1 O F = — #0 2> 5 D%{F % CIR:10Mbps, Be:64000byte (2685

SWX2310 (config) #interface portl.1l
SWX2310 (config-if) #traffic-shape queue 0 rate kbps 10000 burst 64

9.3 7 1 —&ilfH

9.3.1 7 & —#fHIIEEE 802.3x PAUSE DEZE)DRER AT B)

EEy

flowcontrol #ype
no flowcontrol

[/XT A—F—]
type ¢ 7 —HlEoEE
R EME B!
enable 7 a—#liE G T 5
disable 7 v —ifilfHl & W3 5
(IR E]

flowcontrol disable
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[AJ1E— K]
ra—r)var 74— g rE— R
B
VAT NAERD 7 v —HIEI(IEEE 802.3x PAUSE 7 L — AREZA(E) 2 AN 5,
no X THFAT LI=mGE, 7 v —Hilllz Bahicd 5,
[/— 1]
QoS HREM AR L &, VAT D7 u—HlllEZ AN THZ LT TER,
7u—fllEZ G LTeGE, BEMICT —L My THRBITEDIC /R 5, 7272, AZ v ZHREDN A LTS
BIEARFIBRICEEY L2,
A E =T 2 =207 —{lilE, AT LMUEA L F—T 2= 2O T v —HEREE ENENAN LTS
BOHENET D,
[ E B
VAT LD T m—ilill e AT D,
SWX2310 (config) #flowcontrol enable

9.3.2 7 u —ffH(IEEE 802.3x PAUSE DXEZE)DFREA vV F—T7 = —R)
EEN

flowcontrol #ype

no flowcontrol

[R5 A—%—]
type D 7 u—HEOEE
R EE B!
auto 7u—HEOREIR I == 9 U EFR)
[ 3
both Pause 7 L' — L DFE/ZEEADIT D
disable 7 v —fil# & BT 5
[WIEIRRE]
flowcontrol disable
[AJ1E— K]
f B =T 2= AF— |
[FHA

LAN/SFP 7R — k @ 7 1 —#I##I(IEEE 802.3x PAUSE 7 L — A2 E) & BT 5,

no A TIAT LA, 7 v —iilill & Jhic+ 5,

[/—H]

A=< Ri% LAN/SFP 7R — MZ D B3 & FlBE,

VAT LD T 1 —iEN N e G S EE LR,

PAUSE 7 L —ADE[FE L ZEIEW Sty N THWESORE L 25,

rHBT BRI AL 5 23 241297 % PAUSE 7 L— A D HIBTERIE, OXFFFF(65535) & 4 %,

UTOHIRER® 5,

o SFP+EVa— N EHWLEE, 7a—fl#EloaBEir Iz — g SIRTAR— K,

« TROFMHFCHETIHE, BB T T — 3 0B X Pause 7 L— LEEIIRY A — b, (Pause 7 L — L%
FEOHHFR—])
o RZ v UREDNARN. Do, T —HlENE RS

o VR — MZIE"flowcontrol auto" & 5% E TX 720N,

[BREH]

LAN R— b #1 © 7 o —#l# &2 HT 5,
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SWX2310 (config) #interface portl.1l
SWX2310 (config-if) #flowcontrol both

LAN F— k #1 © 7 o —§l# & mshiz 4 3,

SWX2310 (config) #interface portl.l
SWX2310 (config-if) #no flowcontrol

9.3.3 7 u —HlHOBERB ORI

&y
show flowcontrol [inteface ifname]
[F—T— K]
interface D BRTEA A =T 2 —AERET D
[T A—=HF—]
ifname : LAN/SFP R"— b4, BIEHFIXEA v X —T = —RAEXRET D,
FRTDHA LV H—T 2 —RA
[AFE—F]
HHrtE EXEC £ — R, %5 EXEC £— I
[BiAA)
7 v —HIENZ B D E ROE N/ EER), PAUSE 7 L — LA DEZEE) 2 Fornt 5,
[/ — 1]

PAUSE 7 L — AEZEHIT, U R— b7 a0 —HlENELE 2> TWEEADHREREND,
PAUSE 7 L — LEZ{E80L. clear frame-counters =~ > NE(THC 7 U T &N 5,

[BXEH]
LAN F— k #1 © 7 o —#lHIES % £1T 5,

SWX2310#show flowcontrol portl.l
Port FlowControl RxPause TxPause

portl.1l Both 4337 0
2AR— b0 7 v —HlEERERR<T D

SWX2310#show flowcontrol
System flow-control: Enable

Port FlowControl RxPause TxPause
portl.1l Both 4337 0
portl.2 Disable = =
portl.3 Both 0 1732
portl.4 Disable = =
portl.5 Disable = =
portl.6 Disable = =
portl.7 Disable = =
portl.8 Disable = =

9.4 A b — A

9.4.1 A h— AHIBEORE

E2N!
storm-control fype [type..] level level
no storm-control

[R5 A—F—]
type LR N LEE S AT



level

(AR E]

no storm-control

[AS1E— F]
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A h— Az A7

B

Tr—R¥ ¥ A MR N AHIEEFZHICT

broadcast z
multicas <L FE A DA b= MHEE AT
unicast FEEAHD =% ¢ 2 7 L— 2Ol %

BINZT %

<0.00-100.00>

Ml SIRiE D N—t 7 — U THRET S
B/ NEUS LT 2 (L E TRETE D

A HE—=Tz—AE—F

(@]

LAN/SFP R— NIkt L7 r— K¥ ¥ A2 b A b —AHIfH, ~LFF v 2 A b—AHl#HB IO, s fFHO2 =%
A N7 L—LORIEZEEIZ L., ZEFHIEZ T 5,
MIEZB2 TZELE7 L—AIEES N D, 7272 L, BED 100% D5 A 132 EHIRIZ Ly, BETe” L—2A
HFETHY ., FEHNZITERETE 220,

[ E B

LANFR—F#l OT7 B — RFF ¥ A MR =LA TF Xy 2 b A F—LEEE2 BN UBIE 30% %% ET 5,

SWX2310 (config) #interface portl.1l

SWX2310 (config-if) #storm-control broadcast multicast level 30

9.4.2 A b — Affilil {5 EIRMEDFT

[EX]

show storm-control [ifname]

[/8T7 A —=F—]

ifname

[N E]

L

[ASTE— K]
FEHHE EXEC E— K,

[@iA]

LAN/SFP iR— h DA X —T = — R4,
TR T HA U H—T =z —R&

7 L — LD EIREEF T 5,
A =T 2= AZ B LT HAIE, B v X —T 2 — AN 5,

[EE B

A U H =T 2= ADBREREZTTRT D,

SWX2310#show storm-control

Port

portl.
portl.
portl.
portl.
portl.
portl.
portl.
portl.

QO Jo Ul WN

HibE EXEC E— K

BcastLevel McastLevel
30.00% 30.00%
20.00% 20.00%

100.00% 100.00%
100.00% 100.00%
50.00% 50.00%
100.00% 100.00%
100.00% 100.00%
100.00% 100.00%

30
30

UcastLevel
100.

20.
100.
100.
100.
100.

00%
00%
00%
00%
00%
00%
.00%
.00%
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10 =
TV r—g v

10.1 2— % /)L RADIUS H#—/—

10.1.1 2= — % L RADIUS ¥ — \—SRE DR E
[

radius-server local enable [port]

radius-server local disable
no radius-server local

[/3T7 A —5F—]
port 1 <1024-65535>
FORE UDP AR — b5 (A MERFIT 1812 & 2)
[ E]
radius-server local disable
[AFIE— K]
Jua—\)varyz 4 l—y g rEw—NR
[FAA]

= — 77 /L RADIUS % — "—#§Re D F 2/ 2 2 5 ET D,

F7o, WEEH UDP R— FESEETT LI LNTE D,

no JTER Ca~ > R&EFITLGE IR EMIC R D,

[/—}]

72— 77 /L RADIUS $— N—HEREZ 32 72 121E. AT crypto pki generate ca =~ > N T/L— MRFER % Ak
TLONENRD D,

[BREH]

1 —71/L RADIUS ¥ — —tKREZ AT D,

SWX2310 (config) #radius-server local enable

10127 78R VB —T =2 —ZADHRE
[EX]

radius-server local interface interface

no radius-server local interface
8T A—&—]
interface : VLAN A V' #— T = — R4,

(1A E]

L

[ASE— R

Ja—\ a4l r—g s E— KR

[FHA]

7 —77 /L RADIUS Y —/N—~DT 7 A% T 25 VLAN A VX —T = —AEZRET D,
TIBAL L E—T 2—RIHERTHEETRETE S,

n B Ta~vr REET LSRR, BELEA v X —T7 =— A% HIBRT 5,

[BX EH]

VLAN #1 & VLAN #100 (2825t L CU 5 RADIUS 7 74 7> h(NASYOHDT 7 A% T[4 5,
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SWX2310 (config) #radius-server local interface vlanl
SWX2310 (config) #radius-server local interface vlanlO00

10.1.3 )\ — FEREER 2 AR
BV

crypto pki generate ca [ca-name]

no crypto pki generate ca

[T A —H&—]

ca-name L BRGIFE4
FREER4 D A FTRESCF
o33PI E 32 LN
o \[]/"?2 A= R ERR AT - PAT S
o "DEFAULT"ZIEEART]

(18I E]

2L

[AJTE— K]

Ja—x\)ary7 4L —y g T — R

[FREA]

7747 v MNERAEEZBITT D00 — NERER A AT 5,

RAER4 AW LT 561X "YAMAHA_SWITCH" 2 4%,

no B Ta~r REFET L3, i€ Lic/b— FNEIERZHIBRT 2,

[/—H

NV— FRBRER A AR L TV R WAL, = — /L RADIUS $— N—FEREITME FH T & 220,

BEIZ N — FREGER D ER SN TV ORI TR R HFIRA R E L6, V— FMRERIL EEE S5,
N— FBRERZHIREIT EEETD L BITHEHLDT T4 7T 2 FEAFET TN TEY) L2 D,

Jb— FEBFERAMFEIE LTV T 1 erypto pKi generate ca iX 232 & Lb— REBFER & LT TE 720y,
B

PFEfA4 A "MYRADIUS" D /L — hiBFER & KT 5,

SWX2310 (config) #crypto pki generate ca MYRADIUS

10.1.4 RADIUS =2 7 4 JL—Y g U E— R

[E=]

radius-server local-profile
[AFTE— K]
rua—\narz 4 b—va e —R
[FAA]

RADIUS 27 4 J L—3 g3 VUF— RIIBITT A,
1 — % L RADIUS H#— S — e OB RE A R T 272D DE— R Th b,
B!

RADIUS 2> 7 4 L —3 g v — NIZBITT A,

SWX2310 (config) #radius-server local-profile
SWX2310 (config-radius) #

RIE

(1]

10.1.5 FBFEHF XD
[EFX)

authentication mode [mode...]

no authentication
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[T A—5—]
mode Tl 77 20
REME B

pap PAP F2aE /7 2
peap PEAP #GlE 7 =
eap-md5 EAP-MD5 525 2
eap-tls EAP-TLS 587 =
eap-ttls EAP-TTLS #5520

(IR E

authentication pap peap eap-md5 eap-tls eap-ttls

[AJIE—F]

RADIUS =7 4 7V Lb—va v E— N

[@i ]

= —77 /L RADIUS $r— "— T3 238G N a5 E T %,

no WA Ta~y RZET LGB ITMFIREBEICRY . T X TORIMLTADRGDE D,
[/—}]

PEAP, EAP-TTLS #¥FEF NONHERFRFEHF R & LT, MSCHAPV2 & MDS &% 7AR— b9 5,
MD5 #EHT 25613, BREHF U eap-mdS ZHRET DL ENH B,

[ EH]

3 % 785E 5 % PEAP, EAP-MDS |[ZHlBRT 5,

SWX2310 (config) #radius-server local-profile
SWX2310 (config-radius) #authentication peap eap-md5

10.1.6 RADIUS 7 5 A 7 F(NAS)DFRE

[EFX]

nas host key secret

no nas Zost
[¥F—U—F]
key : RADIUS 7 74 7 ¥ MNAS) & ODBERFICHEHT 5 /XA Y — RZRET 5
[7XF A —&—]
host D IPTRUVA, FE, PRy NU—ZT RLX
REME A
. 0.0.0.1~223.255.255.255 ® 9 5 127.0.0.1 %
IPv4 7 K L A(A.B.C.D) Ui & o
. _ . v bV =2~ A7 OFHIT 8~32 T IP 7
IPv4 % v b7 —27 7 KL A(AB.C.D/M) RLADER FEILO & 725
=Xy AT RLADS L REET KL
IPv6 7 K L A(A:B:C::D) A(:/128), T 7 AL Fb— R T R L A(::/0),
=T Ry 7T R L A28 &2 RN T- 6 D
IPv6 > b7 —2 7 KL Z(A:B:C::D/M) TVT 47 AKX 1~128
secret D HEENRRT— R

(128 SCFLAN, \[]"? A— R ZER< A EET - MR
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(AR E]

nas 127.0.0.1 key secret_local

[AJ1E— ]

RADIUS 27 4 L—varE—FR
B

RADIUS 7 A 7> U A MZ RADIUS 7 74 7 > F(NAS)Z BT 5,

B RBEREIE 100 TH D,

no B Ta~r FEETLEEEAIE. $8E L7ZRADIUS 7 74 7 > FOREZHIERET 5,
[/ —F]

Aa~ s RTERELZRADIUS 7 7 A 7 M(NAS)E#tiX. running-config, 3 KT}, startup-config (ZIFFRR S 4172
U,

Flo, BEOREI~VY FEFRRY, Ra~vr REFETLERRTRET —# & LTRFEESND,
F%E L72 RADIUS 7 7 A 7 > M(NAS)[H#IZ. show radius-server local nas =~ > K TR TX 5,
A DA — FIRGEHERE Tr — /L RADIUS —_—Z 457 ET 25613, U TE2RET DLENH D,
SWX2310 (config) #radius-server host 127.0.0.1 key secret local

[BEH]

IP7 KL A 192.168.100.101, 34 /32T — K"abede"? RADIUS 7 71 7 > F(NAS)Z BT 5,

SWX2310 (config) #radius-server local-profile
SWX2310 (config-radius) #nas 192.168.100.101 key abcde

10.1.7 FEF2 —F — DR E

X
| us]er userid password [vlan vian-id] [mac mac-address] [ssid ssid] [name name] [mail mail-address] [auth type] [expire
date]
no user userid

[ZF—T— K]
vlan : #AF I v”7 VLAN D VLAN Z3RET 5
mac DR ARERE LT WIEAICEAD MAC 7 RLAEFRET 5
ssid DOHEREL T D SSID & HFE L72WEEIT SSID 2 HET S
name A=Y ARRERET D
mail D 7 TIAT V bEEORA A =T RV RAEBRET D
auth CORRES RS A T ERET D
expire LU TAT v MEMEO AR 2R E T 2 GEAE T A 78 EAP-TLS O35 O A A 7%))
T A—F—
userid ;. a2—H%—1D

(3 3CF-LAE 32 SUF LA, "DEFAULT" X5 E AR AT)

FRRES AJIFTRESCF
EAP-MD5, EAP-TTLS, PEAP, PAP V172 A=A & BRI AR
EIS") AR — < e Ins

EAP.TLS \%L]-/%ﬁ';%a% 2 A % bR < AR
password D RXRAT— R

(B2 LFLAN, \[]"? A=A &R A RETF - FALE)
vian-id 1 <1-4094>

2 AF 327 VLAN 1D VLAN & =
mac-address . hhhh.hhhh.hhhh (h 13 16 #%5)
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PRESG AR (2 —H—)D MAC 7 R L A

ssid . &St SSID
(32 LFLINL \[1"? A— 2 BB AT - AL 5)
name D a—F—4
(32 LFLAN, "2 A= 2 &R AT - AT
mail-address . A—LT RLZA
(256 SCFLIN, AL - @)
bpe =V
REME Bl
PAP §RiE X (= —%—ID L XA U— K%
pap Y541 7)
PEAP, EAP-MDS5, EAP-TTLS F8iF 7 X (== —
beap P—ID LAY — REMET 5 21 7)
cap-tls f%ﬁﬂﬁ%ﬁﬁﬁﬁﬂ%%%ﬁﬁTé?%

BWERF T eap-tls &35
date D HAT(EMSEE 2037/12/31 L1 5)
(YYYY/MM/DD BAE B £ 225 2037/12/31 £ C)
[FIHAER E]
L
[ASE— ]
RADIUS 27 4 7 L—3 a3 »E— R
[BiHA]
RADIUS H—_—TFFET 52— — & BT 5,
B R ERELIE 2000 TH B,
no B CTa~y REFETLESGAIEL, E Lica—F—%HIRT 5,
FBREH T EAP-TLS %87 L7284, certificate user 2~ R CZ T4 7 2 FEHAEDRITHNMLE L 72D,
Flo, NARATU—=RRZ 747 2 MiEHEOAEIWIRAZETE LIGE S, BESZ 747 2 MEHEORITHMLE L 72

Do
7 74T v MEAEZRITHADO 2=V =2 IR 556, BBIICY 747 & MEAEO KDL ZAT 9,
[/ — ]

ARKa<y FCHEE L2 ——1F#HIL, running-config, 3L, startup-config (ZITFR/R 720,

T, BEOREaA~Y REIFRRY, Ravy REFATLERRTRET —¥ & LTRFESND,

FRTE Lz — —15#I%, show radius-server local user =~ > K CHER TX 5,

mac ¥— U — R THET D MAC 7 KL AlE, RADIUS 7 71 7 > F(NAS)7® Calling-Station-Id Z i#%1 L C X 72354

RSN D,

ssid ¥ — U — R CHRE$ 5 SSID |Z, RADIUS 7 71 7 > h(NAS)A Called-Station-Id Z 8% L C & 7=8A A S h
60

[ EH]

PRREL— W —Z X T D,
SWX2310 (config) #radius-server local-profile

SWX2310 (config-radius) #fuser yamaha secretpassword mac 00a0.de00.0001 auth peap name
YamahaTaro
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10.1.8 FHEFEREIFR DR E
[EX]

reauth interval time

no reauth interval

[7XT A—F—]

time : <3600,43200,86400,604800>
FROREH PR D%

(AR E

reauth interval 3600

[AJ1E— ]

RADIUS 27 4 7L —3 g VE— R

B

RADIUS 7 7 A 7 > M(NAS)WZi@ 9 5 HidaE M@ 2 5% Ed 5,

FRAGERIRR & UL THEH T 2 2028522220V Tlid, RADIUS 7 74 7 > F(NASYHlIZZ R B 5,
no JER Ca~ > REFIT LG AIIOMEEICRT,

[ EH]

FFRGEM I %2 604800 FYIZFRET 5,

SWX2310 (config) #radius-server local-profile
SWX2310 (config-radius) #reauth interval 604800

10.1.9 17— %L RADIUS ¥ — X—~DFEF— & Kk

[EX]
radius-server local refresh
[AJ1E— K]
¥ibE EXEC £ — KR
B

17—/ RADIUS $— "—|ZBEDRRE & Kk S 5,

RADIUS B DR EZZEH L2 GE1X, T ARz~ FE2FITL = — /L RADIUS —/N—~F — X HHF I H 4
ERH D,

[/—}]

ARawy REFATLIHA. 72— 5L RADIUS — =37 — & & [ X H 2 72 D12 — R 8 2 ol L s etk
WZHBT S

[B%E A1)
17— 771/ RADIUS r—/3—{Z, BIEORELZ XM IE 5,

SWX2310#radius-server local refresh

10.1.10 7 5 A 7 > FEEFAZEORST

E&
certificate [mail] user [userid]
[%—T7— K]
mail D7 IA 7 FEHFEOFAT L FRFC ==~ A — L 2 R D,
[73F A =4 —]

userid . a2—%—1ID
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(3 3CF-LAE 32 SUFLAN, "DEFAULT" X6 E AR A)

RREH R AJTRIBESCF
EAP-MDS5, EAP-TTLS, PEAP, PAP \[1"? AR—=2Z R AT - AT
] \[1/:%]|<>"2? A= &R PEATEH
FAP-TLS FOPEATE
[AFTE— ]
¥t EXEC E—
B

EAP-TLS iBiF XA E L TWbHa—H—D 27 T4 7 FEHEZHRITT 5,

2—H—ID ZAHME LI2GA1E. TROFHICEET 2T X TO2—F—Dr 747 MNEHELEZ —{ERITT 5,

« JIAT7 Y MNEAELE ELRHITL TV RN —F—

o NRU—=R, 7747 FNEAZEORDHIREZZE Liza—HF—

FRE % EAP-TLS ~A W L7z 2 —H—

REST 0% EAP-TLS 75 EAP-TLS ISMCAE T L2 —H—X, BEMICY 747 > FEAEZEEZ RS 5,

mail ¥F— U — FZHETELZSEE, user I~ RCRELTCWDA—LT RLA~NT T4 7T FEHEEZEMT 5,
A=V DL EARINTHOWTIL, FEFAEEATRFO A — L E% E (mail send certificate 2~ > R)D7 7' L— MIHEH,
A—LT RUARHEE SN TR WIGEIT A —LEE LR,

[/ — ]

72747 FEHFEIT 1 2= —IZOZ 2 BETHEITTE D, 2L EFITLIELEITH VO b D0 BIEEIZ KL
ERCE

7 TA47T v FEHEFEO —ERATIIRFM R 0D 72d/ Ny 7 75 R T TE D TP Th a~ 2 FETIIEE
Th D,

L, T a<y RIZOWTUIETTE RV E D IHIRZ 20 T D
* crypto pki generate ca

* o crypto pki generate ca

* nas

* user

+ certificate user

 certificate mail user

+ certificate revoke

 certificate export sd

* copy radius-server local

[ EH]
7747 v MNiEHEE —ERITT 5,
SWX2310#certificate user

10.1.11 7 5 A 7 M IEBHE O RBIT T

[ER]

certificate abort
[AJTE— K]
¥iHE EXEC £ — K
B

7747 v MNERAEO—FERITE RIS E D,

FIEE certificate user 2~ RAFITTHZ LT 747 FEZEORITZHBHATE 5,
[E 5]

74T v MEHEO—FERITE P ST 5,

SWX2310#certificate abort
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10.1.12 7 A 7~ FEEAED LS
[EF=R]

certificate revoke user userid

certificate revoke id certificate-id

[F—U— K]
user D BELEa—Y =0 74T v NEAEEZ RS D
id D HRELEIAT U MEAEID O 74 7 v MEREEZ K SED
[/3T A —HF—]
userid ;. 2—%—1D
(3 3CF-LAE 32 SUF LA, "DEFAULT" I35 E AR AT)
RIEH R AT FIRESCF
EAP-MDS5, EAP-TTLS, PEAP, PAP \[1"? AR—R &R PEATERT AT
-k "9 R AL M Wk
EAP-TLS \%]./%ﬁ%;;%. b A Z R < AR
certificate-id T4 T FREHEID
"A—P—ID"-" Y T AE S OB G DY
[AFIE—F]
Rt EXEC E— K
B

BELa—Y—F737 747 MEAZEID 7 74 7> bEAELZ RSB,
747 v MNERAENKRINTGE. T OERAEZMH S ZFRGET AT 5,

[/—}]
7 7 A 7 > hREAE ID(certificate-id)lZ, show radius-server local certificate list =~ > K CHER TE %,
[BREH]

2 —H—1ID"Taro" D7 T4 7 > FEHEZ RS E D,

SWX2310#certificate revoke user Taro

7 A 7 MEEBE ID "Taro-DFS98EE9B44D22CC" D7 T A 7 ¥ ik EZ R S H 5,
SWX2310#certificate revoke id Taro-DF598EE9B44D22CC

10.1.13 7 A 7 v biEAEO T 7 AR — ~(SD = E'—)
[ER]

certificate export sd all [compress]
certificate export sd user userid [compress]

all D BRI IAT v NEHEE T AR— T 5

user D HELEa—Y -0 FA4 7 v MEEE T AR - TS
compress ©ozip 7 7 A MTIERET D

/3T A—&—]

userid . a—%—1D
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(3 3CFLL L 32 SCFUAPY, "DEFAULT" (3 7E R 7))

RREH R AJTRIBESCF
EAP-MDS5, EAP-TTLS, PEAP, PAP \[1"? AR—=2Z R AT - AT
] \[1/:%]|<>"2? A= &R PEATEH
FAP-TLS FOPEATE
[AFTE— ]
¥t EXEC E—
B

7 TAT v MiEHELR, SD I— Rz 7 AR— 15,
T AR— ML, SD 71— RN® /swx2310/certification/ T&H 5,
compress ZH57E LTz 1X. 7 747 > FREHEZ ZIP 7 7 A VITEM L TR b7 AR — T 5,

= RR— b &
" TRTDT T7A47T 2 FEFEZ% certificate_all.zip & LT
JEAE

BELEa2——02r 747 FEWE% certificate_ <

e HeiE L7 ID>zip & L CIES
=M

Ty AR N END S TAT v MR EL. BEO | EBOH T,

B2 l]

22— —ID Yamaha ® 2 7 A 7 hEEE SD 1 — R~/ AR — 2%,
SWX2310#certificate export sd user Yamaha

10.1.14 7 5 A 7~ FREBAFED T 7 AR — M(A —/ViE(E)

E&

certificate export mail all compress
certificate export mail user userid compress

[F—U—F]
all TR TCOA—Y T TA T v MEAEE A LVEET D
user D EELEa—Y 27 T4 T NEAEEZ A —VEET D
compress 2 ZIP 7 7 A NVIZIERET D
[/XT A—F—]
userid . o—%— 1D
(3 3CFLA L 32 SCFLAN, "DEFAULT" I35 E A 7))
AL = AJTRIREICF
EAP-MD5, EAP-TTLS, PEAP, PAP \[1"? A= &R EATET - EAR S
\[1/:%|<>"2? AR_— R &R AT
EAP-TL B
> 5 PR
[AF1E— K]
¥i#E EXEC £— K
[FAA]

74T v FMEFHEEZ A =LA L T2 —P =2 A —LIEET D,
BT 947 FIFHEIR, HFa2—HF—DORNRT—RTEMLIZZIP 77 AL TH D,
A—=NLT RUARRES N W AW —F— 25 LTI, A—/LDEENMThILe,
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A=V EEEFETHITIE, FRNZA —NVDOEFELXT— =R =V OUL IR EE A — LT 7 L— MIEE L, mail
send certificate =~ N T, BERHMEHTLIA =T 7L —FIDZHRTEL TEMEND D,

[/ —H]
A=IVIKEEND 7 TA T MEEHEIL, BHO 1 @BOHRTH D,
[EXEH]

2—H—ID Yamaha © 2 7 A 7 biEEE A —VIEET D,

SWX2310#certificate export mail user Yamaha

10.1.15 RADIUS T —# D a t’—

E&y
copy radius-server local src_config num dst_config num
ST A—F—]
src_config num . AE—EDaA LT 4 TEKE
BREE Gl
<0-1> T T #O-#1
sd SD 1 — FND=a 7 4 7
dst_config_num D av—onar T 4 rEE
RIEME Wi
<0-1> a7 (T HO-#1
sd SD i—KAD=ar7 47
[AJ1E— ]
FiHE EXEC E— R
[RBA
2 —7% L RADIUS $— =2 57 =%~z at'—7 %,
o Jb— FEREER

o FITLT=V T4 7 > FiEHE
¢ a—P—F—x
. BT AL

a< RRELEOET N TOREL 2 E— LIZWEATE, copy startup-config =~ R Tat™—4 5 Z LN TX
éo

[/—F]

SD I— KB~ PENTWARVIREET, sd 2B ELSE/IT= T —L 725,
[B%E R

a7 4 7 #0 D RADIUS ¥ — & % SD I — R~a b’ —14 %,

SWX2310#copy radius-server local 0 sd
Succeeded to copy Radius configuration

10.1.16 RADIUS 7 7 A 7 > F(NAS)DFIR
&y

show radius-server local nas /ost
[2XF A—&—]
host S IPT7TRUVA, FHE, IPRy hU—=Z T FL A
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BEE A
0.0.0.1~223.255.255.255 ® 9 % 127.0.0.1 %
Rz s o

T NI —7 < A7 OFPHIL 8~32 T IP 7
RUADHRANBIZO0 L7225

A=F XY A RT RLADY B RIEET L
IPv6 7 K L A(A:B:C::D) A(::/128), T 7 &V hJb— KT KL A(::/0),
N—T Ry 7T KL A128) &RV =8 D

IPv4 7 K L Z(A.B.C.D)

IPv4 %> b U —27 7 KL A(A.B.C.D/M)

IPv6 % v b7 —2 7 KL Z(A:B:C::D/M) TVT 47 ARIL 1~128

[AF1E— ]

¥iHE EXEC £— K

[FH]

RADIUS 7 74 7 F(NAS)D—E % F/RT 5,

[ EH]

IP 7 R L A%3"192.168.100.0/24" D RADIUS 7 7 A 7 > h(NAS)Z £ 5,

SWX2310#show radius-server local nas 192.168.100.0/24
host key

192.168.100.0/24 abcde

10.1.17 Bt — P —FHROFR

k={

[EX]
show radius-server local user [detail userid]

[F—U—F]

detail E LT — Y — ORI R R TS

[/ A — & —]

userid . a—H— 1D
(3 CFLL L 32 SCF LI, "DEFAULT" (348 E R Al)

ABREST A AS IR T
EAP-MDS5, EAP-TTLS, PEAP, PAP \[1" 2 A=A %R AT EATL
PEI<SS"? ANR— G < el B

EAP-TLS \qy/#:ﬁt o ? A A %R < A 5K

[AS1E— ]

Kt EXEC £— K

[FLBA]

a—P—fFRERRT D,

[BREH

A—F—HRO - HE2EKTT D,

SWX2310#show radius-server local user

Total 1
userid name vlian mode
00a0de001080 YamahaTaro 1 eap-md5

Z—4— ID 73"00a0de000001" D = — W —{F i & £ 17T 5,

SWX2310#show radius-server local user detail 00a0de000001
Total 1
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userid : 00a0de000001
password : secretpassword
mode : eap-tls

vlan 3 10

MAC : 00a0.de00.0001
SSID :

name : YamahaTaro

mail-address: test.com
expire date : 2037/12/31
certificated: Not

10.1.18 7 74 7 ¥ FEEAZEORITIRER =

[EFX]

show radius-server local certificate status

[AJTE— K]

¥iHE EXEC £ — K
B
7 FAT v MEMERITREORELZ R TT D,

FITIRKE N
done 54T v FREIEDORITNTE T E I IEREIT
processing 7 74T v MEAEERITH
aborted certificate abort 2~ K72 BN K~ To 747> MiE#A
FEORAT & W

Bt
7747 v MEAERBITRBEOREEZ R RT 5,

SWX2310#show radius-server local certificate status
certificate process: done.

10.1.19 7 FA T~ FEAED U X FRR

EEV
show radius-server local certificate list [detail userid]

[F—U— 1]

detail DR -RERR TS

[T A—=HF—]

userid : 2—%—1ID
(3 CFLLE 32 SCF LN, "DEFAULT" (X458 E R Al)

AR ATIRIRESCF
EAP-MDS5, EAP-TTLS, PEAP, PAP \[1"? AR—=RZ R AT - AT
» P N

EAP-TLS \“%E]-/%Lﬁ',;;% ? A A% i< AR

[AJ1E— K]

HHE EXEC £— R

[FHA

FATH 2 TA T > NEBED ) A N2 RRT B,

userid Z187E LT A X, T2 —F—0OiEMERE T 5,
[BREBH]

RRE L — P —DRITIH Y 74T v N EEERE2T 5,

SWX2310#show radius-server local certificate list detail Yamaha
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userid certificate number
enddate

Yamaha Yamaha-DF598EE9B44D22CC
2018/12/31

Yamaha-DF598EE9B44D22CD
2019/12/31

10.1.20 7 FA T~ FEEAE DR Y X M RAR

[EX]
show radius-server local certificate revoke
[AJTE— K]
ke EXEC £ —
(R EA]
KRB INT=T T4 7 > FEHED Y A N &2FRT 5D,

RENEH NE

revoked FENZ LD KR

expired A RIABREIAIC K D K%)

[BXEH)
7747 v MEHEORZ Y A M ERRET D,

SWX2310#show radius-server local certificate revoke

userid certificate number
reason

Yamaha Yamaha-DF598EE9B44D22CC
expired

Yamaha-DF598EE9B44D22CD
revoked
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A

aaa authentication auth-mac 173
aaa authentication auth-web 173
aaa authentication dotlx 172
access-group (IPv4) 284
access-group (IPv6) 286
access-group (MAC) 289
access-list (IPv4) 282

access-list (IPv6) 285

access-list (MAC) 287

access-list description (IPv4) 284
access-list description (IPv6) 286
access-list description (MAC) 288
action 139

agent-watch down-count 119
agent-watch interval 118
aggregate-police 314

arp 250

arp-ageing-timeout 251
arp-ageing-timeout request 251
auth clear-state time (f > % —7 = — A& — K) 191
auth clear-state time (7' 22—/ 3L 7 ¢ 7 L—3 3 »F— K) 190
auth dynamic-vlan-creation 180
auth guest-vlan 180

auth host-mode 178

auth order 179

auth radius attribute nas-identifier 186
auth reauthentication 179

auth timeout quiet-period 181

auth timeout reauth-period 181
auth timeout server-timeout 182
auth timeout supp-timeout 183
auth-mac auth-user 176

auth-mac enable 176

auth-mac static 177

auth-web enable 177

auth-web redirect-url 189
authentication 331

auto-ip 247

B

backup system 145
banner motd 32
boot auto-apply 39
boot prioritize sd 38

C

cable-diagnostics tdr execute interface 46
certificate abort 336

certificate export mail 338
certificate export sd 337

certificate revoke 336

certificate user 335

channel-group mode 163

class 301

class-map 300

clear access-list counters 290

clear arp-cache 250

clear auth state 190

clear auth statistics 188

clear boot list 38

clear cable-diagnostics tdr 47

clear counters 158

clear ip dhep snooping binding 243
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clear ip dhep snooping statistics 243
clear ip igmp snooping 275

clear ipv6 mld snooping 281

clear ipv6 neighbors 260

clear lacp counters 168

clear lldp counters 116

clear logging 60

clear mac-address-table dynamic 198
clear qos metering-counters 320

clear spanning-tree detected protocols 224
clear ssh host 94

clear ssh-server host key 91

clear system-diagnostics on-demand 46
clear test cable-diagnostics tdr 47
cli-command 140

clock set 47

clock summer-time date 49

clock summer-time recurring 48
clock timezone 48

cold start 143

config-auto-set enable 126

copy auth-web custom-file 191

copy radius-server local 339

copy running-config startup-config 33
copy startup-config 36

copy tech-support sd 44

crypto pki generate ca 331

D

description 147

description (schedule) 139
dns-client 262

dns-client domain-list 264
dns-client domain-name 263
dns-client name-server 263
dotlx control-direction 174
dot1x max-auth-req 175
dotlx port-control 174

E

eee 149

enable password 28

erase auth-web custom-file 192
erase startup-config 35
errdisable auto-recovery 195
event-watch disable 125
event-watch interval 126
exec-timeout 53

F

firmware-update execute 130

firmware-update http-proxy 129

firmware-update reload-method 133

firmware-update reload-time 133

firmware-update revision-down enable 131

firmware-update sd execute 132

firmware-update timeout 131

firmware-update url 129

flowcontrol (f > % —7 = —ZAE— R) 327

flowcontrol (7 @ —/ )L a7 4 7 L—3 3 U F— R) 326

H

hostname 142
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http-proxy 87

http-proxy timeout 87
http-server 83

http-server access 85
http-server interface 85
http-server login-timeout 86
http-server secure 84

|

instance 224

instance priority 225

instance vlan 225

interface reset 156

ip address 244

ip address dhcp 245

ip dhep snooping (1 > # —7 = —AFE— K) 235

ip dhep snooping (7El‘—/§/l/:l VI 4T —v g e R) 235

ip dhep snooping information option 237
ip dhep snooping information option allow-untrusted 238
ip dhep snooping information option format remote-id 238

ip dhcp snooping information option format-type circuit-id 239

ip dhep snooping limit rate 240

ip dhep snooping logging 240

ip dhcp snooping subscriber-id 239

ip dhep snooping trust 236

ip dhep snooping verify mac-address 237
ip forwarding 251

ip igmp snooping 268

ip igmp snooping check ttl 271

ip igmp snooping fast-leave 269

ip igmp snooping mrouter interface 269
ip igmp snooping mrouter-port data-suppression 273
ip igmp snooping querier 270

ip igmp snooping query-interval 270

ip igmp snooping report-suppression 272
ip igmp snooping version 272

ip route 247

ipv6 254

ipv6 address 255

ipv6 address autoconfig 255

ipv6 forwarding 260

ipv6 mld snooping 276

ipv6 mld snooping fast-leave 276

ipv6 mld snooping mrouter interface 277
ipv6 mld snooping querier 278

ipv6 mld snooping query-interval 278
ipv6 mld snooping version 279

ipv6 neighbor 259

ipv6 route 256

L

12-mcast flood 267
12-mcast snooping tcn-query 268
12-unknown-mcast (f % —7 = — X FE— ) 266

12-unknown-mcast (7 2 —/ NV 7 ¢ JL— 3 UE— R) 266

12-unknown-mcast forward link-local 267
12ms configuration 117
12ms enable 117

12ms filter enable 120
12ms reset 121

12ms role 117

lacp multi-speed 167
lacp port-priority 172
lacp system-priority 166
lacp timeout 167
led-mode default 144
line con 52

line vty 53

lldp auto-setting 105

1ldp interface enable 112

1ldp run 103

1ldp system-description 104
1ldp system-name 104
1ldp-agent 105

logging backup sd 59
logging event 59

logging facility 57

logging format 56

logging host 56

logging stdout info 58
logging trap debug 57
logging trap error 58

logging trap informational 58
loop-detect (f » &% — 7 = — AFE— ) 232

loop_detect(ﬁvl:"—‘/{/]/:j 74 T L— g F) 231

loop-detect blocking 233
loop-detect blocking interval 233
loop-detect reset 234

M

mac-address-table ageing-time 197
mac-address-table learning 197
mac-address-table static 198
mail certificate expire-notify 101
mail notify trigger 96

mail send certificate 100

mail send certificate-notify 100
mail server smtp host 95

mail server smtp name 96

mail template 97

management interface 55
match access-list (QoS) 302
match access-list (VLAN) 291
match cos 303

match ethertype 304

match ip-dscp 303

match ip-precedence 303

match vlan 304

match vlan-range 305

mdix auto 149

mirror interface 151

mount sd 143

mru 148

mtu 252

multiple-vlan group name 212
multiple-vlan transfer ympi 212

N

nas 332

ntpdate interval 51
ntpdate oneshot 51
ntpdate server 50

P

pass-through eap 193

password-encryption 28

ping 253

ping6 261

police single-rate (R V ¥ —~ > 7 « 7 7 XE— R) 310
police single-rate (£ AR U H—F— ) 315

police twin-rate (N J ¥ —~< v 7 « 7 T XF— ) 311
police twin-rate ((£#R U —EF— ) 316
police-aggregate 318

policy-map 306

port-channel load-balance 169

port-security enable 193

port-security mac-address 194



port-security violation 194
private-vlan 201
private-vlan association 202

Q

qos cos 294

qos cos-queue 298

qos dscp-queue 299

qos enable 293

qos port-priority-queue 299
qos queue sent-from-cpu 300
qos trust 295

qos wrr-weight 324

R

radius-server deadtime 185
radius-server host 183
radius-server key 185
radius-server local enable 330
radius-server local interface 330
radius-server local refresh 335
radius-server local-profile 331
radius-server retransmit 185
radius-server timeout 184
reauth interval 334

region 226

reload 142

remark-map (R > —~< v 7« 7 7 ZF— )313
remark-map (594 U —F— K) 317
remote-login 136

restart 142

restore system 146

revision 226

rmon 70

rmon alarm 73

rmon clear counters 78

rmon event 73

rmon history 72

rmon statistics 71

S

save 33

save logging 59

schedule 137

schedule template 140

script 141

send from 98

send notify wait-time 99
send server 97

send subject 99

send to 98

service terminal-length 55
service-policy 307

set cos 308

set cos-queue 320

set ip-dscp 309

set ip-dscp-queue 321

set ip-precedence 309

set lldp 106

set management-address-tlv 106
set msg-tx-hold 110

set timer msg-fast-tx 109

set timer msg-tx-interval 109
set timer reinit-delay 110

set too-many-neighbors limit 111
set tx-fast-init 111
sfp-monitor rx-power 160
show access-group 290
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show access-list 290

show aggregate-police 318

show arp 249

show auth statistics 188

show auth status 186

show auth supplicant 187

show boot 38

show boot prioritize sd 40

show cable-diagnostics tdr 47

show class-map 305

show clock 50

show config(show running-config) 34
show config(show startup-config) 35
show ddm status 159

show dhcp lease 246

show disk-usage 41

show dns-client 264

show eee capabilities interface 150
show eee status interface 150

show environment 40

show errdisable 196

show error port-led 145

show etherchannel 164

show etherchannel status 170

show firmware-update 131

show flowcontrol 328

show frame-counter 157

show http-proxy 88

show http-server 84

show interface 153

show interface brief 155

show inventory 40

show ip dhcp snooping 241

show ip dhcp snooping binding 242
show ip dhcp snooping interface 241
show ip dhcp snooping statistics 242
show ip forwarding 252

show ip igmp snooping groups 274
show ip igmp snooping interface 275
show ip igmp snooping mrouter 274
show ip interface 244

show ip route 248

show ip route database 249

show ip route summary 249

show ipv6 forwarding 260

show ipv6 interface 256

show ipv6 mld snooping groups 280
show ipv6 mld snooping interface 280
show ipv6 mld snooping mrouter 279
show ipv6 neighbors 259

show ipv6 route 257

show ipv6 route database 258

show ipv6 route summary 258

show 12ms 121

show 12ms agent-config 123

show lacp sys-id 166

show lacp-counter 168

show led-mode 144

show lldp interface 112

show 1ldp neighbors 115

show logging 60

show loop-detect 234

show mac-address-table 199

show mac-address-table count 200
show mail information 101

show memory 42

show mirror 152

show ntpdate 52

show policy-map 321

show port-security status 195

show process 42

show qos 296
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show qos interface 296

show qos map-status 323

show qos metering-counters 319

show qos queue-counters 297

show radius-server 189

show radius-server local certificate list 341
show radius-server local certificate revoke 342
show radius-server local certificate status 341
show radius-server local nas 339

show radius-server local user 340

show rmon 75

show rmon alarm 78

show rmon event 77

show rmon history 77

show rmon statistics 76

show running-config 34

show snmp community 69

show snmp group 69

show snmp user 70

show snmp view 69

show spanning-tree 220

show spanning-tree mst 229

show spanning-tree mst config 229

show spanning-tree mst instance 230

show spanning-tree statistics 222

show ssh-server 89

show ssh-server host key 91

spanning-tree priority (7 2 — Va7 4 JL—3 3 VE— R)

216

spanning-tree shutdown 214
speed-duplex 147

ssh 93

ssh-client 94

ssh-server 88

ssh-server access 89

ssh-server client alive 93
ssh-server host key generate 90
ssh-server interface 89

stack 134

stack renumber 134

stack subnet 136

startup-config description 37
startup-config select 37
static-channel-group 162
storm-control 328

switchport access vlan 204
switchport mode access 203
switchport mode private-vlan 207
switchport mode trunk 204
switchport multiple-vlan group 211
switchport private-vlan host-association 207
switchport private-vlan mapping 208
switchport trunk allowed vlan 205
switchport trunk native vlan 206

show stack 135 switchport voice cos 210

show startup-config 35 switchport voice dscp 210

show static-channel-group 163 switchport voice vlan 209

show storm-control 329 system-diagnostics on-demand execute 46
show system-diagnostics 45

show tech-support 42 T

show telnet-server 79

show test cable-diagnostics tdr 47 telnet 81

show tftp-server 82

show tx-queue-monitor 161
show users 31

show vlan 212

show vlan access-map 293
show vlan filter 293

show vlan multiple-vlan 214
show vlan private-vlan 213
show y-unos 102

shutdown 147

snapshot delete 128
snapshot enable 127
snapshot save 128
snapshot trap terminal 127
snmp-server access 68
snmp-server community 64
snmp-server contact 64
snmp-server enable trap 63
snmp-server group 66
snmp-server host 61
snmp-server location 64

telnet-client 81

telnet-server 78

telnet-server access 80

telnet-server interface 79

terminal length 54

terminal-watch enable 119

terminal-watch interval 120

test cable-diagnostics tdr interface 46

tftp-server 82

tftp-server interface 83

tlv-select basic-mgmt 107

tlv-select ieee-8021-org-specific 107

tlv-select ieee-8023-org-specific 108

tlv-select med 108

traceroute 254

traceroute6 262

traffic-shape queue rate 325

traffic-shape rate 325

tx-queue-monitor usage-rate (-f ¥ — 7 = —AFE— I) 161
tx-queue-monitor usage-rate (7 2 — )L a7 4 JL— g UE—

snmp-server startup-trap-delay 62 ) 160
snmp-server user 67

snmp-server view 65 U

spanning-tree 216

spanning-tree bpdu-filter 217 unmount sd 144
spanning-tree bpdu-guard 218 user 333
spanning-tree edgeport 220 username 29
spanning-tree forward-time 215 username privilege 30
spanning-tree instance 227

spanning-tree instance path-cost 228 \Y

spanning-tree instance priority 227

spanning-tree link-type 217 vlan 201
spanning-tree max-age 215 vlan access-map 291
spanning-tree mst configuration 224 vlan database 200
spanning-tree path-cost 219 vlan filter 292

spanning-tree priority (-f % —7 = —ZXFE— ) 219
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wireless-terminal-watch interval 125
write 33

Y

y-unos enable 102
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