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Tpav R Ty LR FE, ¥voy A< — R L2PoE AA v F SWX2210P D>V — b AT Aa~vy R
S L TWET,
121 2o0a<y RIIKROEROMAEYETHHLET,

avy ROANERAFTALET, F—ADKRHIILK
XFENLFOELLEEH L THHEWEREA,
av Y ROLFRHBITIE KT (Bold face) T/ L £77,
B IXT A =B =R IIRMA (Italic face) TR L ET,
F—U— NIFEELFTRLET,
RN ([]) CHENTZ T A= —IFEEFARETH D
LERLET,
r—— K i‘;;oF‘éiéﬁﬁﬂﬁEf£%HU~ NOfEME & B A
[R5 Ak ] ;g%igi?ﬂ%ﬁﬂif~&—@@ﬁk%®%
(IR E] v RO LGHHRFOREZ R LET,
[AJE—F] g~ RFEATARIRERE— REZ R LET,
[FAA] o< ROMERESTCTT,
[ — k] avy REMBHT LA ICRICEE T REFMRE R L
£7
[FXEH o<y RO BRI ZRLET,

1.3V F—T7 2 —AZIZDONT

gy ROANERICBWNT, AA v TFDOEA v F—T =2 —RAERETHEDIIA Vv F—T =2—2L4EZFHA L £,
SWX2210P T HA v ¥ — 7 = —RA4IZE. U TFERHY 7,

A v E—7 = —AFER VT4 TR FLEA B EH]

WPFRAR— F OFREICHEH L
£, FRETHEL. port |[LAN R— |k #1 #H5ET 5
el T+ R — [ A  portl.]

FNEB"ERTELET,

LAN A"— | port

VLAN O EICHEH L E
I, FEET AL, vlan I | VLAN #1 2##5ET 5854
T C"VLAN ID"%#487F L | vlanl

7,

VLAN A ' Z—T = —R& vlan
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AV E—7 = —AEH TVT 4T A B! fHEH
- . BEDO LAN R— & H i | AXT 4 v 7oA v 4 —
N 2 M —
;ii;’ymiﬂ%/& sa VLTIV ay [T A BERET DS
DIEIHEH L ET, $8E | A sal
T DRI sa F 721 po (HE [ P
if agor Po o TR 7 — 7 = — |@if _aggr po@ #2 wIRIE
@il ager_po@ P A D& fRE LET DHE  po2

14 no ThhE B a~r FOARAFERIZTOWNT
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102~ R 77 LR | avwy ROFEWE

2=
a< v ROFEWIT

SWX2210P ® o~ REMEIL, RO 2TEED HFIETITH Z &N TEET,

BAEOTEIE BEDHIE Bl
o . « TELNET Z 9A4 7 bInHDT  |a~<r Rae 1951 5FEfT L TR
TS E SR s A CRRERHRE ATV E T
VERa~vy F—RE@R L7z 7 7
_ o « TFTPIZ & %7 7 A /Lifinik 4w@ﬁ%Cm@774w&W§)
Config 7 7 A /WZ & 2 . GUIRMEIC L5 7 7 A MGk i@ —ERE LY . SWX2210P

REEZ—FECHREGLET,

ARETIL, FEIEFEICHOWTHHALET,

2.1 22—z k AERME

211 TELNET 72 A7 "D b DT7 7 A

RNy a7 YO TELNET 7 94 7 > &AL T, SWX2210P @ TELNET % — —{C#H L. BEZITVE T,

TELNET ZfE M L72BREZAT 9 72Dl £9, #REIP * v U —27)OMEA{TV, RIZ, TELNET H—/3—
DREEATVET,

SWX2210P D IP 7 RV ADHKEIZOWTIL, U TFD LB T,

o IPv4 7 RL ZOFHARE L. VLAN #1126 LT, 192.168.100.240/24 %R E L T\ ¥,

o IPv4 7 RLUADOEHEL, ipaddress =~ > R T{TWET,

SWX2210P ® TELNET $— X—EgEIZ DWW TiL, I T LB T,

«  TELNET ¥ — —BEEOWMIEIX, 7 7 4/ bR — NTCP A— k 23 F)THRENL THT, TXTOFRA MM
DT 7 BAEZFHFRLTWVET,

o ZER— FEEBOEFEIL, telnet-server =~ > K TITWET,

e TELNET Hy—_—~D7T 7 ¥R, R"A NN THIFEITX | telnet-server access 2~ > NTHRETXFET, 77
T AEZHATBHRA e, IPVA/IPV6 7 FLATIHEE L TL &,

o IPV4/IPv6 7 KL A& L7~ L % telnet-server access =~ > NiLT 7 #/L hREICRE Y 1,

F 72, TELNET 7 74 7 > F 03§ D RARR 2258 E R — b D Z & 2" ABE AR (VTY: Virual TYpewriter) s — K" & 0

WE9, TELNET 7 7 A 7 kO KRIEIREEGEIL, SWX2210P O VTY FA— FUTEEL £9, SWX2210P O

VTY &R— M2 oW T, LFD LY T,

o VTY AR— FOPRREIL, 4 HD VTY R— FAD:0~3)ME A ATRE & 72> TV ET,

o VTY R— FEOZEF X, linevty =~ R TITWET, (K 4 H(ID:0~3))

728, VIY R— b ORREL, linevty 2~ R THEVTY R— hERE LK, 74— RIZBITLTITWET,

VTY BA— FOFREITTRTHO VIY RA— FTH@EE 220 £9°,

212 VTY OHRE

SWX2210P i, VIYIZX LT, U FERETEET,

1. MEEELHIEST D224 L7 U MEEH
2. UK O 1 ~— Y DFRRITH

REHHE

ENE

R
%

MR TR — ARG RICe /A vy v a &R

il FL @JU??‘Z)?“C@H%EF'W& RELFET,

W E T, 57 CoRfiIEIEr S vE T,

ARFREIEX, 74 ‘/%~ R @ exec-timeout =~ > K CERiE
ROEBY T3 UNLHEMIIRD T,

MELHET DX A LT 7 P




aw R Ty LA | awy ROMBWN |11

SRR O 1 X—U M0 O EEELE T,
0~51247/1 ~—VHRIEFTRE T, HIMRE TIL, 24 17/
—V ko TVET,

AIRRECTRREAT I &, 24 17RTHE, " More---" &3
REN, F—ANFFHLERD T,

AREL, LTO2FE HY | ENDIEFICT AT L
SR 0 1 ~— DR T A ShET

1) FEFFHE EXEC E— R terminal length =2~ > R
D Ta—r)var7 4 L—3 g F— RO service
terminal-length =~ >

DOBEIER LT 2 —H— | — R A %)
ICSHELBEET, =~ FETR, BB S ET,
DDOBEIIRDE v avinbAHERD ET,

2.2 X E(Config) 7 7 A M K B H#afE
B awy R—=RETRIR L7 7 A VERE(Config) 7 7 A /L EFENE T,
SWX2210P |Zf%E L7HH 1%, TFTPIZ XY LAN DK A F2v5 Config 7 7 A v & L2 &N TE £,
F72ARA b ED Config 7 7 A /L& SWX2210P ICit A EHETRIEEZITH) Z &b TE £,
Config 7 7 A WMEIRKDOHRELZFLIR LT b DO TH Y | FEMDORET H#HAH L2 ZomRiZiTaH&BEALR
DT HZ LIXTEEFA, Config 7 7 A /LIX ASCI + 24T 22— R(CRLF £ 72X LF) THK T 57 F A N7 7 A 1 &
Li‘a‘o
723, Config 7 7 A VOWNEIL, 2~ FOEFEXSLNRT A—F—0FER EONENIE L  FLlk STV D MR
HYFET, MESTEEXSNENR D > THAITIE. TONRITEEICKM SN TEE I ET,

221TFTP 72 ATV ED6DT 7R
TFTP (2 X Y Config 7 7 A V&LV & VT 57-DI21E, £7°, #EFEREAP v U —27)DOEEZITV, KIZ, TFTP
Y= R—DREEZITNET,
SWX2210P D IP 7 R L ADFHREIZHOWTIX, LLFDEEYH T,
o IPv4 7 RLUADOYMEEIX, VLAN#1 123t LT, 192.168.100.240/24 Z 3% E L T\ ET,
e IPv47 RUADZEHEL, ip address =~ > £ 72/% ip address dhep =~ > R TITWET,
SWX2210P @ TFTP $—/X—FEREIZ DWW TIX, L FD & B0 TT,
o TFTP —N\—HEREDHIMREIL. 77 4 /L N TERE 2> TWET,
o TFTP H— —HREZ 3 25815, thtp-server 2~ FZREL T E&EV, T 74 /b hAR— F UDP R —
FD 69 F T,

o TFTP r—/R—~D7T 7 & AL, A NN THIETX ., tftp-server access I~ N T E T x4, 77/ A2%
FFAT DR A R, IPV4/IPv6 7 RLATHREL T EE W,

2.2.2 Config 7 7 A VW DFHHH LIEEZ AL

Config 7 7 A VO s L/EZIAZIT, LAN EOKRA RvD TFTP a2~ REFEITLET, it L/EZIALELT
9 Config 7 7 A MIZLL F D@ Y T9,

+ Config 7 7 A /V

*xt% Config 7 7 A )V FiHA E

running-config BEE A O EE

startup-config #0 PRAF STV 53R EAHE #0
AT a~r FOERIX. ZORA RO OS(TFTP 7 74 7 2 MITEFLET, ROBICERLTETLTLLES
[

« SWX2210P D IP 7 R L A
© BREE— NS T U = R TIT0E T,



R2|a~vwr )77 LA avwy ROMWS
« Config 7 7 A VOt L(GETYEZIAAPUD)EDO U E— hS2 L LT, UFEEELET,

Y E— hrtx ﬁﬁcm%774 71 L(GET) EXAH(PUT) e
config running-config o o
config0 startup-config #0 o o
config M PUT(E XA
reconfig startup-config #0 - o I, HENRJIZFE
BLET,
techinfo tech-support o -

« UE—FRADHZAIT/PASSWORD" & W )RR THEINAY — FE2RET 2L ERH Y 3, HBHAZAT—F
DR EDKRETII.RET 7 A NVDOHAH L/EZIALEZTHZ LI TEEEA, Mo TEHARTY— %
ERESHMENH Y £7,

o UE— MR (Z"config" ZF5E L T PUT(FE XA T 556, BUEENTOREICH LT, BINELIT EEEZEZL
FP, REZEMELZFERELZVEDIZHONWTE, BEERL TV OIREDEE LRV EY, o, REM
IR SN T, BRI LTIZ WS IT write 7~ 2 RETRIFEL TS EE W,

o SERIZHT LW Config 7 7 A )V CHEM ZBIE LT WIEEIX, U E— M3 AT "reconfig" i E L T 7230,
startup-config Z B4, HEIIICHEE)L T, BrLVWeE CEM LG L ET,

o BEE LS A7z A U — K(password 8 X° enable password 8 © =~ > NJE)iX, TFTP C running-config {Z PUT L
THREICKMENEEA, 7, B SN Y — FEe Gt —Y — D% E (username =~ > F)|L, =—
P—DOBEAERPITONERE A,

«  UE— h/SR|Z"techinfo" % fHE L 7254514, show tech-support O FATHER LRI CNEDOT XA R 7 7 A V& s
THZENTEET,

23 AV

SWX2210P |{Z TELNET C7 7 &BAXA 95 L, ual A4 VHENFERINET,

=P —ZRELTWEEEIT, 22— =L AT —FZ AL TLEE, 22—V —%2FEL TWARWEAIT.
a2—P—Z DA% Enter F—THBE L T /A XA —REANTDHZE T . BELa—F—L LTl (95D
ZENTEET,

FRREICEREN T 5 &, a~vr R a7 IRFRINET, BB, PHERETIIe /A4 R A T — R EI LT
RN, =P =L L RRAT = RDASR LTI A THZENRNTEET,

. 1A VHEH

Username:
Password:

e Tl A ooy — LHEH
SWX2210P-10G Rev.1.03.12 (Tue Oct 24 16:06:15 2023)
Copyright (c) 2018-2023 Yamaha Corporation. All Rights Reserved.
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2.4 2~ KAJTE— RIZHONT

24.1 2= FAJIE— FOEAR

SWX2210P DX EEAFLIRES M A T HI5E., Wil a~y FAJE—RIZERLTHDL, a~r REFTITHH
ERHVET, a2 ROANE—RIUTOL I RBERBIZOMIMNTEY, £4DEF—RKRTANTEHa~<vr Py
BianFd, a—V—F, 77 EERTHILET, BE, FOT—FRIWIDONERT I ENTEET,




8 B @ 111

(/XX D — R ADEm) I

m _‘/EEIJJl T exit, logout

FIEFFEEXECE— I

(A—vE€—k)

enable 1 T disable

p—- HEEXECE—R

T exit, end

20-)UL
a>J«JLb—>3>E—R

interfacefd:& 1 T exit

&35!

configure terminal 1

av RV TZ7 LU A | a<y ROMWI |13

SWX2210P=

exit, logout

SWX2210P+#

SWX2210P(config)#

SWX2210P(config-if) #

o<y FANE— ROBBICEET I ERN o~ Nid, UTFERVES, Juo—rlar 47— g%
— R bfBlay 74 L — g EBE— R~OBBa~< L FlcoWTik, MEflar 74 7 L—a e —F) 2%

L T<7zEEn,

+ exit AV U R

* logout =¥ K

* enable =¥ K

+ disable = v |

+ configure terminal =~ > K
« end =I~v R

242274 TV —Ya E— R

Rz 7 47— g —RKElZ, LANKR— RSP VLAN A VX — 7 = — X732 E BrE OE Bk 5 3B 3%
EEITHITZODET— ROBRHTT, a7 47— a = RIABIZEK, Fe—rar7 47 Lb—v3

YE—RTHE—FICBHT 00 a~xr FEFTLET,

SWX2210P iRl a7 4 7L — g o F— RIZIFEKROLONRH Y £, il 7 4 7 L— 3 0 F— ROHC

ISR TVWE DL H D £9,

fEplay 74—y aryE—FR Ba~<w K

a7k

AV HE =T 2—RAE— R interface =~ N SWX2210P(config-if)#
74 F—NR line vty =< > K SWX2210P(config-line)#
VLAN E&— K vlan database =~ SWX2210P(config-vlan)#

LIDP =—Y x> hE—F

lldp-agent =~ > R

SWX2210P(lldp-agent)#

L2MS &E— I2ms configuration ==~ >

SWX2210P(config-12ms)#

Al a— )T T L— hE— R schedule template =~ >

SWX2210P(config-schedule)#

243 a< L R7a T v OV T 4T A

o< R T MO VT 4T AT, FAMMEERLTOVET, PIHNRETIIARA ML LT, ETALT
H5 [SWX2210P] ZFRLTWET, AFRIL, hostname =~ RTHRRA NMARET AL TEHTXET,



4|a~r R 77 LrA|a~vy ROMFEWS
SWX2210P ZHEfH L CWDGER Y, AL v FIZHlx DAHIZHEL TRBL Z LT, BHALLT R F
ER
RA ML DI

SWX2210P (config)# hostname Switch-012
Switch-012 (config) #

244 B2 HA)E— RDa~< v REST

SWX2210P Ci%, T— RZEICHHAMRERa~ RRRR B0, FITARRETE—NETER L Ca~vyr REeET
L iEZen $8A, FNEEETS I~ RELT, doa~> FERAELF T,
do a2~ F&EEHTAE, T R_RTHOary 74— arF— RO EHEEXEC E— KD a~vy REE{TT5HZ &
MNTXFET, ZHUTEY, T _RCOar 74 7 L—1a rF— R LEHMEEXEC E— FIZBEITA - /2. B/E
hoary7 47—y arEBRE L0, REDEIENATREL 20 97,
7272 L. do TITHIZEHERBIIFIH TEX 2 ad, Z0RICKH K 2~ RE 7 VAUV ETZITEIER TANT 508N
HH T,

TNAYLTATTHEES

SWX2210P (config) #do show vlan brief

B TAITDHEE

SWX2210P (config)#do sh vl br

25 2V — NEHBEO X —FR— FEE

2.5.1 oY — )V AT D EAREE
SWX2210P Tif, =~ K74 BT, LLFOBENTIRE TY,

T — VL DOBE)
%R — R LB - =
- | CFANCBE L £
- | XFEIHB L ET

| HEEAICBEI L 3 ( — Y MBI S D Bk O Bt
DXLFOWITHBE L 7))

| HEEAICRBE L E 3 (0 — Y IVLEICH 5 HEEDJEEA
XLFICHBE L ET)

Esc fi F#£IZ F

Esc ## %12 B

Ctrl + A ITORFBEHBHL £
Ctrl + E TTORRICHBEI L £
o ADTEFOHIBR
F—R— FEE Bl - %
Backspace

H—=INVDECHHFEHELET
Ctrl+ H

H— I MLBEO L FEHIER L ET,
Ctrl+D a2 RITRZEOIREETARBELZ L72EE1E, exit =
<~V RERUBEE 22D £97,

Esc #7412 D i%vwmﬁu%\%mwgawﬁﬁif%m%bi
Ctrl + K B = NMALENGITOREFE TEHIBRLET
Ctrl+U AFFPOLTFTHEETHIBRL 9

Z DAt
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F—R— FEE B - =
T — I NALBEOLTF L FOEAIOXTo2 ANz +
Ctrl+T 7o
H—YIVIMTOREIZH D & &, HEATOXT & ZOH]
DLFE AN Z F T,

AN O a~ s REEL TROITICEY 7,
Ctrl +C o3 BUEF TR O a v P Z Pl L E T,
(ex: ping =< K)

Ry 74 71—y arE—RBLOY r— L

Ctrl + Z YT 4 T L= g = R bR EXEC E— NICE
BLET,

end 2~ RERI CEIEE 720 £,

252 a<wy R~ v/
av L RIA LV ETPEANTHIL T, BETEXLa~vy REFIFRTA—F —EMBTEET,

SWX2210P#show vlan ?
<1-4094> VLAN ID
brief VLAN information for all VLANs

SWX2210P#show vlan

253 Ao~ RO®E, ¥—U— NEF—EDOFER
oy Y= bETa<wy FAJEPIZ, "Tab"s— %4 L, a~vr FaR6issshET, £/, F—U—FAN#
(2 "Tab"F— %9 &, WRICANABER T —T — ROBEM—E2 T LET, AEIEZ, "Cul+I"F—Z#H L THIHE
REMEL 700 £,
o< R DOH5E
SWX2210P#con"<Tab>X — % f#fi¢ "
!

SWX2210P#configure

F—U— MEH— DR

SWX2210P (config) #mac—-address-table "<Tab>¥F — & ffidr
ageing-time learning static

SWX2210P (config) #mac—-address-table

254 A= ROHEMAT
A REIFANTA—F =B L TAN LI, ANShEXFR—EDa~y RERIFNTIA—F—L LT
Wik CEx LA, FOoa~v s RREITINET,
a2 ROEMEAT15(show running-config)
SWX2210P# sh run

2552~ R AR —

A e A M) —HREZEMT 2L, WEICAD Lica~y FelHaETHIATLEY  MEICA L=
<~ RO—WEERELTCHETTHZENTEEY, a~v > FeEA MY —F, £E— NLEOBRKE L L TERESN

F9,
BEIEIZOWT, IR LET,
F—ih— FE(E T - B
7
o< NEREZ IhDIiE?
Ctrl+ P
l

a~wr RERZED 2

Ctrl + N
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2.6 [show] ThEDHa~v K

261 FET 47747

TT 4774 TIE, show 2= RPN THEHRE 7 4 AV F—ZB L, BRERIFERICNEZKD Z & CHAREHIZ
R <ERLET,

SWX2210P TiX, show 2~ > RKOET 4 77 A7 L LT, RO 3IFHEERILL E3,

ETTAT77AT A
include
FBE LA EEteiTiR 2325
grep
exclude BE LTI EEE 2 viTaH hT5

B, ET AT A TIIHE—TCOREHARETT, HERET S22 LI T ERA,
« (#) show running-config T VLAN #1 & & el a2 Frd 5,

SWX2210P#show running-config | grep vlanl
interface vlanl

« (%) showlogging T 7/ A VIEHEZ £ T 5,
SWX2210P# show logging | include Login
2018/09/20 09:51:53:[ SESSION]:inf: Login failed as (noname) for HTTP: 192.168.1.9

2018/09/20 09:52:03:[ SESSION]:inf: Login succeeded as (noname) for HTTP:
192.168.1.9

2018/09/20 09:57:15:[ SESSION]:inf: Login succeeded as (HttpProxyAdmin) for HTTP:
192.168.1.2
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3=

ay 747 —Tay

3.1 R EMEDEH

SWX2210P 1%, U TFDar 7 4 2R L CREEZEF L £,

av7 47 OfEEE

B

ATHE R

Z =7 ar7 (7 (running-
config)

BEBIER OREM. RAM LT
Y5,

B AZ—= T T a7 4 T~
DRAT

AR — NT w7 ar7 4 J (startup-
config)

RfF LT-RREMR, ROM L THE S
Do

SR/ HE/ ar—

F 7 ka7 4 7 (default-
config)

7 7 4V b O EME, ROM ETH
Y5,

BT

SWX2210P D A7 NEENE, LLFOmNLE 720 9,
1. A% — 7 v a7 47L& LT configh) DNiERI NS,

20 AX— KT w7 ar 7 4 INFEETDIHE. 4T —F%RAM ki =7 a7 47 LTRIRYT S,

AR —="T T a7 47N ROM EICIEELZWEE, T 74/ bar 7 4 7% RAM FIZEMT 5,
SWX2210P EAFICa~y KRR ETHREELEETHE, BELEZARIZT ST v=7ar 7 0 ZITKBESE
T, T s ar 7 4 JEER L%, write £2iX copy 2 REFETTHILET, AX— K T v Sarrgy
TRFEHENET, RE - LEELENEZRELROWTHER T &, ®E - ZENENADRET, ZTHEELE
W,

3275 74V NREME

SWX2210P OF 7 # /)b FEREMEIZHOWT, UTOFRITRTLET,
o VAT AEERDT T N NRE

RESH B EEHE 57 )V MR EME
i TELNET =2 Y — A% A L7~ |600sec
Ui AR E —— —
FATE 2497
o e .
@%n W—Pis o 7 A = .
»]j-\._.
ML 2 —WF—Da VA L IRA T —
AP/ RRA T — R ke L
B ) AT — R L
RAYT— KOK51k b L7z
BA NS — JST (UTC + 9.0H)
A P NTP H—/3— L
NTP %87 E L
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RESHE

REHEHE

F 7+ NREME

T =AU =T HH

A7 1a— K URL

http://www.rtpro.yamaha.co.jp/
firmware/revision-up/
swx2210p-10g.bin (SWX2210P-10G
DEE)
http://www.rtpro.yamaha.co.jp/
firmware/revision-up/
swx2210p-18g.bin (SWX2210P-18G
DEFE)
http://www.rtpro.yamaha.co.jp/
firmware/revision-up/
swx2210p-28g.bin (SWX2210P-28G
DEE)

% =7 HTITP ¥— X —[kEE

VeV a Xy OFF] ZET] L7220
ZA LT T b 300 sec
LLDP e w75,
debug L~v 7] OFF
information L~/ 1 7' {H7) ON
SYSLOG
error L'~yL e 7 H ) ON
SYSLOG #—/3— .
LAN R— k 7 7 4L b VLAN(vlan1)IZFlT J&
a 1% z
fPvd address ?927 1728].10];).;]411)[/%21:(\/%1?§2i
VLAN &% 7E p— pon
IGMP AX—E 7 5%
MLD AX—E 7 A
TELNET ¥ —/3— K1k EET 5 (F— b 23)
TELNET H#— —7 7 ¥ % jm“f@n“\x KNGO T 7B 2%
AF Al
TFTP H— S —ikfiE Lol
HTTP H—/N—iRTE BET 5 (E— - 80)
T 7 2 A

EET (R — b 443)

HTTP/HTTPS H—/"—7 7 & A

TRTORARNMDEDT VA%
AT,

SNMP H—/3—JkhE

EET 5 (R — bk 161)

SNMP H—/"—7 7 & X

TRTORA DL DOT VA%
FFAl,

MAC 7 R L A HE) 7 A%
L2 AA v F T ﬁ%ﬁC?FVﬂﬁ%ﬁ%ﬂé TV 300 sec
MEL— T B A%
MRU 1,522 Byte
A B —T = — Al BPDU /8 A& A )L— Hh
EAP /X A R )L— H5h
DNS 7 7 A4 7 b ik G4
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RESH REEHE 7 4V NREE
QoS Eii3)
N ] ~
7 v —ffilf#l (IEEE 802.3x) biiis)]
LAN R — MELOT 7 4 /L bEETE
RESH REHEHE F 7 4V VREME
HELEEE— NRE auto
7 mA/A K L— B %N
F— N— F O 7L
EEE RS
Port Mode Access
FTJ& VLAN ID 1 (default VLAN)
L2MS B
L2MS L2MS 7 1 V& — 2
non-L2MS 7 /L& — L
L2 A v F T A — TR A%
QoS FF A FE—F CoS
N ] ~7 v —il## (IEEE 802.3x) HEZh
A — Al )
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B4

PRST « IE R RE

4.1 XA J— R

411 BL Z2—F—DRRAT— ROBRE

EEN
password password
no password

[/XF A—&—]
password ML —F—pua A RAT— R
AP TBLO" &L | & 2L > AT AR EATLEB2 LFUN)

(IR E]

no password

[AS1E— ]

rsa—)varyJ 41— g F— R

(@]

AP =L LTI T HEODNAT— RERET D,

no X TFEAT LI AR, A —F—Du s A AT — ROREZHIRT 5,
[/— ]

password-encryption 2~ > R|Z L7 o T AL S NI/ XA T — ROBE, 227 ¢ 7 Tl "password 8
password" DX TR RIND,

A—P—FaAV U RIA MO aAr T A TRETDHEE, ZOBNTANT LI LT TE R,
[ E ]

Ao —Y—Dnu A /XA T— KL LT userl234 % ET 5,

SWX2210P (config) #password userl234

WY ——Dnr A XA — REHIRT 5,

SWX2210P (config) #no password

412 BHHZF AT — RORE

E&

enable password password
[T A—F—]
password D EEHE AR — R
ARG FRLO L L &2 L > LEATF LR ML G2 LFLUN)

(AR E

enable password admin

[AJ1E— ]

Ja—x)ars 74—y g — R

B

FiHE EXEC & — R~BATT 70O OEIH RAT — RERET D,
T 74N MR AT— R TH D admin ICEHETHZ LT TER0,
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[/— 1]

password-encryption 1~ > R|Z L7 o> T AL ST /RAT — ROYE, 227 ¢ 77 L Tld"enable password 8
password" DIEATEREIND,

a—P—[Fav NI nbar 74 FRETDHEE, ZOBXTANT LI LIETERY,

EEIREC, BEESAT — FABRE SN TORWEEIE, JIMEE ST — F(admin) HEIIICHEET 5,

[ E B

BHEANAT — RE LT adminl234 3 ET D,

SWX2210P (config) #enable password adminl234

413 2T — ROREEAL
(=]

password-encryption switch

no password-encryption

[R5 A—&—]
switch D RNRU— REREELT 20 E D
RIEME k]
enable [ERCE
disable [ERSE (AP
[WIEIRRE]
password-encryption disable
[AFTE—F]
ra—s\)var 74— a R
(@]

INAT — ROB AL Z G T 5,

HhZ9 % &, password 2~ K. enable paassword =~ K, username 2~ . R CAS L7z AU—FK%& =
7 4 TR TIERE SA L SN B TIRITET 5,

no LA TIAT L7 1E. AV — RO Stz )k L, password =~ > . enable paassword =~ > I,
username CA S L= RAT— K&, a7 4 VHCIEXOF FHGFT 5,

[/ — 1]

INAT — ROWEEALZ B2 O ANCEE LI2GE1E, BRCREFHAD/NSAT — R b E5b sz B
EHEINDD, ARPLEMHIZER LISGEE, BRICE Sk Tnd ar 7 4 ZHORZAT — REFEUTTR S
f£b\o

B!

NAY— RO 5z AT %,

SWX2210P (config) #password-encryption enable
INAT — OB S 2 BNTT D,

SWX2210P (config) #no password-encryption

42 22— —THh v NVEHE

421 22— —DRE
[EX]

username username [privilege privilege] password password

no username username
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[F—Y—F]
privilege =Y —DHERERET S
password D a—YP—D AU — RERET D
[T A—=F—]
username D a——4
A B T(32 SCTFLAN)
privilege D KRR AT B D G
B EME B!
FFHE EXEC E— RBATIRFIC N AT — RD A
on TIDKD 780
Administrator ¥E[E T WebGUI (27 7 & AT
x5
FiME EXEC & — FBATRFICSAT — RO A
off RO END
Guest HEFR T WebGUIL IZT 7 B A T& 5
password D a—Y—ou A RAT— R
PAFETRBIOR L& | L 2L > LEATERLS AL EG2 LTLN)
[FIH13% 2]
L
[AFTE— ]
Jga—)aryz 4 b—y g rET—NR
[FREA]

=P —fEFRERET D,

2P HFRITR K T3 ETHETE S, 7272 L, privilege off O — % — [Tk K 32 % T, privilege on DL —
P—1T LT 1 FBEL 2D,

UTOHFET—F =4 L LTERETE R,

lp, adm, bin, ftp, gdm, man, rpc, sys, xfs, halt, mail, news, nscd, sync, uucp, root, games, daemon, gopher, nobody, ftpuser,
mtsuser, rpcuser, mailnull, operator, shutdown

F 7 H N MR T — R Th A admin 1Z/SAT— RE LTHEHATE 220,
[/ —H]

password-encryption =~ > RFRE SN TWZE, NAT— NI Bk &2 7 4 7 ECTld"username
username 8 password password"DTE TERRIND,

=P —Fav s RIAL o nbar7 4 VRETHEE, ZOBXTANTDH I LIXTER,

RLENIEIZ, privilege on D —H—73 1 DHFHE SN TV R WIEAIT, #IH% B = — 3 —(admin/admin) & B 195,
BEIRFIZ, NAT— FBARE SN TRV —F—F, 2—F—4 LR UXFHESRAT — FICABRET 5.
[F% 5]

2 —— user1234 2R ET D,

SWX2210P (config) #username userl234 password user pass

¥t 25 L7z — Y — user1234 3% ET 5,
SWX2210P (config) #username userl234 privilege on password user pass

422 u VA v a—P—EROER
BN

show users
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[AFTE— F]
JEHEHE EXEC &— R, ¥# EXEC E— R
[@iA]
B7A RO —F—fRERTT 2,
LFOmEARER SRS,
£l B
0 JATFREFRTNTD,
Type vty N I3 VTY K— K
http N |X WebGUI
Own L DEREAE— kDIFIC * 25T 5,
User BT RS
Status a A REEARRT D, 22— —0MFHTOHEE.
Login #3/~7 %,
Login time A R ERRT D,
[RXEH]

a—P—Dn s A AMAERERTT D,

SWX2210P>show users

Type Own User Status Login time
vty 0 * operator sl Login 00:12:59
vty 1 abcdefghijklmnopgrstuvwxyzabcdef Login 00:00:50
vty 2 = Login 00:00:21
vty 3 = = =

http 0 user 1234 Login 01:12:25
http 1 guest gl Login 00:43:21
http 2 = Login 00:18:04
http 3 - - -
SWX2210P>

43 a7 4 T OEH

4315 =7 a7 4 7 ORAE
[EFH]
copy running-config startup-config
[AJ3E— K]
FiHe EXEC E— R
[
BIEBEMTORET =07 ar 74 NV ERBIOREA L — T v TFar7 4 7) L LTRFET 2,
[/—H
Fr=mr T ar T 4 FORIFET write 22 RTHITH T LN TEX B,
[BEHl]
Tr=rTarz 4 VERGET D,

SWX2210P#copy running-config startup-config
Building configuration...

[OK]

SWX2210P#

4325 = ar7 4 SOBRTE
[ER)

write
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[AHE— K]
B EXECE— R, Ju—Larvr7 470 L—varyE—F, @llarr4 71—y g0 —F
[FBA]
BUEEAPORE(T v =7 a7 4 NERBROREARY — T v 7ar7 4 7)) & LTRET .
[/—F]
T =7 a7 0 7 ORIFEIE copy running-config startup-config =~ R THITH Z LN TX 5,
[ EH]
Ty ary 4 JERET D,
SWX2210P#write
Building configuration...
[OK]
SWX2210P#
4337 =0T a7 4 T DFRR
[ER]
show running-config [section]
[/NT A—F—]
section L EBRTAREBEI I
R EME B
interface A B =T — AR
switch vlan VLAN B8
[AS1E— K]
Kb EXECE— R, Zu— 2\ )Larv 74 Lb—v g —F, fljllar74 71—y a0 —F
B

RAEERTORE(T =T ar7 o NeEFRRT D,
section {EEBMIFIT X TOREELF T D,

(B EH]
FGom T arg 4 FEFRRT D,

SWX2210P#show running-config
|

dns-client enable
|

loop-detect enable
E..
http-server enable

http-server secure enable
|

telnet-server enable
|
end

SWX2210P#

434 A Z— T T a7 4 T DRR

EEN

show startup-config
[AJIE— F]
F¢HE EXEC E— R
B

BRI T 2R ER Y — NT vy T ar 7 4 NeERRTH.
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[ EH]
WEREEDO A — T v Far 7 4 VB FRT D,

SWX2210P#show startup-config
|

! Last Modified: 00:00:00 JST Thu Nov 01 2018
|

dns-client enable
|

loop-detect enable
i..
http-server enable

http-server secure enable
|

telnet-server enable
|

end

SWX2210P#

435 AP — T v T a7 4 FTDiEE
[ER]
erase startup-config
[AJIE— R
et EXEC B— N
B
RENECH T ARERE— N T v a7 4 ) FHUHBET IR A ET 5,
[ E R
AR — K NTwFar7 s T EET 5,

SWX2210P#erase startup-config
erasing... [OK]
SWX2210P#

4.4 EEEFHROEH

4.4.1 EBEROF R
B

show boot [num]

show boot all
show boot list

[F—TU—F]
all L RBIERORIEZ BT S fhE TETRT S
list D EBIEROBEAYRK TS hE TS ERT D
[T A =5 —]
num o <0-4>
HE LIl B ORRIEE R T 5 (HISIFL, 0 BEUE ORI E RRT2)
[ASTE— ]
FEHFHE EXEC B — I, 4§ EXEC £— N
[LAA]
EENEHRAERRT D,
[/—}]

cold start =<~ > K clear bootlist =~ RZFE(TT 1 L. ZOERBEIIZ UV TIN5,
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[ EH]

BUEDEBEREZFRT D,

SWX2210P>show boot

Running EXEC: SWX2210P-10G Rev.1.03.12 (Tue Oct 24 16:06:15 2023)
Previous EXEC: SWX2210P-10G Rev.1.03.12 (Tue Oct 24 16:06:15 2023)
Restart by reload command

EEEIRED —F 2 RRT D,

SWX2210P>show boot 1list
No. Date Time Info

0 2018/09/15 09:50:29 Restart by reload command
1 2018/09/14 20:24:40 Power-on boot

4.4.2 BENERD I VT

[EX]
clear boot list
[AJIE—F]
F#HE EXEC £— R
[FiA]
EENE WO B 2 BB 5,
[E 5]
HEERZ 7 VT35,
SWX2210P#clear boot list

4.5 EXRIFEHREFR

4.5.1 B IR DR

(&=

show inventory
[AJ1E— F]
FEHFHE EXEC & — R, $§#E EXEC ©— K
Bz
ARORFHERRT D,
LITOHBBRERRSND,

1]

HH AL

NAME PN

DESCR G

Vendor Ry B =4

PID a7 ~ID

VID N— 5 D, EHOHAIT0

SN T NEE

[BE B
L E £ D,

SWX2210P>show inventory
NAME: L2 PoE switch
DESCR: SWX2210P-10G
Vendor: Yamaha

PID: SWX2210P-10G

VID: 0000

SN: S00000000
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SWX2210P>
4.5.2 BEIEROET
[EX]
show environment
[AJTE— K]
JEHHE EXEC &— R, H# EXEC £— R
(R EA]
AT LOBEMNEHRERRT D,
UToEENRRREIND,

I A U = IV

e PoE/NRX—T g v

s Jy—AhvuxzTVEVar
s VIUTNLEE

c MACT7 FL &

« CPU i3

o AEVUMHRE

. 77 OB
o 77 UDEEREL

o EBEIEEZ

o BIERFZ

o EEIN S ORI R
o RIRIEE ONRTE

o ARUEREE

Bl
BEMEHRERT~T D,

SWX2210P>show environment

SWX2210P-10G BootROM Ver.1.03

SWX2210P-10G PoEROM Ver.1.8.0.3

(Tue Oct 24 16:06:15 2023)

SWX2210P-10G Rev.1.03.12

main=SWX2210P-10G ver=00 serial=S00000000 MAC-Address=aad44.£f200.0000

CPU: 26% (5sec) 21% (1min)

Fan status: Normal

Fan speed: FAN1=2891RPM FAN2=3076RPM
Boot time: 2018/01/01 11:13:44 +09:00
Current time: 2018/01/02 16:19:43 +09:00
ldays 05:06:04
Temperature status: Normal

Elapsed time from boot:
Temperature: 47 degree C

SWX2210P>

4.53 FEffF AR — MEBROFER

21% (5min)

used

[EX]

show tech-support
IAF1E— F]
F#kE EXEC £— R
B

Bl R — MCERRU T O a~ v RETRERE R R 5,

* show running-config
» show environment

» show inventory

» show boot all

» show logging
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» show users

+ show interface

» show frame-counter

» show vlan brief

» show loop-detect

» show mac-address-table

* show I2ms

» show qos queue-counters

» show ip igmp snooping groups

» show ip igmp snooping interface
» show ipv6 mld snooping groups
» show ipv6 mld snooping interface
» show power-inline

(B E B
B AR — MEMEFRRT D,

SWX2210P#show tech-support
#
# Information for Yamaha Technical Support

#

*** show running-config ***
!

dns-client enable
|

#
# End of Information for Yamaha Technical Support

#

SWX2210P#

4.6 el &

4.6.1 B D FEER E

[ER
clock set time month day year
[NT A —=HF—]
time : hh:mm:ss
1534
month 1 <1-12> F£ 7213 Jan, Feb, Mar, ..., Dec
H E72ix H4
day ¢ <1-31>
H
year D AR(TEIE 4 H47)
[AF1E— F]
K¢bE EXEC £— R
(@]
VAT LR R ET Do
[EXE B

2% 2018 4 11 H 1 H 015 0 43 0 FMIZERET 2,

SWX2210P#clock set 00:00:00 Nov 1 2018



a2 RU 77 L2 AR - EAKEE | 29
4.62 ZA LS — 2V DRE
B

clock timezone zone

clock timezone offset
no clock timezone

[PXT A —=F—]
zone . UTC, JST
IEVERF AT STV D & ZICRRIND F A LY — 2 DA
offset . -12:00, -11:00, ..., -1:00, +1:00, ... , +13:00
UTC 7 b DOREEE AT
(R E]
clock timezone UTC
[AFTE—F]
sua—\)arz 4 b—varsE—R
[FRA]

BA LS =V ERET Do

no I THITT S &, UTC T/ %,

(BB

B A DY =% ISTICRET D,

SWX2210P (config) #clock timezone JST
B A LY — % UTCH9 BEICER ET 5,
SWX2210P (config) #clock timezone +9:00

4.6.3 BIERZ DFom
EEN|
show clock
[ASTE— K]
FEHME EXEC £ — K., M EXEC ©=— F
BN
BWEORZ, A B2 FrT 5,
(B EH]
BEORL %2 FRRT D,

SWX2210P>show clock
00:00:00 JST Thu Nov 1 2018

4.6.4 NTP — _R—DH{}E

[ER
ntpdate server ipv4 ipv4_addr

ntpdate server ipv6 ipv6_addr
ntpdate server name fgdn

no ntpdate server [ipv4 ipv4_addr]
no ntpdate server [ipv6 ipv6_addr]
no ntpdate server [name fqdn|

[F—T—F]
ipv4 © NTP #— _—% IPv4 7 RL A THRET D
ipv6 : NTP H—_—%IPv6 7 KL ATHRET S
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name : NTP H— =% R N THET S
[T A—F—]

ipv4_addr D NTP H—"—D Pv4 7 N LR
ipv6_addr : NTP #—"—=DIPv6 7 F LA

IPv6 U7 ma—Hh T RURAEZBET LA, BHA V¥ —T7 = —ALBEETLHHENRD
% (fe80::X%vlanN DJEZE)

fqdn : NTP H—_—DHE A 4

[FIEIER E]

L

[AJ1E— K]

Ja—n)arz 4 —y g rE'w—NR

[FRHA]

NTP #— =D 7 RV AFEZIEHRA M EBET D,

AKa<w RIIHERT2OFETHRETE 5,

no B CTEIT LG EIR, BE LERELHIRT 5,

no B TRT A =X —2EB LI=56. TXTCORTEHIRT D,

NTP H#—/3—% 2 Of%E L7 IR HE CREZIFIM 24T - 7454, show ntpdate =~ > K TE/R XI5 NTP server 1, NTP
server 2 DJEFETHWEDLEEITH,

NTP server 2 ~DA 1%, NTP server | & ORIFNZEI L-EA DR ThiLS,
[ E R

NTP #—/3—{Z 192.168.1.1 Z&ET 5,

SWX2210P (config) #ntpdate server ipv4 192.168.1.1
NTP H#—/3—|Z fe80::2a0:deff:fe11:2233%vlanl %3 ET 5,

SWX2210P (config) #ntpdate server ipv6 feB80::2a0:deff:fell:2233%vlanl
NTP #—/3—{Z ntp.example.com % & ET 5,

SWX2210P (config) #ntpdate server name ntp.example.com

4.6.5NTP — _— 2 X 5EZIFHI(1 >3 v FEHD

[EF=

ntpdate oneshot
[AJ1E— F]
F¢HE EXEC E— R
[@iA]

Bk S TUWD NTP — =0 S EAIF R OG22 5,
Ao~ REFTHHC 1 BT 9,

[RXEHI]

NTP H— =5 FELIE &2 IS4 %,

SWX2210P#ntpdate oneshot

4.6.6 NTP V— 3— T X 2 R R R (B A FE Bk E)
E=y

ntpdate interval interval-time

no ntpdate interval
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[2XT A —%—]
interval-time o <0-24>

K& DR OB ), 0 2 457E LIz Gaid, B 21Th 720
(AR E]

ntpdate interval 0

[AJIE— F]

sa—\)varZ 4 S L—varyE—FR

[RiAA]

BRER STV D NTP B — 3=/ 5 JEA IS Re 20 1 & B - 2 MR 2 1 R AL TRRET D,
no B THFATT 5 &, WIMIREITR D,

Ko~ REATRE, BIREICRFZ OB 24TV, LA, BRE LB T 21T 9,

[BREBH]

REZI DR\ A% 2 KB X 12179,

SWX2210P (config) #ntpdate interval 2
RN D E AT 21T L 22T 5,

SWX2210P (config) #ntpdate interval 0

4.6.7 NTP H—\— |2 X 2 A FRIHR EFROEKT
[ER]
show ntpdate
[ASTE— K]
FEHFHE EXEC £— N, %t EXEC E— I
B
NTP $— =2 L2 RFZAI RSN 2R EFME R T T D,
[BRAEBH]
AR E WA £orn T 5, XEFHEW 1 R o5 A

SWX2210P#show ntpdate

NTP Server 1 : ntp.nict.jp

NTP Server 2 : none

adjust time : Thu Nov 1 09:00:00 2018 + interval 1 hour
sync server : ntp.nict.jp

WP R E T e 2T 5. XTI LOSE

SWX2210P#show ntpdate

NTP Server 1 : ntp.nict.jp

NTP Server 2 : none

adjust time : Thu Nov 1 09:00:00 2018
sync server : ntp.nict.jp

4.7 SRR E
471VTY R — FDOEREB IR T A F— F(VTY &— b)~DBLT
[

line vty portl [port2]
no line vty portl [port2]

[73F A —F—]
portl 1 <0-3>
VTY A — b &5
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port2 : <0-3>
HPAEERFO A VTY RN— M &5
[FIHIERE]
no line vty 0 3
[ASE— ]
Ja—)aryz 47—y g - R
[
BELEVIY R—b2ACLiZ0b, VIY R— FOFREEITHI OO T A »E— RICBITT 5,
no B CTEIT LEEHAE, T XTHOVTY R— b2 TF 7 4L bR EIZRET,
port2 ZARE LTI235A0%, ®EAFRE L 720 port] 7>5 port2 £ TOTRTHO VITY R— hEFRE LTI L1225, port2
X port]l LA EDFE T LIRTHIER DR,
[/—}]
TELNET 7 7 A 7 > s O KRFEIREHEIL, A%h78 VIY N— F ORIKFT 5,

RKa<vwy FEFEITTAHETA T RNIIBITTHRET TR, VIYAR— FOFRED EEX NS, HlZIE, line vty
1525775 E, VYTAR— M #l OHBBENZRY | o VIY A— MIEhZ/e 5,

FA =R bZu—ar 7 47— a T — RICED T exit 2~ FEEH L. %54 EXEC £ — NIZ
AT end 2~ REfEHAT5,

(% EH]
VIY B— M #0 2FHCLT-Db, T4 F— RIIBITT 5,

SWX2210P (config)#line vty O
SWX2210P (config-line) #

4728 K A 2 A LT U NERBORE
E&N|

exec-timeout min [sec]

no exec-timeout

ST A—F —]
min : <0-35791>

ZA LT 7 MREE(Y)
sec 1 <0-2147483>

ZA LT U NEEREI(FD)
(AR E
exec-timeout 10
[AJIE— F]
FAE—F
[@iA]

VTY THF— ANBROGEICEENICe 7T U M5 TORMERET 5,

sec wEME LT25E13Z. 0 NRESIND, min, sec £ HIZ0IZEELZHEAIT., BEIZe 770 F LAV,
no JER CTHEAT LI AR ISR D,

[/—}]

Ko~y RRER, Rou 7 A VENPLRENEHA IS,

[3% 2 5]

VTY R— L #0 DX A L7 7 MR %A 5 3 IC5ET D,

SWX2210P (config)#line vty O
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SWX2210P (config-line) #fexec-timeout 5 0
SWX2210P (config-line) #

4I3FFERALTVWAEE1I R—UhE Y OFRTEOEE
B

terminal length /ine

terminal no length

[T A —F—]
line . <0-512>
WK1 N—=VH T ORFITE
[AFTE— ]
FEFFHE EXEC £ — N, 454 EXEC £— K
[RLEA]

R L TWDHR 1 X—=Y bl ORTFTERELEES 2,

line \Z 0 Z457E L7236, ~N— VHL TR E —FFHE1E L2,

terminal no length =~ > R & FE{T Lo HE 1L, RITERBVIBRED 2417872 5,

[/—}]

Ao~ Rk, E7#H, BICEER KIS,

service terminal-length =~ > ROFKE LY, Ka~vr ROFEITHEROFNER L TEHAINS,
[ EH]

FHLTWAEKR 1 =Y H7 0 OFRFITHE 100 TICEET 5,

SWX2210P>terminal length 100
SWX2210P>

e
i

474 MR 1 R—TH T2 0 OFTITED
BN

service terminal-length /ine

no service terminal-length

[/3F A —4F—]
line ;o <0-512>
UK 1 =V H 72 OFRTFITE
[ E]
no service terminal-length
[AFIE—F]
sua—\)arz 4 b—varsE—R
[FHA]

AR 1 N—=Y bl ) ORTITREBRET D,

line % 0 \ZRE LTca, _—VHLTRFZ —RHF 1L L7gw,

no G THEAT LI GIE, PIIRRED 24178725,

[/— 1]

Kawy REE#R, ROa 7 A RENDLERENEH S N5,

terminal length ==~ > RV EIT SN 72554 . terminal length =~ > ROFEFTRER OGN B L CEH S5,
[BREH]

Ui R 1 <= B 720 OFFITEZ 100 TICHRET D,

SWX2210P (config) #service terminal-length 100
SWX2210P (confiqg) #
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4.8 SYSLOG

4.8.1 1 7 OB@AFE(SYSLOG P — —)DRE

&)
logging host /o5t
no logging host
[73T A =4 —]
host : AB.CD
SYSLOG H—/3—®D IPv4 7 K LA
X: XXX
SYSLOG #—/3—®dD IPv6 7 K LV A
IPv6 U > 7 m—H VT RLUAZEET HHAF, BsHA v 7 =7 == A EETOLEDR D
% (fe80::X%vlanN D)
(R E]
no logging host
[AJIE— K]
rua—s\varz 47 b—va e — R
[FiAA]

07 O TS SYSLOG h— =D 1P 7 RV AEZHET 5,
R M) —8iF2 ThH 5D,

no JEATIAT L7 A I3 EIZ R D . AT T DR,

[ EH]

SYSLOG H—_"—D IPv4 7 KL A% 192.168.100.1 ICZ&ET 5.

SWX2210P (config) #logging host 192.168.100.1
SYSLOG H—3—®D IPv6 7 K L A%, fe80::2a0:deff:fel11:2233 IZFZET D,

SWX2210P (config) #logging host fe80::2a0:deff:fell:2233%vlanl

482 0 DB T +—~ v PORE

EEN
logging format rype
no logging format

[/3F A —&—]
type D omT DT F—~ >y MNER
BEE LA

Ny B (A DA T RA N
BORNVA 7 A —~< v k

legacy

[FIEAER E]

no logging format

[ASE— K]

Ja—naryr7 4l —y g F— R

[FHA]

SYSLOG H—/"—~EHTEA v =T DT —~< >y NEEET D,

no JEXCTHEAT L7235 E1E SYSLOG A v E—T I~y X —H (XA LAX T KAL) BEDD,
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[ EH]
SYSLOG A vE—Y D7 p—<v b~y X —72 LIZRET D,

SWX2210P (config) #logging format legacy

4.8.3 1 7 DH I L)L (debug) DR E

E&y
logging trap debug
no logging trap debug

[FIHIEXE]

no logging trap debug

[ASE— ]

Ja—)ars7 47— g F— R

[RLBA]

debug L~ LD w7 % SYSLOG IZH /1T %, no B THEAIT LIGAIZH I LR,
debug LIV EHINZTH EREOR I NHIIENDT20, LEBRIGAEDOHZEMNT 5,
logging host =1~ > N C SYSYLOG ¥ —/"\—|ZI#HT 256, A A MIZIZ 077 0 27 sz itk L T 2 &
DEFE LV, T 74/ MREXHI LAV,

[F% 2 5]

debug L~)L D 7 % SYSLOG (ZH /19 %,

SWX2210P (config) #logging trap debug

4.8.4 1 7 OH S L)L (informational) D 5% &
[EFX]

logging trap informational
no logging trap informational

(R E]

logging trap informational

[AJTE— ]

srua—arsz 4 S —va R

[FHA]

informational L)L ® w1 7 % SYSLOG (ZHi /19 %,

no B CTHEAT L= E 13 H ) L7euy,

[/ — 1]

logging stdout info =~ N CVTY ICH N SEDHZ ENAETH 5,
[ EH]

informational L ~/L® v 7 % SYSLOG (ZH 195,

SWX2210P (config) #logging trap informational

E

W

4.8.5 v 7 DS V)L (error)D
[ER]

logging trap error

no logging trap error
(AR E]

logging trap error
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[AJTE— K]
Ja—x\)aryz 41—y g T — R
[FRHA]

error L'~L O a7 % SYSLOG (2 /14 5,
no B TEIT LA I L2y,
[RXEH]

error L'~yLd 1 7 % SYSLOG (ZH 1T 5,

SWX2210P (config) #logging trap error

4.8.6 @ 7D TELNET 22> Y — )VH R E

[EFX
logging stdout info
no logging stdout info

[F1H13R 2]

no logging stdout info

[AFTE— F]

ryua—Saryz 4L —varE—R

[RREA]

informational L ~/L'¢> SYSLOG % TELNET =2 > Y —/LIZH /14 5,
no FERCHEAIT LI=HAIEH I LAV,

[ EH]

informational L' ~</L-® SYSLOG % TELNET = > Y —/VIZH 17T 5,

SWX2210P (config) #logging stdout info

4870 DNy I T S

[ER]
save logging
[AF1E— K]
FEFFHE EXEC £ — R, R EXEC E— K
[FiHA)
RAM ki Sz a7 % 47T Flash ROM (ZfR_17FT 5,
1 7 OEEIT RAM ETiTbi, EHIMICEETFlashROM (23 7 7 v 7 L TCWHR, Aa~wr Ricky, FH)
TN I T T THIENTED,
[ EH]
070Ny 7T T EITD,

SWX2210P#save logging

4.8.8 1 7 OYIKE

[ER
clear logging

[AJIE— F]

FiHE EXEC £— N
[@iHA]

17 2 HIbRT %,
(BB

n 7z HIBRT %,
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SWX2210P#clear logging

4.8.9 1 7 DHHR

[EX]
show logging [reverse]
[F—U— K]
reverse L vl EWIEICERT D
[AJ1E— F]
HHrHE EXEC £ — F, FrbE EXEC £— F
[REBA]
AR OEERILAFLER LTcn 72 RRT 5, BEIIBERZO T WL O bu ZFZIRICEKRT 503, reverse 235
E SN HEITHINEIZER R T 5,
7 7 O KRRFHFEUE 1,500 - TH D, RRBEBZ 28HA 10T, BAERLOE WSO LEEI TV, Ik
PlEow 727 FT 55451212, logging host ==~ > F\“CCI 7 ’a_” SYSLOG H—/3—(Z#5k L C, R A MAICERFET D
MR B D,
H19 %8 7O L~ULi logging trap =~ > R THEFRETH 5,
[/ =}

o 7 OERITRAM T, EHAIICHEI TFlashROM IC RNy 7 7 v 7L TW5, BIRAGA LRy 77 v
ST a ZIIRFEEINRVDOT, vV 2 RFELIEWGSIXTFEI TNy 7 7 v 7T 50 ERD D,

reload 2~ FRRT7 77— AT =z T DONXR—=Ta U7 v Sl 5BEEZIT728A8F,. e 72 RFEL TS
[BX EH]
a7 ERRT D,

SWX2210P#show logging

4.9 SNMP

4.9.1 SNMP BHI A v & —VDEELEFR FDRE
(&

snmp-server host rost_address type version version community

snmp-server host rost_address type version version seclevel user

no snmp-server host zost_address

no snmp-server host rost_address type version version community
no snmp-server host sost_address type version version seclevel user

[/XT A —F—]
host_address DA =T DERELIPVE £721XIPV6 T R LR
IPv6 ) > 7t =T RUAZIRET 2HEIE, &diA v =7 2 —AbRET OLERH
5 (fe80::X%vlanN D)
type OEAA kBT
REME B
trans WHIA Y —V% Ty TN E MRS 72
P L) TRET S
BHIA v E— % inform U 7 = A MEX (G
informs BWeRH V)Y TEET D, version H32c'E 72
33D LEDHIFETE D

version . SNMP N—T g v
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REE Bk
1 SNMPv1 % {#
2¢ SNMPv2c % fifi F
3 SNMPv3 % {i#
community oA a=T 0 —4((32 LFELN)
seclevel DOEEA =V ORGRIBW TSRO N EF 2 T 4 — L
version IN3'D L X DIHIEETE 5,
BREME B!
priv FRRESH D - 5 & U (authPriv)
user D a—P—4 (32 JLFLN)
version IN3'D & X DIHIEETE 5
[#1313% €]
L
[AJTE— K]
Ja—)aryz 4 l—yarEw—NR
B

SNMP iBH1I A v B — DERELEBRET 5,

R P —%iX8 TH D,

no B CTEAT LI A1, BERELFA NOREEZHIBRT 5,

[/—}]

IPv6 V7 a—hN7 FLATRELTWDAEA, F—7 FLRAICR LERLZEHA VX —T7 2 —ABHE LR
EZBNT5HE, TRLRALEEHA LV Z—T 2—ADOMABEDLERET INTZ LR L., HWHAEDLEDOREDN
a“f\fﬁwﬂfémé@ﬂi%a“é Lo BlZIE, "fe80:10%vlanl" ZHEE LI ENEE D 2IHEIZ. Hizic
"fe80::10%vlan2" DX E & BINT 25 & "fe80::10%vlanl" DOF%EIT T X THIFR S L, BN L 72 "fe80::10%vlan2" D%
E@#ﬁiﬁj‘%é:kc:foﬁéo

Bl
SNMPvl ZfEH L. ~7 v 7 OFEH%E 192.168.100.11 IZE&ET H, b7 v 7D a I 2 =7 1 —4 % snmptrapname
WZHET D,

SWX2210P (config) #snmp-server host 192.168.100.11 traps version 1 snmptrapname

SNMPv2c Zfi L. @A v —DOEENE 192.168.100.12 IZERET D, WENZ A 7 % informs. WEED =
=7 4 —4% % snmpinformsname (ZFEET 5,

SWX2210P (config) #snmp-server host 192.168.100.12 informs version 2c snmpinformsname

SNMPv3 Z i L, B A v E—Y OEEE 192.168.10.13 [CRET D, WYX A 7 % traps, L — ¥ —4 % adminl
\ZFEET D,

SWX2210P (config) #snmp-server host 192.168.10.13 traps version 3 priv adminl
492 EETHBHA v B —VF A TORE
[ER]

snmp-server enable trap all

snmp-server enable trap trap_type [trap_type]
no snmp-server enable trap all
no snmp-server enable trap trap type [trap type]
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[F—T—F]

all COTRTO Ty TR A A RN T D

[78T7 A= —]

trap_type NIy 7O

REME B

coldstart IR OFF/ON, 7 7 — LAY =7 B
warmstart reload =~ > R FETHF
linkdown IS/ Vg
linkup Vo7 v 7k
authentication FORIE R FBURE
temperature L3 5 A /MR R Ry
fan FAN [FI#R 3022 {/FAN 5 1L Iy
powerethernet PoE RAEZS (L IRE
loopdetect Jb— 7Kg /AR

[WIHIRRE]

no snmp-server enable trap

[AS1E—F]

Ja—n"narz4 7 b—varE —F

[FLFA]

EETDH NIy TOEME A TERET S,

o WK THEITLEESEAIT. BE L NI v 7@y A 72 B3 5,
[ EH]

coldstart b7 v 7 HH T 5,

SWX2210P (config) #snmp-server enable trap coldstart

TRXTDO N7 v T ENTT D,

SWX2210P (config) #no snmp-server enable trap all
493 VAT LA F 7 FNORE

E2N!

snmp-server contact contact

no snmp-server contact
[R5 A—%—]
contact VAT LAarE s hE UTORERT D4 RQ255 SUFLI)

(R E]

no snmp-server contact

[AJ3E— F]

rua—s\varz 47 b—va e — R

i8]

MIB % %% sysContact % ¢ ET D,

sysContact IX—fXAVIC, FEE DL RIPEKLLZTLAL TEBEHTH D,
no LA THEAT LG AIE, REZHIBRT 5,
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[ EH]
VAT LA H Y k% swx2210padmin@sample.com ([ZFXET D,

SWX2210P (config) #snmp-server contact swx22l0padmin@sample.com

494 VATl — g VORE

E&

snmp-server location /ocation

no snmp-server location
[/$5 A —%—]
location VAT Au—va b LTOBRGT D4 FRRS55 SUFLIN)

[WIHIRRE]

no snmp-server location

[AJIE—F]

Jua—N\)arz 4 —varE—FR

B

MIB Z %% sysLocation % 5% E T 5,

sysLocation (3 —fXAYIZ, HRORBELRITE AL TBLERTH D,
no I THAT LI aid, REZHIRT 2,

[BEH]

VAT bLwlr—3i g % MainOffice-1F IZERET D,

SWX2210P (config) #snmp-server location MainOffice-1F

495SNMP 22X =2 =T 4 —DHRE

E&

snmp-server community community ro_rw
no snmp-server community community

[/NT A —F—]
community oA a=T 4 —4(32 LTLUW)
ro_rw LT 7 AR
REM
1o e LR
™w HZIAH TR
[FIHIERE]
L
[AJTE— K]
sua—s\)var7 4 b—3a sE— R
[

SNMP 22X = =7 4 —%XET D,
BEkCTEbala=7T4—ORKRKET 16 THD,

no WA THEAT LI, A, HEZI 2=7 ¢+ —%HIRT 5,
[ EH]

AN LEHDOa I 2 =7 1 —4 public ZRET 5,
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SWX2210P (config) #snmp-server community public ro

public @ X = =7 ¢ — & HIRT 5,

SWX2210P (config) #no snmp-server community public

4.9.6 SNMP =.—H#—

DRE

T i RE

[EFX)

snmp-server user user group auth auth auth_path priv priv priv_path

no snmp-server user user

[¥—TU—F]
auth

priv
85 A — 5 —]

user

group

auth

auth_pass

priv

Ppriv_pass

[FIEAER E]
L
[ASTE— R

Jua—arz 4l r—3y

[FLFA]
A=Y —EHRET D,

Ka<wr RO NV—T41%

PRRET v ALERETD
TN RAEHRETH

a——4
PATHTBLIO" &\ &2 E2BREATLEG2 XTLUW)
TN—T4
REME S
?%c_wﬁu FbEITV, &2 TOMIB ¥ =
admin ﬂ?‘éi% AR FE A LS AR/ 7L
—
est FIZREAE - IESAL 2TV, RTOMIB B
£ A B A LIS TR S L — T
O nET/[/:l J AN
BEE A

sha HMAC-SHA-96

SEE R AT — R
PATHTEIO" L\ &2 2R PEATEE6 LT E, 32 UFLA)
e T LT Y XA

REME B

2

aes AES128-CFB

(R SN
AT TIB LU L\ &2 ZEBREATLEEQ FLL L 32 SCFHAN)

g VF— R

admin & L < guest D EL L NEFRETE,

UXLENRAT— REHRET D,
L'fglji]ﬁ\‘@uu uE&H 7%"’“2 ir% \—??j/)hé

ReadWrite HERR % £#-> admin 7' /L — 7" D —+4 — & ReadOnly HElR % £FD guest 7 /L — 7 D2 —HF —%2 Z N —>

TORETE D,

|41

'fgqu//ﬁ"@mu A & W %'ﬂﬁf{iﬁﬁﬁé T
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FEERK B kDT LT Y RABIUVRA T — KL, ®HE 7225 SNMP v~ 32—V ¥ — 02— —3FE L —HEIET

BILENRD D,

no JERTa~y REFTLEGGIE. E—F—DORELHIRT 2.

[BXE B

ReadWrite #£R 2 Ff> 2 —H— & LT adminl Z1ERKT %, #BFE - 5k TR T 5 /32 U — F(passwd1234) 2 5 7E T
60

SWX2210P (config) #snmp-server user adminl admin auth sha passwdl234 priv aes
passwdl234

ReadOnly HE[R Z D —H—& LT userl Z1FKT 2, FRAE - 5L THEH T 25 /32 Y — R(passwd5678) & f5 /£
50

SWX2210P (config) #snmp-server user userl guest auth sha passwd5678 priv aes passwd5678

4.9.7 SNMP ¥ —N—~T TR TEBRITIFAT L rDIP T KL RHIR
[E=X

snmp-server access permit info [community community)

snmp-server access permit info [user user]
no snmp-server access permit [info [community community]]
no snmp-server access permit [info [user user]]

[F—U—F]
community Do Ala=T 4 —xEETD
user D a—Y—%RETD
[T A—=F—]
info DS ML T D EIETTIPVA/IPVE 7 R L AEMERIET 5,
REME B
AB.CD IPvd 7 R L A(AB.CD)EEET S
XX X:X IPv6 7 R L AX:X:X:X) &2 4R ET 5
any FT_XTOIPVA/IPV6 7 RV AEIRET D
community DA 2 =T 4 —4(32 UFUN)
T RAGUEEAT S Al 2 =T 1 —
FI2=T 4 —OREEER LGS, 77 EARMFETRTOII2=7 4 —I0k LTl
Mz,
user D — =432 XFEUN)
TR AGMEEEAT D —Y—
a—YP—DIEEEIE LIS E. 77 BARFETXTOa—F =3 L CEH &2,
(IR E]
L
[AF1E—F]
ra—m\)var7 47—y aryE—FR
[FLBA]

SNMP == ~DT 7R EHFA[$TBH 7 T4 7T MmK%Z IPv4/IPve 7 KL A THIRT 5,
Ra<wy I KN2BFECTRENTRETHY ., LRITREINT- OB LTHEAIND,
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RKa<wr FERE LGS, B LESHEmRIZS W T 72X 3T X THEST 5,

2L, Ra<wr FEREL TWRWERIL, §XTOT7 78R %FFAT 5,

no A TIAT L7 A 1L, FE LIERELHIRT 5,

no JEA T community & L < user M L6, F5E L7 info DT X CTORELZHIFRT 5,

no B TTRTONT A =F =2 LI2HE, TXTORELZHIRT 5,

IPv4/IPv6 7 KL ANRER S NTGE, T XTORENHIRI LD,

[BREH]

SNMP H—/R—~D7T 7 & A% 192.168.100.0/24 DE T A2 "6 DIHFFA[T 5,

SWX2210P (config) #snmp-server access 192.168.100.0/24

23 2 =F 4 £'public' TT 7 & ARBEARAR A b A& 192.168.100.0/24 DI, T X = =T ( 4'private' TT 7 & A A[HER
AR N ZE 192.168.100.12 DI IZHIRT 5,

SWX2210P (config) #snmp-server access 192.168.100.0/24 community public
SWX2210P (config) #snmp-server access 192.168.100.12 community private

Z—HF—H'adminl "T7 7 & AAFE/R AR A N % 192.168.100.0/24 DA, 2—F —H'userl " T7 7 B AARERA A b &
192.168.100.12 DI TR 5,

SWX2210P (config) #snmp-server access 192.168.100.0/24 user adminl
SWX2210P (config) #snmp-server access 192.168.100.12 user userl

498 SNMP =2 X = =7  —DIFEBRDOERR

[ER
show snmp community
[AJIE— F]
FEREME EXEC £ — N, FiHE EXEC £— F
B

SNMP = X = =7 4 —DEHERTT D,
a3 a2=T4—4, TV BAET—RERRT D,
Bl
SNMP = X = =7 ( =Dz £~ T %,
SWX2210P#show snmp community
SNMP Community information
Community Name: public
Access: Read-Only

Community Name: private
Access: Read-Write

4.9.9 SNMP = —H —DRENFDERR
[ER]
show snmp user
[AJ1E— K]
FEFFHE EXEC £ — N, 454 EXEC £— K
[RLFA]
SNMP 1 —H—DFREENE LR RT D,
TV ID, 2=Vt PiRT L7 =T WAk B E R D,
[ E ]
SNMP = — W — DR ENEE K RT D,

SWX2210P#show snmp user
SNMP User information
EngineID: 0x8000049e0300a0deaeb90e
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User Name: adminl
Group Name: admin
Auth: sha
Priv: aes

User Name: userl
Group Name: guest
Auth: sha

Priv: aes

4.10 TELNET % —/3—

4.10.1 TELNET Y — —DEEBEB L UOZ MR — FEFDERE

[ER]
telnet-server enable [port]
telnet-server disable
no telnet-server

[F—TU—F]
enable : TELNET H—_—%HGhZT 5
disable : TELNET %—\—Z 2T %
[/XT A —=HF—]
port : <1-65535>
TELNET % —"—D U A= 7K — &5 (AW L7254 : 23)
[WIERRE]
telnet-server disable
[AFIE—F]
sa—m\)varZ 4 L—varyE—R
[

TELNET Y —_—%F%h2+ 5, £/2, VA=V TCP R— bEBERETHI LN TE D,
no R TEIT LIS ERC T 5,

[ EHI]

VA=V 7 R— 5% 12345 |2 L C TELNET — —% E#7 5,
SWX2210P (config) #telnet-server enable 12345

4.10.2 TELNET Y —_— DR EIREBOFER

[EX]

show telnet-server
[AS1E— K]
¥iHE EXEC £— K

[AA]

TELNET $— \— D&k 2 &K1 5, LFTOHBENERIND,
«  TELNET #—/S—BERE DA 20/ HE5)

e VA= TR— b OFE

« TELNET #—_R—~D7 7 v ZEH|RT57 4 VX —

Bl

TELNET $— " — DO ER N E KR T 5,

SWX2210P#show telnet-server
Service:Enable

Port:23

Access:
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permit 192.168.100.0/24
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4103 TELNET V—RX—~T 7R TEXBH7 74T rDIP 7 FL ZH|R

EN

telnet-server access action info

no telnet-server access [action info)

[/3T7 A—5F—]

action

T 7R AT DEEEIRET D

info

(AR E]
mL
[ASTE— ]

ra—x\)var 7 4 F

BL)

REM A
deny FIEEESRT D
permit D S ot AL K )
itk &4 B K(E T IPVAIPVE 7 R L AEMZRET 5,
REM B
AB.CD IPv4 7 KL A(AB.CD)&ZET 5
TRy b AT EBEMbinftE D IPvd 7 R
A.B.C.DM L A(AB.CD)ZEET %
X:XoX:X IPv6 7 R L A(X:X:X:X) &2 ET D
e TRy b AT BEMbinftE D IPve 7 K
XX:XXM L AX: XX X) &R ET S
any T RTOIPVA/IPV6 7 RL A ZIRET 5

L —y g F—FR

TELNET Y —/"—=~D7 7 B AZFA T 57 T4 T MiR%Z IPv4/IPv6 7 N L A THIRS 5,
AKa<wy RIIRK8MHE THRENAETHY, LICREINIZHDD
Kavwy ReiRE Lcya. B LR ZIMT S W T 78 23T X THESR T 5,
RELTWRWGEIL, TXTOT 7 BRAEFFA[T 5,

no B THAT LGB 1. i€ LEEREZHIRT 5,

no FECTRT A —Z — 2 AW LTI-5E. T_XTORELHIRT S,
IPv4/IPv6 7 R L ANEHE SN HA, TRTORENHIREN D,

7L, Aavwr K%

[/—H

MESEL T S D,

telnet-server enable 23 % E SN TWAR WSS, Ko< RITHEE LRV,

[BE B

192.168.1.1 & 192.168.10.0/24 D& 7 A 2 k26D TELNET r—X—~D7T 7 B ADHEFHFAT 5,

SWX2210P (config) #telnet-server access permit 192.168.1.1
SWX2210P (config) #telnet-server access permit 192.168.10.0/24

192.168.10.024 D& 7 X > k9350 TELNET Y —_R—~DT 7 ¥ ZA DL EHEET 5,

SWX2210P (config) #telnet-server access deny 192.168.10.0/24
SWX2210P (config) #telnet-server access permit any
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4.11 TFTP H—/3—

4.11.1 TFTP Y —N"—DEEBB L SR — FEFDOER

EEN
tftp-server enable [port]
tftp-server disable
no tftp-server

[¥—T— K]
enable : TFTP B —_—ZHNTT 5
disable : TFTP #r—"—Z )T 5
[/XT A —=HF—]
port : <1-65535>
TFTP h— =D ) A= VR — b &S (BIELI5E @ 69)
[WIERRE]
tftp-server disable
[AFIE—F]
Ja—N)aryz 4L — g F— R
[

TFTP y—_R—% {2 T 5, £/, VA= 7 UDP R— FEEEIBETHZ LN TEX 5,
no FETHELT L725E 11X TFTP H— — % |ihiz 94 5,

[ EH]

U 2=V iR— FEE% 1234512 LT TFTP 4 — "—%ig#1+ 5%,

SWX2210P (config) #tftp-server enable 12345

4.11.2 TFTP Y —R_R—DRERBORT

E=N

show tftp-server
[AJ1E— ]
¥¥iE EXEC E— R

[FiEA]

TFTP — — DO ERNAE TR~ T D, LFTOHEANERIND,
«  TFTP H—/N—H¥Re DA 2h/HE%h

e VA=V TR—bDOFS

o TFTP »—R—~DT 72 ZAZHIBT D7 4 N H—

[F% 2 Hl]

TFTP YV — " — D ERILE £ T D,
SWX2210P#show tftp-server
Service:Enable

Port:69

Access:

deny 192.168.100.5
permit 192.168.100.0/24

4113 TFTP Y —R—~T I B RTEL7 74T FDOIP T KL IR

EEN!
tftp-server access action info
no tftp-server access [action info)
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action

info

(IR E]
mL
[AFIE—F]

T 7R AR D EERRET D
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REME B
deny FEES"T S
permit FMFEEFRT S
Gt &+ D IEIETT IPVA/IPVE 7 R L A EMZ R ET 5,
R EME A
A.B.C.D IPvd 7 R L A(AB.CD)EEET D
BT Ry b A7 EMbit)ft & D IPv4 7 K
AB.CDM L A(ABCD)RI5ET %
X:X::X:X IPv6 7 R L A(X:X: X X) &R ET 5
N BT Ry b AT EMbiHftE D IPve 7 K
XX XXM L A(X: XX X) &R ET D
any FT_XTOIPVA/IPV6 7 KL AEFRET D

ryua—saryz 4L —vgrE—R

[@iA]

TFTP Y —"—~D7 V¥ A% 7R T 57 T4 T 2 MK % IPv4/IPv6 7 K L 2 THlfRT %,
AKawy RIIRK8MHE THRENARETHY, LICREINTZHD)
Kavy RERELESA, B8 LIS EME S R2WT 78 2 LT X THEST 5,
722, Ravwry RERELTOWRWESRIT, $XTOT7 78 AZ2FT %,

no I THFAT LI E 1L, HE LIERELZHIBRT 5,

no XTI A —F—2AME LIZGAE, T X TOREEHIRT D,
IPv4/IPv6 7 R L ANET I NIGE . TR TOREVHIBRIN D,

[/ — P}

ML T SN D,

tftp-server enable 235X iE SALTWRWIES, Ra~<r NIIHEEL 20,

[ EH)

192.168.1.1 &£ 192.168.10.0/24 D& 7 A > 26D TFTP r—/N—~DT 7 E ADHZF AT D,

SWX2210P (config) #tftp-server access permit 192.168.1.1
SWX2210P (config) #tftp-server access permit 192.168.10.0/24

192.168.10.024 DB 7 X > " 23B D TFTP —N—~DT 7B ZADIEELT 5,

SWX2210P (config) #tftp-server access deny 192.168.10.0/24
SWX2210P (config) #tftp-server access permit any

412 HTTP Y —/3—

4.12.1 HTTP Y —_—DEEIR L O R — R FDOER

[EX]

http-server enable [porf]

[/3T7 A—=F—]

port

<1-65535>
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HTTP —RR—D Y A= TR — &S (ER LI5S : 80)
[FIEAER E]
http-server enable
[ASTE— )
Ja—\)ary7 4 Jb—y g rF—NR
[FRAA]
HTTP Yy — _—%FHihzd 5, /2, VA=V TCP AR— FEBEIEETH LN TEX 5,
ooy RFHIBRT 5 LN TE WD, HTTP B — "—3E A L e D,
[EXEH]

VA= 7 R— &% 8080 12T 5,
SWX2210P (config) #http-server enable 8080

4122 % 27 HTTP y—_—DEEB L OZffHR— N EFDOERE
[E=X

http-server secure enable [porf]

http-server secure disable
no http-server secure

[FF—TU— K]
enable CoEFX 2T HTTP = =2 HNT 5
disable D BF 2T HTTP — =2 T 5
[R5 A—5—]
port . <1-65535>
TH 27 HTTP = =D U 2= 7 R— b &R (B LI-HA : 443)
(IR E]
http-server secure disable
[AJ1E— K]
ra—m\)vary7 4 L—varyE—FR
[FHA

X o7 HTTP V== HNT 5, /2, VA=V T TCP RA— hESERETH I LN TEX 5,

no FEX CFAT L= GA 13 mshic 5,

X a7 HTTP b — "2 GH LG E, BB LY 7 b =T IZ Lo Tt b7, 77 4 v 7 &IGELT
CPU EFN®m < 2%,

EEHRERET 572012, Xy al— RREOHBTEHIND Web X—V 22— —TT 7 AT 5HZ
WET DONEFE L,

[BREH]

A=V 7 R— & 5% 8080 |2 L Cdx a7 HTTP — _—% 8§ 5,

SWX2210P (config) #http-server secure enable 8080

4123 HTTP — _— DR EIREDFR T

[EX]

show http-server
[AS1E— K]
Rt EXEC E— K
B

HTTP % — —DORERN = FTrT 5, UTFTOHEAREREIND,
o HTTP Y— —REBEDH Zh/ %)



HTTP #—"—D VY A= V' R— FDEFE

T 27 HTTP B — S —HRE D A 2/ M5

X 27 HTTP — =D Y A= 7 R— F D&K=
HTTP ¥ —R—~DT 7 & A %IRRT D7 (L Z—
Web GUL D E5E

nrA s EA LT T MR

(B EH]
HTTP % — "— DR TR = FRT D,

SWX2210P#show http-server
HTTP :Enable (80)
HTTPS:Disable

Access:None

Language: Japanese

Login-timeout: 10 (minutes)
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4124 HTTP/HTTPS y—NR_R—A~T 7 ZRATEX A7 547 RO IP 7 F L AR

&

http-server access action info
no http-server access [action info]

[/XF A—F—]
action T ALK T 8 EEfRRET D
BEME B!
deny FEEHER"T D
permit a1 5
info St LT BT IPVA/IPVG 7 R L ATE R &R ET 5,
BREME B
A.B.C.D IPvd 7 R L A(AB.CD)EEET D
TRy b~ AT EMbi)f& D IPvd 7 K
A.B.CDM L Z(AB.C.D)&35ET 5
XX X:X IPv6 7 R L AX:X:X:X) & 4R ET 5
R BT Ry b~ A7 EMbiHftE D IPve 7 K
XXX XM L AXX:XX) 8T 5
any FTRTDIPVAIPV6 7 RLAZFRET D
[FIEIE E]
2L
[AJTE— K]
Ja—nN\)aryz 4 L—varE—FR
B

HTTP/HTTPS Y —/"—~D7 7 A%

AKa<wy NI K8HFETRENARETHY . Sl

-
—

AT BT T AT v MR & IPV4/IPV6 7 N L A CHIRT 5,
BRESNTZLONER L CGHEAIND,

action C deny ZH5E LA info \ZiX any Z5ET D Z LILTX 720,
Kavwy RERE LTS G. BE LR EZMTE S W T 78 23T X THER T 5,

72770, Kavwr RERELTWARWEAIX, T _TCOT7 782 %

L

no A THAT L7mald, 88 L7eiE
no WA TNT A =4 —2HW LIZ5GE, T3TO
IPv4/IPv6 7 R LV ANET S L= HE, T3TO

ZHIFRT %,

L

axX e

ZHIFRT %,

G R

RIEDVHIFRS D,
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[/— "}
http-server enable & L < I http-server secure enable 73i% & SV TWRVES ., Ao~ FIZEREL 22,
Bl
192.168.1.1 & 192.168.10.0/24 D& 7 A > k26 @ HTTP/HTTPS Y —/R—~D7T 7 ¥ ADIHE T[T 5,

SWX2210P (config) #http-server access permit 192.168.1.1
SWX2210P (config) #http-server access permit 192.168.10.0/24

192.168.10.024 O 7 X > k7350 HTTP/HTTPS Hh— S—~DT 7B ADHEELT 5,

SWX2210P (config) #http-server access deny 192.168.10.0/24
SWX2210P (config) #http-server access permit any

4.12.5 WebGUI DEEHRTE

[

http-server language /ang
no http-server language

[/XT A —HF—]
lang SMEEET D
REME S
japanese A AGE
english JEGE
(MR E]
http-server language japanese
[AFIE—F]
sa—\)varZ 4 S b—varyE— R
[

WebGUI DEFEEXHTET D,

no TC K THEAT L 7=5A1E. PR EIZRE S,
[ EH]

WebGUI O S 5B % H#GEICT D,

SWX2210P (config) #http-server language english

mn
2
i}

4.12.6 HTTP/HTTPS r—_—Dua A4 2 A4 LT 7 NEFE D%

[

http-server login-timeout min
no http-server login-timeout

[T A—F—]
min ¢ <1-120>

HA LT U MRS
[WIHRRE]
http-server login-timeout 10
[AFTE—F]
Ja—N")aryz4JL— g F— R
[

HTTP/HTTPS Y—/ "= ~DT 7 B AN WA ICHBINIC e 77 7 b5 TORBEZRET 5,
no TC K THEAT L= A ITUIMRR EIC R 5.
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[/— "}
Ka< s FRER, RO T A CRENLRENEHN S5,
Bl
HTTP/HTTPS $—"—D X A L7 U MR % 5 3SR ET D,
SWX2210P (config) #http-server login-timeout 5

4.13 LLDP

4.13.1 LLDP #rED AL

[EFX]

Iidp run
no lidp run

[F1EIER E]
L

[AF1E— ]

Ja—paryz 47—y g =R

[RiAA]

VAT NAERT LLDP BEREAZ AT D,

no IR TEIT LA 1E, v AT A42K T LLDP #ERE & 229 5,

[/—}]

A— MZxt LT LLDP A AT HIIFUL T O a~vy RERET HLERD 5,
set Ildp enable =~ > KD fype (LLDP T— = > hE— R)TMEIZIEL U C txrx, txonly, rxonly Z 5% E 9 5,
s Idprun (/' m— vy 7 4 7 L— 3 F—K)

« lldp-agent (f % —7 = —ZE—R)

+ setlldp enable fpe (LLDP =— = > FE— R)

[ EH]

LAN AR— |k #1 ® LLDP B¥REDEZIE 2 AT D,

SWX2210P#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SWX2210P (config) #11dp run

SWX2210P (config) #interface portl.1l

SWX2210P (config-if) #1ldp-agent

SWX2210P (1ldp-agent) #set 1ldp enable txrx

4132 LLDP =— = v F OVERR

E&
lldp-agent
no lldp-agent

[ E]

L

[ASTE— K]

A H—T 2—AF— ]

Bl

LLDP =— = F&2ER L, LLDP =— = > FE— RICEBT 5,
no R CEITLI-HA1E, LLDP = —2 = > M & HIBT 5,

[/—F]
LLDP =— Vx> F&HIET 5 & LLDP =—Y x> hE— RTERELEaI~Y RLYIBREN5,
[B%E B

portl.] CLLDP =— x> h&/ER L, LLDP =— = hE— RIZBATT D,
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SWX2210P (config) #interface portl.l
SWX2210P (config-if) #1lldp-agent
SWX2210P (11ldp-agent) #

4.13.3 LLDP %5 — FORE

[
set lldp enable #ype
set lldp disable
no set lldp
[/XT A —=F—]
type DOREEE—F
BREME il
rxonly ZAEHHICHRET D
txonly EEHHICHRET S
txrx EEBLOZEICHRET D
(IR E]
set lldp disable
[AJIE— F]
LLDP =—Y =¥ fE— R
[REFA]

KA B —T 2 — A TOLLDP 7 L —ADEZ(EE— REZRET D,

AlZ. LLDP 7 L— A% EZ(E L0,
X, MIIEREICE S,

set lldp disable D%
no IR CHAT L7255 H
[BREH]

LAN 7R — } #1 @ LLDP #%3%{5E— FEZEHEHIHKET 5,

SWX2210P (config) #11dp run

SWX2210P (config) #interface portl.l

SWX2210P (config-if) #1lldp-agent

SWX2210P (1lldp-agent) #set 1ldp enable rxonly

4134 EHT7 FL ZAOBEORTE

BN
set management-address-tlv fype
no set management-address-tlv

[73F A —5F—]
type COEEY R 2O
R EM A
ip-address BHT FLAZIPT RLAET D
mac-address BHT FLAZMACT FLAET 5
(W E]
set management-address-tly ip-address
[AS1E—F]
LLDP =Y = hE—F
B

LLDP CET 5, R— FOEHET FLADORIEEHET 5,
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no JEATHEAT LI B3I E IR D,
A% E X LLDP Management Address TLV IZFXE S 415,
[BEH]
LAN R— k #1 OEFHT KL AOHEE MAC 7 R L RAIZEET 5,

SWX2210P
SWX2210P
SWX2210P
SWX2210P

config) #11ldp run

config) #interface portl.l
config-if)#lldp-agent

lldp-agent) #set management-address mac-address

413.5LLDP 7 L — ADEERRROERE
EE]

set timer msg-tx-interval x_interval

no set timer msg-tx-interval
P85 A—F ]
tx_interval 1 <5-3600>

LLDP 7 L — A3 R F)
(IR ]

set timer msg-tx-interval 30

[ASTE— K]

LLDP =—3Y x> R E— K

B

LLDP 7 L — A DEEHREZHRET 5,

no JERTEAT LTS ITWIHIER EIZR 5,

Batl|

LAN 7R— F #1 T#EET 5 LLDP 7 L— ADOEERFEE 60 FHIIHRET B,

SWX2210P (config) #11dp run

SWX2210P (config) #interface portl.l

SWX2210P (config-if) #1ldp-agent

SWX2210P (1lldp-agent) #set timer msg-tx-interval 60

4.13.6 B E M ORERE(TTL) 2 BT 372D ORE DR E
[#FX]

set msg-tx-hold value

no set msg-tx-hold

[T R —5—]
value . <1-100>
A E M O LR FERER (TTL) O Z2 BT % 72 O FeHk
[FIEIEXE]
set msg-tx-hold 4
[AJ1E— ]
LLDP =— = hE— R
[RiAA]

PEERIE RO LREFREH] (TTL) 2 HH T 2720 OB A HET D,

no G CTHAT LB AITIREICR 5,

Z OFGEMEIX LLDP 7 L — A 2415 R (msg-tx-interval IC B S 4L, S5+ 1 LCTTLEE) & 725,
TTL fEl%. Time To Live TLV IZF%E SN 5,

TTL = msg-tx-interval x msg-tx-hold + 1 (7))
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[ EH]

LAN R— k #1 THEHE SR OMRFEERN (TTL) 25 H T 27200 FE A 2 ITRET 5,
SWX2210P (config) #11dp run

SWX2210P (config) #interface portl.l

SWX2210P (config-if) #1ldp-agent

SWX2210P (lldp-agent) #set msg-tx-hold 2

4.13.7 N — B TEHE TX SR DR KER R DORE

[EX

set too-many-neighbors limit max value
no set too-many-neighbors limit

[73T7 A =4 —]
max_value ¢ <1-100>
N— b HALTE LT & D& O Rk a
(AR E
set too-many-neighbors limit 5
[AJIE— F]
LLDP =—Y = hE— R
[BLBA]

R— NN CTEH T 2BBRORKERERTET 5,

no JEX CHEAT L2 GA 3R EIC L R D,

R— N ORREREREBZT-568, LW HRE S 72 LLDP 7 L— AT EE 5,
[ EH]

LAN /R— k #1 TR— I CEH TX 2O RKEEE 10 ITHRET 5,

SWX2210P (config) #11dp run

SWX2210P (config) #interface portl.l

SWX2210P (config-if) #1ldp-agent

SWX2210P (1ldp-agent) #set too-many-neighbors limit 10

4138 4 7 —7 = — ADIKEFRR

EEN
show lldp interface ifname [neighbor]
[F—U—F]
neighbor DR L QW AR OERERRT S,
[R5 A—HF—]
ifname : LANFR— DA U F—T =— R4
T oA H—T 2 —A
[AFTE—F]
FFrHE EXEC E— N, %74 EXEC E— N
[REFA]

ifname CHE LA ¥ —7 = —AD LLDP §l &R 7T 5,

neighbor Zf5/E L72E1EA ¥ — 7 = — RIZHHE L TV D8R OIE R A FRrT 5,
UToHEAMNERIND,

show lldp interface ifname D5

o A H—T 2= AKOZOMFEFH

Agent Mode 7Y v U — K(Nearest bridge [ &)

Enable (tx/rx) REE—FZEET—F (Y A%, N: )
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Message fast transmit time EHEEHIE O LLDP 7 L — AE(E IR (D)

Message transmission interval LLDP 7 L — AL HMRGED)

Reinitialization delay BEE IR D S HAMYE £ COREE)

MED Enable LLDP-MED TLV 315 O 2h/ B2 (A 201 1)

Device Type /34 2 % 4 #(NETWORK_CONNECTIVITY [ )

Total frames transmitted LLDP 7 L — A DEEK

Total entries aged TTL BLL EZENR <, BEHT — T A HHEIER S 78
DK

Total frames received LLDP 7 L — A D54

Total frames received in error LLDP 7 L — A DZET T —4K

Total frames discarded FE X 7= LLDP 7 L — A 0¥

Total discarded TLVs EE S 7z TLV O3

Total unrecognised TLVs FREkCE o7 TLV 0%

show lldp interface ifiame neighbor D55

o R ELE

Interface Name ZELIA V=T 2 — A4

System Name AT LA FR

System Description AT MDA

Port Description A— ~ O

System Capabilities VAT LDRE

Interface Numbering A E—T 2 —ABFEDEAT

Interface Number AUE =T 2 —AFK S

OID Number OID &=

Management Address MAC 7 RV AE/ILIP T RLA
+  Mandatory TLV D1 #

CHASSIS ID TYPE CHASSISID TLV O ¥ A 7° L&

PORT ID TYPE PORTID TLV O ¥ A 7" L i

TTL (Time To Live) FERRTE R O PRFFIRFH (FD)

« 8021 ORIGIN SPECIFIC TLV DO{E

Port Vlan id A— K VLAN @ ID

PP Vlan id v k2L VLAN @ ID

VLAN ID A— T VLAN @ ID

VLAN Name R— I VLAN D4

Remote Protocols Advertised YR—F+4+57a bl 2k
Remote VID Usage Digestt VID Usage Digestt fi

Remote Management Vlan BEELH VLAN O£ #k

Link Aggregation Status Vo727 70— a r OFRED
Link Aggregation Port ID Voo 77 r—vayR—rDID

« 8023 ORIGIN SPECIFIC TLV D&k
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AutoNego Support

F— b I — g UHERE DG /R

AutoNego Capability F—hprITv=— 3 UARERIEE
Operational MAU Type WERELET 2Ly 7 AE—R

MDI power support PoE H¥BEH AR — F O F M

PSE power pair PSE N —~7 —

Power class

PoE #ad& 7 7 A

Type/source/priority

PoE#EX A 7, V— A, BEE

PD requested power value

PD #2232k 587 (0.1mW Hifr)

PSE allocated power value

PSE = 25(FEC & 2% /7 (0.1mW HA7)

Max Frame Size

WR7L—AbH A X

« LLDP-MED TLV ®O{F# (LLDP-MED TLV % %{5

L7z

LaIcFrEIns)

MED Capabilities

LLDP-MED TLV OFf&EfHD U A |k

MED Capabilities Dev Type

LLDP-MED AT 4 7T /" AX AT

MED Application Type TV r—vary AT
MED Vlan id VLAN @ ID

MED Tag/Untag VLAN % 7 DA i

MED L2 Priority L2 O

MED DSCP Val DSCP fi DS

MED Location Data Format PBEBEWD T +—=< v b

Latitude Res FEEE DIy BERE(A 2072 EALE > R
Latitude HEG4 B 1)
Longitude Res TREE D REE(R 78 BALE Y M)
Longitude BREG4E Y M)
AT mEXAT
LLA—&—
YR I A=rd
Altitude Res mE DSR2 EALE Y M)
Altitude EEGO By b)
Datum 0
0K [E DAt TR (WGS 84)
LAET A U 7 iR (NAD 83)
2:4E7 A U A1 I HISA(NAD 83) 0D 14 BEFE A AT
LCI length ArEERT —2 DR S
What Bt O % AT
0:DHCP #— 3= DT
L7747 MR bEVWEEZLND Ry P — 7 K
FONLIE
2:7 74T hONLE
Country Code a— R
CA type CA (Civic Address) # A 7
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MED Inventory Inventory 1&# U % k

NEEEEICE LTI RFC 3825 &R

[BREH]
LAN R — |k #1 @ LLDP {§#H & £ T 5,
SWX2210P#show 1lldp interface portl 1

Agent Mode : Nearest bridge
Enable (tx/rx) : Y/Y

Message fast transmit time 3 A

Message transmission interval : 30

Reinitialization delay : 2

MED Enabled 4

Device Type : NETWORK CONNECTIVITY

LLDP Agent traffic statistics
Total frames transmitted
Total entries aged
Total frames received
Total frames received in error
Total frames discarded
Total discarded TLVs
Total unrecognised TLVs
SWX2210P#

O OO OO oo

4139 &2THOA Vv Z—T = — R 2B} B EEEEE O B#TRR

[FX]
show lldp neighbors
[ASTE—F]
FEHFHE EXEC & — R, R EXEC E— K
[

BTDA U F—T = — ATBIT LB OFERE R T 5,
(£ 201X show Ildp interface ifname neighbor =2~ > R & &)
[B E ]

Bt L TV oS DA R T 5,
SWX2210P#show 1lldp nelghbors

Interface Name : portl.l

System Name : SWX2210P-10G

System Description : SWX2210P-10G Rev.1.03.12 (Tue Oct 24 16:06:15 2023)
Port Description : portl.3

System Capabilities : L2 Switching

Interface Numbering )

Interface Number : 3

OID Number 2

Management MAC Address : ac44.£230.0000

Mandatory TLVs
CHASSIS ID TYPE
IP ADDRESS : 0.0.0.0
PORT ID TYPE
INTERFACE NAME : portl.3
TTL (Time To Live) 41
8021 ORIGIN SPECIFIC TLVs
Port Vlan id 3 1
PP Vlan id : 0
Remote VLANs Configured
VLAN ID s A
VLAN Name : default
Remote Protocols Advertised
Multiple Spanning Tree Protocol

Remote VID Usage Digestt : 0
Remote Management Vlan : 0
Link Aggregation Status : Disabled
Link Aggregation Port ID : 0
8023 ORIGIN SPECIFIC TLVs
AutoNego Support : Supported Enabled
AutoNego Capability : 27649

Operational MAU Type : 30
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Power via MDI Capability (raw data)

MDI power support : 0x0
PSE power pair : 0x0
Power class : 0x0
Type/source/priority : 0x0
PD requested power wvalue : 0xO0
PSE allocated power value : 0x0
Max Frame Size : 1522

LLDP-MED TLVs

MED Capabilities
Capabilities
Network Policy

MED Capabilities Dev Type : End Point Class-3

MED Application Type : Reserved

MED Vlan id : 0

MED Tag/Untag : Untagged

MED L2 Priority : 0

MED DSCP Val : 0

MED Location Data Format : ECS ELIN
Latitude Res H0)
Latitude 3
Longitude Res
Longitude
AT
Altitude Res
Altitude
Datum
LCI length
What
Country Code
CA type

MED Inventory

ololoNoloNoNololNeNoNe]

SWX2210P#

41310 LLDP 7 L — LU Z—D 7 VT

[

clear lldp counters
[AJTE— ]
¥i#E EXEC £ — K
[FRHA]
ETOR—FDLLDP 7L —ALH T2 —% 27 U TT 5,
[ EH]
LLDP 7 L —A WO 2 —% 0 ) T35,

SWX2210P#clear 1ldp counters

4.14 L2MS (Layer 2 management service) D% iE

4.14.1 L2MS &— R~O81T

E=N|
12ms configuration
[ AJTE— K]
Ja—)ary 47—y g — KR
B
L2MS OBREZIT O 728D L2MS E— RIZBITT 5,
[/ —F]
L2MS E— R bl a— " ary 7 4 7 b—3 g »F— RIZED ICIT exit 2~ K& L. ¥ EXEC £— RIZ
AT end 2=~ REfEHT 5,



[ EH]
L2MS E— RIZBITT 5,

SWX2210P (config) #12ms configuration
SWX2210P (config-12ms) #

uu

4.14.2 L2MS #EEEDHRE

av R 77 LA RS - EARE

[EF=
12ms enable
12ms disable
no 12ms

[F—TU— K]
enable © L2MS #rE T2
disable : L2MS HéreE A L

(R E]

12ms enable

[AJ1E— K]

L2MS =— R

B!

L2MS #Re 2 3 2 B A2 ET 5,
no IR CEIT LGS IR TIIRE S,
Bl

L2MS #EREZ 9%,

SWX2210P (config) #12ms configuration
SWX2210P (config-12ms) #12ms enable

4143 L2MS HfHl 7 L — A DEZIEHRE

EEy

12ms filter switch
no 12ms filter

[/XT A —F—]
switch : L2MS 7 4 V¥ —OEfE
R EE B!
enable L2MS 7 4 W Z —E /T D
disable L2MS 7 4 V¥ — & W T 5
(IR RE]
12ms filter disable
[AS1E—F]
AV H—T 2 —RAF—FR
B

L2MS 7 4 )V Z —DEIEERET 5,

L2MS 7 4 VB2 — 5T H &, L2MS il 7 L— ADOEZEE LT 52 LN TX 5,

no JERCTHEAT LGB 1E. L2MS 7 4 v X —N g b 72 | L2MS Offillfl 7 L — A 2 EZETE D L D

[/ — P}

Ka<r KX, LFDOA 2 —7 2 —AZITRETE R,

* VLANA V¥ —T7x—2A
o EmERA L H =T =R

(272 %,

|59
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AKavr ROREICED LT, LTOWTNUNLOFEMEENTZ LTV D545 1E, L2MS Oflill 7 L— AN EZA(E S
WZ EBnH D,
o V—THHBEREIC X > TA X —7 = — A Blocking IREEIZ 72 > TV 5
o FHEALH—T =2—RTNESNTND
Bl
portl.5 T L2MS Ol 7 L — A& EZAF LWL 91279 5,

SWX2210P (config) #interface portl.5
SWX2210P (config-if)#12ms filter enable

4144 L2MS Hl#l 7 L — A LIAND 7 L — A DIEZIFHRE
BN

non-12ms filter switch

no non-I12ms filter

[/%5 A —5—]
switch © non-L2MS 7 ¢ /L2 —D#EE
REE Bk
enable non-L2MS 7 V¥ —EHHZT D
disable non-L2MS 7 « /L& — & MIhiZ %
[WIHIRRE]
non-12ms filter disable
[AS1E—F]
f o H—T 2 —AE— R
[RLBA]

non-L2MS 7 4 L X —DEMEE R ET D,

non-L2MS 7 4 W Z —ZH BT H &, L2MS il 7 L— LS D 7 L — A DEZZ 2RI 5 Z L3 TE 5,

no IR THFAT L7 E 13, non-L2MS 7 ¢ /L& — )3 5 & 70 0 | L2MS Ol 7 L— LA D 7 L — A& x5 T&
HEHThD,

[/ —}]

ARKa<w Rix, UTFTOA V¥ —7 2 — A ZFRHETER,

« VLANA VH—T x—2A

o WA =T —X

[ E B

portl.5 TL2MS il 7 L — LIS D 7 L— LB EZE LARVWE 92T 5,

SWX2210P (config) #interface portl.5
SWX2210P (config-if) #non-12ms filter enable

4.14.5 L2MS DO EHROFR
(&R

show 12ms
[ASTE— K]
FEFFHE EXEC E— N, $## EXEC £— R
B
L2MS O @EfEIRIEIZIS U T, L FOE#HRE FKRT D,
o L2MS v R —Vx —|ZFEIN TV D EDN
« L2MS ¥ % —V ¥ —0D MAC 7 RLAFHEHINTWDLEE
[/—}]
L2MS NEE L TWWRWIGA . EHIZER R I 780,
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[ EH]
L2MS fF# = FRr7T 5,

SWX2210P>show 12ms
Role : Agent
Status : Managed by Manager (00a0.deaa.aaaa)

415 77— = T EBH

4151 7 7 — LY = TEEH VA FORE
[

firmware-update url ur/

no firmware-update url

[2XT A—&—]

url COPEAEETE L OEAREE(55 XFLN)
T —AU =T RENILTVD URL

[FIEIER E]

SWX2210P-10G D54 : firmware-update url http://www.rtpro.yamaha.co.jp/firmware/revision-up/swx2210p-10g.bin
SWX2210P-18G M54 : firmware-update url http://www.rtpro.yamaha.co.jp/firmware/revision-up/swx2210p-18g.bin
SWX2210P-28G D4

[ASTE— F]

ra—nN"\narzgb—varE—R

B

WEB = _—IZEPNTND T 7 — LU =T 77 A NEHESTT7 7 — b0 =7 HHTLHLEDF T n— RNED
URL Z&ET %,

AR “http://H—/S—=D 1P T RV ABHHWIEAR A NI AL” L WS ERE 72D

P—N—=D R — FEEH 80 LIS DOLEIT, “http://—S—D P 7 RLAHDH WL KA MR — hEE//SAL” L
WO AT, URL OFITHIET 2R H D,

[BREH]

Ty =AU =T OX 7 a— K URL % http://192.168.100.1/swx2210p-10g.bin |Z7%ET 5,

SWX2210P (config) #firmware-update url http://192.168.100.1/swx2210p-10g.bin
SWX2210P (config) #

: firmware-update url http://www.rtpro.yamaha.co.jp/firmware/revision-up/swx2210p-28g.bin

4152 77 — AU =T EHFTHEMAT L HITP Fu X L —Hh——DFRE

[EX]

firmware-update http-proxy server port

e

no firmware-update http-proxy

[/NT A —=HF—]

server : AB.CD
HTTP 7 m ¥ > —H—/"—D IPvd 7 F L A
X: XXX

HTTP 7m ¥ ¥ —H—/X—D IPv6 7 R L A

IPv6 U 7 B —= VT RUAZRET 2581, A v ¥ =7 2= A bIRET OLEN D
% (fe80::X%vlanN DJEZF)

A GRS L O EE 5255 LT L)
HTTP 7 & % 3 —#—,3— 0 FQDN
port 1 <1-65535>
HTTP Yo v —H—nN—D Y ZA=1 FR— B
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(AR E]
no firmware-update http-proxy
[AF1E— K]
Jua—N\)arz4 g —varE—FR
B3]

WEB ¥ — R —|ZENMLTCWVWDE 77— AU 2T 77 ANEHESTCT7 77— 02T BHTHEEXOHTTP Vv —

S AT B,

HTTP e F > —H—NR—RREINTWRWES, HTTP 72X —H—N—2BHEFIC 7 7 — A7 = 7T HEHN

1Thbihd,
no R TCEITLI-HAIE, HTTP %o —H3—R—DOREXHIERT 5,
[ EH]
HTTP 7' & &% ¥ —H—/3—% 192.168.100.1(AR — k&5 8080)IZ7% T T 5.,

SWX2210P (config) #firmware-update http-proxy 192.168.100.1 8080
SWX2210P (config) #

4153 77— LU = T BHF ERTSH HTTPS Y F ¥ —P —N—DRE

&Y

firmware-update https-proxy server port
no firmware-update https-proxy

[/3T7 A —F—]

server : AB.CD
HTTPS m ¥ —H—_—D Pv4 7 KL A
X:X::X:X

HTTPS 7 &3 —H%— X—D [Pv6 7 KL A

IPv6 V7 a—inT RLUAZBETHHAIT. SHA LV F—T7 =2—ALEETHILENRD

% (fe80::X%vlanN D)
A RBT IS L ONEATES(255 SUTFLLN)
HTTPS 7' 1 &% ¥ —+—/3—@ FQDN
port ;. <1-65535>
HTTPS 7B ¥ —H— =D A=2 T R— &S

(R E]

no firmware-update https-proxy

[AFIE—F]

rua—\varz 47 b—va e — R

[FAA]

WEB = NR—|ZEPNTNDE T 7 — AT =T 77 ANEFESTCT 77— 02T BHTHEEOHITPS V% —

Y= =% QTE*’“EJ

HTTPS 7' 12 % o —H— =R E SN TV RWEA, HTTPS 7 e % o —H — RN—2 R\ 77— AU = 7 TH

NIThID,

no BERTEITLI-HEIE, HTTP %o — P — _"—DRELHIRT 5,
(B2 EHI]

HTTPS 7' 11 3 3 —H—/3—% 192.168.100.1(7K — & 5 8080)IiXET 5,

SWX2210P (config) #firmware-update https-proxy 192.168.100.1 8080
SWX2210P (config) #
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4154 7 7 — LU = 7T HHDFAT
[ER
firmware-update execute [no-confirm]|
[Fr—v— k|
no-confirm 7y AU = T HHOMEERE L
[AJIE— F]
F¢HE EXEC £— K
B

WEB % —_—{CEINTND T 7 — AT =T 77 ANVEBEETHOT7 7 =AU =TD) EVaridF=v 7 L,
HEHATH T%ni77—AvI7®)t/a/7/7%£ﬁ¢5

FEEWRAARERIEY a D7 7 — LU =T PMHET D L, MEGREZROOLNLDOT, HHT 251 "Y" 2. B
LRV BT "N Z AT D0EN DD,

no-confirm Z#8ET 5 &, MERAEZF TV EY a7 v 7 2FEITT D,

[/— 1]

firmware-update url =~ R CH¥ 7o — R URL AR TX 5,

firmware-update revision-down enable =~ > RZRET HL W) EV a0 ~D) BV a U F U T25 891
2%,

Bl

WEB #—_—Z@NNTND T 77— LT =T 77 A NVTT 7 —LU =T THT 5,

SWX2210P#f1rmware—update execute
Found the new revision firmware
Current Revision: Rev.1.03.01

New Revision: Rev.1.03.03
Update to this firmware? (Y/N)y
Download.

%% Completed the firmware download
%% Updating.
SWX2210P#

4155 77— U =T HF U a— RKEZA LT U MNERE DR
[

firmware-update timeout time

m
]
[y

no firmware-update timeout

[T A—F—]
time : <100-86400>

HA LT U MREHE)
[WIERRE]
firmware-update timeout 300
[AFTE—F]
sa—\)varZ 4 L—varE— R
B

WEB = _—inbH 77 =Ly =T XU a—RT5LEDEALT T MEHEZRET D,
no IR CHEAT L= & IS0 R TCIT R D,

[BREH]

Try—AUzTHyra— ROXA LT T MNERZ 120 FHICERET D,

SWX2210P (config) #firmware-update timeout 120
SWX2210P (config) #
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4156 )V B a VE T U DFFE]
[EX]

firmware-update revision-down switch

no firmware-update revision-down

[XT A —=F—]
switch DU EYa AT DR ORE
RIEE B!

enable Jeva Xy eiffad s
disable Ve a Xy wfFa Lz

(AR E

firmware-update revision-down disable

[AS1E—F]

Ja—nnarz4 7 b—va e —NF

B

WEB = —|ZEPILTND T 7 — LT =T 77 A N EoTT7 7=V =THHETHLE, BIIEOY BV a &
DVHEENWIEY gy ~DT7 77— AT 2T DY g X TRt 5,

no B THFAT LGB BV a v ¥ U U2 Len,
(BB
VeV arZy s aeiffnd 5,

SWX2210P (config) #firmware-update revision-down enable
SWX2210P (configqg) #

4157 7 7 — LU = 7 BEHERERE DR R

[EX]
show firmware-update
[AJIE— ]
FiHE EXEC £— R
[@iH]
77— =T EHRREIC BT D BEOR TR E R T D,
UTOHEHANPFEREND,

« X m— R¥ED URL

« HTTP 7m &y —H—/—

« HTTPS 7 F v —H— —

e XUl u—ROXALT T MK
s JETVa XU oiFa

[ E ]

77— AU =T HHERE DR ER N E LR T D,

SWX2210P#show firmware-update
url:http://www.rtpro.yamaha.co.jp/firmware/revision-up/swx2210p-10g.bin
http-proxy:192.168.100.1:8080

https-proxy:192.168.100.1:8080

timeout:300 (seconds)

revision-down:disable
SWX2210P#

416 AT a—)b
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4161 A7 a—)LDRE
[

schedule id time date time template id

no schedule id

[73T A =4 —]

id ¢ <1-10>
Ay a— NV

date Do<1-12> F 72013 */<1-12> £ 7213 sun, mon, ..., sat F721E *
H/H
A OREH] RENE
1 1A
1,2 1H&E2 A
2- 2AM™L 12 AET
2-7 2AMBTHET
-7 1 HMHTHET
* 1 H
H DR EH] RENE
1 1H
1,2 1R&2H
2- 2HMH12HET
2-7 2AMBTHET
-7 I1H”BTHET
mon H#eH
sat,sun THER L HRER
mon-fri HIERAMNOERER £ T
~fri AMEANOERERE T
* 1 /]

time <0-23> F72d * 1 <0-59> £ 7213 * 1 <0-59>
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Ip: 03 R) (B DFRE 1A I AT HE

Rr DR EH] RENE
12 12 W
12,13 12 KE & 13 B
12- 12 K§ 6 23 £ T
10-20 10 K225 20 B ©
-20 0 /D 20 FEE T
* fi Iy
53 DR EB RENE
30 30 4y
15,45 1545 & 455y
30- 30 53705 59 43 E T
15-45 15575 45 53T
-45 05975 45 53 £ T
* (=%5)

template_id ¢ <1-10>

Al a—)VT T L— N
[F1H13R 2]
L
[ASIE— K]
Ja—N\)naryz4JL— g rET— R
B
BELEREAIC o L X ICHESNT AT P a— AT 7L — MR ENTWAET 7 Vg V2 FETT D,
no K THEIT LG AIE, HELZID DR Y a— Va2 HIERT 5,
[/ —h]
power-inline 52 ® =~ > R, PoE fAE*IiE T /L COHIATAIHE,
BEDO R Y 22— VRRIFFANCFEITEINDEE. ID O/NSIWENLIBIZEI TSNS,
HOBECHTLEAZRBESETIRET D Z LITTE R,
HORELEAW LT2GE, 0 EHEE LG AE LRI UERTEIC LD,
H B &R O E TIE-"9 " AW HHIEER" L 2R EEXTHZ N TE S, 7 Lo -, % M
WEFARRESC" I LD EREETHZ LI TE vy,
[BXE A
AMENOEEE ETO/M, BH 2L ) EICATVa— LT 0T L—M# ZFITTDHAT Y a2 —V #l 2%E
T 5,

SWX2210P (config) #schedule 1 time */mon-fri 22:00 1

4162 ATV a—NT L T L— OB DRE

E&

description /ine
no description

[23T A —%&—]
line COEAEETER L OEATEE(64 LFUR)
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Al a—V T L— OB
[F1EIER E]
no description
[AJ1E— K]
A a—) T T L— hE—FK
[FRHA]
AT a—)VT o L— hOMBEXERET S,
o ERCET LRSI, A7V a—LTF o7 L— NOHIATEYIRT 5,
[ EH]
AP a—)LT 7 L— b # I ERET D,

SWX2210P (config) #schedule template 1
SWX2210P (config-schedule) #description Switch portl.l to disable

W

4163 ATV a— VT T L— NOENIEORE

E&

action switch

no action

S5 A—&—]

switch ATV a— LT L— b ORE
RIEE WA
enable AP a—T T — RN T D
disable AT a—NT T L— NERIT S

(AR E]

action enable

[ASIE—F]

AV a—NT S L—E—FR

B

AR a—)VT o — N ETITENCT B,

Ko< RTdisable Zf6E€T 52 & T, NI AH—DEENZL AT 7 a L DFEITEILDDHZ ENTX S,
no ERTETLIEEEIT, ATV a—LT o L— e/ T 5,

[B%EH)

A a— )T T L— N # BT B,

SWX2210P (config) #schedule template 1
SWX2210P (config-schedule) #action disable

4164 AT 2a— )T L — FDORE
BN

schedule template femplate_id

no schedule template
[/$5 A —%—]
template_id o <1-10>

A a— )V L— N
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(IR E]
mL
[AJ1E— K]
Ja—s a7 4 S b—va e =R
(B8]
AP a—NT T = FERET DT NIZBITT 5,
o R TET LSS, BELEAF Y a— AT T L— N 2HIRT 5,
[EE B
AP a—T T L= b ERET BE— RICBTT 5.

SWX2210P (config) #schedule template 1
SWX2210P (config-schedule) #

m
]
i}

4165 A a— )T L —rDa<wy REITOHR
E&y

cli-command id command

no cli-command id

[NT A—=F—]

id : o <1-100>
avy REH

command :oavw R

(MR E]

mL

[ASTE— R

AV a—)VFT S L— N E— R

[REFA]

AT a—/UERED N Y T—NEB) L7z & ZIZFETIND a~vr RERIET D,

no B THFEIT LI G, HELLLETFOa~r Pl 2,

[/—H

RO~ FREELELGE. a3~y FESHNSWINLIRICEITSND,

BRDa~x FEEE LA, a3y FREBPTETEZ I —Ilhot L LTHEY O a~v Ly RiEFETIND,

b U H—AEE) L7 T, #5HE EXEC E— R Ca~vy RRETEND 20, avwy 2L > TT#Ed et — FiZ
BRI LO0axy FbbbE TRET DULENRD D,

RIEZRGET DL A ITRBED write 2~ 2 REFATTD2RLERH 5,

HWIECa~y RERET L2 LIETER, flxiEf v ¥ —7x—A L LTPortl.l DASJE— RIZADYE, int
portl.1 Ti%72< | interface portl.l &Lk 2 HHENH 5,

command \ZIZLLF O a~ v RORFEET H 2 & D3AHE,

configure terminal, interface, shutdown, no shutdown, power-inline disable, power-inline enable, write, end, exit

[BREH]

Al a—)T 7 L— K #l O3~ RE R #1 12 configure terminal =~ > K| #2 (T interface =~ > R, #3 (Z
power-inline disable =~ > K& {5ET 5,

SWX2210P (config) #schedule template 1

SWX2210P (config-schedule) #cli-command 1 configure terminal
SWX2210P (config-schedule) #cli-command 2 interface portl.l1l
SWX2210P (config-schedule) #cli-command 3 power-inline disable
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417 r—7 2

4171 7r—T IV D FEIT

[
test cable-diagnostics tdr interface ifname
[XT A—F—]
ifname : LANFR— DA U H—T =2 —R%E
WGEDA B —T 2 —A
[AJ1E— K]
¥i#E EXEC £— K
[FiFA)

=7 VigWraE ETT D,
HT[El O Z W& F2 13 show test cable-diagnostics tdr =~ > K CHEFR TX 5,

[/ — ]
DWRE R LERTORERORFF S, BES—T VK& ET LGS I EN EEE S b,
[BXEH)

portl. 1 [ZHERE SN TV D LAN 7 —7 VOl 2 EI73 %,

SWX2210P#test cable-diagnostics tdr interface portl.1l
The port will be temporarily down during test. Continue? (y/N): y
Cable-diagnostic is running...

Port Pair Status Fault distance Length
portl.1 1 OK - 50 +/- 10 m
2 OK =
3 OK =
4 OK -
SWX2210P#

4172 F— I NV EZEREROFER
[ER]
show test cable-diagnostics tdr
[AJTE— F]
F#HE EXEC £— R
[FEBA]
Hii[F] @ test cable-diagnostics tdr interface =~ > NOFEITHE R 2 FKRT 5,
[BREH]
AIE D 7 — 7 VB O ETHER 2 Rm T 5,

SWXZZlOP#show test cable-diagnostics tdr
Last run on Fri Feb 26 10:30:00 2021

Port Pair Status Fault distance Length
portl.3 1 OK = =

2 OK -

3 Open 5 4+/- 10 m

4 Open 5 +4+/- 10 m
SWX2210P#

4173 r—NZERERED 7 VT
E

clear test cable-diagnostics tdr
[AJ3E— K]
FiHE EXEC E— R
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[RLBA]
FiflE] @ test cable-diagnostics tdr interface =~ > KO EITHEREZ 7 UV T4 5,
[BREB]
RIE D r — T VB O FATHRERZ 7V T T 5,

SWX2210P#clear test cable-diagnostics tdr
SWX2210P#

4.18 PR5FEH—

4.18.1 R A NG DHRE
B

hostname hostname

no hostname [hostname]
[/3T A —HF—]
hostname OOEATEETE LU 2R CEATLE(63 SUTLAN)
RA N4

[FIH13% 2]

hostname SWX2210P

[AFTE—F]

Ja—)aryz 4 —y g rETw—NR

[FEEA]

WA NG EBIET 5.

AKa<vw L RCHELEFRA MNZa~vry RPae 7 e LTERT 5,
no JER CTHAT L2 &8 13 € 2 HIHEIC T,

[ E B

RA N4 % "yamaha"|ZEEET D,

SWX2210P (config) #hostname yamaha
yamaha (config) #

4.18.2 VA7 LD HIEH)
[EFX]

reload
[AJTE— K]
Kt EXEC £— R
[RiHA)
VAT LA HEEIT D,
[/—h]
FITHORE(T =7 a7 4 DYPREREBFFOREA L — T v Far7 4 ) IHERBINTWHEE, FiLH)
WL D EENEN /B0, LEIZG U T, reload =~ REITHIIZ, copy running-config startup-config = < >
R, F7203, write 2~ REFEITTH 2L,
[ EH]
VAT hEBEHT D,

SWX2210P#reload
reboot system? (y/n): y
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4.18.3 X E DAIHIL.

[ER]

cold start

[ASE— ]

¥i#E EXEC £— K

[FFA]

TR D% E CTHEBIT 5, SYSLOG bAIHI LT 5,

[/—}]

gy REFTHHICEEIE RS2 T — 2 AT HLERD 5,

B NSAY — RRPIEREORETIX, Kavr FEFITTLHZENTEETA, Aibo TEBEARY — REEHT

TOMERDHY T,

[BREH]

RE 2 T %,

SWX2210P#cold start
Password:

4.18.4 F1H] LED t— FO®RE
[E=]

led-mode default mode

no led-mode default

[T A—F—]
mode © FIMILED £— R
REM S
link-act LINK/ACT E— I
off OFF — K
(IR E]
led-mode default link-act
[AJTE— K]
Ja—nNNnarz 4 b—va e —R
(LA

W LED £— RZRET 5,

link-act Zf8E$ 2 &, A— FOIRREIZIEG U T LED 238473 %,
off Z¥5ET 5 & . LED MHATT 5,

no B CHEITT D &, WIHEREIZRS,

[BREH]

¥ LED & — K% OFF £— RICEET 5,

SWX2210P (config) #led-mode default off

4.18.5 LED E— NDOFR
[EFH]

show led-mode
[AJT1E— K]
FEHEME EXEC £ — N, ke EXEC £— R
B!
LED £ — RORERRIEL L FT 5,
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ITOHEBZ2F 7T 5,
. M LED T— FOBEE
o HIfED LED E— ROYkHE
[EXEH]
LED E— FOBRESCRELERT B,
SWX2210P>show led-mode

default mode : off
current mode : link-act



AR R 77 LA | A H—T =— Al | 73

HSE
A B —7 = —AH|HE

5.1.1 FRBASCDER
EE

description /ine

el

no description
[73T A =4 —]
line DA ST LU R (80 SLFELI)
KR B —T = — ATKT DA
(AR RE
no description
[AJ1E— F]
A H =T =2—AF—F
(@]
WHRA 2 —7 == AT L TR EZRET D, no JEARTIIT LIGEIE, S CZHIRT 2,
B!

LAN R— R #1 [ZTEBA LR ET D,

SWX2210P (config) #interface portl.l
SWX2210P (config-if) #description Connected to rtxl21l0-router

512 %y hE TV
B

shutdown

no shutdown
(#8137 2]

no shutdown

[AF1E— ]

A H =T 2 —AF— R

[FHEA]

MBRAVH =T 2—A% vy N L TER LWL 1295,

RKavw RRREINTA U F—T 2 — AL, #EfInTb I o777 Ll d,
no B CTEIT LG AIE, HBA LV A —T 2 —RAEFEHTE DL 125D,

[/—}]

AKa<y RILLAN A— B LOGREA v ¥ — 7 = — AT DO HFEE AT HE,

A A =T 2= AERGRE L TR RERE LSRR, TOA ¥ —7 =2 — R ZFTET 542 TD LAN R
— FNORENELEIND,

[ E B

LANAR—F#lZ vy ML THEHA LWL S IZT 5,

SWX2210P (config) #interface portl.l
SWX2210P (config-if) #shutdown
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513 BEHE - BEE— FORE
[ER
speed-duplex type
no speed-duplex
[XT A —=F—]
ype DOBEHE - EmEE-RAAT
BERE - BfEe—FN&4A(4 7 B!

auto F— I m—g9
1000-full 1000Mbps/Full
100-full 100Mbps/Full
100-half 100Mbps/Half
10-full 10Mbps/Full
10-half 10Mbps/Half

[ E]

speed-duplex auto

[AJ1E— ]

A F =T z—AEF—FR

[

WEHE L BEE— FERET D,

no TR CIFAT L7 A I3V EICK S,

[/—}]

Kav FICRDRELEEZITI &, HEA L F—T = —AR—KWIC) 7 X0 T 5,

A< RIiZLAN B— MO LR E T HE,
B&l|

LAN R— b #1 O(5HE/18(5E— N4 100Mbps/Full (258 E

SWX2210P (config) #interface portl.l
SWX2210P (config-if) #speed-duplex 100-full

5.1.4 MRU &E

e

[EX]
mru mru
no mru

[/$5 A—%—]

mru 1 <1522-10240>
ZAFAREIRIRR 7 L— LY A X

(AR E

mru 1522

[AJ1E— ]

Jua—nN\)arz7 4 L—varE—FR

[BLB]

ZIRATREIR IR 7 L — LY A RE R ET D,

no FECHEAT LGS I3 WHIREICR 5,

[/ — ]

Ka<y RV AT LAEROBRE L 72D,
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[ EH]
VAT AAERD mru & 9000 NA MIRET D,
SWX2210P (config) #mru 9000

515 7R/ A kL— HERHBIERE
[

mdix auto switch

no mdix auto

[/XT A —=HF—]
switch o Ba RS AR L— kN HEPHIBIOBME
REME S
enable 7 m A/ A b L— h BEER 2 AT 5
disable 7 aR/A N L— N HEPERZ BT 5
[ E]
mdix auto enable
[AFIE—F]
AV B =Tz —AE—F
B

7 u R /A L b— BRI ZADICT D, AT D EHBNICULER S =T VRS A 7(X FL— NEEY
RA)ERE L, B A BUNCRET D,

no LR CTHEAT LA 1%, BEVHIBIAEZNIZ/Z2 Y MDI & 725,

[/ — ]

A< Fid LAN AR — ;2D B g% i TRE,

Raw U FICRDBRELEEEIT) &, B A v =T =—AR—KIZ) 7 2T T 5,
[ E B

LANAR— R #l ®Z7 v A A K L— ~OHEPHIBIERE 2 82295,

SWX2210P (config) #interface portl.1l
SWX2210P (config-if) #mdix auto disable

5.1.6 EEE & 7&
[EX]

eee switch

no eee
[23T A —%—]
switch : EEE O#Ej{E

ﬁlpll
R
i
g&ll
=

enable EEE #5235
disable EEE % 5hiz 9%

[WIHIRRE]

ece disable

[AS1E—F]

A HE =Tz —RAE—NK

B

4% JI¥4HE Energy Efficient Ethernet(EEE) & 023 5,
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no JETHAT L7235E 1%, EBE NN 5,
[/— 1]
AKza< 2 R LAN A— MO L ETHE,
RKa<vw FIZEXARELEL AT & B A v —T = —ANR—FIZY v 7 X T 5,
[BREH]
LAN 7R— b #1 ® EEE 28029 5,

SWX2210P (config) #interface portl.l
SWX2210P (config-if) #eee enable

5.1.7 EEE 27— & X [EREFTRT S

[EX

show eee status interface ifname

[/3T A —F—]
ifname : LANAKR— DAV Z—T =— A4

KRTHA L H—Tx—A
[AJ1E— K]
FERFHE EXEC £ — I, %5 EXEC E— F
[RLEA]
fBE LA v 2 —T =—ADEEE AT —4 A% FRT 5,
UTOHEANERIND,

HH A

interface AU H—T 2 —R%
EEE(efficient-ethernet) EEE 3G 25 D>
[EXEH)

LAN 7R— b #1 ® EEE A7 — ¥ A& KT D,
- EEE DL OB E
SWX2210P#show eee status interface portl.l

interface:portl.1l
EEE (efficient-ethernet): Disabled

* EEE AR DOHE
SWX2210P#show eee status interface portl.l
interface:portl.1l
EEE (efficient-ethernet): Enabled

(1]

508 K" —FIT7—V TORE

EN
mirror interface ifname direction direct

no mirror interface ifname [direction direct]

[F—T—F]

direction D XTIV TTH N T Ty I FMERET D
[/NT A—=HF—]

ifname : LANKR—hDA v H—T 2 —2%

N7 400 BIT7—) 0 TFTHA L H—Tx—A
direct Y X TV T TA T T 4 v R
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[ AL B!
both ZAFM & FEE MO ST
receive A
transmit EIE A
[FIEARR E]
no mirror interface
[AJTE— K]
A H—T 2 —AE— R
[FRHA]
RGA B —T 2= A% A=T 7 —KR— N ifname Z WA — N & LT, direct TRESNTE N T 74 v %I T—
Vo735,
no B THEITLIZEEIE. X7V 7 oRELZHIKRT 5,
[/—F]

AKa< RiZ LAN R— O LR ETHE,

AT 7 —R—MIRETEDLA L F—T 2 —AIRK T4, | DOERR— F2EBOA=T 7 —FR— T
HI B LT TE R,

22T 75— R— MIBREINTVWAL v X —T 2 —ABERER— L LTHEAT A Z 13T 720,

A =T 2= RZFE LTS LAN R — hA 2 =T 7 —R—F & LTHERT 5 Z &IETE R0,

Bail]

IANR—F#l ZZ2=T77—FR— L LT LANR—F#4 DEZETL—L L LANKR— M #5 OEET7 L —2 % 3
F—=V o TT5,

SWX2210P (config) #interface portl.l

SWX2210P (config-if) #mirror interface portl.4 direction both
SWX2210P (config-if)#mirror interface portl.5 direction transmit

519 R—FIF7—1 T DIREER

[EA
show mirror [interface ifname]
[F—T— ]
interface D RRTHRA=T s —R— R EERETS
[35 A—%—]
ifname : LANAR—FrDA 2 F—=Tx—24
FRTHA=T 7 —HR— |
[AJ1E— K]
FERFME EXEC E— N, KM EXEC E— |
[@iA]

R=FrIT7=V T OREEERT D, interface ZEM LTI-HAIL. ETCHOA=T 7 —R— MIKTEHIRENERE
b,
1 OOA=T 7—HR— T &2, UTOHENEREIND,

HH A
Sniffer Port AT 7 —IR— b DA VK —T = — AL
Monitored Port FERIR— F DA A —T = — A4
Monitoring direction TV T L T T 4T T

Bl
A=T 7 —R— FOREERTT D,
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SWX2210P#show mirror
Sniffer Port Monitored Port Direction

portl.1l portl.4 both
portl.5 transmit
portl.7 portl.6 both

5110 4 ' Z— 7 = — ZADIREERR

[EX]
show interface [ ifname ]
[/$F A—&—]
ifname DA —T = — R
[ASTE— F]

JEHFHE EXEC ©=— K, 5# EXEC £— K
B

ifname CIRELTLA VX —7 = — ADWREEZRTT D, ifname ZEWE LTEEIT., 2 TOA ¥ —7 = —ADKHE

KR T D,
LFOHBENFRREND,
HHE B
Interface AVH—T x— R4
V> AT —H A 32 (shutdown I
TR A FRTT D)
Link is + shutdown % E K : (by shutdown)

« R— b= T —RKHE : (by err-
disable)

Hardware is

A A —7 = — AFj(Ethernet,
VLAN 72 )

HW addr

PE(MAC)T KL & %1

MRU

Maximum Receive Unit 2

BPDU pass-through

BPDU /X & A /)L— %/ 362

EAP pass-through

EAP /3 A 2 )L— 4/ %2

Description

A H—T 2 — ADFA

ifIndex

A B =T 2 —A T T AEKR
%2

ARP ageing timeout

ARP % A 57 7 FEEREI(ARP =2 |
U —{RFFIRE[H) 23

SRR SR DR
Speed-Duplex %ﬂ;ﬁﬂ;il R — ROBIER £ B)
Auto MDI/MDIX Auto MDI/MDIX A%/ #5% %1
[Pva address IP7 RLVR/~AZ R X3P 7 R
ARERFOHRERIND)
broadcast I[P7 10— %y A R7T FLX %3 (IP
T RUABREROHRFRIND)
AA v FHR—FDE— R X2
Switchport mode s access: XL

o trunk: ¥ Jffx
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B
A7 4B 7 OARRE %2

Ingress filter * enable: A%l
« disable : %)

HAE

g&li

ZAEAREIR 7 L— L H A 7 %2
Al RTHDTVL—LEZFE Y
Acceptable frame types AR L)

+ vlan-tagged only : VLAN % 27 O ff
W27 L— LD REE

B 77 L7 L— A% D VLANID

X2

o XTI LAFA— FOLE:
switchport access vlan =~ > R C
fi7E L7z VLAN

Default Vlan o HUfFER—FOBE XA T4
7 VLAN
o HZITER—NTHEITGENT
s D HZAZRE DY None
o SRIBTEHE : vlanl
ML B —T 2= ADER LT
Configured Vlans % VLANID O—%& %2
packets A5y M2
bytes ZAF A MK X2
input drops ZAERFICAFE S NT= 3 v MEOX2
) ZETo—FRExy A MBI~ LT
broadcast-and-multicast-packets X 2 RSy RO
packets BENT M2
bytes FEASA M EO%2
Output drops 1% E&% é m‘fx_/\b‘ P4 }\ %{ ><2
_ EE7r— KXy A FBLO~AF
broadcast-and-multicast-packets ¥ R My M2

XK1 B —T = — ADBFR
O A L F—T 2 — A RS U H—T = — ADBEIR
K3VLAN A V' H— 7 = — ADIHFR

(B EHI]
LAN R— |k #1 OREEZFERT S,

SWX2210P# show interface portl.1l
Interface portl.1l
Link is UP
Hardware is Ethernet
HW addr: ac44.£200.0000
MRU 1522
BPDU pass-through: Enabled
EAP pass-through: Enabled
Description: Connected to router
ifIndex 5001
Speed-Duplex: auto (configured), 1000-full (current)
Auto MDI/MDIX: on
Vlan info:

Switchport mode : access
Ingress filter : enable
Acceptable frame types : all
Default Vlan 3 1

Configured Vlans : 1
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Interface counter:

input packets
bytes
drops 0
broadcast-and-multicast-packets:
output packets :
bytes
drops : 0

broadcast-and-multicast-packets:

VLAN #1 DIRFEAZFRT D,

SWX2210P#show interface vlanl

Interface vlanl
Hardware is VLAN
Description: Connected to router (VLAN)
ARP ageing timeout 1200

320
25875

301
628
129895

628

IPv4 address 192.168.100.240/24 broadcast 192.168.100.255

VLAN ID Name

(u) -Untagged, (t)-Tagged

1 default

5011 7V —AL v F—FRKR

State Member ports
ACTIVE portl.1l(u) portl.2(u) portl.3(u)
portl.4 (u) portl.5(u) portl.6(u)
portl.7 (u) portl.8(u) portl.9(u)
portl.10 (u)

E&v
show frame-counter [ifname]
[/NT A—=HF—]
ifname LANR— FDA L F—T = — R4
RHRT DA H—Tx—A
[AF1E— ]
FFFHE EXEC £ — N, ¥7HE EXEC £— F
B

ifname CHELIEA VA —T 2 —ADT L —LH T ¥ —

S =7 == ADERERTT D,

BMERRT D, ifname ZEAW LT-HEIX. &2TOA

UFOHEANRERIND,

HH B
packets BIE/ZEANT Y MK
octets EE/ZEX 7T MR

total-good-packets

ERICEE ZESNTZ VY M

total-error-packets

BE/ZEXT =Ty MK
(CRCET—, TIA AL P2T— TL—L¥ A A=
7= &)

drops

SAERHIRIE S NIy MR
GEEM DA 7 2 ZILHEIZ 0)

broadcast-and-multicast-packets

TH— F¥y A PBEOVAF X & Oy bk
(EF V2T

64octet packets

6472 F v NREOST oy NEE R

65-1270octet packets

65~127 47T v FEO/ Ny FIEER ZIERK

128-2550ctet packets

128~255 F 27 F v NED/r v FEER ZEK

256-511octet packets

256~511 47 7 v MOy MEER ZER

512-10230ctet packets

512~1023 A7 7 v FEDO Iy FEER S SZIER




A R 77 LA | A 2 —7 =— Al | 81
HAE A

1024~ KA 7 T v FRCE)D N v MEERE %15
%

1024-MAXoctet packets

1 MRU OFEMEITHEE L TEET 5,
[RXEH]

IANR—F#1 DT L —A BT X —%FmT 5,

SWX2210P#show frame-counter portl.l
Interface portl.l Ethernet MAC counters:

Received:
packets :3501
octets :526319
total-good-packets :3501
total-error-packets :0
drops :0
broadcast-and-multicast-packets :3501
6doctet packets 144
65-127octet packets :1990
128-2550ctet packets :1465
256-51loctet packets :0
512-10230octet packets 12
1024-MAXoctet packets :0

Transmitted:
packets :3766
octets :295617
total-good-packets :3766
total-error-packets :0
drops :0
broadcast-and-multicast-packets :3754
64octet packets :2049
65-127octet packets :1414
128-2550ctet packets 1265
256-511loctet packets : 34
512-10230octet packets :4
1024-MAXoctet packets :0

51127 V—b AV E—DIIT
[F

clear counters ifname

clear counters all

[F—TU—F]

all D ETCDOAE =T 2= ADT =LA A — % T VT T 5

[XF A= —]

ifname : LANA— b ELITGwHEA v F—T 2= ADA V F—T = — X4
MPEDA B —T = — A

[ASTE— F]

FiHE EXEC £— R

B

ifname CYRE LA v X —T 2 —AD T L—Lh I A —% 7 VT4 5,

ifname \ZFERA LB — 7 = — A EFEE LTZGBIE, T0OA v F—T7 = — AR T HRTO LANKR— FD 7 L— A4
N B—% 7 VT T 5,

all ZEE LB AIE, R TCOLAN A= DT L—AA T ¥ —% 7 U T+ 5,

[BREH]

LAN KR—=RF#l DT L —Lh X —% 7 VT35,

SWX2210P#clear counters portl.l



| A~ RIT7 LU R | A F—T7 x=— A
ETOLANR— DI L—L BT B —% 7 T+ 5,
SWX2210P#clear counters all

5.1.13 BPDU /3 % 2 L— DAY

[EFX]

pass-through bpdu switch
no pass-through bpdu

[/3F A —&—]
switch : BPDU /XA A )L—DEHE
REME A

enable BPDU /XA 2 )L—% HHZT %
disable BPDU /XA A )L— &N 5

[FIHIRR E]

pass-through bpdu enable

[AJ1E— K]

Ja—n_"par 74— g rET— R

[

BPDU /N2 A /Vv—% H 30/ 2,

no U CHELT L7561, BPDU /SRR L —RNEFRITA D,
(BB

BPDU /S A A /L— &N 5,
SWX2210P (config) #pass-through bpdu disable

5.1.14 EAP /%2 2 L—DAE ML

EEN
pass-through eap switch
no pass-through eap

[/3F A —4F—]
switch : EAP /XA A L—D#EIE
REME A

enable EAP /R A Z)L—HHEHZT %
disable EAP /XA AL — & HZT 5

(AR E]

pass-through eap enable

[AFTE—F]

Ja—\)naryz4JL—y g T — R

B

EAP /XA A )L—Z AN 5,

no IETHEAT LIZHE IR, EAP SR ZL—RNANT /e 5,
[BEH]

EAP /XA A )L —Z ST 5,
SWX2210P (config) #pass-through eap disable
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52V 077V F—v gy

e
el

52 RAEZT 4 v 7BA VI —T =2 —AD
[ER]

static-channel-group link-id

no static-channel-group

[73F A —4—]
link-id o <1-8>
ABT 4y T o H—T = — AF
[AJ1E— K]
A F—T 2—AEF—F
[FLBA]

SRA B —T 22— A% link-id CERELIZAAT 4 v Vi A v 2 —7 2 — A B S8 5,

o R TEIT LSRRI, IBA A —T 2 —RABAXT 4 v IV A VX —T 2 —ANBIREE 5,

[/ —H]

Ko< KL LAN B — IO L& E F I HE,

ABRT 4 PEPAA B —T 2 — ABFLE LW link-id \[2%F LT, LAN FB— R A HTE SEAEAIT. Hilicx 2 r
S TRBIA L H—T 2 — AR EN B,

ABT 4 VRBA U H—T 2 — ANLMIR S RER, TR T2 LAN R— DR ES e /3, AZT 470
B L H—T 2 — ADHIREN S,

1 ODART 4 VA 2 —T 2 — R ZRRKEODLAN R— ARSI AL LN TX 5,

BEIZIFE L CWAR AT 4w Vil V¥ —T7 =2 — R L CATR S D5A1E, LANKR— M ERET ¢ v 7 i
A H =T x2—AT, UTOREEZETHIELZ L, REBBRRIGHITI=T— L7725,

e shutdown =2~ ROHE

¢ VLAN OE

TN AZT 4 VA v — T = — ADRERENHGETE, LAN R — O EFRENAY T 4 v 7 il v ¥
— 7 2 — ADPHIRE LR D,

R—=FIT7—=V T DODA=T 57— R—hrE LTHEHLTWAD LAN KR — MMI, AZT 4 v iAo X —T =2— AT
FEEE2Z EnTERN,

1 2®D LAN R— F &2 EEOGREA L F—7 = — AP I E L Z LTk, no B THBAIE THro R D
A L H—T 2 — AR IS L,

[RXEHI]

LANKR—FH#) Z AL T 4 v ViREA VX —T =2 — A #5 IR & F 5,

SWX2210P (config) #interface portl.9
SWX2210P (config-if) #static-channel-group 5

522 AT 4 v VA V¥ — T = — ZADIRERR

[EX]

show static-channel-group
[AS1E— F]
FEFFHE EXEC £ — K, 4 EXEC £—
[FLHA]

ABT 4 v VA VA =T 2= ADREE R T D,

fFET DAL T 4 v VA v H— T 2 — AT LU FTOHEAREREND,

« RZT A4 v I U F—T == RS

« B— RRT U AEEEDL—L

« FAIBLTWDLANKR— hDA U H—T =2— R4

12— RXZ 2 ZARERED L— LI DT, port-channel load-balance =1~ > KD fype /3T A —X —SMD = L
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[ EH]
AT 4 VB, =T 2 — ADIREEEIRT D,

SWX2210P#show static-channel-group
% Load balancing: src-dst-mac
Static Aggregator: sal
Member:

portl.2

portl.3
Static Aggregator: sab
Member:

portl.9

portl.1l1

portl.13

portl.15

o° o

o°

o\°

e
i

523 10— RS U RERED/L— L DE

[ER
port-channel load-balance type
no port-channel load-balance

[/RT A —F—]
type DRV H— T 2= A BRI BT D L — )L
fype AL
dst-ip 565% IPv4/IPv6 7 R L A
dst-mac 565 MAC 7 KL A
dst-port %65t TCP/UDP 7R — h &5
src-dst-ip BB L8 L O%ESE IPv4/IPv6 7 R LA
src-dst-mac EEITB X U%E%E MAC 7 R LA
src-dst-port (508 L O%ESE TCP/UDP R — R &5
src-ip {5 IPV4/IPv6 7 R L A
src-mac HEEITLMAC T FL A
src-port 1%6{5JC TCP/UDP R — K &5
[WIHIRRE]
port-channel load-balance src-dst-mac
[AS1E— K]
Ja—)arz 4 —ya rE'w—NR
[FLAA]

0— NRF o ZERE DAL A VX — T 2 — A B RO DT DN— IV ERET D,

no R TEIT LB AIIWEIR EICE 5,

[/—}]

Ka< o REV AT LAEROREL 25,

IPV4/IPv6 /X7 R TIE7R W7 L—ADHEIT, REINL TN DL —LICEDb LT, H#EIXE L U%E MAC T ML
A% TR CHRE A VA —T = — APRTET D,

[ EH]

0— RNT v ARERE T, BB 0B K U%ESE IPVA/IPVE 7 R L A & JRIZHREEA v 4 — T = — A& RIET D & 5 1%
T 5,

SWX2210P (config) #port-channel load-balance src-dst-ip

5.3 PoE
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5.3.1 PoE #5BHEEEDRE( AT L)
[EX]

power-inline switch

no power-inline

3T A—5—]
switch i VAT AAKD PoE K ERE DR E
REfE B
enable AT LEED PoE ke BHREZ AT D
disable VAT HARD PoE K EIEEE & B2 T D
(IR E]
power-inline enable
[AS1E— K]
ra—\)vary7 47—y a rE— R
[FHA

VAT NERTO PoB MAEMEEDOFE R - M ERET D,
no B CTEIT LA IT VIR TEICR S,
[/ —H]

‘/X?A BRD PoE fEIKREDS AN /2> T T H, ERIOR— h T LIHERENEDIZSHL TS HE, £0
— MK TERERE DN NI 2 D,

EXEWJ]
AT LRIRTO PoE ¥ ERERE AT 5,

SWX2210P (config) #power-inline enable
AT LAKTO PoE #EAEZ TN T 2.,

SWX2210P (config) #power-inline disable

5.3.2 PoE {ABHEREDRE(A v ¥ — 7 = —R)
EE

power-inline switch

no power-inline

[/XT A—&F—]
switch XA X —T = — AD PoE S EHEREDRTE
REME A
kiAo H—T7 = —AD PoE faERERER B
enable et
disable K& A X —T = — AD PoE #5EMRE 2 4
£3) ] R Y
[FIHIRR 2]
power-inline enable
[AJTE— K]
AR =T 2 —AE—FR
[FHA]

st A v B —7 =—AD PoE %

GEMIEDAR) - 2R TET 5,
no R CELIT LA ITVHIHREIZR D,
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[/— "}
PoE R— FPATIT A~y REITZ T — L0 %,
A H =7 2= AF— NTREEEP AN > THTH, LLTOSEITHE IR0,
© VAT LEROD PoE AAEMEEN NI o> TV DG
Bl
portl.1 T PoE #EIHREZ AN T 2,
SWX2210P (config) #interface portl.l
SWX2210P (config-if) #power-inline enable
portl.1 T PoE #3EIERE 2 X2 T 5,

SWX2210P (config) #interface portl.l
SWX2210P (config-if) #power-inline disable

5.3.3 PoE "— ~ DT DR E

[EX]

power-inline description /ine

no power-inline description
[R5 A— 4 —]
line DOPRAEHTR L O ATEE(64 XTFLN)

(IR E]

L

[AJ1E— F]

A H—T 2 RE— ]

[FLBA]

PoE AN — MIEHE T % PD Hide DF AL &2 X ET D,
[/—}]

% E L7= 3t 31X show power-inline =~ > R CFR I 5,
[BRE 5]

portl.1 (28T % PD HEZROF & L T"AP1"Z 5% ET D,

SWX2210P (config) #interface portl.l
SWX2210P (config-if) #power-inline description APl

5.3.4 PoE "— N DS BEILEDOHRTE

EEN
power-inline priority priority
no power-inline priority

[8F A—F—]

priority D AR
REME PiHA
critical 1
high =
low {125

[FIHR ]

power-inline priority low
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[AJTE— K]
AHF—Tz—AE—NK
]
PoE N— F DG EELEZHET D,
[{ SR D PoE AR — R Tld, AN— FEBOEWR— h~DFFENMELEIN D,
PoE #3 B D 1 ] B e RIS ) & BEl - 7235613, BRI O &K IRV AR — h~DfaE L 11T 5,
no FECHEAT LG E 3R EICR 5,
Ko< R, SWX2220P-18NT, SWX2220P-26NT D 75t i,
[/ — 1]
FAEEME S X show power-inline =~ > R CHE/RI N5,
PD %275 Power via MDI TLV % &1 LLDP 7 L — A% %{5 L1284, Ao~ ROREICHED 57 LLDP 7 L—
LN OGBS E CEIET 5,
[ EH]
portl.5 DFFEEMEESCE % high(F)ZT 5.,

SWX2210P (config) #interface portl.5
SWX2210P (config-if) #power-inline priority high

535 H— KAV RORE
B

power-inline guardband watts

no power-inline guardband

[R5 A— 4 —|
watts : <0-30>

H— K32 ROfEW)
(AR RE]
power-inline guardband 7
[AJ1E— F]
ra—)ary 74— g U F— R
[@ ]

=R RERET D,

H— R RiZ, REOREEILEZTDICHRETIRBERICH L TOS—Y 0 Th 5,

i ATRE R B BN — RN RELF &2 o 72858, PoE AR— MIHT 7212 PD BSR4 B2t L CHRMRB I e\,
OW ZHE LG E, U — KXy RIZEEL 720,

no FECHEAT LGS I3WIHIREICR 5,

A< Fid, SWX2220P-18NT, SWX2220P-26NT D Z %),

[ EH]

H— RN R&30W 12T 5,

SWX2210P (config) #power-inline guardband 30
= R REENT D,

SWX2210P (config) #power-inline guardband 0
H— R RagHREICRT,

SWX2210P (config) #no power-inline guardband
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5.3.6 PoE ¥ EBIE RO E T

[EFX]

show power-inline
show power-inline interface ifname

[7RT A—=F—]

ifname PoE 7R — h
[AS1E— K]

FEHHE EXEC B — ., 45 EXEC £— N
[FHA]

PoE R — h DisEGFHRZ R R~T D,

ifname ZIEET 5 &, $FED PoE K — F DFFMIEREFRRT 5,
[B%E B

PoE ¥ BB WA Frn7T 5,

SWX2210P#show power—-inline
PoE Status

Available Power 124000 mw
Used Power 66400 mwW
Remaining Power 57600 mW
Guard Band 7000 mwW
Operation Status: Enable

PoE Interface
Interface Admin Pri Oper Power Class Max Description

(i) (i)

Portl.1l Enable Cri Powered 22100 4 30000 n/a
Portl.2 Enable Low Standby 0 n/a 30000 n/a
Portl.3 Enable High Powered 22100 4 30000 n/a
Portl.4 Enable Low Standby 0 n/a 30000 n/a
Portl.5 Enable Low Powered 22200 4 30000 n/a
Portl.6 Enable Low Standby 0 n/a 30000 n/a
Portl.7 Enable Low Standby 0 n/a 30000 n/a
Portl.8 Enable Low Standby 0 n/a 30000 n/a

portl.l1 DFFEFHREZFRTRT D,

SWX2210P#show power-inline interface portl.1l
PoE Status

mW
mW
mW

Available Power 124000
Used Power 66400
Remaining Power 57600
Guard Band 7000

Operation Status: Enable

PoE Interface portl.1l
Powered device type
PoE admin
Priority
Detection status

Current power consumption

Powered device class
Powered allocated
Powered pairs

mW

n/a
Enable
Cri
Powered
22100 mw
4
30000 mw
Signal (Alternative A)
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o=
Layer 2 $%5E

6.1 FDB(Z ¢V —F 4 V' T —FZ~N—X)

6.1.1 MAC 7 R L R %2R DR E
[

mac-address-table learning switch

no mac-address-table learning

[73T A =4 —]
switch : MAC 7 KL REEEREOEE
B IEME B!
enable MAC 7 R L 2 EEREAZ AT 5
disable MAC 7 K L R 2R ERE2 BN 5
[FIHIRRE]
mac-address-table learning enable
[AF1E—F]
srua—\)arz 4 b—varE' =R
[

MAC 7 R L 2 EBERE O A 20/ B 2 R E T %o

no IR THEATT 5 &, MAC 7 KL AEERERE NN B N & 70 D,

[/— ]

MAC 7 R U ZZEBERRNE 25 5IE. 7L —22ZELTHLMACT RLAT =T NWIH AT Iy sz b —
DIBER S AR,

[BREB]

MAC 77 F L A B BERE A HEShI2 95,

SWX2210P (config) #mac-address-table learning disable

612 FAFIv I M) =DV T I A LRE
(&=

mac-address-table ageing-time time

no mac-address-table ageing-time

[/3F A —4F—]
time : <10-634>

T T HA B
(R E]
mac-address-table ageing-time 300
[AFIE—F]
sua—\)arz 4 b—varyE—R
[FHA]

A FI v Iy N ==V T HA LERET D,
no JEATHEIT L2 B3I E IR D
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[/— 1]
Ka<y FCRE LR & EBRICH AT Iy 72 P =B MAC 7 RV AT =7 A bHIBREND E TORHH
L DT, BRENELLZHEEN DD,
[BREH
FAFTIv I N)—DZ—=T v T H A L% 600 2T 5,
SWX2210P (config) #mac-address-table ageing-time 600

613 XA Iy 7 M) —DHIR
EEN

clear mac-address-table dynamic
clear mac-address-table dynamic adress mac-addr

clear mac-address-table dynamic vlan vian-id
clear mac-address-table dynamic interface ifhame

[F—TU—F]
address : MACT RVAZIETET D
vlan : VLANID #{5&E3 5
interface S AVHE =T 2 —AERETD
[/3T A—HF—]
mac-addr ¢ hhhh.hhhh.hhhh (h /% 16 %)
KR D MAC 7 K LA
ifname : LAN AR— M ELITGREA v ¥ — 7 = — ADLH
RRBOA B —T 2 —R
vian-id 1 <1-4094>
%t VLAN ID
[AJ1E— F]
¥¥iE EXEC E— R
[@iA]

MAC 7 RVAT =T NAnbEAF Iy 7z b —&HIERT 2,

F—U— FEEELLLEIE. HEEMHC—H Lz N =R ZHIRT 5,
F—U—REHELRWEEIE, 2 TOXA T Iy 7= M) —%HIRT 5,
[BXREH)

MAC 7 R L A3 00a0.de11.2233 DX A F I v 7 =2 b — % HIBRT 5,
SWX2210P#clear mac-address-table dynamic address 00a0.dell.2233

614 RAFT 4T DY —D
[

mac-address-table static mac-addr action ifname [vlan vian-id)
no mac-address-table static mac-addr action ifname [vlan vian-id]

E

R

[F—U—F]

vlan : VLANID #f5E7 %

[/NT A—=HF—]

mac-addr : hhhh.hhhh.hhhh (h 13 16 %)

*G:D MAC 7 KL &
action : mac-addr S8 7 L — AITxT HEME
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RIEE B!
forward HRIET D
discard WEET S
ifname : LAN AR— b E7ITGEEA ¥ — 7 = — A D4
RLDA B —T = —R
vian-id 1 <1-4094>

*5:D VLAN ID

(#8137 2]

L

[AJTE— K]

Jua—)aryz 4 —yarEw—NR

[FBA]

MAC 7 RVAT—TNWIAZT 4 v 7 b —%8T D,

action \Z forward % i E L7 5A1E, X E LT MAC 7 RLAB LU VLANID I L=ZE7 L—2% &ELL
A VB —T 2 —ATHRIET D,

action |Z discard ZRE LT-HA1E, RELTZMAC 7 FLAB IO VLANID IZ— L7-ZE7 L— L%, WHEET
Do

no WK TEITLIZHAIE. MACT RLAT—T AN BAEZT v 7 ) —ZHIRT 5,

vlan 24 W L7254 1%, VLAN#1 NRESIND,

[/ —}]

action \Z discard Z 5% € L7=5A 1%, mac-addr \IZ~/VF v A FMMACT RLVAZIRTETHZ LIXTERY,
mac-addr (UL DO MAC 7 RUAZIBETAHAZ LI TEX 220,

e 0180.¢200.0000~0180.¢200.000f

e 0180.c200.0020~0180.c200.002f

[F% 2]

00a0.de11.2233 560D 7 L' — A% LAN " — b #2 (281595 L 9 Bk T 5,

SWX2210P (config) #mac-address-table static 00a0.dell.2233 forward portl.2

6.1.5 MAC 7 RL XA F—7 )L DFHmR

[EX]
show mac-address-table
[AS1E— K]
FERFHE EXEC &£ — R, %7 EXEC E— F
B!
MAC 7 RV AT —T V&R RT 5,
UTOEERRREIND,
e VLANID

e fUH—Tx—RAR%

« MACT7 RL X

o T L —AITKT HENME
o =2 NU—OFSH

o T—UUITHAA

[EXEH]
MAC 7 RL AT —T NV E2HRKR-T 5,

SWX2210P>show mac-address-table
VLAN port mac fwd type timeout
1 portl.l 00a0.dell.2233 forward static 0
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1 sal 1803.731le.8c2b forward dynamic 300
1 saz2 782b.cbcb.218d forward dynamic 300
6.2 VLAN

6.2.1 VLAN &— R~DO#1T

[F=
vlan database
[AS1E— K]
Ju—Nar 7 J—varE—F fillarr 7 r—varE—F
[FLHA]
VLAN A > % —7 == ADBRELAT 5 729D VLAN £ — FIZBATT 2,
[/ —}]

VLAN E— Ripb/m— 3 vary 7 4 7 b—va vE— RICED T exit 2~ REMEH L, K8 EXEC £ — RiC
HAHWend 2~ REMEHT S,

[BXEH]

VLAN E&— RIZBITT 5,

SWX2210P (config) #vlan database
SWX2210P (config-vlan) #

622 VLAN A LV Z—T7 = — ADRE

[EFX]

vlan vian-id [name name] [state state]
no vlan vian-id

[F—T— K]
name : VLAN O4HIZHEET 5
state : VLAN ORREZHEET D
[/3T A —F—]
vian-id 1 <2-4094>
VLANID
name DA T L UEATL (32 SUTFEAN)
VLAN D4, Hif
state DT L ADREEAT O I OREE
REE B
enable A TSN ] o S )
disable T L—AEEE LN
[#IEIEXE]
mL
[AJ1E—F]
VLAN E&— R
B

VLAN A V4 —7 = — A% HET 5,

no JERCTHEAT L7I=HAIL. VLAN A v ¥ —7 = — A ZHIRT 5,

name = E W L725A1%. VLAN O FiIZ"VLANxxxx"(xxxx 1% 4 #7D VLAN ID)233% € S LD,
state AW L7255 13, enable 23iXE S 1D,
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[/ —F]
BEIZ name MR E I TUWAD VLANID IZ%F LT, name A L TAa~ L RERELT-HEIE, BRICEREINLTWY
5 name DE FEE IR,

vian-id |23 VLAN ID ZF5EFRE, 727 L. %D VLANID Z#5E L7254 1%, name ZHETHZ LN TR
Uy,

BEIRETHHE. UTo Xz, """ 2HT 52 &,

« VLAN#2 2°5 VLAN #4 £ THIRIRT 2545 2-4

« VLAN# & VLAN #4 # &R+ 2855 2.4

[BREH

VLAN #1000 % Sales & V9 &R CTRET D,

SWX2210P (config-vlan) #vlan 1000 name Sales

6237 JEAR— MNHFTRLR— M)DORE
[EX)]

switchport mode access
(AR E]

switchport mode access

[AS1E—F]
A H =T 2 —AF— R
[BLFA]
XGA VB —T 2 — ADKR— MNERZT 7 AR— MIRET D,
[/— 1]
ARa< 2 FIZLAN R— FBLUGRHEA ¥ —7 = — ATOHBE A HE,
WA =T 2 AERRE L TR FERE LIZGEIE, TOA L F—T7 =—ACHTBT 52 TO LAN R
— FORENERSND,
— MNERE N T 7 R— DT 7B AR— MIAEFE L7254, switchport trunk allowed vlan =~ > R DR E
}QJZU\ switchport trunk native vlan =~ > ND§ E?ﬁ)%}]ﬁ;ﬁ&ﬁ? )jzéé

7 AR— KL LTHET D VLANID (L. switchport access vlan =~ > R TR ET 5,
[ EH]
LAN R— h #1 27 7 E AR — MIEET 5.

SWX2210P (config) #interface portl.l
SWX2210P (config-if) #switchport mode access

624 7 7B AR— MNE T 7 LAR— MDHIE VLAN DR E
[ER]

switchport access vlan vian-id

no switchport access vlan
[/3F A =4 —]
vian-id - <1-4094>
FTJE 7 % VLAN ID

(AR RE]

switchport access vlan 1

[AJ1E— F]

A H =T 2 —AF— R

[FLFA]

HGA U F =T 2= ANT 7B AR— L LTHTET 2 VLANID 28 ET 2,
no I CTFAT LI E IR EICR 5.
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[/— 1]

A3~ Rid switchport mode access =~ > RV E S LTV D LAN AR — B L OGREA ¥ — 7 = — X TDO ek
E P HE,

FEEA X — T 2= AR L LTAI Y FERE LTZHRIE, TOA ¥ —7 =—RZFHTET 54T LAN &R
— FORENELEIND,

N— MEREZ T 7R — MIER LIELGEIE, Aa~xr FROREVPVIHIREIZR S,

[BRE ]

LANR— M #1 N7 7 AR — K& LTHIRT 5 VLAN % VLAN #10 |Z3% T T 5,

SWX2210P (config) #interface portl.l
SWX2210P (config-if) #switchport access vlan 10

625 b7 I HR— METFER— MNDORE

(BRI
switchport mode trunk [ingress-filter action]

[F—T—F]

ingress-filter CANN T 4B —DOEEERET D

[/8T7 A —F—]

action D AT v —0EE
R B
enable AT AN —FHMNT D
disable AT 4 NE—ZWINT D

[WIHIRRE]

L

[AS1E—F]

A H =T 2—AE— N

[

KIRA B —T 2 —ADKR— MNaEjIZ T 7 R— MIRET D,
ingress-filter 24 Ws L 7235613, enable 28R E SN D,
AT 4 VB —=DSERIRG AL, ZIE7 L —AD VLANID 31 v % —7 =—ADFTE L T\ % VLANID & —E L
L EDH, T—hEWHET D,
AN T 4 B —=DEHRGEIE, TXTOT7 L—AZiRET 5,
[/—}]
ARKa< FIZLAN A — FBXOGHEA v ¥ — 7 = — AZDHKIE AT HE,
A =T 2= RERRE L TARAT Y FERELIEHGAIE, €O F—7 =—XZHET542TD LAN R
— F@Eﬁﬁﬁﬁkﬁéﬂé
— NERAET 7B AR — 06 R T 7R — MIEE L7c5A 1., switchport access vlan =~ > R DF%E 23 FIHIEX
Lu)%éo

NZ 7R —FE LTHTET 5 VLANID i, switchport trunk allowed vlan =~ > R CEHET 5, £/-. XA 747
VLAN O#%E T switchport trunk native vlan =< > R CHET 5,

[ E B

LANR— R #l & b7 7 R— MTRET D,

SWX2210P (config) #interface portl.l
SWX2210P (config-if) #switchport mode trunk

6.2.6 b7 7 R— MNEZ TFHEFR— N)DFTE VLAN DOFRE
E]

switchport trunk allowed vlan all

switchport trunk allowed vlan none
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switchport trunk allowed vlan add vian-ids
switchport trunk allowed vlan except vian-ids

switchport trunk allowed vlan remove vian-ids
no switchport trunk

[F—U—F]
all ¢ ovlan IV R TRHEINTNDTRTO VLAN IZFTR S ® 5
none : A&TOVLAN Ok s 2%
add : BE L VLAN IZFTR S ' %
except © HE L VLAN LSO, vian 2> RTREINTNDHTXTO VLAN ICFTE S5
remove © HE L7 VLAN B g &5
[T A—%—]
vian-ids 1 <1-4094>
vlan =~ R CRRIE STV % VLAN ID
BERET 256, LTO L ic, """ &llTs2 L
« VLAN#2 7»5 VLAN #4 & TZRIRT 5545 2-4
+ VLAN#2 & VLAN #4 % %IR5 5355: 2,4
[FIHIERE]
L
[AF1E— ]
Ao B =T 2 —RE—F
[FLEA]

RGA X —T 2= AN KT 7R — ML LTHTRT 5 VLANID Z3%ET 5,

no I TIAT L725E . BT 2 VLANID B3 X THIBR S 4L CAR— MEJINT 7 £ AR — MIERE I D,
[/—}]

A2~ R switchport mode trunk =~ > 3% E I TV D LAN A— B L UGREA v & —7 = — R|ZD IR
JE AT HE,

WA S F =T 2 AR E L TR RERE LELAIE, £0A 2 —7 = — IR T 52 TD LAN R
— FORENEHEIND,

N— MERZT 7 EAR— MIEE LTEGEE. Ko~y FOREDHIHIREIZR S,

all £7213 except ZHEE L Tax i L7 E 1T, ZOHKICEE L7z vlan 2~ RONENFIIKMEIND,

all £721F except #FHE L TRE LG AIL, LTORELXITI &, FEV OFFE L TW\5 VLANID % add THEL
FREICEFEI NS,

« remove ZF5E L CHTE L T\ 5 VLANID ZHIR L7=56

+ switchport trunk native vlan =~ > R CJE L C\» 5 VLANID Zf5E L 7=56&

except ZHHE L TR EZ 1T > 2%, add 257 L TERAF L CU 7= VLAN ID (IZFTE S B 7288013, e L T\ 5 VLAN
ID % add CHRE LI EICEE I N D,

remove Z 45 E L7 IZHTE L TR \W VLANID 245 E9 5 L =7 —IZ7 5,

A=< K & switchport trunk native vlan =~ > RORREIL, %“AaEESL LD,

« ARa<r RTHES 72 VLANID %57 L T switchport trunk native vlan =~ > RZ®RE L7546, EELEZ
VLANID 726 iE S ¥ 65,

« switchport trunk native vlan =~ > R CEE ST\ 5 VLAN ID Z45& L CHTIE & ¥ 72354, switchport trunk
native vlan none 235X € 15,

[BXEH]
LANKR—h#l Z b T 7R —MIHEELTVLANR IZFTBEE 5,

SWX2210P (config) #interface portl.l
SWX2210P (config-if) #switchport mode trunk
SWX2210P (config-if) #switchport trunk allowed vlan add 2
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62.7 T I R— MNETRER—NDORAT 47 VLAN O
[ER]

switchport trunk native vlan vian-id

e
i

switchport trunk native vlan none
no switchport trunk native vlan

[F—TU—F]
none : FRA 7 47 VLAN #2325
85 A —&—]
vian-id 1 <1-4094>
vlan =< > FCRE SN TS VLAN ID
(AR E
switchport trunk native vlan 1
[AJIE—F]
B =T z—AEF—FR
[RA

XGA VB —T 2 —ADFAT 47 VLAN & ET D,

none ZHE L72H AL, 217 4 7 VLAN BRI 5, ZHICK VMRSV H—T =2—ATIE, ZELEH 77
L7 L—LaEET 5,

no IR CHAT L7258 13 EICE D,

[/— 1]

A~ R switchport mode trunk =~ > F3E%E I TV D LAN RA— B L UGREA v & —7 = — R |ZD IR
JE T HE,

WA VA =T 2= AN BRE L TARa~v L RERELEEGAIE. Z0A v F—7 =2 — R IR T 54T LAN R
— FORENPEREIND,

N— MEREZT 7 2 AR — MIER LIEGEIE, Aa~xr FORENPVIHIREICR D,

ARz~ K& switchport trunk allowed vlan =~ > ROFREIL, BEEIL LD,

+ switchport trunk allowed vlan ==~ > R CHJE St7- VLANID #f8E L CARa~ > RERE LHE, BELL
VLANID /05 S 5N 5,

« ARa~ RTEEL VLANID % switchport trunk allowed vlan =~ > K CHE X ¥ 72454, switchport trunk
native vlan none 733X E S 415,

[ E B

LANAR— b #l & F 72 7 R— MIRELTRA 7 47 VLAN IZ VLAN#2 &R ET 2,

SWX2210P (config) #interface portl.l
SWX2210P (config-if) #switchport mode trunk
SWX2210P (config-if) #switchport trunk native vlan 2

(1]

6.2.8 < /LF 7L VLAN DEEE
[

switchport multiple-vlan group group

switchport multiple-vlan group
no switchport multiple-vlan_group group
no switchport multiple-vlan group

[/3T A —F—]

group i 1IN (R — FORKEET)
TN—T &K

[HIHRRE]

L
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[ASTE— K]

AV HF—T 2 —RAEF— R

[FRHA]

ﬁ%%y&a7muxﬁﬁﬁﬁévw%7wWAN7»~7%%E#60

A B =T 2= AR L TCITN—TE2RBE LTHE. %A ¥ —7 =—ATiL, VLAN R LT, o~ /LF7

JLUVLAN ZV—7NECA v X — 7:%XW®AT B{ET& 5%, FL VLAN T, </VF 7L VLAN 7 /L— 7 Hi&E
9%{3\\ %'fgf%iﬁl{\o

PIHPREE TIXEA ¥ — 7 = — A~ /LT 7L VLAN 7 L—FIZHTR L7200,
no JER CHELT LB 3B EITHE 5,

[/— 1]

A<y RILLAN A— B LOGREA v ¥ — 7 = — AT DO HFHE A HE,
[BX E B

LAN /R— k #1 2~ /LF 7 )L VLAN 7 /L —T#10 |[ZFRET 5,

SWX2210P (config) #interface portl.1l
SWX2210P (config-if) #switchport multiple-vlan group 10

6.2.9 VLAN fE# DO FER
[EX]

show vlan vian-id

show vlan brief

[F—U—F]
brief : 2TO VLAN F#EERR-T D
3T A—5—]
vian-id o <1-4094>

#~”4 % VLAN ID
[AJ1E— K]
FEHFHE EXEC £— N, F#tE EXEC E— I
[FEBA]
FEE L7= VLAN ID D% #7715,
LFOmBENRREIND,

HH B
VLAN ID VLAN ID
Name VLAN D4 i
VLAN OIREE (7 L — L ZHRET 5 DY)

State « ACTIVE : #5257 %

+ SUSPEND : #5% L 720>

VLANID (ZFTR L TV oA U H—T =—A
Member ports « :TIZERAR—NEITRLE—D)
e M) FTUUE— NE I ERE—T)

[ EH]

4 VLAN {F#z£R~T 5,
SWX2210P>show vlan brief
(u) -Untagged, (t)-Tagged

VLAN ID Name State Member ports

1 default ACTIVE portl.1l(u) portl.2(u) portl.3(u)
portl.4 (u) portl.5(u) portl.é6(u)
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portl.7 (u) portl.8(u) portl.9(u)
portl.10 (u) sal (u)

6.3 L — 7k
6.3.1 L —TRHBREEDRE(C AT L)
[EX]
loop-detect switch
no loop-detect
85 A —5—]
switch L VAT AEERON— TR DR E
REME B
bl VAT KRR — T R R A IS
va)
dicable VAT DARD L~ R T
%)
(WX E]
loop-detect disable
[AS1E— K]
sua—n)Narz 4l —yasE'w— R
[BLAA]
VAT DEERON— TR 2 AR E I T S,
no JZTHEAT LI G I3 E IR T,
[/— 1]
N—TRHBEREEZ AT 27201I1E, Ravr FITMA T, 4 ¥ —7 =— A Tb/L— 7R E G T 25
W B D,

N —THRHBERENE 72 BETH, LTOA ¥ —7 2 — A TiI—7BRHEESEEIZEIE L 72,
e IV VIO A=T 7y —R—hF& LTENEL TWD LAN R— |k

o FmERA X —T 2 — A ITREFE STV D LAN R — |k

B!

VAT AR T — TR AN T D,

SWX2210P (config) #loop-detect enable

VAT AR T — TR R A N IC T 5,

SWX2210P (config) #loop-detect disable

6.3.2 V—RRHBEBEDREAL v ¥ —T = —R)

E&

loop-detect switch
no loop-detect

[23T7 A —&—]
switch DXREBA B —T 2 — AD N — T RS EE DR E

X EE B!

KB A B —T 2 — ZAD N — TR R EE
B+ 5

WBA L H—T 2 — 2D N— TR EE A
R+ D

enable

disable
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[FIHEIERE]

loop-detect enable

[AS1E— K]

B —T z—AF— R

BN

KA L H—T 2 — ADN—TRHHEERE 2 H RN £ - 13RI 5

no TC K THEAT L7285 ITURR EIZ = T,

[/—F]

Ko< R LAN R— MIDHERE I HE,

N—THBHBSEEEZHCT H720120%, Ao~y Rz T, VAT AR THYL— 7 BHESRE 2 G4 5 %3
75‘)‘&)60

N—THRHHSRENE 2 A TH, LTDOA v 2 —7 = — ATl — 7R BB IZEME L Z2 v,
e IT—V SO A= T 7 —R— & LTEMEL TV LAN R— k

o FPA LA —T 2 —AIZINBEEN TS LAN AR— k

B&l|

LAN R— K #1 OL—T7itre = A 20295

SWX2210P (config) #interface portl.l
SWX2210P (config-if) #loop-detect enable

LAN R— b #1 OJL— 7k HHERE 2 B2 5

SWX2210P (config) #interface portl.1
SWX2210P (config-if) #loop-detect disable

633 N —HHICEAR— T ay T FOEREEORE
E&N|

loop-detect blocking interval interval

no loop-detect blocking interval
85 X —5—]
interval : <300-3600>

J— TR O IR (F))

(AR E]
7L
[AJ1E— ]
Ja—)ars 74— g3 — R
[
W, — T DRE S D & BIEELC Blocking IXfEBR S VD,
ZDavy RERETHE, —ERIBTA—7BHI N TWD0ERTH X 91875,

J— T MR STV IUE Blocking & fif#BRT 523, L— 7 MM ST RITAUE, BEZ ORI AR T H £ T
Blocking Z #5795,

no T CTEIT LA I1E. PIHIREIZRE T,

[/—}]
Port Blocking JREED AR — Y 7 X7 o L7235 Port Blocking (XRIRFIZHEER S 415,
[ E ]

Port Blocking O /V— 7 i {E a8 O W FREREH 2 300 FPICERET D,

SWX2210P (config) #loop-detect blocking interval 300
6.34 V—7RHREOY £ k

EEN

loop-detect reset
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[AS1E— K]
¥5#E EXEC £— K
[FHFA]
BETDA L Z—T 2—ADNL—FHHREEZ ) &y F T 5,
[/—h]
Kavwr RiE, VAT LABRIERON—TIREEREDBERIGEICORFIATTH I LN TE D,
[ EH]

N—TRREEZ Y vy T 5,
SWX2210P#loop-detect reset

6.3.5 )L — 7R HIHERE DIREER

&

show loop-detect
[AJTE—F]
FEHEHE EXEC £ — N, ke EXEC £— R
[FiAA]
=T RHERBE DR ERIREB 2 R T 5,
FRHNFILTOLEY,

o VAT AEERDON— TR HERE DR E

Port Blocking @/ — 7 i 4R D M FRFERT("Auto" F 721% "N seconds")

e LAN AR— kT L DA—TRRHORRE
s A UH—T x—AL(port)
* LAN AR— b O/L— 7 FrHHBERE D% TE (loop-detect), /U — 7R HHBREENEIE L CW DAL, ()5S D
o L—T7 O HRTE(status)

[BXEH

N—TRRHREED R EEE R RT 5,

SWX2210P>show loop-detect

loop-detect: Enable
blocking interval: 300 seconds

port loop-detect status
portl.1l enable Normal
portl.?2 enable Normal
portl.3 enable (*) Normal
portl.4 enable Normal
portl.5 enable (*) Detected
portl.6 enable (*) Normal
portl.7 enable (*) Blocking
portl.8 enable (*) Normal
portl.9 enable (*) Normal
portl.10 enable Normal
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=

Layer 3 $%5E

711Pv4 7 KL A EH

71.11Pv4d 7 RL ZADHRE

[ER
ip address ip_address/mask [label textline]
[F—T—F]
label D IPVAT R AL T NIV ERET D
[NT A—=F—]
ip_address : AB.CD
IPv4 7 RL- X
mask o <1-31>
~YAZEy MK
textline 7L (64 CFELI)
(AR E]
ip address 192.168.100.240/24 *¢VLAN #1 O 7~
[AJ1E— F]
A BF—=T2—AE—F
[REA]

VLAN A V' Z—T7 2 —RAIZX LTCIPVA 7T KL AL Xy b~ AT ZRIET D,
IPvd 7 FLRIHRRIEETHO VLAN f U F — T =2 —RTRETDHI LN TE 5,

ip address ¥ 7= (% ip address dhep =~ > R723 VLAN A V¥ — 7 = — AT E SN TV DIREET, BlJO VLAN A > ¥
—7 = —A|(Z ip address £ 7213 ip address dhep 2=~ > FEZRETH L. HWIE I OREITHIBRSND,

no JERTIPv4 7 R L R ZHIBRT 5 2 LIXTE R,

TV EETE LT84 1%, show interface =~ > R [1Pv4 address] HlIZFE RSN 5,
ZDavwry REFITTLHE, IPVET RLAZERETLENE I MOERA v =Y NEREND,
IPv4d7 RLAZEETLH L, UTDa~vy RRHIBRSh D,

* telnet-server access

* http-server access

+ tftp-server access

* snmp-server access

[EE B

VLAN#1 (ZIPv4 7 R LA & LT 192.168.1.100 Z5%ET 5,

SWX2210P (config) #interface vlanl
SWX2210P (config-if) #ip address 192.168.1.100/24
Do you really want to change IP address? [y/N]: y

7.1.21Pv4 7 L ADFKR
[ER]

show ip interface [interface] brief

X5 A—F ]

interface : VLAN A & —T = — R4
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[AS1E— K]

FEFFHE EXEC & — R, F#tE EXEC £— K

[

A H =T 2—RED IPv4 7 NL A &EFKIRT D,
KRANEIFTLTO LB,

e IPv47 FL A

« ip address dhep =1~ > RIZ LK > THEIIC IPv4 7 R L ABEE SN TV EHAIL, [Pvd 7 R L ADRNIC " &
L TERRT 5,
« ipaddress =~ RVEEE STV WEE X "unassigned" & FoRd 5,

o W ORHE

o F—X Y U EDORE

AV B —T 2 — A EELTEAIETDOL v X —T 2 —ADERE . B LTHASILIPvM T RLASRETEX 54
TOA L H—T 2 — ADEREFRT D,

[/—F]

BELIEA VX =T 2—ANIPv4 T RLRAZEID B TENRNEDTHLIGEAITT T —(I2 5,

[ EH]

ETHOVLANA VX —T x—ADIPv4 T L ABFRRT 5,

SWX2210P>show ip interface brief

Interface IP-Address Admin-Status Link-Status
vlanl 192.168.1.100/24 up up
vlan2 unassigned up down
713DHCP 7 5 A T MZEBHEH) IPvd 7 RV ADRE
[EX]
ip address dhcp [hostname hostname]
[F—U—F]
hostname . DHCP 7 ATV FDOKRA N EZHRET S
[2XT A—&—]
hostname DR A NG E LTCERT 53T
[F1HIER %]
L
[AFTE— ]
AR —T 2 —AE—FR
B!
DHCP 7 747 v b &fliHH LT, DHCP #— \—nbOff 572 IPvd 7 RL A% VLAN A V' F—7 = — A X LT
E&E#é@
RA N EFRET % & Discover/Request A > Z—1Z HostName 47> 3 > (A7 vara—R12) N4 52
LRTE D,

IPv4 7 RLAZHFF LTRAEETip address =~ RZ2FTT 5L, BAGLTWEZIP 7 RLZADEBA v E—U %
DHCP #—/"—(21k %,

IPv4 7 RU AT K 1EETO VLAN AV F—T7 = —RZEET H I ENTEX D,

no JEZUCTDHCP 7 74 7 > hOXELHIFRT 2 Z LIXTE 7220,

ZDavy REFATTHL IPVAT RLAZELTLH0E ) NOMERA v E—URERREIND,
IPVA7 RLAZEETLH L, LTOa~vy RBHIBRSND,

» telnet-server access
* http-server access
+ tftp-server access
* snmp-server access
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[/ —F]
DHCP H—/3—{ZxF U TELRT 5 U — AL 72 BE CREE & 4%, 72720, RIS Y — A &2 BT DHCP
— N — DR EATT D,
Ko< RIZEY DHCP Y — =MW F 74V b — U2 A, DNSV—R— FT7 3L+ RAL VA EFE LT
%A b, ip route, dns-client name-server, dns-client domain-name =~ > KO EDIT ) DB SN D,
Ko<y REZELTSH DHCP — —25 IPv4 7 R L AREETX /204, Auto IP HEREIZ > CIPv4 U 7
0= LT7 R L A(169.254.xxx.xxx/16)75 HENEIZEI D M THR 5,
IPvd V7 a—)7 RLUARAR S N7Z%I1Z DHCP r— =35 IPvd 7 KLU A% B4 L7-3%54 . DHCP H—/3—
MWOHRB LI IPVA T RLAZFEHT 5,
[B%E B
VLAN #100 (Z DHCP 7 A4 7> MZ Lo TIPv4 7 KL A& {5925,

SWX2210P (config) #interface v1anl00
SWX2210P (config-if)#ip address dhcp
Do you really want to change IP address? [y/N]: y

714 DHCP 7 54 T F DIREBDORT
EEy

show dhcp lease
[AJ1E— ]
FEHFHE EXEC E— I, #§HE EXEC £— N

[FLAA]
DHCP 7 A4 7 v hOWREEZRTRT H, LFTOHERRRIND,
« DHCPZ A7 FELTEEL TS A X —T 2—A
« BB THENTZIPVET FL R
. U—ZHIR
o U —RIERFRIIR
o U —Z2HEUSFHIR
« DHCP #—/3—4
« DHCP A7v a & LTHISL-EH
S N N
s TIFNINF—FU=A
o U — RIEFH
e DNS #—,3—
« DHCP #—/3—ID
KA A 4
[ EH]
DHCP 7 A4 7 > hDIREE FRT D,

SWX2210P>show dhcp lease
Interface vlanl

IP Address: 192.168.100.2

Expires: 2018/01/01 00:00:00

Renew: 2018/01/01 00:00:00

Rebind: 2018/01/01 00:00:00

Server:

Options:
subnet-mask 255.255.255.0
default-gateway 192.168.100.1
dhcp-lease-time 259200
domain-name-servers 192.168.100.1
dhcp-server-identifier 192.168.100.1
domain-name example.com

7.2 TPv4 % B% il




104| =~ > FU 77 L' > A | Layer 3 K¥&fe

7.2.1 IPv4 FRHUREEEER TE

[EFX]

ip route 0.0.0.0/0 gateway

ip route 0.0.0.0 0.0.0.0 gateway

no ip route 0.0.0.0/0 [gateway)

no ip route 0.0.0.0 0.0.0.0 [gateway]

[R5 A—5—]
gateway : AB.CD
T—=RUxADIPv4 7 KL A

[FIHAER E]

L

[ASE— K]

Ja—naryr7 4 Jb—y g rF— R

[FHA]

IPv4 DO FHIREEE 2B N3 5,

no B CTHEAT L1413, H5E LI-REZHIBRT 5,

[BXEH]

FIHIN =T oA % 192.168.1.1 &7 5,

SWX2210P (config) #ip route 0.0.0.0/0 192.168.1.1

7.2.2 IPv4 Rk TR DFER

[EF=
show ip route
[AF1E— ]
FEHFHE EXEC — R, $§#E EXEC ©— K
B!
IPv4 #53%3% (FIB: Forwarding Information Base) % #/~9 %,
[ EH]
IPv4 BRER KR T D,

SWX2210P>show ip route
Codes: C - connected, S - static
* — candidate default

Gateway of last resort is 192.168.1.1 to network 0.0.0.0

S 0.0.0.0/0 [1/0] via 192.168.1.1, vlanl
C 192.168.1.0 is directly connected, vlanl
7.3 ARP

7.3.1 ARP T — 7 )VDFE R

[EF=]
show arp
[AF1E— K]
FJERFHE EXEC £ — K, $##E EXEC £— K
B
ARP ¥ ¥ v a2 %2R RT D,
IP address FIH TR RS LD,
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[BREH]
ARP ¥ v v v 2R T 5,
SWX2210P>show arp

IP Address MAC Address Interface Type
192.168.100.10 00a0.de00.0000 vlanl Dynamic
192.168.100.100 00a0.de00.0001 vlanl Dynamic

732 ARP T— 7 )V DEE

1105

[ER]
clear arp-cache
[AJ1E— F]
F#E EXEC E— K
[
ARP ¥ v a2/ U745,
[BREBH]
ARP ¥ ¥ v =227 VT4 2%,
SWX2210P#clear arp-cache

733 ARP ZA LT 7 NDHIE

[ER
arp-ageing-timeout time
no arp-ageing-timeout [time]
[/3T7 A —F—]
time : <1-3000>
ARP = | U —{RFFIEH (FD)

(R
arp-ageing-timeout 1200
[AFIE— K]

A E—=Tz—RAE—F
[FAA]

X VLAN A v H—7 2 — A28 D ARP = b U — R A 2 H 95, Z ORI
= U —THIBRE NS,

no R THEIT LE-HE 1T, ARP = b U —Fff 4 1200 #1245,
[B%E B
VLAN #1 ® ARP = » U —{REFRER %2 5 DA ET 5,

SWX2210P (config) #interface vlanl
SWX2210P (config-if) #arp-aging-timeout 300

7.4 1Pv4 EE Eﬁmu\

IZAE SN h o 72 ARP

7.4.1 IPv4 BEHERR
[EA
ping Kost [repeat count] [size datalen] [timeout timeout|
[F—T—F]
repeat D FETREEARET D
size : ICMP T — X O (A MEM)EZRET D

timeout : 171553 D Bcho V 7 = A F %85 LT DISERF LM 2R TET S



106 | =~ > KU 77 L A | Layer 3 #4fE

[R5 A—%—]
host : ICMP Echo #%{5 9 %565
RA NG, F12iE, 585D P 7 R A(A.B.C.D)
count DT (AR LIESE 0 5)
RIEE B!
<1-2147483647> feE Lo BIECEEITT %
continuous Ctl+C DA EIN D FTHEITEM Y KT
datalen . <36-18024>
ICMP 7 — X #5r DE S(NA b)) (Bl L7254 : 56)
timeout : <1-65535>
JISBEAF HRFHI(EME L7256 1 2)
F4TME$ % continuous |2 L 7= AT EHR I NS
[AS1E— K]
R EXEC E— K
[FLA]

ICMP Echo Z#457E L 72 AR A MZEH L. ICMP Echo Reply D% Z 150,
ISENRBIE., FOEERFT S, a~vy ROKRTRICHREHERERFT 5,

B&l|
IP 7 R L2 192.168.100.254 55 TIZFT — & %A X 120 /34 b, FEITEIFET 3 B CEOEEREZIT O,

SWX2210P#ping 192.168.100.254 repeat 3 size 120

PING 192.168.100.254 (192.168.100.254): 120 data bytes
120 bytes from :192.168.100.254, seg=0 ttl=64 time= 8 ms
120 bytes from :192.168.100.254, seg=1 ttl=64 time= 9 ms
120 bytes from :192.168.100.254, seg=2 ttl=64 time=10 ms

--- 192.168.100.254 ping statistics ---
3 packets transmitted, 3 packets received, 0% packet loss
round-trip min/avg/max = 8/9.00/10 ms

7.51Pv6 7 N L 2

7.5.1 IPv6 DR E

&N

ipv6 switch

no ipvé

[/XF A—F—]

switch : IPve OERE
EME P
enable IPv6 ZHNZT 5
disable IPv6 % XN 5

[#IH#13% 2]

ipv6 disable

[AS1E— K]

A E =Tz —RAE—F
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VLAN A > Z—7 =2 — R LTIPV6 ZENC LY 7 a—AT RL A& HERRET 5,

IPV6 TR R I fHETCHO VLAN A X —T =2 — A THEMNCT DL LN TE S,

ipv6 enable =~ > R73 VLAN A ¥ — 7 = — AR E SN TWHIRRE T, BD VLAN A % —7 = — | ipv6
address =~ K% § Eﬁ—é L HWIED OREFTHIFRS D,

IPv6 ZHhZ L7=5E . BET 2% E L RECHIBR SIS,

no JEATHIT L7=Y; ifmﬂ;ﬁaﬁﬁ IR,
[/ — ]

HEhE Sz 7 n—H4/L7 KL AL, show ipv6 interface brief =~ > R CHER T 5,

[ E R
VLAN #1 O IPv6 Z /2T 5,

SWX2210P (config) #interface vlanl
SWX2210P (config-if) #ipv6 enable

7521Pv6 7 KL A DERE

1107

E&

ipv6 address ipv6_address/prefix_len
no ipv6 address [ipv6_address/prefix_len)

[7NT A —=HF—]
ipv6_address D XeXeXeX

IPv6 7 R L A
prefix_len o <1-127>

IPV6 7'V 7 4 v 7 Af
[AFTE—F]
AH =T 2—RAE— R
B

VLAN AV H —=T7 2= A LTCIPV6 T RL AL T VLT 4 v 7 AR EFHET D,
IPv6 7 K L A (X ipv6 enable 2~ > RMRFHE SN TND VLAN A VX —T7 = — A ZRETHIENTX D,
I OO VLAN A VX —T =2— A 27—V T7 RLAE Y 7u—h)LT RLA%E 1 DT ORETE D,

ipv6 address autoconfig =~ > RAFHE I TWDHIRAET, Ko~ F&§

~ v ROREIFEBICHIFRS N D,
no JEATHEAT Lo ald, B8 LICREZHIFRT 5,

no B TRT A= —2HBW L2556, TXTCORTEHIRT 5,

IPv6 7 L AZERTH L, LITOa~<» RRHIFRSN S,
* telnet-server access

* http-server access

+ tftp-server access

* snmp-server access

[EXE B

VLAN #1 I[ZIPv6 7 R L A & LT 2001:db8:1:2 #5XET D,
SWX2210P (config) #interface vlanl

SWX2210P (config-if) #ipv6 address 2001:db8:1:

7531IPv6 7 R L AMD RA &€

:2/64

L7=8ATT

. ipv6 address autoconfig =

EN
ipv6 address autoconfig
no ipvé address
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(AR E]
mL
[ASIE—F]
A B =T —AE—R
B
RA Zfi LT, VLAN A v ¥ —7 = —R(ZIPv6 7 RV AZGRET D,
RA L ipv6 enable =~ > RB¥RESN TS VLAN A V¥ —T7 = —RAIRETDH I ENTE D,
ipv6 address ipv6_address/prefix_len =~ > R2FHE SN TWDHIREET, K~ REFE LA X, ipv6 address
ipv6_address/prefix_len =~ > KO EIXHEIZHIFR S D,
no P THAT LG 1L, RA ORELHIRT 2,
IPv6 7 NLAZZHT L L, UTOa~y KpflREn s,
* telnet-server access
* http-server access
» tftp-server access
* sSnmp-server access

[BXEH]
VLAN#1 |2, RAZFEHALTIPV6 7 RL RAZRET 5,

SWX2210P (config) #interface vlanl
SWX2210P (config-if) #ipv6 address autoconfig

7.5.41Pv6 7 K L ADFER

[
show ipv6 interface [interface] brief

[T A—F—]

interface : VLAN A V¥ —7 = — A4
TR THA U H—T 2 —R&

[AJ1E— F]

JERFME EXEC £ — K, 5t EXEC E— 1

B

A H =T 2 —RFEDIPV6 7 KL A B R RT 5,
e IPV6 7 FL R
o IPV6 7 R U ADGERE SN TWRWIEA L "unassigned" & 725,
o WELEORRE
o T—HX U LI EORKE
AN B =T 2= RERE LRI ZDA 2 —T 2 —ADFERE . B LTE5HAIZIPV6 7 RLARRES AL
TOA 2 —T 2 —ADIFREETT S,
[BREH]
ETHOVLANA v H—T7 2—ADIPv6 7 KL ABERRT 5,
SWX2210P>show ipv6 interface brief

Interface IPv6-Address Admin-Status
Link-Status
vlanl 2001:db8:1::2/64
fe80::2a0:deff:fe:2/64 up up
vlan2 unassigned up
down

7.6 IPv6 % B 51
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1109

[ER
ipv6 route ::/0 gateway
ipv6 route 0:0:0:0:0:0:0:0/0 gateway
no ipvé6 route ::/0 [gateway|
no ipvé6 route 0:0:0:0:0:0:0:0/0 [gateway]

IPv6 V7 a—nT RLAEZRRET D & &E, BSHAVF—T7 =—2ALIF

[T A—F—]
gateway D X XeXeX
T—h U =ADIPv6 7 FLA
% (fe80::X%vlanN D)
[AS1E—F]
Jgua—\)aryz 4 l—y g rEw—NR
[FEBA]

IPv6 DHEIREES 21819 %,
no JEATHEAIT LG AT, 188 LICREE ZHIFRT 5,
[/—

TN T =T = A ORGEIFZ. RAICEDREL D b, #REKIC L DREN KRBT IND,

[FE B

T 74 N — R U = A ZfRE VLAN #1 _EO £e80::2a0:deff:fe:1 &7~ 5,
SWX2210P (config) #ipv6 route ::/0 fe80::2a0:deff:fe:1%vlanl

7.6.2 IPv6 EEi%R DFEIR

TET D MER D

[EX]
show ipv6 route
[ASTE— K]
FHHFHE EXEC £— R, #5#E EXEC £— K
[RA]
IPv6 #5157 (FIB: Forwarding Information Base) % #&/~9 %,
[B%E B
IPv6 BRIk R A RN T D,

SWX2210P>show ipv6 route
Codes: C - connected, S - static
Timers: Uptime

::/0 via 2002:db8:1::1, vlanl, 00:00:03

2001::/64 via ::, vlanl, 00:21:17
fe80::/64 via ::, vlanl, 00:23:28

QO Qwn

7.7 Neighbor %% > ¥ =

::/0 via fe80::2a0:deff:fe67:ddld, vlanl,

00:21:17

7.7.1 Neighbor ¥ ¥ v ¥ =27 —7 LV DFER

EEN
show ipv6 neighbors
[AJIE— F]
FEREME EXEC £ — N, FiHE EXEC £— F
(A

Neighbor ¥ ¥ v ¥ 27 —7 )V ERKRT D,
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[BREH]
Neighbor ¥ ¥ v ¥ 27— 7 )V ERKRT B,
SWX2210P>show ipv6 neighbors

IPv6 Address MAC Address Interface Type
2001:db8:1:0:3538:5dc7:6bc4:1a23 0011.2233.4455 vlanl dynamic
2001:db8:cafe::1 00a0.de80.cafe vlanl dynamic
fe80::0211:22ff:£e33:4455 0011.2233.4455 vlanl dynamic
fe80::6477:88ff:£e99:aabb 6677.8899.aabb vlanl dynamic

7.7.2 Neighbor ¥ ¥ v ¥ 27 —7 VDHEE

[E=]
clear ipv6 neighbors
[AS1E— ]
F¢HE EXEC £— R
[
Neighbor ¥ ¥ v > =227 U745,
[BXE B
Neighbor ¥ ¥ v > =247 U745,
SWX2210P#clear ipv6 neighbors

7.8 IPv6 B ERER
7.8.1 IPv6 BLERER
(&)
ping6 host [repeat count] [size datalen] [timeout timeout]
[F—TU— K]
repeat COETRE AR ET D
size 0 ICMPv6 7 —Z 5y DR S (N M) ZRET D
timeout DO FTIEEGY D Echo U 7 = A R & X(E LIt DISER DR 2R ET 5
[73T A =4 —]
host AR A N, FEL IPVe T R L A(X:X:X:X)
ICMPv6 Echo % %57 % 565%
IPv6 U 7 m—HNT RURAZBET 25E1E, BHA v =7 = — 2 bBET 2L ERDH
% (fe80::X%vlanN DOFE)
count COTIE (B LTESE 0 S)
RUEME B9
<1-2147483647> AR L7 BIERAT 3 5
continuous Ctr+C MAN SN D ETHFEITZHRY KT
datalen 1 <36-18024>
ICMP 7 — X5 DR S(N b)) (Bl L7255 56)
timeout 1 <1-65535>
ISERF DR (B LSS 1 2)
FEATEI$ % continuous (2 L= AR SN D
AHE— K]

HrfE EXEC £— R
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[@iA]

ICMPv6 Echo # 87 L7274 A MZiEH L, ICMPv6 Echo Reply 2335 51T < % D EFFD,
EONTED, TOFEEFRT D, a~vr K TT 5 LEHERARFEREZRT D,

[FE B

fe80::2a0:deff:fe11:2233 56 TIZBUAMERS 21T 9,

SWX2210P#ping6 feB80::2a0:deff:fell:2233%vlanl

PING fe80::2a0:deff:fell:2233%v1lanl (fe80::2a0:deff:fell:2233): 56 data bytes
56 bytes from fe80::2a0:deff:£fell:2233: seqg=0 ttl=64 time=2 ms

56 bytes from fe80::2a0:deff:fell:2233: seqg=1 ttl=64 time=4 ms

56 bytes from fe80::2a0:deff:fell:2233: seg=2 ttl=64 time=10 ms

56 bytes from fe80::2a0:deff:fell:2233: seqg=3 ttl=64 time=10 ms
56 bytes from fe80::2a0:deff:£fell:2233: seg=4 ttl=64 time=10 ms

-—— feB80::2a0:deff:fell:2233%vlanl ping statistics ---

5 packets transmitted, 5 packets received, 0% packet loss
round-trip min/avg/max = 2/7.20/10 ms

79DNS 72 A7 b

7.9.1 DNS ~DORWA b EREDERTE
EEN

dns-client switch

no dns-client

[NT A—=F—]
switch : DNS 7 747 hOEE
REE B
enable DNS 7 A4 7 v NaHMIT 5
disable DNS 7 74 7 v & HhZT %
(AR E
dns-client disable
[AS1E—F]
Ja—n"narz4 7 b—varE—F
B

DNS ~DOWE B HRE 2 A3 F 72 13 E3hic 9 5,

no JE K THEAT L= 3BA 1T |RhIC T 5,

[/ —F]

dns-client =~ NZFRE L7- & T IZEIT 72 D DL dns-client domain-name. dns-client domain-list, dns-client name-
server 1~ RIZXDREDHRTH Y | ip address dhep =2~ > KIZ L > TDHCP h— =0 5HE L7z KA A U4
DNS OH—/3—1P 7 R L A ZEL L7,

[ EH]

DNS ~D W& b HEREE BT D,

SWX2210P (config) #dns-client enable

7.9.2 DNS — 13—V 2 K DOFRE
[ZR)

dns-client name-server server

no dns-client name-server server
[R5 A—%—]
server . AB.CD
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DNS #—/ =D IPv4 7 F L A

X: XXX

DNS #—/3—®D [Pv6 7 R L&

IPv6 ) > 7t =T RUAZIRET 2HEIE, diA v =7 2 —AbRET OLERH
% (fe80::X%vlanN D)

(IR E]

L

[AJTE— K]

sa—R"rary7 4l — g% — R

[FREA]

DNS H—/3—1 2 MZH— "—%BINT 5,

P N—IIH K IFETEHETE D,

no JEXTEIT LA, HE LY —/3—% DNS —— U 2 kB HIERT 5,
[/ —}]

ip address dhep =~ > K2 & > T DHCP #—/3—75 DNS —"—U X hEFG LIZBE. Ao~ FORENE
ahs,

7277 L, AKa< FIZ X D DNS — 38— 2 F OB 3 AR OSAIE. 833 TY 2 F®REIZC DHCP
P —_R—=NHEE L7 DNS —— 1 X L ZBINd 5,

(B EH]

DNS #—/X—U 2 MZIP 7 FL % 192.168.100.1. 2001:db8::1234, fe80::2a0:deff:fe11:2233 BT %,

SWX2210P (config) #dns-client name-server 192.168.100.1
SWX2210P (config) #dns-client name-server 2001:db8::1234
SWX2210P (config) #dns-client name-server fe80::2a0:deff:fell:2233%vlanl

E

e

7935 7 IV KN RKAL LD
EE

dns-client domain-name name

no dns-client domain-name name
%5 A—4—]
name D RAA % (K255 XXF)

[FIEAER E]

L

[AJTE— K]

Ja—x\)ary7 4L —vg T — R

[FREA]

DNS WA DB T ST 7 4Lk AL VA EZRET D,

o R TETLESEAIET 74V h RAAL U4 2HIBT 5,

[/—F]

ip address dhep =~ > RIZ X > TDHCP y— =0T 74 /L N RAAL VAT v ara— RISERE LY
B, Ko< FOREMERIN D,

dns-client domain-list 7~ > R CTHRE R A A U A MRRESNTWDIHEAIL, Aa~ > RCTRELET 74V R KR
AA 4%, BEON ipaddressdhep 2~ RIZX > THERRESNTZT 74/ b KA A AT S e,

[BREH]
T 74 N RAA 4% example.com ([ZFXET D,
SWX2210P (config) #dns-client domain-name example.com
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E

e

TIO4BBERAL LY A FD
E=v

dns-client domain-list name

no dns-client domain-list name
[/NT A—F—]
name D RAA % (K255 XF)

(18I E]

L

[AF1E— ]

ra—)var 74— g e — R

[FEEA]

DNS fiWEDERHIEHT 2B R AL U XA M RAAL A EZBINT 5,

BB RAAL YA MIRKO6MFETRAL UV EBEKTE D,

o X TEITLIEEARIL. HELERAAL VA EBRBERAAL Y A M BHIBRT 5,

[/ —h]

Ka<w RTHRERAA Y XA MDRREINTWSEA . dns-client domain-name =1~ > R CRELEZT 74/ F K
AA %, BEON ipaddressdhep 2~ RIZX > THERRESNTZT 7 4/ b KA A AT S e,
[BXE B

R A A >4 examplel.com, example2.com ZfR5E K A A > U A MZBMNT 5,

SWX2210P (config) #dns-client domain-list examplel.com
SWX2210P (config) #dns-client domain-list example2.com

7.9.5DNS 7 T4 7 v MEBOFER

[ER]
show dns-client

[ AJTE— K]
JEHHE EXEC £=— K, %5# EXEC £— K
BN
DNS 7 54 7 v MEREERT D,
FTRHNFIILLTFDOEEBY,

HH HH

DNS Client is enabled DNS 7 4 7 v N3 %)

DNS Client is disabled DNS 7 7 A 7 > k)3 %)

Default domain FIHIV N RAAL 4

Domain list FREE R AA LU AR

Name Servers DNS #—/"—1U X ~NIP 7 R L R)
[ E ]

DNS 7 74 7 v ME#ERRT 5,
SWX2210P>show dns-client

DNS client is enabled

Default domain : example.com
Domain list : examplel.com example2.com
Name Servers : 192.168.100.1 2001:db8::1234 fe80::2a0:deff:fell:2233%vl1anl

* - Values assigned by DHCP Client.
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R

IP /L F 5% ¥ A MMl

81IGMP AX—t v

8.1.1 IGMP R X— L DAL, BEhHRE

[EX]
ip igmp snooping switch
no ip igmp snooping

[R5 A—&—]
switch : IGMP A X —E > 7 OEE
RIEME B
enable IGMP A X — ¥ > 7 HZT 5
disable IGMP A X — "> 7 % iz 4 5
[WIHRRE]
ip igmp snooping enable
[AFIE—F]
f B =T 2= AFE— |
[

A UH =T 2—ADIGMP A X —E > 7 OEEEFET D,
no LA TIAT L2 B I3 EIC R D,

[/—H]

AKAax FIXVLAN A ¥ —7 == ZZDOHRETE D,
[EXE B

VLAN #2 @ IGMP A X — > 7 EHGNTT 5,
SWX2210P#configure terminal

SWX2210P (config) #interface vlan2

SWX2210P (config-if) #ip igmp snooping enable
VLAN #2 @ IGMP A X — "> 7 & W29 5,

SWX2210P#configure terminal
SWX2210P (config) #interface vlan2
SWX2210P (config-if) #ip igmp snooping disable

812 v VT F ¥ X ML—F —DERRICDERE

[

ip igmp snooping mrouter interface ifname
no ip igmp snooping mrouter interface ifname

[RF A—%—]

ifname : LANFR— DA U F—T =— R4
BRETDHA LV H—T =—RA

(WX E]

L

[AFIE— F]

B —Tz—AF— R
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B

NVF Xy A MN—X—NEF SN TWAD LAN R— F 2 FHIICERET 5,

no X TEITTDH L, RELMIET D,

[/ —H]

Ra<w RIZVLAN A VX —T =2 — A ZDOHRRETE B,

E L7 LAN R— MZlE, 9V FF v A ML—F =R Tnbs 2 &, Lyr—"—75 IGMP LA — h&%1F
T4 L, B®E LT LAN R— MNIlEkT 5,

Bail]

VT Xy A ML—F—DEHEEE LT LAN AR — kN #8 2R ET D,

SWX2210P#configure terminal
SWX2210P (config) #interface vlan2
SWX2210P (config-if) #ip igmp snooping mrouter interface portl.S8

TNTFx X ML—F =D LAN AR — [ #8 2445,

SWX2210P#configure terminal
SWX2210P (config) #interface vlan2
SWX2210P (config-if) #no ip igmp snooping mrouter interface portl.8

8.1.3 v /L F ¥ ¥ R h)—F —EfHR— MEROFR

EEV

show ip igmp snooping mrouter ifname
[/3T A —HF—]
ifname : VLAN A V' F—T = — A%

RRTDHA L H—Tx—RA

[AJ1E— ]
FHHFHE EXEC £ — P, FrkE EXEC £— R
[RLBA]
B SN, EREENICRE LYV T X v X My —F —iA— MR ERRT 5,
[BEH]

VLAN#2 O~ /VTFF ¥ A M—F —ih— b OEREFRRT D,

SWX2210P#show ip igmp snooping mrouter vlan?2
VLAN Interface IP-address Expires
2 portl.8 (dynamic) 192.168.100.216 00:00:49

8.1.4 IGMP Z )L —F A LR — v FIEHOFR
[EX]

show ip igmp snooping groups
show ip igmp snooping groups 4.8.C.D

show ip igmp snooping groups ifname

[T A =5 —]

A4B.CD D RATFRY AN N—=TT FLA

ifname : VLAN A ' HZ —7 = — A4,
FRT DAV H—T = —RA

[AS1E— K]

FEHEHE EXEC £ — N, ke EXEC £— R

[FEHA]

IGMP 7/ V=T A =y T A RTFT 5,

[BXEH]

IGMP 7 V=T A =y T DIEREFTT 2,
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SWX2210P#show ip igmp snooping groups

IGMP Snooping Group Membership

Vlan Group Address Interface Uptime Expires Last Reporter Version
1 239.255.255.250 portl.5 01:06:02 00:03:45 192.168.100.11 V3

815 (% —7 = —AD IGMP BHHEERZHZR

E&y

show ip igmp snooping interface ifname
T R =5
ifname : VLAN A V' F—T = — R4

BRI DAV H—T 2 —A

[AJ1E— ]
FHHFHE EXEC & — N, FrkE EXEC £— R
B
VLAN A > % —7 = — A D IGMP Bh#IEH 2 £RT 5,
[ B

VLAN #1 @ IGMP B#fE#R 2 =R T 2,
SWX2210P#show ip igmp snooping interface vlanl

IGMP Snooping information for vlanl
IGMP Snooping Enabled
Group Membership interval is 260 seconds
Router port detection using IGMP Queries
Number of router-ports: 1
Number of Groups: 1
Number of vl-reports: 0
Number of v2-reports: 6
Number of v2-leaves: 0
Number of v3-reports: 127
Active Ports:
portl.5
portl.8

81.6 IGMP /L —F AL R_R— v 7Dy b Y —HI&

BN
clear ip igmp snooping
clear ip igmp snooping group 4.8.C.D
clear ip igmp snooping interface ifname

[¥F—TU—F]
group OHIBRT A AT XY A NI NA—TT RLRAZRET D
interface © HIBRT D VLAN A ¥ —7 = —AEIEET D
[R5 A—&—]
A.B.C.D VTR ARNTNL—TT KL A
I T MY —
ifname : VLAN A > ¥ —7 = — A4
HIbRd 54 v 4 —7 = — A
[AJ1E— F]
HHE EXEC £— R
[FHA]

IGMP v —F AR =y 7Oz ) —ZHIRT 5,
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[BREH]
VLAN #1 O IGMP ' v —TF A =2y FOxr b U =%l 5,
SWX2210P#clear ip igmp snooping interface vlanl

82MLD AX—F 7

8.2.1 MLD R X — V' 7 DAL EHRE
(&)

ipv6 mld snooping switch

no ipvé mld snooping

[R5 A —5—]
switch : MLD AX—t 7 OE)E
REM A
enable MLD A X —t > 7 4T
disable MLD A X—Vt 7 &M+ 2%
[WIERRE]
ipv6 mld snooping enable
[AS1E—F]
A F—=Tx—AF—FN
B!

A E—T 2 —ADMLD AX—¥Y TV OEWELHRET S,
no IR CHAT L7258 I3 EICE D,

[/ —F]

AKa<w 2 RIZVLAN A Vv Z—T 2 — AZDHHKRETE 5,
[ EH]

VLAN#2 O MLD A X — > 72 BT 5,

SWX2210P#configure terminal
SWX2210P (config) #interface vlan2
SWX2210P (config-if) #ipv6 mld snooping enable

VLAN #2 O MLD A X — bt F 2+ 5,

SWX2210P#configure terminal
SWX2210P (config) #interface vlan2
SWX2210P (config-if) #ipv6 mld snooping disable

822 w/NLF X ¥ R ML—F —DEEFLEDRTE
[ER]

ipv6 mld snooping mrouter interface ifname

no ipv6 mld snooping mrouter interface ifname

[/XT A—&—]

ifname : LANA— DA X —T x— R4
WRETDHA LV H—T 2—R

[FIERRE]

L

[AF1E—F]

AH =T 2 —AF— K
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[FEHA]
VN TF X x A ML—F =B S I TV D LAN R — R 2R ET S,
no X THFITT D &, RELWIET D,
[/ — 1]
ARa<2 RIZVLAN A VX —7 2 —AZOHRFETE B,
BE L7 LAN AR— M, vV FF v XA ML—F =PI Tns e, Lir—"—=2b MLD LAR— F&%(3E
T5HE, L LAN R— MMIiEET 5,
[ 2 H]
YT F ¥ A M—F =Dk E LT LAN R— s #8 2R ET 2,

SWX2210P#configure terminal
SWX2210P (config) #interface vlan2
SWX2210P (config-if) #ipv6 mld snooping mrouter interface portl.8

TNTFx X ML—F =D LAN AR — [ #8 2445,

SWX2210P#configure terminal
SWX2210P (config) #interface vlan2
SWX2210P (config-if)#no ipv6 mld snooping mrouter interface portl.8

823 v /NF X ¥ R h—F—EHR— MEROFR

EEV

show ipv6 mld snooping mrouter ifname
[/3T A —HF—]
ifname : VLAN A & —T = — R4

FKRTHA L H—Tx—A

AF1E— K]
FHHFHE EXEC £ — P, FrkE EXEC £— R
[BLHA]
B SN, EREENICRE LYV T X v X My —F —iA— MR ERRT 5,
[BEH]

VLAN#2 O~ /VTFF ¥ A M—F —ih— b OEREFRRT D,

SWX2210P#show ipv6e mld snooping mrouter vlan?2
VLAN Interface IP-address Expires
2 portl.1l1l (dynamic) fe80::aed44:£2f£f:£fe30:291 00:01:04

8.2.4 MLD Z/V—F R R —3 v FIERDFR R
[EX]

show ipv6 mld snooping groups
show ipv6 mld snooping groups X:X:: XX

show ipv6 mld snooping groups iframe

[R5 A—&—]

XX X:X DVATX XY AN A—T T KL R

ifname : VLAN A V' Z—7 = — R4
FRTHEA L H—T =2 —A

[AS1E— R

FERFME EXEC £ — K, 5t EXEC E— K

[FLAA]

MLD 7 v—TF A n—y Tl ERRT 5,

[ EH]

MLD /L —TF A =y TOFEREFRTT 5,



av R 77 LA |IP /LT F v A MMlfHE | 119

SWX2210P#show ipv6 mld snooping groups

MLD Snooping Group Membership

Vlan Group Address Interface Uptime Expires Last Reporter Version
1 1533l portl.3 00:00:44 00:01:07 fe80::a00:27ff:fe8b:87e3 V2

825 & —7 =—AD MLD BEEEHRZFZR

E&y

show ipv6 mld snooping interface ifname
[73F A —4F—]
ifname : VLAN A ¥ —7 = — A4,

BRI DAV H—T 2 —A

ASE— K]
FHHEHE EXEC E— N, ik EXEC £— R
B
VLAN A > % —7 = —AD MLD Ei#lF# % FRT 5,
Bl

VLAN #1 ® MLD B # & #5725,
SWX2210P#show ipvé mld snooping interface vlanl

MLD Snooping information for vlanl
MLD Snooping Enabled
Group Membership interval is 260 seconds
Router port detection using MLD Queries
Number of router-ports: 0
Number of Groups: 0
Number of vl-reports: 0
Number of vl-leaves: 0
Number of v2-reports: 12
Active Ports:
portl.8

826 MLD L —F A _"— v DTy b —HilR
[

clear ipv6 mld snooping
clear ipv6 mld snooping group X:X:: X:X

clear ipv6 mld snooping interface ifname

[F—T—F]

group OHIBRT A AT XY A NI NL—TT RLRAERET S

interface o HIBRT D VLAN A VX —7 = —AZHETH

[/3F A —5&—]

XX XX D RILTFXFYARNTNL—TT RL A
RUES S ANES

ifname : VLAN A V' F—T = — A4
HIBRT 54 v —7 2 — R

[AS1E— F]

¥t EXEC £—

B

MLD Z)v—TF A N—=2y T DT b —ZHIRT 5,

[BREBH]

VLAN#1 O MLD Z —F AN~y TOxy U —%HIRT 5,
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SWX2210Pf#clear ipv6 mld snooping interface vlanl
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o=
~NZ 7 4 w7 il

9.1 ACL

91.1IPV4 77 ER YU R N DA
[

access-list ipv4-acl-id [seq_num] action [protocol] src-info [src-port] dst-info [dst-port]

no access-list ipv4-acl-id [seq_num] [action [protocol] src-info [src-port] dst-info [dst-port]]
access-list ipv4-acl-id [seq_num) action src-info

no access-list ipv4-acl-id [seq_num] [action src-info]

[T A—4—]
ipv4-acl-id 1 <1-2000>
IPv4 7 72U Z @ ID
seq_num 1 <1-65535>
VT U ARG, KRBT VAV A MNICE T L Y —OEERET D
Vo AEFGEEK LS. VA MORRRICZ M) —NBiNEhD, 2D E,
BEFEOFEERT Y N Y —I2 10 ZIE L2l N —0F S L LTHERES LD,
(BN —r o ARB R L TEMLESES, = N —OFFL 1012725, )
action T BASRMCR T 2 EMEERRET D
R EM A
deny Sz G2
permit S R S B )
protocol G LT 57 Fa L@ EREET D
7u hanFseEE LESEIE. TRTOIP ATy MR ET D,
BREME Gk
<0-255> IP~yXZD7 1 halLEs
tep TCP /7 v b
udp UDP /347 > k
sre-info AL T DEEILIPVE T RLATERAERET S

REME

Gl

AB.CDEF.GH

T A RH— ey MEF.GH)fE O IPv4
7 FLA(AB.CD)ZEET D

TRy b AT BEMbinftE D IPvd 7 R

A.B.C.D/M o
L A(AB.CD)ZHEET D
host A.B.C.D H—DIPv4 7 L A(AB.CD)EET S
any FTRTOIPVE T FLAZXRETD
src-port <0-65535>
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protocol {Z tep, udp ZHEE L7256, b & T MG R — FES<0-65535>%HET 5., A
W42 2 &b A

BEFIE 2EH
eq X A= FEFX)EHEET D
range X Y A= FEFX)NLY)EHRET D
dst-info ST AL IPVE T RLURIEREZHRET D
REME Bk
AN RA— Rty MEF.GHfZ D IPv4
ABCDEFRGH 7 KL A(AB.CD)&F5ET 5
BT Ry b A7 EMbit)ft & D IPv4 7 K
A.B.CDM L %(AB.CD)&FEET %
host A.B.C.D H—OIPv4 7 RL A(AB.CD)AEET D
any TRTCOIPvE T RLAZRSRET D
dst-port 1 <0-65535>

protocol |Z tep, udp Z 87 L7c 8. &l & 3255008 — & H<0-65535>% fRET 5, Hg
T5HZ L HAEE

fBES L B

eq X A= FESFX)ERET D

range X Y A= FEZX)NOY)EHEET D
[FIEIEXE]
7L
[AT1E—F]
Jua—\)narz 4 b—varE— R
[RLBA]

IPv4 77 AU A b EAERKT D,

AR LT 772D A MIE, BEMAX:128 HDOKMEEZRETHZ LN TE D,

R LTEIPvA 7 7 BA Y A b a2l SE 55813, A4 —7 2 —AF— KT access-group =~ > REfliH4 %,
no JER T action LI 25 E L7 HE 15, RIFETH—KT D 1Pvd 778 A Y X N ZHIERT 5,

no JEI T action LA Z R E Lo 72581, 778 AVA MO ID R—ET B IPvd 7T 78 A U X NEHIRT 5,
[/ — 1]

LAN A— MIEH L TWH7 722U A MM, no B THIFRT 2 Z LixTE o, LT ZMEERL TOHBHIBRT
6: }:O

src-port, dst-port 351Z range THIPHNFEE T, TCP, UDP 1L Z4 T 4 O THEFIHE, src-port & dst-port % ] /7 &
& range THEE L7256, 2 DD range fRE X THE T 5,

[ EH]

K150 192.168.1.024 D7 A 2 FinbOWBEEELR TS IPvd 7 7 XY Xk #1 2B T 5,

SWX2210P (config) #access-1ist 1 deny 192.168.1.0 0.0.0.255
IPv4 7 722U A #l ZHIET 5.

SWX2210P (config) #no access-list 1

912IPV4 77 BRA U X v a X BN

[

access-list ipv4-acl-id description line
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no access-list ipv4-acl-id description

[R5 A—HF—]
ipv4-acl-id : <1-2000>
IANEBEMTSIPvET 7EAY XA RO ID
line DTS A A b, ? ZBRE ASCIL T 32 SUFE TROE Al HE
(IR E]
7L
[AF1E— K]
sa—m\)var7 47—y aryE—FR
[FEEA]

ERLTHDIPVE T 7R R MZa Ay MER)ZBINT 5,
o B TET LGS, IPAT 78X XA MDAy NEHIRT 5,
[/ —F]

LANAR— M7 7RV A M2 IEHKL, Ko~ RTa Ay M&2BINT25 2 SIEEE, ((BREDa A2 bR
EEXT2)

[RXEHI]
PEIEIT 192.168.1.024 DT AL L OBIEEHETTHIPvE 77 AU A M #] #ERL L, = A2 | Test 218419
60

SWX2210P (config) #access-1ist 1 deny 192.168.1.0 0.0.0.255
SWX2210P (config) #faccess-1ist 1 description Test

9131IPv4 77 &R Y X N DEH
B

access-group ipv4-acl-id direction

no access-group ipv4-acl-id direction

[R5 A—&—]
ipv4-acl-id : <1-2000>

WHT2IPva 772U A2 RO ID
direction AT L—LADFERET S

R EE Bk

in ZEZLV—LH L THEASED
[HIHRRE]
L
[AS1E— K]
f B =T 2= AE— R
[FHA

LANR— NP4 727 EZY 2 NE2EAT S,

BIET L—BINT I EAY R DAL~ LT, TIEAY A NDT S v a VRN T L— AT BT
> = (permit, deny) & 72 5,

o R TET LSS, WALET 78 AU XA M% LAN B— b HIBRT 5,
[/—F]
TI7EAYARMI. Fl—DA 2 Z—T7x2—R2 1 2OFTOLMNEEETI R,

A LA —T 22— AR L TCWVWALAN AR — MIT 7B AV A MDEBENTWAIES, A VX —T 2 —A
DRAEFZR— MIEH SN TWAREN, MoFTER— MIb#EH I 5,
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[ EH]
LANR—RF#l OZET7 L —AIH LT, 7278 RAV R N4 2T 5,

SWX2210P (config) #interface portl.l
SWX2210P (config-if) #access-group 1 in

9.1.4IPv6 77 AU X K DAERK
EE

access-list ipv6-acl-id [seq_num) action src-info

no access-list ipv6-acl-id [seq_num] [action src-info]

[/3T A—&—]
ipvo-acl-id 1 <3001-4000>
IPv6 77 & AU A @ ID
seq_num 1 <1-65535>
= VAT, RRT 7RV A NACBIT AT N O EEEET S,
= U AT AN Lf:i;%é.\ai\ VA MDOERFBREIZZ M) —=MBEhbd, 2oL E,
BFORBRE= N —I2 10 ZMBE LIERFH= b —DF 5L L THERESND,
WINZ =T P AR ER L TCEBMLIESGSE, = P —0OFFIL1012725, )
action T RASGHICHT AEMER R ET D
R EM B
deny FIFEEELRT D
permit B S o B )
src-info DR LT DEEILIPVE T R LA ARET D
REME LA
XX TT Ry M A7 BMbit)ff X D IPve 7 K
XXEXXM L AX: XX X) &R ET D
any T_XTOIPv6 7 R L A%Z%ZIFAND
[FIHIRR E]
2L
[AJ1E— K]
Jya—rnarz4 S —yarE'w—R
[@HA]

IPv6 77 AU A hEAERT D,

R LT 72 AU A MIIE, EEMAX: 128 hDRMGERET H 2 LN TE 5,

AR L7277 2AY A M SE5551F, 4 ¥ —7 = —AF— KT aceess-group 2~ > REFEHT 5,

no JEI T action LAREZ 45 7E L7235A 13, R TH T HIPve 727 A Y X M &HIBRT 5,

no JEZ T action LAREZFEE Lo 72 80E, 7278 AV A RO ID B —EHT 5 IPv6 77 AU A N ZHIRT %,

[/ —}
LAN H— MZH#H LTHB7 7= 2 Y 2 R, no B CHIRT 5 = & 12T R A, AP & R LC o b ik
HTZ L,
B

3ffe:506::/32 B DRy M EIERT D IPVv6 7 7B AU A b #3002 ZERLT D,

SWX2210P (config) #access-1list 3002 deny 3ffe:506::/32
IPv6 77 & AU A k #3002 ZHId 5,
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SWX2210P (config) #no access-1list 3002

915IPv6 77 AV X rda X KB
&R

access-list ipv6-acl-id description line

no access-list ipv6-acl-id description

[NT A—=HF—]
ipv6-acl-id : <3001-4000>
2R NEBMT5HIPv6 T 7 EAY A LD ID
line DBINTSa A b, ?2&BRE ASCI T 32 LFF TRE ATHE
[WIERRE ]
7L
[AJ1E— R
Ja—\)arz 4 b—varE— R
[RLBA]

ERLTHDIPV6 T 7 AT A MZa Ay MGER)ZEINT 5,
R THET LSS, IPV6 727 ERAY A MDa Ay FN&HIBRT 5,
[/—F]

LAN R— M7 78RV A 2@ ESE#L, KAa~vw 2 RTa Ay ME2BINT 52 LI rRE, (BEDa AL BT
FEXT5)

[% EH]
3ffe:506::/32 3Dy N EIEGETDHIPv6 778 AU A k#3002 Z/EAA L. = A2 b Test Z1BINT 5,

SWX2210P (config) #access-1list 3002 deny 3ffe:506::/32
SWX2210P (config) #access-1ist 3002 description Test

9.1.6IPv6 77 AU X N DEH
B

access-group ipvo-acl-id direction

no access-group ipv6-acl-id direction

[7%T A—F—]
ipv6-acl-id : <3001-4000>
HWHT 5 IPv6 77 EAU A R ID
direction D WALV MERET D
RAEME B
in ZEZ7V—LIIH L THEASED
[FIHIERE]
7L
[ASTE— F]
A EF—T 2 —AE—F
[BLAA]

LAN AR— MZIPv6 77 R U R b &2EHAT 5,

ZETV—LRT 7 BAV R NOERMELE—ELTEGAE, T7RBAVANDT 7 v a NS 7 L—IIkT57 7
3 (permit, deny) & 72 5,

o XK TEITLESEA, WHLEZT 7 RAY A F% LAN R— F2HHIBRT 5,
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[/ =}
TI7EAYARME, R—0OA 2 —=7x2—AIT1DOFTOLNEETER,

WA A =T 22— AR L TCWVWA LAN AR —MZIT 78 A A MREHA SN TWBEIES, i/ v X —T 2 —A
DEAEFZFER— MIEH SN TWAREN, MOFTERFA— MZbEH IS,

[ E B
LANKR— M #l ODZET7 L —AIZX LT, IPv6 7278 AU A - #3002 29 5,

SWX2210P (config) #interface portl.1l
SWX2210P (config-if) #access-group 3002 in

9.1.7 MAC 7 7R Y 2 FDAERR
[ER]

access-list mac-acl-id [seq_num] action src-info [dst-info)
no access-list mac-acl-id [seq_num] [action src-info [dst-info]]

[78T7 A —=F—]
mac-acl-id ;. <2001-3000>
MAC 7 7 & AU % h® ID
seq_num 1 <1-65535>
V= U AE G, MNET 7B AV A MNAICK T LT MY —DNEEEET S,
VT U AZEEAE LIS EE. VA NORBRIZ= N —RBNENnD, ZOL X,
BEFORZET= MU —I210 ZMME LERFHT N —0F 5L L THBIRESND,
AN — 7  AE R LTBMLEZSE, = F)—0OFBZIX 1012725, )
action s TR RARMBICKRT 2 ERfRET D
REME B!
deny FEEHEST 5
permit P S L T R )
src-info LT AEIETMAC T FLAFRERET D
R EM B
AL RH—RE Y b
$§$£g$£$§%WW (WWWW.WWWW.WWWW)ff % © MAC 7
‘ ’ K L A (HHHH.HHHH.HHHH) % f&§ €3 %
T — ﬁngMC7FVXMMMHMMHMM)
%ﬁﬁﬁE@‘%
any TRTOMACT FLAZXG LT 5
dst-info DM ET A5 MAC T RLAERERET H, AMET 52 & HATHE,
REME S
ANV —FREY b
$g$£%$£$gaww (WWWW.WWWW.WWWW)f & 0 MAC 7
: . R U A(HHHH.HHHH.HHHH) % {§ &3 %
P — $22)MC7FVXMMﬁHMMHﬁmm
EIRET D
any TRTOMACT RLAZRG LTS
[FIHIRR 2]

L
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[AJTE— K]
Ja—x\)aryz 41—y g T — R
[FRHA]

MAC 7 7RV A NEART D,

AR LT 722 Y A MIE, BEMAX 28 )D& 2BRETDHZENTE 5,

AR LT 78R A Ml SE 5551, 4 % —7 = —AF— KT aceess-group 2~ > R&ETT 5,

no FEE T action AR ZH5E L7254 13. M2 TH T 5 MAC 778 A U X M &HIRT %,

no FE T action AREZFEE Lo 7oA, 7278 AV A MO ID 3 —ET 25 MAC 77 AU A M &HIRT 5,

[/ —H]

LANAR— MIBEALTWAT 7R X M, no B THIBRT 2 Z L3 T 722V, LPEAZMERLTHOHHEIBRT
é\—&o

"W", "H"X 0-9,a-f,A-F 5725 1 XFER 5,

[BXEH]

MAC 7 KL & 00-A0-DE-12-34-56 7>6 D7 L — A ZHEAAT 5 MAC 77 AU &+ #2001 Z1ERT 5,

SWX2210P (config) #access-1ist 2001 deny 00AO0.DE12.3456 0000.0000.0000
MAC 7 7 AU A | #2001 ZHIFRT %,

SWX2210P (config) #no access-1list 2001

9.1.8MAC T Z kAU R Dz X MBI
[E=RX

access-list mac-acl-id description /ine

no access-list mac-acl-id description

[P35 A—5—]
mac-acl-id : <2001-3000>
A NEBMTSHMACT Z7EAYARDID
line BT Aa Ay b, ?&FRE ASCH T 32 3CFE THRE Al HE
(IR E]
L
[AJ1E— K]
sra—m\)varZ 47—y arE—FR
[BFA]

ERLTHDMACT 7R Y A MIaAy NIER)ZEBMT 5,
no JERTET LSS, MACT 7 ERAY XA M a Xy FEHIRT 5,
[/—F]

LAN H— M7 72 A ) A MFMASE-%L. Ao~y RTa Ay haBIT 52 LIXATRE, (BAED 2 A L R3S
E#ExT25)

[RRE B
MAC 7 KL A 00-A0-DE-12-34-56 705D 7 L— Lz il 4% MAC 77 £ A U A b #2001 Z{ER L, =2 A2 | Test
2B 5,

SWX2210P (config) #access-1ist 2001 deny 00AO0.DE12.3456 0000.0000.0000
SWX2210P (config) #access—-1list 2001 description Test

9.1.9MAC T 7R Y X FDEH
B

access-group mac-acl-id direction




128| 2w KU 77 LR T 7 1w 7 Hilif

no access-group mac-acl-id direction

[T A—F—]
mac-acl-id : <2001-3000>
HWHT5MACT7 7 EAU A RDID
direction D WA L—LADFmEEET S
REME B
in ZEZ7U—LMIXLTHEHASES
[FIHIERE]
7L
[AF1E— K]
A EF—T 2 —AEF—F
[FLFA]

LAN R— M LTMACT Z7 AU A NaEHT 5,

ZIETV—LNT VAV A ROEKMEE B LEESA, T78AVANDT 72 a VNS 7 L— NIkt 5T7 7
3 (permit, deny) & 72 5,

no XK TEITLIZSEA, WHLEZT 71 RAY A F% LAN R— F2HHIBRT 5,

[/—}]

TR AYANME, =D Z—=T7x2—AT 1 DOFTOLBEETE 720,

A A =T 2= A ZFTB L TCVWD LANAKR—MZT 782U 2 "B EHAINTWHEE, flAf v ¥ —7 = —&
DERAEFER— MIEHA SN TWDLRED, MOFTER— MIbEHINnD,

[ E B

LAN R—h #1 OZE7 L—AIZx LT, 727ERAU R K #2001 Zi#@HT 5,

SWX2210P (config) #interface portl.1l
SWX2210P (config-if) #access—group 2001 in

9110 K L7277 AU A FNDEMR

E=N
show access-list [ac/ id]
[7$5 A —&—]
acl-id : <1-2000>, <2001-3000>, <3001-4000>
778 AJARDID
[AJ1E— ]
JEFFHE EXEC & — N, 454 EXEC E— N
B

BEINTWDLT 7 EBAY A NeRRT 5,
acl id ZBW LTI256H1E, 2 TOT 78RV A MeRRT 5D,

[BE B
—RERTRT D,

SWX2210P>show access-1list
IPv4 access list 1
10 deny 192.168.1.0/24
MAC access list 2001
10 deny host 00AO0.DE12.3456
IPv6 access list 3002
10 deny 3ffe:506::/32
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9111 AV F—T7 =— R ZHEALET 7RV X bOFER
[ER

show access-group
[ASTE— F]
FFrHE EXEC £ — N, %M EXEC E— N
[BLFA]
AB =T 2= A, WHENTNWDLET 7 EAY XA MDD K RT D,
[BREBH]
—BAERRT D,

SWX2210P>show access-group

Interface portl.1l : IPv4 access group 1 in
Interface portl.7 : IPv6 access group 3002 in
Interface portl.8 : MAC access group 2001 in

9.2 QoS (Quality of Service)

9.2.1 QoS DAZ « EXhHIH
(&)

qos switch

no ¢os
[T A—F—]
switch © QoS OEME

Bl

%
Rl
o

enable QoS AT 5
disable QoS Z NI %

(AR E]

qos disable

[AJ1E— ]

Jsa—)vars 74—y g — R

B

QoS Z AT 5,

no JEATIAT L7286, QoS LT 5, oL &, BT 5 QoS i%iE b RRFICHIBR S 415,

[/—}]

QoS IZEAT AL F D~ RiZ, QoS NI DIRE TIZEIT T 72\,
* (qos cos

* (qos trust

* qos port-priority-queue
» show qos interface
[BEH]
QoS & H%#h
SWX2210P (config) #gos enable

QoS &IN5,
SWX2210P (config) #gos disable

I,

e
(
e
(
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9.2.25 7 %)V b CoS DFRE
[EF=R]

qos cos value

no qos cos
[XT A —=F—]
value 1 <0-7>
774 /V |k CoSfE
(AR E
qos cos 0
[AJIE— K]
AP =T 2 —AF— N
[@iA]

?7ﬁWFC$%ﬁﬁTé
no JEXCHEAT L7256, WIHHME(CoS=0)2 & ET 5,

?7?»%&ﬁm\$—%@b7xb%—bﬂﬂﬂ&% SHNTWAREETEZ 7R L7 L— A %525 LB
b,

[/—}]

Ao~y REFITTHITE, QoS #H LT Z &,

FATT DR =D N T A FE— RN CoS THRWGEA, Ka~vy NIZEfT=I—LD,

FEEA v H —T7 = — A ZFTE LTS LAN AR — R Z QoS DR ENHEH S TW A LA A v X — 7 = — AD
HHEAR— MEA SN TOWDEHEN, thofiErA— Mob@EAIns,

B!

T 74/~ CoSHl%Z 2 IZRET D,

SWX2210P (config-if) #gos cos 2

7 7 %V b CoS 2z WIHMEIC RS,

SWX2210P (config-if) #no gos cos
923 h T R hE— FORE

[ZER]

qos trust mode

no qos trust

[73T7 A —=F—]
mode : FIZABRE—NR
R EME B
cos HEEF¥ 2 —% CoSEIZESWTIRIET S
dscp EfE ¥ 2 —% DSCP EIZESWTIRET S
port-priority ZER— MIRESNTBEELHETT S
[WIEIRRE]
qos trust cos
[AFTE— F]
AV B =T 2= RE—F
B

IANT—F@F7XF%—F% RTET D,
no FECTHEAT L72GE . WIHME(CoS N 7 X ME— MZRET D,
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rZ 2 FE— KA cos D ZIET7 L—2LD CoSHZM A L THEF 2 —DIREEITV, dsep DHFAIL. %15
7 L— JAO)DSCPﬁ%ﬁfﬁL“Cﬂék.“’r:w*@ﬂ%ﬂi’%ﬁﬁ port-priority D EIE, ZlEA v ¥ — 7:»—2@:?&“73?5%
TEREIZESNT, BMEXF2—DWEEITI,

CoS <> DSCP I IfHT HIEEF = —1F, BHTDH T &N TERNY,

728, QoS D—HDMMHDOH T, EEX a2 —Z2RETHEETHXAI VT 2HED D,

1. FEF 2 —HFID Y Th

2. V~—F U JRE

21X R 7 A FE— R"CoS"£ 72 IX"DSCP"DELE D AHFFEFRETH VD |V ~—F 7 Zi17z CoS fEX® DSCP EIZE > T
EEXa—nEVYTHND,

[/—}]

Ao~y REFATTDHICE, QoS #AMc LT Z &

WELA > #—7 = — AR LTV D LAN A— h iz Qoso> REAEA STV DGRBS — T = — A0k
FHHFER— MIEHEIN TV HEREN, oA — Mob#EHA IR 5,

QoS HERETIZ, FT A ME—NIZL o THEITHIBRRH D H DR, RARFEROBRDLEDONH 5,

RIEH]

LAN R— D 5 A hE— K% DSCP IZ#HET D,

SWX2210P (config-if) #gos trust dscp

LANAR—FD R T A ME—RET 7 4L MNCoS)IZFEET B

SWX2210P (config-if) #gos trust cos

9.2.4 R — MEFLEDRE
Ey

qos port-priority-queue queue-id

no qos port-priority-queue

[T A—F—]
queue-id : o <0-7>
LAN R — MIRET HXEF 2 —ID
[WIEARRE]
gos port-priority-queue 2
[ASTE—F]
A H—T2—AE— R
B
LAN R— NI, ZEA ¥ —7 = — ARG T DEIEECEE X =2 — ID)EHET D,
m%ﬁf%ﬁbt Gy /BELIA v X —T7 2 —ADKEEF =2 — ID ZHIHIEICET,
V— MESEEE, I\ 7 A l\%~ RN — MEJEIRE SN TV DHEOEEF 2 —DWREILEA SN D,
[/— 1]

Ka<r REFEITT BT, QoS Az LT

FEITTHA 0 F—T2—AD N T A NE— FR"R— MEE"TIERWGA, Ka~vr FIxET=I7—L7 b,
A A —T =2 — AR L TUWAD LAN AR — M2 QoS DR ENEH SN TV AEE HTA v X —T =2 — A DK
FFRAR— MIEA SN TWBEREN, ofiER— MoblEH SN D,

[ EH]

LAN R— h #1 OFR— MEEEL LT, EEF=2—ID#M 2EH0 4 T5,

SWX2210P#interface portl.1l
SWX2210P (config-if) #gos port-priority-queue 4

9.2.5 QoS HHRE DR EIRIRD R
[#=X

show qos
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[AJS1E—F]

FRFME EXEC £ — N, b EXEC E— K

B

QoS #§HRED A %N (Enable), #E%h(Disable)iRiEZ £RT 5,
[BREH]

VAT KD QoS DREEIRIELFRT Do

SWX2210P#show gos
Enable

9.2.6 LAN R— b ® QoS fFHDFER

(B
show qos interface [ifname]
[/NT A—F—]
ifname LAN R— M, BRI ER— M a5 e+ 5,
RRT DAL H—T 2 —RA
[AFTE— K]
FHHrE EXEC E— R, %M EXEC £— I
[RLEA]
FEIE L72 LAN AR — b @ QoS s E a2 KR T 5, TR ILUTOLEY,
HH B
Port Trust Mode LAN " — R ® k7 A K E— R(CoS/DSCP)

Port Default CoS Priority

7 7 4V b CoS fl(TE 1)

Port-Priority-Queue

R— MEICEE 3)

Remarking value

CoS £7-1X DSCP @V ~—F v JHl(iE 4)

Queue Scheduling

EEX2—DRTVa—) I GEEHT, EHOHE
FEE, BEF 2 —DEHRNRRIND,

CoS (Queue)

CoS-i4f5 ¥ = — ID BT — 7 L1 1)

DSCP (Queue)

DSCP-i5(5 % = — ID A#a7T — 7 V(1% 2)

H1) T A ME— RR"CoS"DHFADIHEREND,
H2) h 7 A ME— RN"DSCP"OHFADHERIND,

H3) h7 A ME— RR"R— MEE"ODLAEOARFRREIND,
E 4 remark 2 FRREINTWDLGHEDHARRIND,

[/— k]

AKa<wr FEFETTHITE, QS E#AMILTHELL I &,

[BRAEBH]

LAN R— |k #1 @ QoS

SWX2210P#show gos interface portl.l
Port Trust Mode: CoS

Remarking: 2

Port Default CoS priority: 0

Queue Scheduling:

Queue( : Weighted 1 ( 5%)
Queuel : Weighted 1 ( 5%)
Queue2 : Weighted 2 (10%)
Queue3 : Weighted 2 (10%)
Queued : Weighted 3 (15%)

BEEFTT D, (M7 A ME— R CoS)
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Queueb : Weighted 3 (15%)

Queueb : Weighted 4 (20%)
Queue7 : Weighted 4 (20%)

Cos (Queue): 0(2), 1(0), 2(1), 3(3), 4(4), 5(5), 6(6), 7(7)
LAN R— k #1 ® QoS X E&x &K ~T 5, (M7 A KE— K DSCP)
SWX2210P#show gos interface portl.l

Port Trust Mode: DSCP
Remarking: 33

Queue Scheduling:

Queuel : Weighted 1 ( 5%)
Queuel : Weighted 1 ( 5%)
Queue2 : Weighted 2 (10%)
Queueld : Weighted 2 (10%)
Queued : Weighted 3 (15%)
Queueb : Weighted 3 (15%)
Queueb : Weighted 4 (20%)
Queue7 : Weighted 4 (20%)
DSCP (Queue): 0(2), 1(2), 2(2), 3(2), 4(2), 5(2), 6(2), 7T(2)
8(0), 9(0), 10(0), 11(0), 12(0), 13(0), 14(0), 15(0)
16(1), 17(1), 18(1), 19(1), 20(1), 21(1), 22(1), 23(1)
24(3), 25(3), 26(3), 27(3), 28(3), 29(3), 30(3), 31(3)
32(4), 33(4), 34(4), 35(4), 36(4), 37(4), 38(4), 39(4)
40(5), 41(5), 42(5), 43(5), 44(5), 45(5), 46(5), 47(5)
48 (6), 49(6), 50(6), 51(6), 52(6), 53(6), 54(6), 55(6)
56(7), 57(7), 58(7), 59(7), 60(7), 61(7), 62(7), 63(7)
9.2.7 EfE ¥ = —HHAEORR
[ER]
show qos queue-counters [ifname]
[T A—F—]
ifname : LAN R— M, BRI ERN— M E2xdRET 5,
RRT DA H—Tx2—A
[AJIE— F]
FERFHE EXEC E— N, ¢t EXEC E— N
[RLBA]

FBELIZLAN R— FDOEEF 2 —BBO/NNry My 7 7 FHEEZFRRT D,

Ny Ry T 7 X T RTOR— N THEFINLTD, Fa—EO Ty bRy 77 HHRIIER— PRV AT A
DIy "8y T A ERRIIC k- TEBT 5,

[/—H
K= FiE QoS DIRBE(H N ELNIZ D LT TE 5,
Bl

LAN R—F #1 OF 2 — (R E2FRT 5,

SWX2210P#show gos queue-counters portl.l
QoS: Enable
Interface portl.l Memory Usage:

Queue 0 59.4 %
Queue 1 15.0 %
Queue 2 0.0 %
Queue 3 0.0 %
Queue 4 0.0 %
Queue 5 3.6 %
Queue 6 0.0 %
Queue 7 0.1 %
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9.2.8 )~ —F L JDOFE
[ER]

remark type value

no remark
[73F A —F—]
type U~ —F o TR
REME i
cos CoSfiz Y ~—F73%
dscp DSCP %z V~w—F% 792
value 1 <0-7>
CoS U ~—F /A
<0-63>
DSCP U ~—% > 7'fE
(W1 E]
7L
[AJ1E— ]
A EF =Tz —AE—F
(@]

LAN R— DU ~—F > 7JOEEEHRET D,

V=% 7 D=HIZ, CoSEE 1T DSCPIEZIEET 5 Z LN TX D,

no R TIAT L2 HA. V~—F v 7 OREZHIRT 5,

typelZ qostrust A~ N8 D NI A NE— REBELELGAI=T — L5,

[/—}]

V=—F% 2 7 HEESE 5121 QoS DA TR ITIULR B2 QoS DS Th > Th A~ ROIFATILAHE,
RFC CTHELE XD DSCP flilZ, FED LBV,

PHB DSCP f& RFC

default 0 2474

Class Selector 0,8, 16, 24, 32, 40, 48, 56 2474

10, 12, 14, 18, 20, 22, 26, 28, 30, 34, 36,

38 2597

Assured Forwarding

Expedited Forwarding(EF) 46 2598

[BX EH]
LAN R— R #1 CZ{EL7-7 L —A% DSCPE 10 ICBXH 2 5,

SWX2210P (config) #interface portl.1
SWX2210P (config-if) #remark dscp 10

929 A7V a—Y T HFRORE

[FX
qos scheduling #ype

no qos scheduling
[78T7 A —=HF—]
type DAY a—Y 7K



av R T77 LA | T 74w 7l 135

BRIEME i
WIT WRR(EAfFE T T Rr b )
sp SP(ifa ki 5) J7 50
(IR RE]
qos scheduling wrr
[AJ1E— F]
rua—s\varz 4 b—va e —R
[@ A1

A 2 VS ROBEET D,

no R TIIT LA, A7 P a— L FRITWRREAME TV Fue e s,
[ E ]

AV a— )V A% SPGB ET S,

SWX2210P (config) #gos scheduling sp

9.3 7 1 —lfH

9.3.1 7 u —#I#HI(IEEE 802.3x PAUSE DEZ2)DRE(T AT L)
E=N

flowcontrol switch

no flowcontrol

[T A —F—]
switch o 7 e —lEoEE
R EE Bk

enable 7 v —Hfil#E G T 5
disable 7 v —il{H = BT D

(WX E]

flowcontrol disable

[AJ1E—F]

Jua—N\)narz4 b —varE— R

[RLBA]

AT LAED 7 1 —HI#EI(IEEE 802.3x PAUSE 7 L — A2 2 AT 5,

no X THAT LA, 7 a—Hili#Ez o35,

[/—}]

7 u—fill 2 G LA, BEIIC T —v ey TREREIT DI D,

PAUSE 7 L — ADEEDHIMG SN DBEIX. AT ARER— DOy by 7 7 HRPRGIC K - TEET 5,
AV E—T 2 —2FEOT7a—flfNE, AT AMUEA L E—T 2 —Z[O T v —HERE EFNENEIN LY
BDOHEIET D,

[ EH]

VAT ADOT a—Hl#lEFNT D,

SWX2210P (config) #flowcontrol enable

9.3.2 7 u —fHfHI(IEEE 802.3x PAUSE DIEZIZ)DREMA v F—T7 = —R)
(&

flowcontrol switch
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no flowcontrol

[78T7 A= —]
switch D 7 e —ilEOBE
REME B

enable 7 u—lEEGENCT D
disable 7 v —filH z BT 5

(AR E]

flowcontrol disable

[ASIE—F]

A B—=T 2 —AE—F

B

LAN R— b ® 7 1 —#I{I(IEEE 802.3x PAUSE 7 L — A% (E) 2 H T 5,

no B CHEAT LA, 7 e —HiliElz ®\ehicd 5,

[/— 1]

A= RIiE LAN R — MMZO R E HE,

VAT LD T a— NN 2R G A EE LR,

PAUSE 7 L — L DFE L ZE XM Yy N THRIEDORE L 125, (FELZEDOEL LN DB EHATHK
ETDHI LT TE RN

ch B B SR I AL 5L A3 2412975 PAUSE 7 L— A D HIBIERIE, OXFFFF(65535) & 4 %,

PAUSE 7 L — LADREPHB SN D EEIL. VAT AR0KR— FORT y by 7 7 RGIC L > TEBT 5,
[ EH]

LAN R— bk #1 © 7 v —#lil 2 G295,

SWX2210P (config) #interface portl.l
SWX2210P (config-if) #flowcontrol enable

LAN 7B— k #1 © 7 0 —§fH % i+ 5,

SWX2210P (config) #interface portl.1
SWX2210P (config-if) #no flowcontrol

9.3.3 7 v —fHlH OEEIREEDFR

EN
show flowcontrol [inteface ifname)]
[F—U— ]
interface D RARTAA L E—T 2 —ABRET D
[T A—F—]
ifname : LANAR— MM, BRI RA X —T = — ARG LT 5,
RRTDHA L H—T z2—RA
[AJ1E— ]
FHFrHE EXEC £ — R, F§#E EXEC £—
[RiAA]
7 v —HIENC B A G HROE 21/4E%h, PAUSE 7 L — LD EZER) 2 Ford 5,
[/—}]

PAUSE 7 L — AEZERIT, SR — O 7o —HIHRNE2 L 2o TV AEADLFETREND,
PAUSE 7 L — A %5220 %. clear frame-counters =1~ > RETHHZ 7 U T &N 5,

[ EH]

LAN F—  #1 7 o —#HIffE S+ #5795,
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Port FlowControl RxPause TxPause
portl.1l Enable 4337 0
2AR— b0 7 v —HIHERERRT D
SWX2210P#show flowcontrol
System flow-control: Enable
Port FlowControl RxPause TxPause
portl.1l Enable 4337 0
portl.2 Disable = =
portl.3 Enable 0 1732
portl.4 Disable = =
portl.5 Disable = =
portl.6 Disable = =
portl.7 Disable = =
portl.8 Disable = =
portl.9 Disable = =
portl.10 Disable - -
9.4 A b— Al
9.4.1 A b—LHIHORE
[ER]
storm-control type [type..] level level
no storm-control
5 A —5—]
type © A b—2adilif@s A7
A h— Al & A 7 B
NN o i\ 7
broadcast Tu—R&¥y A MR MLl E AR
va)
multicast < /LF Xy A N h—AHHEEBDICTS
. et N/ et — | 1
unicast %%g?gl Fy AT L= hOfliEE
level : <0.00-100.00>
B & #IRiE D R — e o 7 — O CHRET S
BB/ R T 2 (L E TRIETE
(IR RE]
no storm-control
[AJ1E— F]
A HF—Tz—AE—NK
[BHA)

LANAR— MIxt L7 m— R¥ ¥ 2 b X =LA, v~ FF v XA A F—2Afl#HB L0, sEEAHOL=F v X |k

7 L=l AL, ZEHIRZ2NT D,

BEZEZ TZE L7 L—2IEESN S, 7272 L. BED 100%0OBEIIZERBRIZ Ly, BiEzeE7 L—2

HFETHY . FEHNZITERETE 220,
[BXEHI]

LANR—F#1 D7 B —RF¥ ZA M A =LA L~ LFF¥ 2 s 2 F—LFHHZ2EG0C UBRIE 30% 2R ET 5,

SWX2210P (config) #interface portl.l

SWX2210P (config-if) #storm-control broadcast multicast level 30
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9.4.2 2 b — ALl 248 FIREDRTR

[EX]
show storm-control [ifname]
[R5 A— 4 —]
ifname . LANAR—FDA U H—T 2— R
FRTHA L H—T 2—A
[FIHIRR 2]
L
[AJ1E— K]
FJEHFME EXEC £— K, H5#E EXEC €— K
B
7L —ADFAE EIREARTT 5,
A B =T 2 —AZ BB LTZGR/E, & v X —T =2 —ANKGR LR D,
[ E B
DA UH—T 2 — ADREREERRT D,
SWX2210P#show storm-control

Port BcastLevel McastLevel UcastLevel
portl.1l 30.00% 30.00% 100.00%
portl.2 20.00% 20.00% 20.00%
portl.3 100.00% 100.00% 100.00%
portl.4 100.00% 100.00% 100.00%
portl.5 50.00% 50.00% 100.00%
portl.6 100.00% 100.00% 100.00%
portl.7 100.00% 100.00% 30.00%
portl.8 100.00% 100.00% 30.00%
portl.9 100.00% 100.00% 30.00%
portl.10 100.00% 100.00% 30.00%
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A

access-group (IPv4) 123
access-group (IPv6) 125
access-group (MAC) 127
access-list (IPv4) 121

access-list (IPv6) 124

access-list (MAC) 126
access-list description (IPv4) 122
access-list description (IPv6) 125
access-list description (MAC) 127
action 67

arp-ageing-timeout 105

C

clear arp-cache 105

clear boot list 26

clear counters 81

clear ip igmp snooping 116

clear ipv6 mld snooping 119

clear ipv6 neighbors 110

clear 1ldp counters 58

clear logging 36

clear mac-address-table dynamic 90
clear test cable-diagnostics tdr 69
cli-command 68

clock set 28

clock timezone 29

cold start 70
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