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[AiHA] A~ OB TT,

= avy FEMEHT 256 ICRICERETREFNE R L
7

(X E ] axy FOREEZRLET,

1.3V F—T7 2 —AZIZDONT

gy ROANERICBWNT, AA v TFDOEA v F—T =2 —RAERETHEDIIA Vv F—T =2—2L4EZFHA L £,
SWX2210 THH A v X —T7 = — R4, LLTFRH Y 7,

&:;’_ﬁ_ﬂj—f uln + u'n _;f_u/—l—f,,_.
FEGEEELET,

AV F—7 = — A V74T A B faEH]
WELAR— b OFEEICHEH L
ISP re o ISP
LAN #— h port F7, FHET DL, port |[LAN R— b #1 ZF8ET D

Y& portl.1

VLAN A ' Z—T = —R& vlan

VLAN O EICHEH L E
T, f8ET AR, vlan IZ
T T"VLAN ID"Z 487 L
7,

VLAN #1 Z#ET 256 :
vlanl




avw R T77 LA |avwry RV 77 L AORG |9

AV E—7 = —AEH TVT 4T A B! fHEH
- . BEDO LAN R— & H i | AXT 4 v 7oA v 4 —
N 2 M —
;ii;’ymiﬂ%/& sa VLTIV ay [T A BERET DS
DIEIHEH L ET, $8E | A sal
T DRI sa F 721 po (HE [ P
if agor Po o TR 7 — 7 = — |@if _aggr po@ #2 wIRIE
@il ager_po@ P A D& fRE LET DHE  po2

14 no ThhE B a~r FOARAFERIZTOWNT

axy FOANERIZ no THEDIEO ORI INTWDL A~y FREEH Y £, no TIHE LA EM D
&L FRZRERR R RNRY . ZDav s RORELHIBRL., #IHEICRE L E T,



102~ R 77 LR | avwy ROFEWE

2=
a< v ROFEWIT

SWX2210 Dz~ REEIL, RO 2FEEDOFIETIT) Z LN TE E7,

BAEOTEIE BEDHIE Bl
o . « TELNET Z 9A4 7 bInHDT  |a~<r Rae 1951 5FEfT L TR
TS E SR s A CRRERHRE ATV E T
VERa~vy F—RE@R L7z 7 7
_ o « TFTPIZ & %7 7 A /Lifinik 4w@ﬁ%Cm@774w&W§)
Config 7 7 A /MZ X S #E . GUIERMEIZ L 27 7 A Lk SR —FERELZY ., SWX2210 O

RELZ—FETHRELET,

ARETIL, FEIEFEICHOWTHHALET,

2.1 22—z k AERME

211 TELNET 72 A7 "D b DT7 7 A

N/:/ﬁgmﬂﬂmn7§47yh%ﬁﬁbf\&w&mmwmmmT&~ﬂ~:@%L BEEITOET,

TELNET Z i/ L72fREZAT O 7o DIl £, #EREJP 1 v MV — 7)) DL %2 1TV, IRIZ, TELNET H—/3—
DREEATVET,

SWX2210 D IP 7 KL ADEEIZDWTIE, UTD LB TI,

o IPv4 7 RL ADPHARRTEIL. VLAN#1 (2% LT, 192.168.100.240/24 Z 5% T L CW\FE T,

o IPv4 7 RLUADOEHEL, ipaddress =~ > R TTWET,

SWX2210 @ TELNET H—/S—HRBIZ DWW TIE, BAFD &0 T,

«  TELNET ¥ — —BEEOWMIEIX, 7 7 4/ bR — NTCP A— k 23 F)THRENL THT, TXTOFRA MM
DT 7 BAEZFHFRLTWVET,

o ZER— FEEBOEFEIL, telnet-server =~ > K TITWET,

e TELNET Hy—_—~D7T 7 ¥R, R"A NN THIFEITX | telnet-server access 2~ > NTHRETXFET, 77
T AEZHATBHRA e, IPVA/IPV6 7 FLATIHEE L TL &,

o IPV4/IPv6 7 KL A& L7~ L % telnet-server access =~ > NiLT 7 #/L hREICRE Y 1,

F 72, TELNET 7 74 7 > F 03§ D RARR 2258 E R — b D Z & 2" ABE AR (VTY: Virual TYpewriter) s — K" & 0

WEt, TELNET 7 54 7> O KRFEIREEGSEIT. SWX2210 D VTY &A— MUK EL £, SWX2210 @D VTY

A=K\ TIE, U FDEBY TY,

o VTY &R— s OFHEREIL, 4HD VTY R— FAD:0~3)MEH ATRE & 72 > TV ET,

o VTY R— FEOZEF X, linevty =~ R TITWET, (K 4 H(ID:0~3))

728, VIY A— b ORREX, linevty 2~ RTHE VTY R— M EEE L&, 74 2 F— RIZBITLTITWET,

VTY BR— FOFREITTRTO VIY A— FTH@E 220 F9°,

2.1.2 VTY OFE

SWX2210 1%, VIY 2R LT, AFTZ2FRETEE7,
1. MEMELPIET DX A4 LT 7 FEER
UEARE D 1 ~_— T DERRITH

REHH

EN

e
}

AR TE— ANDRBNGRICe A oy v a a2l
HIAC O3 2 £ CORFMI 2R E L E T,

PIHAR ECIE. 10 20 CHEmleIlr S vk 7,

REREILX. T4 F— KD exec-timeout =~ > N Tk i&
L. ROy a b/ 3,

MELHET DX A LT 7 M
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it A 8] ﬁ@l&—yétbmﬁﬁ%?ibiﬁ
0~51217/1 R—VHRERARE T, MIHIRGE TIX, 2417/
—V Lt o TWET,

AIRRECTRREAT I &, 24 17RTHE, " More---" &3
REN, F—ANFFLERY £,

KE&"E X, LT 2 EAHY . ENBIEFIZT AT L
SRR 1~V ORRTH S ERET

1) FEFFHE EXEC E— R terminal length =2~ > R
D Ta—r)var7 4 L—3 g F— RO service
terminal-length =~ >

DORBEITIARZM ] LTV D —H — |2 — A %)
\z é)@é%@ ET, 2~ NETH, RBEIZKmIILET,
DDOREFRDE Yy v avrnbBGohe0 9,

2.2 X E(Config) 7 7 A M K B H#afE

B awy R—=RETRIR L7 7 A VERE(Config) 7 7 A /L EFENE T,

SWX2210 |[ZF%E L= B X, TFTPIZX Y LAN EDOAR A 25 Config 7 7 A v & L CarHT 2 N TE £,
F 728 A b ED Config 7 7 A /L& SWX2210 IZHiAAFH THELEITH) Z b TEET,

Config 7 7 A WMIBERDRELFIR LT b D TH Y | FeEDOREL T it/ i L2V Zp Rl 2H AT
DTHZ LIXTEEHA, Config 7 7 A /LIX ASCII + 24T 22— R(CRLF £72 X LF) THK T 57 F A N7 7 A 1 &
Li‘a‘o

72¥. Config 7 7 A LVOWNEIX, A~ b‘@if%/\"ix X —DFRER EONENIE L FLill STV 5 M4
HYFET, MESTEEXSNENR D > THAICIE, TONRITEEICKM SN TEE I ET,

221TFTP 2 ZA TV "o DT 7 A

TFTP 12X Y Config 7 7 A L&D L 0§ 57-0I21F, 3, #EHEREEAP * > N T —27)DOREELEITV, RIZ, TFTP
= N—DOREEITNET,

SWX2210 D IP 7 KL ADEEIZOWTIX, BLFD LR T,

o IPv4 7 RUADOFIMIRREIL, VLAN#1 (25 LT, 192.168.100.240/24 % 5% & L T\ E T,

o IPv4 7 RUADET|Z, ip address =~ > R 72(Z ip address dhep =~ > R TITWET,

SWX2210 @ TFTP H— R—#EFEIZc W TiE, U T &Y T,

o TFTP — —HREO YR EIL, T 7 4/ b TEYG L 72> TNET,

o TFTP V— _—iEEZ T 2 5A 1L, titp-server 2~ REHE L TLZEV, T 74/ hAR— ~E UDP A —
FD 69 F T,

o TFTP — R—~D7T 7 &AL, A NHENLTHIETX . tftp-server access I~ RTHETEET, 77/ A%
TP TR A R&, IPV4/IPv6 7 RLUATHRE L T ZE0,

2.2.2 Config 7 7 A VW DFHHH LIEEZ AL

Config 7 7 A VO s L/EZIAZIT, LAN EOKRA RvD TFTP a2~ REFEITLET, it L/EZIALELT
9 Config 7 7 A MIZLL F D@ Y T9,

+ Config 7 7 A /V

xt4: Config 7 7 A /v LA %%
running-config B/ P ORR E A
startup-config #0 RIESN TV DR EE
AT a~r FOERIX. ZORA RO OS(TFTP 7 74 7 2 MITEFLET, ROBICERLTETLTLLES

VY,
« SWX2210 DIP 7 KL-A
© BREE— NS T U = R TIT0E T,
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Config 7 7 A VDt L(GET)/EEALPUD) DY £— 2L LT, UTFEEELET,

Y E— hrtx ﬁﬁcm%774 71 L(GET) EXAH(PUT) e
config running-config o o
config0 startup-config #0 o o
config M PUT(E XA
reconfig startup-config #0 - o I, HENRJIZFE
BLET,
techinfo tech-support o -

UE— hS2ADH AT /PASSWORD" & W ) X CHEH SR Y — REFRET 2 LENH Y £, FHARATU—K
DR EDKRETII.RET 7 A NVDOHAH L/EZIALEZTHZ LI TEEEA, Mo TEHARTY— %
ERESHMENH Y £7,

UE— h/{R(Z"config" ZFHE L T PUT(EEIAZ) T 256, BUEEMTOBREICH LT, BMELFIEESZL
£9, REZEMELIZEELLOBOIZOWTE, SUEEM L TWOIREDETE Lm0 £9, /o, BEH
IR SN T, BRI LTIZ WS IT write 7~ 2 RETRIFEL TS EE W,

SERIZHT LW Config 7 7 A VW CTHEM Z B LT2WIEEIX, U E— F/3 AT "reconfig" i E L T 723V,
startup-config Z B4, HEIIICHEE)L T, BrLVWeE CEM LG L ET,

5k S 472732 U — R(password 8 X° enable password 8 ® =~ > RfZx0)iL, TFTP T running-config |Z PUT L
THREICKMENEEA, 7, B SN Y — FEe Gt —Y — D% E (username =~ > F)|L, =—
PF—OBEEREPITOIER A,

U &— k3R |Z"techinfo" % & L 7235414, show tech-support D EITFER L F CLNEDT F A b7 7 A L& Fifs
THZENTEET,

23 AV

SWX2210 {Z TELNET T7 7B A§5 L, v/ A VEEPFRINET,
2P —ZHTEL TWEIEAIE. 22—V = L RAT—REZANLTLEEY, 22— —%REL TWRWEAIR.
a2—P—Z DA% Enter F—THBE L T /A XA —REANTDHZE T . BELa—F—L LTl (95D

ZENTEET,

FRREICEREN T 5 &, a~vr R a7 IRFRINET, BB, PHERETIIe /A4 R A T — R EI LT
RN, =P =L L RRAT = RDASR LTI A THZENRNTEET,

07 A

Username:
Password:

asA %o ar Y —VEE
SWX2210-8G Rev.1.02.13 (Tue Oct 24 16:14:00 2023)
Copyright (c) 2018-2023 Yamaha Corporation. All Rights Reserved.

SWX2210>

2.4 2~ KAJIE— RIZHONT

24.1 2= RAJIE— FOEAR

SWX2210 DB ELEFERINEES AT AEAS. Wt a~vy FANE—NIZER LTS, o~y REFEITTALE
NHVET, a~r FOANTTE—RIZUTOL I RERBIZOMNTEY, 4 DET— R TAJJTEXSa~v R)RR
R FEFT, 2—W—lF, TurT  NEERTLIIET, BE, FOT—RNIWIOPHMRETHIENTETET,



04« >EE
(TR D— EATTEE) AEEEER

(Wl A

IESEEXECE— R
(21—HE—F)

SHEEXECTE— P

configure terminal

4J0—)UL
I« —23F-F

@R _
3> I« —23E—K

interfacel4e"

avry R 77 LU A | avwy ROMEWS 13

SWK2210=

SWX2210#

SWX2210 (config)t

SWX2210 (config-if)#

a<y FANE— ROBERBICEET S ERN o< Nix, LTFERVES, Je— a4 —3 g%
— KBl 7 4 L —y g v F— RaOBB < RiZoWTix, MElay 74 71—y arE— K 25

BLTIES W,

e exitIw UK

+ logout =~ K

* enable =¥ I

+ disable = v K

+ configure terminal =~ >
e end =¥ UK

242 A a7 4 L —Y g UF— R

=27 47—y g —REX, LANKR— R VLAN £ VX — 7 = — A7 Y BEOHE BTk 2 EEMRR
EXTHT-DDOE— FORKHTT, lilar 747 1L—3arE—RIZADIZIE, Zua—bar 740 1L—3 g

VE— R CEE— NIBENT 27200 a~vwr REFEITLET,

SWX2210 DRIz 7 4 L — a3 B — NIZIZRO OB H Y F4, HBlar 74 71— arF— ROz

FFEEESN TV D bDbH D £7,

Egl=r747v—varE—F |BBav R A= ora

A B =Tz —AE— N interface =~ > SWX2210(config-if)#
TAUE—F line vty =~ > | SWX2210(config-line)#
VLAN £— R vlan database =~ > SWX2210(config-vlan)#
LLDP =—Y = hE— R lldp-agent ==~ > | SWX2210(lldp-agent)#
L2MS £— K 12ms configuration =~ > R SWX2210(config-12ms)#
A a— VT T — hE— R schedule template =~ > SWX2210(config-schedule)#

23 a2 R7a 7OV T 4T A

2w FFaY T ROT LT 4 v s AE, RA MM ERALTOET, SMIRETHARR M & LT, EFALT
H5 ISWX2210] #F R L TWET, AFRIZ. hostname =~ RTHRRA MNMERETHI L TEETE £,
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SWX2210 ZHEHH L TW DA E, HFAAL v FITH 2 DARIZREL TEL Z T, BENLLTLS 20 F
7

KA NLDER

SWX2210 (config) # hostname Switch-012
Switch-012 (config) #

244 B2 HAS)E— RDa~< v REST

SWX2210 Tlt, T— RZ LIWCRAAREZ 2 a~ v R 5720, FEITRERE—RFETERB L Ca~vr FEETL
ITER D A, FNEMETA I~ FELT, doax~y RE#tLE4,
do a2~ FEFEHTAE, T R_RTOary 740 L —arF— RO EHEEXEC E— KD a~vy REHE{TT5H2 &
MNTXFET, ZHUTEY, T _RCOhar 74 7 L—1a rF— R LEHMEEXEC E— FIZBEITA - /<. BE
hoary7 47—y arEBReEe L0, REDEIENATREL 20 97,
72721, do TITHIZEHERBIZFIH CTEX e e, Z0RICKH K 2~ RE 7 VAUV ETZITEIER TANT 5 080N
HYFEF,

TNAYLT AT HHEE

SWX2210 (config) #do show vlan brief

AW TAIT DHE

SWX2210 (config) #do sh vl br

25 2 Y —NWAEREEO X —3R— NEE

2.5.1 o Y — )V ASI D EAREE
SWX2210 Tit, a2~ NI 42 ET, LLTORENTTEETY,

J1— Y )LD
¥ —R— FHE B - BB
- | CFANCEH L ET
< | CFEICBEN L £
Esc #1 F#41C F g%ig;%%%igi;ywmﬁmkéﬁﬁ@%f
Esc i F#%12 B ;ii@%%i;?ﬂﬁ—ywﬁﬁﬁﬁé$%®%ﬁ
Cul+A (TOREICEE LT
Cul+E FORRICHH L ET
. AIXFOHIR
¥ —R— FEME B - B
Backspace

H—=INVDECHHFEHELET

Ctrl + H

H— I MLBEO L FEHIER L ET,
Ctrl+D a2 RITRZEOIREETARBELZ L72EE1E, exit =
<~V RERUBEE 22D £97,

=Y WALE LR, BADOZEADOERTE TEHIBR L

Esc #f F#%IZ D F
Ctrl + K B = NMALENGITOREFE TEHIBRLET
Ctrl+U AFFPOLTFTHEETHIBRL 9

Z DAt
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F—R— FEE B - =
T — I NALBEOLTF L FOEAIOXTo2 ANz +
Ctrl+T 7o
H—YIVIMTOREIZH D & &, HEATOXT & ZOH]
DLFE AN Z F T,

AN O a~ s REEL TROITICEY 7,
Ctrl +C o3 BUEF TR O a v P Z Pl L E T,
(ex: ping =< K)

Ry 74 71—y arE—RBLOY r— L

Ctrl + Z YT 4 T L= g = R bR EXEC E— NICE
BLET,

end 2~ RERI CEIEE 720 £,

252 a<wy R~ v/
av L RIA LV ETPEANTHIL T, BETEXLa~vy REFIFRTA—F —EMBTEET,

SWX2210#show vlan ?
<1-4094> VLAN ID
brief VLAN information for all VLANs

SWX2210#show vlan

253 Ao~ RO®E, ¥—U— NEF—EDOFER
oy Y= bETa<wy FAJEPIZ, "Tab"s— %4 L, a~vr FaR6issshET, £/, F—U—FAN#
(2 "Tab"F— %9 &, WRICANABER T —T — ROBEM—E2 T LET, AEIEZ, "Cul+I"F—Z#H L THIHE
REMEL 700 £,
o< R DOH5E

SWX2210#con"<Tab>¥ — & ffi4n
!
SWX2210#configure
¥ —U— MEfii— B oRR
SWX2210 (config) #mac-address-table "<Tab>¥F — & ffidr
ageing-time learning static
SWX2210 (config) #mac-address-table

254 A= ROHEMAT
A REIFANTA—F =B L TAN LI, ANShEXFR—EDa~y RERIFNTIA—F—L LT
Wik CEx LA, FOoa~v s RREITINET,
a2 ROEMEAT15(show running-config)
SWX2210# sh run

2552~ R AR —

A e A M) —HREZEMT 2L, WEICAD Lica~y FelHaETHIATLEY  MEICA L=
<~ RO—WEERELTCHETTHZENTEEY, a~v > FeEA MY —F, £E— NLEOBRKE L L TERESN

F9,
BEIEIZOWT, IR LET,
F—ih— FE(E T - B
7
o< NEREZ IhDIiE?
Ctrl+ P
l

a~wr RERZED 2

Ctrl + N
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2.6 [show] ThEDHa~v K

261 FET 47747

ET 4 7 7ATIE, show a2~ KRR NTHERE 7 oV Z—1T@ L, RERERICNEEZKD Z & TR mimE 2
RO <ERLET,
SWX2210 Ti&, show 2~ ROET 4 77 A4 7 & LT, RO 3 FEHEEZRMEL 7,

ETTAT77AT A
include
FBE LA EEteiTiR 2325
grep
exclude BE LTI EEE 2 viTaH hT5

B, ET AT A TIIHE—TCOREHARETT, HERET S22 LI T ERA,
« (#) show running-config T VLAN #1 & & el a2 Frd 5,

SWX2210#show running-config | grep vlanl
interface vlanl

« (%) showlogging T 7/ A VIEHEZ £ T 5,
SWX2210# show logging | include Login

2018/09/20 09:51:53:[ SESSION]:inf: Login failed as (noname) for HTTP: 192.168.1.9
2018/09/20 09:52:03:[ SESSION]:inf: Login succeeded as (noname) for HTTP:

192.168.1.9
2018/09/20 09:57:15:[ SESSION]:inf: Login succeeded as (HttpProxyAdmin) for HTTP:

192.168.1.2
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3=

ay 747 —Tay

3.1 R EMEDEH

SWX2210 1%, LT 7 4 Z&FEHA L CREMBEEHRLEI,

av7 4 7O B! IR — P —HufE
Z =7 ar7 (7 (running- HAIEF OFREM, RAM ETE | BB/ AX =T v a7 4 7~
config) Y5, DIRAT

AR — KT v T a7 47 (startup- | IRAFLTCEREE, ROM L CHERT

SR/ HE/ ar—

config) %,
FIF N AT 4 7 (default- 77 40 FOFEME, ROM ETE |,
config) A2, e

SWX2210 D A7 LB, DITomNE Ry £14,
1. A% — 7 v a7 47L& LT configh) DNiERI NS,

20 AX— KT w7 ar 7 4 INFEETDIHE. 4T —F%RAM ki =7 a7 47 LTRIRYT S,
AR —="T T a7 47N ROM EICIEELZWEE, T 74/ bar 7 4 7% RAM FIZEMT 5,

SWX2210EfFica~<wy R b TREEZELEETH L, BRELEZAFITTIC

FGomTaryT o JITKMENE

T, T s ar 7 4 JEER L%, write £2iX copy 2 REFETTHILET, AX— K T v Sarrgy

UREHSNET, RE - AELENEFEZRFLLRVWTHENT L &, &E

SN

3275 74V NREME

- EERNENEDNVET, JHEELSE

SWX2210 DF 7 # /b FREEIZHOWT, LTOXRIRLET,
o VAT AEERDT T N NRE

BRESE B EEHE T 7 )V MR EE
i TELNET = YV — L2 A LT % ~  |600sec
Ui AR E —— —
FARITEL 2417
ﬁE RS S S N ~ -
@%1 PF—pishoa 74 .
»}j-\._.
ML 2 —WF—Da VA L IRA T —
AP/ RRA T — R ke L
EEENAT—F L
RAT — RO AL b L7z
BA NS — JST (UTC + 9.0H)
A P NTP H—/3— L
NTP %87 E L
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RESHE

REHEHE

F 7+ NREME

T =AU =T HH

A7 1a— K URL

http://www.rtpro.yamaha.co.jp/
firmware/revision-up/swx2210-8g.bin
(SWX2210-8G DA
http://www.rtpro.yamaha.co.jp/
firmware/revision-up/swx2210-16g.bin
(SWX2210-16G D&
http://www.rtpro.yamaha.co.jp/
firmware/revision-up/swx2210-24g.bin
(SWX2210-24G DE)

% =7 HTTP ¥— X —kEE

Ve Y a Xy OFF] ZET] L0
ZA LT T b 300 sec
LLDP e w75,
debug L~La 7] OFF
information L~/ 1 7' H7) ON
SYSLOG
error L'~yLe 7 H ) ON
SYSLOG #—r3— 2L
LAN R— k 7 7 4L b VLAN(vlan1)(ZFlT J&
VLAN & & — pon
IGMP AX—E 7 5%
MLD AX—E 7 A
TELNET ¥ —/3— K1k EET 5 (F— b 23)
TELNET #— —7 7 & % jm“f@n“\x NNBDT 7B 2%
#F Al
TFTP #—/3—fRAE B Lo
HTTP H—/N—iRTE BET 5 (E— - 80)
T 7 A

EET (R — b 443)

HTTP/HTTPS H—/"—7 7 & A

TRTOERARNMDEDT VA%
AT,

SNMP H—/3—JKhE

EHETH(R— bk 161)

SNMP #—/"—7 7 & X

TRTORA DD T VA%
FFAl,

MAC 7 KL & H#)58 A5
S R N A P/A

LZX/f‘y%‘/y\‘ MAC?]\I/XQEJ%EII v 300 sec

REfH

BE L — TR GE

MRU 1,522 Byte
BT o R BPDU /S & )L — H%h

EAP /%A A JL— F%h
DNS 7 547 v k BE Gk
N7 1y 7 il ;

7 v —#l{# (IEEE 802.3x) JE 22
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¢« LAN KR— FHENLOTFT 7 5L Fi%iE

RESH REEHE 7 4V NREE
W@ E— FRE auto
7 aA/A R L— b EHERHE %0

— AN— ~ O 7L
EEE LN
Port Mode Access
FTJ& VLAN ID 1 (default VLAN)
L2MS R

L2MS L2MS 7 4 V& — )
non-L2MS 7 A /L 4 — M2

L2 A v F T M — TR B
QoS FF A FE—F CoS

AP [ 7 v —#l{# (IEEE 802.3x) JE 22
2~ — Ll M)
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B4

PRST « IE R RE

4.1 XA J— R

411 BL Z2—F—DRRAT— ROBRE

EEN
password password
no password

[/XF A—&—]
password ML —F—pua A RAT— R
AP TBLO" &L | & 2L > AT AR EATLEB2 LFUN)

(IR E]

no password

[AS1E— ]

rsa—)varyJ 41— g F— R

(@]

AP =L LTI T HEODNAT— RERET D,

no X TFEAT LI AR, A —F—Du s A AT — ROREZHIRT 5,
[/— ]

password-encryption 2~ > R|Z L7 o T AL S NI/ XA T — ROBE, 227 ¢ 7 Tl "password 8
password" DX TR RIND,

=P —Fawr RIANoar 74 VJRETHEE, ZOERXTANTEZ LITTERN,
B&l]
A2 —P—pnr J A XA T — R E LT userl234 ZRET D,

SWX2210 (config) #password userl234
L —Y =D A L RAT — REYIERT 5,

SWX2210 (config) #no password

412 BHHZF AT — RORE

E&

enable password password
[T A—F—]
password D EEHE AR — R
ARG FRLO L L &2 L > LEATF LR ML G2 LFLUN)

(AR E

enable password admin

[AJ1E— ]

Ja—x)ars 74—y g — R

B

FiHE EXEC & — R~BATT 70O OEIH RAT — RERET D,
T 74N MR AT— R TH D admin ICEHETHZ LT TER0,
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[/— 1]

password-encryption 1~ > R|Z L7 o> T AL ST /RAT — ROYE, 227 ¢ 77 L Tld"enable password 8
password" DIEATEREIND,

a—P—[Fav NI nbar 74 FRETDHEE, ZOBXTANT LI LIETERY,

EEIREC, BEESAT — FABRE SN TORWEEIE, JIMEE ST — F(admin) HEIIICHEET 5,

[ E B

BHEANAT — RE LT adminl234 3 ET D,

SWX2210 (config) #enable password adminl234

413 2T — ROREEAL
(=]

password-encryption switch

no password-encryption

[R5 A—&—]
switch D RNRU— REREELT 20 E D
RIEME k]
enable [ERCE
disable [ERSE (AP
[WIEIRRE]
password-encryption disable
[AFTE—F]
ra—s\)var 74— a R
(@]

INAT — ROB AL Z G T 5,

HhZ9 % &, password 2~ K. enable paassword =~ K, username 2~ . R CAS L7z AU—FK%& =
7 4 TR TIERE SA L SN B TIRITET 5,

no LA TIAT L7 1E. AV — RO Stz )k L, password =~ > . enable paassword =~ > I,
username CA S L= RAT— K&, a7 4 VHCIEXOF FHGFT 5,

[/ — 1]

INAT — ROWEEALZ B2 O ANCEE LI2GE1E, BRCREFHAD/NSAT — R b E5b sz B
EHEINDD, ARPLEMHIZER LISGEE, BRICE Sk Tnd ar 7 4 ZHORZAT — REFEUTTR S
f£b\o

B!

NAY— RO 5z AT %,

SWX2210 (config) #password-encryption enable
INAT — OB S 2 BNTT D,

SWX2210 (config) #no password-encryption

42 22— —THh v NVEHE

421 2 —YF—DRE
[EX]

username username [privilege privilege] password password

no username username
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[F—Y—F]
privilege =Y —DHERERET S
password D a—YP—D AU — RERET D
[T A—=F—]
username D a——4
A B T(32 SCTFLAN)
privilege D KRR AT B D G
B EME B!
FFHE EXEC E— RBATIRFIC N AT — RD A
on TIDKD 780
Administrator ¥E[E T WebGUI (27 7 & AT
x5
FiME EXEC & — FBATRFICSAT — RO A
off RO END
Guest HEFR T WebGUIL IZT 7 B A T& 5
password D a—Y—ou A RAT— R
PAFETRBIOR L& | L 2L > LEATERLS AL EG2 LTLN)
[FIH13% 2]
L
[AFTE— ]
Jga—)aryz 4 b—y g rET—NR
[FREA]

=P —fEFRERET D,

2P HFRITR K T3 ETHETE S, 7272 L, privilege off O — % — [Tk K 32 % T, privilege on DL —
P—1T LT 1 FBEL 2D,

UTOHFET—F =4 L LTERETE R,

lp, adm, bin, ftp, gdm, man, rpc, sys, xfs, halt, mail, news, nscd, sync, uucp, root, games, daemon, gopher, nobody, ftpuser,
mtsuser, rpcuser, mailnull, operator, shutdown

F 7 H N MR T — R Th A admin 1Z/SAT— RE LTHEHATE 220,
[/ —H]

password-encryption =~ > RFRE SN TWZE, NAT— NI Bk &2 7 4 7 ECTld"username
username 8 password password"DTE TERRIND,

=P —Fav s RIAL o nbar7 4 VRETHEE, ZOBXTANTDH I LIXTER,

RLENIEIZ, privilege on D —H—73 1 DHFHE SN TV R WIEAIT, #IH% B = — 3 —(admin/admin) & B 195,
BEIRFIZ, NAT— FBARE SN TRV —F—F, 2—F—4 LR UXFHESRAT — FICABRET 5.
[F% 5]

2 —— user1234 2R ET D,

SWX2210 (config) #username userl234 password user pass

¥t 25 L7z — Y — user1234 3% ET 5,
SWX2210 (config) #username userl234 privilege on password user pass

422 u VA v a—P—EROER
BN

show users
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[AFTE— F]
JEHEHE EXEC &— R, ¥# EXEC E— R
[@iA]
B7A RO —F—fRERTT 2,
LFOmEARER SRS,
£l B
0 JATFREFRTNTD,
Type vty N I3 VTY K— K
http N |X WebGUI
Own L DEREAE— kDIFIC * 25T 5,
User BT RS
Status a A REEARRT D, 22— —0MFHTOHEE.
Login #3/~7 %,
Login time A R ERRT D,
[RXEH]

a—P—Dn s A AMAERERTT D,

SWX2210>show users

Type Own User Status Login time
vty 0 * operator sl Login 00:12:59
vty 1 abcdefghijklmnopgrstuvwxyzabcdef Login 00:00:50
vty 2 = Login 00:00:21
vty 3 = = =

http 0 user 1234 Login 01:12:25
http 1 guest gl Login 00:43:21
http 2 = Login 00:18:04
http 3 - - -

SWX2210>

43 a7 4 T OEH

4315 =T a7 4 7 ORAE
[EFH]
copy running-config startup-config
[AJ3E— K]
FiHE EXEC E— R
[
BIEBEMTORET =07 ar 74 N ERBOREA L — T v ar7 4 7) L LTRFET 2,
[/— "}
Frmr T ar T 4 FORIFEIT write 22 RTHITH T LN TEX B,
[EEH]
Tr=r T arz a4 VERET D,

SWX2210#copy running-config startup-config
Building configuration...

[OK]

SWX2210#

4325 = ar7 4 SOBRTE
(&R

write
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[AS1E—F]
FHEEXECE— K, ZJu—\rary747v—ya s — R flillaryr74 71—y a3 —R
[FFA]
BUEEAPORE(T v =7 a7 4 NERBROREARY — T v 7ar7 4 7)) & LTRET .
[/—}]
T =7 a7 0 7 ORIFEIE copy running-config startup-config =~ R THITH Z LN TX 5,
[BREH]
TFrv=vrarg 4 SERGET D,
SWX2210#write
Building configuration...
[OK]
SWX22104#
4337 =7 a7 4 7 DERR
EN
show running-config [section]
[/3T A —F—]
section L EBRTDHREIVa v
REME B
interface A H—T = — A
switch vlan VLAN B
[AS1E—F]
Kt EXEC E— F, Zu—var 74/ L—yvarE—FR, @jlar74 71—y arE—FR
[FLFA]

RAEERTORE(T =T ar7 o NeEFRRT D,
section {EEBMIFIT X TOREELF T D,

(B EH]
FGom T arg 4 FEFRRT D,

SWX2210#show running-config
|

dns-client enable
|

loop-detect enable
E..
http-server enable

http-server secure enable
|

telnet-server enable
|
end

SWX2210#

434 A Z— T o FaL T 4 T DRR

EEN

show startup-config
[AJIE— F]
F¢HE EXEC E— R
B

BRI T 2R ER Y — NT v T ar 7 4 NeERRTH.
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[ EH]
WEREEDO A — T v Far 7 4 VB FRT D,

SWX2210#show startup-config
|

! Last Modified: 00:00:00 JST Thu Nov 01 2018
|

dns-client enable
|

loop-detect enable
i..
http-server enable

http-server secure enable
|

telnet-server enable
|

end

SWX22104#

435 AP — T v T a7 4 FTDiEE
[ER]
erase startup-config
[AJIE— R
et EXEC B— N
B
RENECH T ARERE— N T v a7 4 ) FHUHBET IR A ET 5,
[ E R
AR — K NTwFar7 s T EET 5,

SWX2210#erase startup-config
erasing... [OK]
SWX2210#

4.4 EEEFHROEH

4.4.1 EBEROF R
B

show boot [num]

show boot all
show boot list

[F—T—F]
all L RBERORIEZ BT S fhE TERTRT S
list D EBIEROBEAREKTS HECHERTT S
[T A =5 —]
num o <0-4>
HE LIl B ORIEE BT 5 (HISIFL, 0 BEUD ORI EZRT2)
[AS1E— ]
FEHFHE EXEC E— I, 4§ EXEC £— N
[EA]
EENEHRERRT D,
[/—}]

cold start =~ > K, clear bootlist =~ RZFE(TT 1 L. ZOEEIIZ VTIN5,
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[ EH]

BUEDEBEREZFRT D,

SWX2210>show boot

Running EXEC: SWX2210-8G Rev.1.02.13
Previous EXEC: SWX2210-8G Rev.1.02.13
Restart by reload command

EBERED — A2 R RT 5,
SWX2210>show boot list
No. Date Time Info

(Tue Oct 24 16:14:00 2023)
(Tue Oct 24 16:14:00 2023)

0 2018/09/15 09:50:29 Restart by reload command

1 2018/09/14 20:24:40 Power-on boot

4.4.2 BENERD I VT

[EX]

clear boot list
[AJIE—F]
F#HE EXEC £— R
[FiA]
EENE WO B 2 BB 5,
[E 5]
HEERZ 7 VT35,
SWX2210#clear boot list

4.5 EXRFEHREFR

4.5.1 " EHROFTR

(&=

show inventory
[AJ1E— F]
FERFHE EXEC &— R, $§#E EXEC ©— K
[FiHA]
ARORFHERRT D,
LITOHEBBRERRSND,

HH

1]

AL

NAME

2R

DESCR

RS

Vendor

N H =4

PID

a7 ~ID

VID

N— g 1D, EHHOEZEIT0

SN

T NEE

[BE B
L E £ D,

SWX2210>show inventory
NAME: L2 switch

DESCR: SWX2210-8G
Vendor: Yamaha

PID: SWX2210-8G

VID: 0000

SN: S00000000
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SWX2210>
4.5.2 BEIEROET
[EX]
show environment
[AJTE— K]
JEHFHE EXEC &— R, F##E EXEC — K
(R EA]
AT LOBEMNEHRERRT D,
UToEENRRREIND,

I A U = IV

e Jy—AUuxTIEYVg
. VUTNES

c MACT7 FL A

« CPU %

o AE VAR

o EBEEEZ

o BUERFZ

o EEID D OFRRIEIREE

[BE B
BEEmERTT D,

SWX2210>show environment
SWX2210-8G BootROM Ver.1.01

SWX2210-8G Rev.1.02.13 (Tue Oct 24 16:14:00 2023)

main=SWX2210-8G ver=00 serial=S00000000 MAC-Address=aad44.£200.0000

CPU: 26% (5sec) 21% (1min)

SWX2210>

4.53 EfFY R— MEBROER

21% (5min)
Boot time: 2018/01/01 11:13:44 +09:00
Current time: 2018/01/02 16:19:43 +09:00
Elapsed time from boot: ldays 05:06:04

used

EE=Y

show tech-support
[AS1E— R]
Rt EXEC £— R
[RLBA]

B AR— MR T a~y RETHEREZ R RT 5,

* show running-config

* show environment

» show inventory

» show boot all

» show logging

» show users

» show interface

» show frame-counter

* show vlan brief

» show loop-detect

» show mac-address-table
* show I2ms

» show qos queue-counters
» show ip igmp snooping groups
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» show ip igmp snooping interface
* show ipv6 mld snooping groups
» show ipv6 mld snooping interface

B!
Hffr R — MMEHZ ZRT 5,

SWX2210#show tech-support
#
# Information for Yamaha Technical Support

#

*** show running-config ***
|

dns-client enable
|

#
# End of Information for Yamaha Technical Support

#

SWX2210#

4.6 R EE

4.6.1 B D FEHERE

[EFX]
clock set time month day year
[73F A =4 —]
time : hh:mm:ss
53]
month : <1-12> F£721% Jan, Feb, Mar, ..., Dec
A E71x A4
day : <1-31>
H
year C o AR(VETE 4 #7)
[AJ1E— F]
FiHE EXEC £— R
B
VAT LRI ERET D,
Bl

i) % 2018 4= 11 A 1 H 0FE 0 43 0 PICERET %,
SWX2210#clock set 00:00:00 Nov 1 2018

4.62 ZA LS — 2 DHRE

[EX]
clock timezone zone
clock timezone offset
no clock timezone

[NT A —=F—]
zone : UTC, JST



a2 KU 77 LA | RSF - EAEEE | 29

FRHERFRR 2T SN TN D L EICERREND F A LY — 2 DA

offset : -12:00, -11:00, ..., -1:00, +1:00, ..., +13:00
UTC 75 D% A7)

(AR E

clock timezone UTC

[AJIE— F]

rua—)arz 4 L—va rE R

B

BA LS =V EHRET D,

no JEATHEITT D &, UTC T/ 5,

[BEH]

HA LY =& ISTICRET D,

SWX2210 (config) #clock timezone JST
B A N — % UTCH9 RIS E T 5,
SWX2210 (config) #clock timezone +9:00

4.6.3 BEERZI DRAR
E
show clock
[AFTE—F]
FEFFHE EXEC E— N, 7t EXEC E— K
[FHA]
BUEDOREZ, A B A RTT D,
[BXE 5]
BIEDORZ 2 KT 5,

SWX2210>show clock
00:00:00 JST Thu Nov 1 2018

4.6.4 NTP ——DHRE

[EX]
ntpdate server ipv4 ipv4_addr

ntpdate server ipv6 ipv6_addr
ntpdate server name fgdn

no ntpdate server [ipv4 ipv4_addr]
no ntpdate server [ipv6 ipv6 addr]
no ntpdate server [name fgdn]

[FF—U—F]

ipv4 : NTP #—_—% IPv4 7 RLATIRET 5
ipv6 © NTP %—_—%1Pv6 7 KL ATHRET D
name : NTP %— "—%KA NG THET D
[/%F A—&—]

ipv4_addr © NTP #—/"—D IPv4 7 KL &
ipv6_addr : NTP #—_R—D IPv6 7 KL &

IPv6 U v/ m—HVT RLRAEZEET H581F, SFHA V¥ —7 = —AbEETLLERH
% (fe80::X%vlanN DJEZF)
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fqdn : NTP #—_—0DKA M4

[ E]

L

[ASTE— F]

Ja—\)arz 4l Lr—g s — R

[FRAA]

NTP H—/3—D7T R U A F IR A M EBET D,

AKa< RIIERT2OETRETE 5,

no B CEIT LG EIE, BE LERELHIRT 5,

no JER TR T A =2 —% B LI=ZHE. T XTORELXHIKRT S,

NTP $—/3—% 2 O E LI IREE CREAIRIE 21T - 72355 . show ntpdate =~ > F THE/R X415 NTP server 1, NTP
server 2 DJEFR CTHWEDLEEIT I,

NTP server 2 ~D WAL, NTPserver 1 & ORENCRK LG O T A,

[/—HI]
Rev.1.02.03 PABETIE, no BT/ T A =& — 257 L TIEBNIERE Z HIBR 7T HE,
[

NTP $—/3—(Z2 192.168.1.1 = ET 5,

SWX2210 (config) #ntpdate server ipv4 192.168.1.1
NTP #—/3—|Z fe80::2a0:deff:fe11:2233%vlanl Z & ET D,

SWX2210 (config) #ntpdate server ipvo fe80::2a0:deff:fell:2233%vlanl
NTP #—/3—{Z ntp.example.com % & ET 5,

SWX2210 (config) #ntpdate server name ntp.example.com

4.6.5 NTP — _—Z X 52 RHA 3 v NEH)

[EF2

ntpdate oneshot
[ASTE— ]
¥t EXEC E— I
[@iHH]

Bk S TUWD NTP — =0 5 EAEF RO BG4 5,
Ao~ RIEATRAIC 1 ERETT 9,

[BXEH]

NTP Y — =5 RELIE A2 S35,

SWX2210#ntpdate oneshot

4.6.6 NTP V— 3—|Z X 5 B R H (B A Bk E)
[EFR]

ntpdate interval interval-time

no ntpdate interval
ST A—F —]
interval-time 1 <0-24>

BEZ & O DA, 0 WP 2 457E LI, A 217o 720
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(AR E]
ntpdate interval 0
[AJ1E— ]
Ja—N)naryz 4L — g T — R
B
IR S TN D NTP = 3= b RIS K2 2 S  2 i@ 2 1 R HAL TROET 5.
no LA THEITT 5 &, PIHIREICKE D,
Ko< FIATHE, BUEICREZ OB 2170 LI, &€ LA TER 2179,
[ 2B
RZI DRI WG D% 2 KB & 12179,

SWX2210 (config) #ntpdate interval 2
RN D E AT 21T L 22T 5,

SWX2210 (config) #ntpdate interval 0

4.6.7 NTP #—— |2 X 2 A FRIHREFROEKT
[ER]
show ntpdate
[ASTE— R
FEHFHE EXEC £— N, %t EXEC E— I
B
NTP $— =2 L2 RFZI RSN AT 2R EFME LT T D,
[BREBH]
AR E WA £orn T 5, XEHEW 1 R o5 A

SWX2210#show ntpdate

NTP Server 1 : ntp.nict.jp

NTP Server 2 : none

adjust time : Thu Nov 1 09:00:00 2018 + interval 1 hour

sync server : ntp.nict.jp

WP RIE E T i a 2T 5. XEAMEHT 2 LOSE

SWX2210#show ntpdate

NTP Server 1 : ntp.nict.jp

NTP Server 2 : none

adjust time : Thu Nov 1 09:00:00 2018
sync server : ntp.nict.jp

4.7 SRR E
471VTY R— FDOEREB I NI A EF— F(VTY &— b)~DBLT
B

line vty portl [port2]
no line vty portl [port2]

S5 A—F
portl 1 <0-3>

VIY R— &5
port2 ;o <0-3>

FAPHIR EREO R VTY R— hE =
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[ E]
no line vty 0 3
[AF1E—F]
AR D PR A E LS
[FiHA]
FEE L VIY B— R EC LE0b . VIY B— hOBEEITI DD T A v E— RICBITT 5.
no JERCEFT LTAIE. TRTOVTY F— F 457 40 R EICRET,

port2 ZHEE L2411, SFAEE L 729 port]l 26 port2 ETOTXTOVIY R— b E2fELLZ LT/ D, port2
X portl UL EOFZIZ LT IE RS20,

[/ —}]
TELNET 7 7 A 7 > s Oic RIARHEGEIL. %72 VIY &A— » OEIIRIET D,

Ra<w REFEITTDHETAUE—RIIBITT LT TR, VIYFA— FORED EEXIND, BI2X, line vty
12373258, VYTAR— K #1 OHFHT/RY ., D VIY R— NI /25,

TAVE—RNPb I n—rbar7 4 7 b—a rE— NORD T exit 2~ 2 FEMA L, F# EXEC E— R
KA Zend 2~ REfHT 5,

[ EH
VTIY A— M #0 ZHNZLT=DL, T4 28— NIIBITT %,

SWX2210 (config)#line vty 0
SWX2210 (config-1line) #

4720 RKa A A LT U NREB DR E
(&=

exec-timeout min [sec]

no exec-timeout

ST A—F—]
min : <0-35791>
B4 BT Y MR
sec 1 <0-2147483>
ZA LT 7 MEEED)
(AR E
exec-timeout 10
[AJ1E— F]
TAE—F
B

VTY THF— AR WIGEIZABICr 77 ¥ b5 F TORMEZRET D,

sec ZAEME LT EIX, 0 BRIEIND, min, sec & HIZ0IERE LIEGAIR. BEICE 77 7k Lawy,
no JEITIFAT LGB I3 IIER EIZ R D,

[/—}]
Ao~ RE
[ E 5]

VTY R— N #0 DX A L7 7 bR & 5 IR ET Do

=N

2. Wow 7 A UEEINBRRENEH S D,

SWX2210 (config)#line vty O
SWX2210 (config-line) #exec—-timeout 5 0
SWX2210 (config-1line) #
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4I3EHALTVAERIR—UhEY OFERITEROEE
[

terminal length /ine

terminal no length

[T A—F—]
line ;o <0-512>
AR 1 =T H 7 ORTITH
[AF1E—F]
FEHFHE EXEC E— N, F#tE EXEC E— I
B

FERHLTWDEGR 1 X—=VHT2 Y ORFTREELT D,

line |2 0 Z5E L72hH. ~— VR TERZ —fs1k L,

terminal no length =~ > FZ 1T L7255 13, RITEDPVIHERED 2417872 %,

[/—}]

Kawr NiE, F7ik. HEBICEERRBEN DS,

service terminal-length =~ > FOFREL Y, Ka~r ROFETHEROFBEL L CEM I b,
[BEH]

FEHLTWDEGR 1 X—=YH 72D OERTFITEZ 100 TICEET 5,

SWX2210>terminal length 100
SWX2210>

474 MR 1 R—T T2 0 OFRRITEORE
[

service terminal-length /ine

no service terminal-length

ST A—5—]
line : <0-512>
AR 1 =T H T2 OFRFITH
(AR E
no service terminal-length
[AS1E—F]
Jua—nm"narz4 s b—varE—F
B

WA 1 _X—=T BT ) ORRITHERET D,

line % 0 |2 E LT2H, N—VHL TR REZ —RHEIE L7V,

no I THEAT LI E IR, AIIRRED 24178725,

[/— 1]

Kavxr RREH, kOoa 7 A ARENLRENPEHN SN D,

terminal length =~ > R23ZEAT I 7254, terminal length =~ > ROSEITRERO ST N B L CEA S D,
[ E B

AR 1 N—=TH T2 OFTFTEZ 100 TISRET D,

SWX2210 (config) #service terminal-length 100
SWX2210 (config) #
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4.8 SYSLOG

4.8.1 1 7 OB@AFE(SYSLOG P — —)DRE

&)
logging host /o5t
no logging host
[73T A =4 —]
host : AB.CD
SYSLOG H—/3—®D IPv4 7 K LA
X: XXX
SYSLOG #—/3—®dD IPv6 7 K LV A
IPv6 U > 7 m—H VT RLUAZEET HHAF, BsHA v 7 =7 == A EETOLEDR D
% (fe80::X%vlanN D)
(R E]
no logging host
[AJIE— K]
rua—s\varz 47 b—va e — R
[FiAA]

07 O TS SYSLOG h— =D 1P 7 RV AEZHET 5,
R M) —8iF2 ThH 5D,

no JEATIAT L7 A I3 EIZ R D . AT T DR,

[ EH]

SYSLOG H—_"—D IPv4 7 KL A% 192.168.100.1 ICZ&ET 5.

SWX2210 (config) #logging host 192.168.100.1
SYSLOG H—3—®D IPv6 7 K L A%, fe80::2a0:deff:fel11:2233 IZFZET D,

SWX2210 (config) #logging host fe80::2a0:deff:fell:2233%vlanl

482 0 DB T +—~ v PORE

[EFX]

logging format rype
no logging format

[/3F A —&—]
type D omT DT F—~ >y MNER
BEE LA

Ny B (A DA T RA N
BORNVA 7 A —~< v k

legacy

[FIEAER E]

no logging format

[ASE— K]

Ja—naryr7 4l —y g F— R

[FHA]

SYSLOG H—/"—~EHTEA v =T DT —~< >y NEEET D,

no JEXCTHEAT L7235 E1E SYSLOG A v E—T I~y X —H (XA LAX T KAL) BEDD,
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[ EH]
SYSLOG A vE—Y D7 p—<v b~y X —72 LIZRET D,

SWX2210 (config) #logging format legacy

4.8.3 1 7 DH I L)L (debug) DR E

E&y
logging trap debug
no logging trap debug

[FIHIEXE]

no logging trap debug

[ASE— ]

Ja—)ars7 47— g F— R

[RLBA]

debug L~ LD w7 % SYSLOG IZH /1T %, no B THEAIT LIGAIZH I LR,
debug LIV EHINZTH EREOR I NHIIENDT20, LEBRIGAEDOHZEMNT 5,
logging host =1~ > N C SYSYLOG ¥ —/"\—|ZI#HT 256, A A MIZIZ 077 0 27 sz itk L T 2 &
DEFE LV, T 74/ MREXHI LAV,

[F% 2 5]

debug L~)L D 7 % SYSLOG (ZH /19 %,

SWX2210 (config) #logging trap debug

4.8.4 1 7 OH S L)L (informational) D 5% &
[EFX]

logging trap informational
no logging trap informational

(R E]

logging trap informational

[AJTE— ]

srua—arsz 4 S —va R

[FHA]

informational L)L ® w1 7 % SYSLOG (ZHi /19 %,

no B CTHEAT L= E 13 H ) L7euy,

[/ — 1]

logging stdout info =~ N CVTY ICH N SEDHZ ENAETH 5,
[ EH]

informational L ~/L® v 7 % SYSLOG (ZH 195,

SWX2210 (config) #logging trap informational

4.8.5 1 Z OH I L~ (error) DR E
[ER]

logging trap error

no logging trap error
(AR E]

logging trap error
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[ASTE— K]
Ja—x\)aryz 41—y g T — R
[FRHA]
error L'~L O a7 % SYSLOG (2 /14 5,
no B TEIT LA I L2y,
[RXEH]
error L'~yLd 1 7 % SYSLOG (ZH 1T 5,

SWX2210 (config) #logging trap error

4.8.6 @ 7D TELNET 22> Y — )VH R E

[EFX
logging stdout info
no logging stdout info

[F1H13R 2]

no logging stdout info

[AFTE— F]

ryua—Saryz 4L —varE—R

[RREA]

informational L ~/L'¢> SYSLOG % TELNET =2 > Y —/LIZH /14 5,
no FERCHEAIT LI=HAIEH I LAV,

[ EH]

informational L' ~</L-® SYSLOG % TELNET = > Y —/VIZH 17T 5,

SWX2210 (config) #logging stdout info

4870 DNy I T S

[ER]
save logging
[AF1E— K]
FEFFHE EXEC £ — R, R EXEC E— K
[FiHA)
RAM ki Sz a7 % 47T Flash ROM (ZfR_17FT 5,
1 7 OEEIT RAM ETiTbi, EHIMICEETFlashROM (23 7 7 v 7 L TCWHR, Aa~wr Ricky, FH)
TN I T T THIENTED,
[ EH]
070Ny 7T T EITD,

SWX2210#save logging

4.8.8 1 7 OYIKE

[ER

clear logging
[AJIE— F]
FiHE EXEC £— N
[@iHA]
17 2 HIbRT %,
(BB
n 7z HIBRT %,
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SWX2210#clear logging

4.8.9 1 7 DHHR

[EX]
show logging [reverse]
[F—U— K]
reverse L vl EWIEICERT D
[AJ1E— F]
HHrHE EXEC £ — F, FrbE EXEC £— F
[REBA]
AR OEERILAFLER LTcn 72 RRT 5, BEIIBERZO T WL O bu ZFZIRICEKRT 503, reverse 235
E SN HEITHINEIZER R T 5,
7 7 O KRRFHFEUE 1,500 - TH D, RRBEBZ 28HA 10T, BAERLOE WSO LEEI TV, Ik
PlEow 727 FT 55451212, logging host ==~ > F\“CCI 7 ’a_” SYSLOG H—/3—(Z#5k L C, R A MAICERFET D
MR B D,
H19 %8 7O L~ULi logging trap =~ > R THEFRETH 5,
[/ =}

o 7 OERITRAM T, EHAIICHEI TFlashROM IC RNy 7 7 v 7L TW5, BIRAGA LRy 77 v
ST a ZIIRFEEINRVDOT, vV 2 RFELIEWGSIXTFEI TNy 7 7 v 7T 50 ERD D,

reload 2~ FRRT7 77— AT =z T DONXR—=Ta U7 v Sl 5BEEZIT728A8F,. e 72 RFEL TS
[BX EH]
a7 ERRT D,

SWX2210#show logging

4.9 SNMP

4.9.1 SNMP BHI R v & —VDEFELEF R FORE
(&

snmp-server host iost_address type version version community

snmp-server host rost_address type version version seclevel user

no snmp-server host rost_address

no snmp-server host rost_address type version version community
no snmp-server host sost_address type version version seclevel user

[/XT A —F—]
host_address DA =T DBRELIPVE £721XIPV6 T R LR
IPv6 ) > 7t —NT RUAZIRET 2HEI1E, &diA v =7 =2 —AbRET LLERH
5 (fe80::X%vlanN D)
type OREA Y
REME B
trans WHIA Y —V% Ty TN E MRS 72
P L) TRET S
BHIA v E— % inform U 7 = A MEX (G
informs BWeRH V)Y TEET D, version H32c'E 72
33D LEDHIFETE D

version . SNMP N—T g v
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REE Bk
1 SNMPv1 % {#
2¢ SNMPv2c % fifi F
3 SNMPv3 % {i#
community oA a=T 0 —4((32 LFELN)
seclevel DOEEA =V ORGRIBW TSRO N EF 2 T 4 — L
version IN3'D L X DIHIEETE 5,
BREME B!
priv FRRESH D - 5 & U (authPriv)
user D a—P—4 (32 JLFLN)
version IN3'D & X DIHIEETE 5
[#1313% €]
L
[AJTE— K]
Ja—)aryz 4 l—yarEw—NR
B

SNMP iBH1I A v B — DERELEBRET 5,

R P —%iX8 TH D,

no B CTEAT LI A1, BERELFA NOREEZHIBRT 5,

[/—}]

IPv6 V7 a—hN7 FLATRELTWDAEA, F—7 FLRAICR LERLZEHA VX —T7 2 —ABHE LR
EZBNT5HE, TRLRALEEHA LV Z—T 2—ADOMABEDLERET INTZ LR L., HWHAEDLEDOREDN
a“f\fﬁwﬂfémé@ﬂi%a“é Lo BlZIE, "fe80:10%vlanl" ZHEE LI ENEE D 2IHEIZ. Hizic
"fe80::10%vlan2" DX E & BINT 25 & "fe80::10%vlanl" DOF%EIT T X THIFR S L, BN L 72 "fe80::10%vlan2" D%
E@#ﬁiﬁj‘%é:kc:foﬁéo

Bl
SNMPvl ZfEH L. ~7 v 7 OFEH%E 192.168.100.11 IZE&ET H, b7 v 7D a I 2 =7 1 —4 % snmptrapname
WZHET D,

SWX2210 (config) #snmp-server host 192.168.100.11 traps version 1 snmptrapname

SNMPv2c Zfi L. @A v —DOEENE 192.168.100.12 IZERET D, WENZ A 7 % informs. WEED =
=7 4 —4% % snmpinformsname (ZFEET 5,

SWX2210 (config) #snmp-server host 192.168.100.12 informs version 2c snmpinformsname

SNMPv3 Z i L, B A v E—Y OEEE 192.168.10.13 [CRET D, WYX A 7 % traps, L — ¥ —4 % adminl
\ZFEET D,

SWX2210 (config) #snmp-server host 192.168.10.13 traps version 3 priv adminl
492 EETHBHA v B —VF A TORE
[ER]

snmp-server enable trap all

snmp-server enable trap trap_type [trap_type]
no snmp-server enable trap all
no snmp-server enable trap trap type [trap type]
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[F—T—F]

all CIRTO Ty TR A ENCT D

[PXT A =& —]

trap_type NIy 7O

REME B

coldstart IR OFF/ON, 7 7 — LAY =7 B
warmstart reload =~ > R FETHF
linkdown IS/ Vg
linkup Vo7 v 7k
authentication FORIE R FBURE
loopdetect Jb— 7Kg AR R

(AR E

no snmp-server enable trap

[AFIE—F]

Ja—\)arz 4 —y g rE'—NR

B

EIETDH NI v TOmmy A T E2EBET D,

no I THFEAT LI AR, FELLL M T vy 7T@me A 72 BT 5,

[BX EH]
coldstart b7 v 7 HH T 5,

SWX2210 (config) #snmp-server enable trap coldstart
TRTO T v T E BT D,

SWX2210 (config) #no snmp-server enable trap all

493 AT AU E T FOBRE

[EX
snmp-server contact contact
no snmp-server contact

[/3T7 A —5F—]

contact VAT ATIUH T NE LTRET B4 FRQS55 LTFLAN)

(R

no snmp-server contact

[AFTE— K]
rua—\)arr 4 S —va E— R
[FAA]

MIB % %% sysContact % i ET D,

sysContact IX XA, FHEEOLRICEKILLZTLAL TEB LM TH D,

no JEATIHAT L7 A1, REZHIRT 5,
[ EH]
VAT har By sk swx2210admin@sample.com (ZFXET D,

SWX2210 (config) #snmp-server contact swx22l0admin@sample.com
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[EFX]

snmp-server location /ocation
no snmp-server location

[23F A —%—]
location VAT Au—va b LTS D455 SUFELIN)

[WIHARRE ]

no snmp-server location

[AS1E—F]

sua—\)arz 4l —yarsE'w— R

[BLAA]

MIB Z#%% sysLocation % 5% €T 5,

sysLocation (Z—fXAYIZ, HRORERTETLAL TBLERTH D,
no JEATHEAT LI BIE. REZHIFRT 5,

[BREH]

VAT Anlr— 3 % MainOffice-1F (23 ET 5,

SWX2210 (config) #snmp-server location MainOffice-1F

495SNMP 2 I =2 =F 4 —DHRE

[EFX]

snmp-server community community ro_rw

no snmp-server community community

[NTA—=F—]

community oA a=T 4 —432 UFL)

ro_rw T RFIR

REME B

1o e LR
™w HXIAHLTRE

[ E]

L

[AJTE— F]

rua—arz 4 S L—va sE—R

[BHA)

SNMP 22X 2 =7 4 —Z&ET D,
BkCEbala=7T4—ORKET 16 THD,

no B TIAT LG A, HBEaI2=7 1 —%HIBRT 2,
[ EH]

AN LBEHDOa I 2 =7 1 —4 public ZRET 5,

SWX2210 (config) #snmp-server community public ro

public @ 2 = =7 ¢ —ZHIBRT D,

SWX2210 (config) #no snmp-server community public
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E

R

4.9.6 SNMP =.—H¥—D
EEy

snmp-server user user group auth auth auth_path priv priv priv_path

no snmp-server user user

[F—VU—F]
auth N nET/[/ﬂ ) X‘Aé’gmr'_’?é
priv COREERAET LY RAEBRET D
[T A—F—]
user D a——4
PG TFB IO &\ &2 ZBREATLE(R2 FUWN)
group T N—T4
BREME B!
WIZHGE - W5k &2 7V, 2 TOMIB B =
admin — T D FE XA - TeAH LA FRER 7L
%7"
est WIZFERE « B 5L Z4TV, £ TOMIB E =
s AT BB AR ATHE A 7
auth FEET LY XA
BRE(E B
sha HMAC-SHA-96
auth_pass PORE/SA T — R
PAFETFIB LU &\ &2 ZRFEATSQ® CFLL B, 32 SCFLAN)
priv S (2= B2\
REME B!
aes AES128-CFB
priv_pass e/ A T — R
PAFETIB LU L\ &2 ZERFEATE S CFLL L 32 ICFAN)
[WIERRE]
L
[AJ1E— K]

sa—\)varZ g S L—varyE'—FR

(B
SR RET B,

RKa<r RO NV—741%

UXLENRAT— REHRET D,

1QW/§’0)NLE£E&H

FIXE I TN D,

admin b L <% guest D EH LA FEETE BENED

‘EMI
IHIH

ALTHEAT LT

ReadWrite HEBR % £#-2 admin 7' /L — 7" D —+4 — & ReadOnly MR % £FD guest 7 /L — 7 D2 —HF —% Z N —>

TORETE D,

AR B b T LT X AB LA T — RNiX

BLLERD D,

no EATa~r FE&FETL

. &t E 725 SNMP < R —

Lald, e ——ORELHIRT 2,

Uy —loa—HP—FEL - HIHET
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[ EH]
ReadWrite #£R 2 Ff>—H— & LT adminl Z1EKT 5, Gk W5k THEMHT 5 /32 U — F(passwd1234) 2 F5 &7
%

SWX2210 (config) #snmp-server user adminl admin auth sha passwdl234 priv aes passwdl234

ReadOnly #E[RZFfo o —H—& LT userl ZAFKT 2, FRAE - K5 TN 25 /32U — R(passwd5678) & f5 /&3
60

SWX2210 (config) #snmp-server user userl guest auth sha passwd5678 priv aes passwd5678

4.9.7 SNMP Y —NN—~T IR TEBRIITAT L FDOIP T KL RFIR
[

snmp-server access permit info [community community)

snmp-server access permit info [user user]
no snmp-server access permit [info [community community]]

no snmp-server access permit [info [user user]]

[F—T—F]
community D ala=T 4 —REETD
user D a—Y—%RETD
[T A —5&—]
info DR LT D RMETT IPVAIPVE T R L ATEHR AR IET D,
REE Bk
AB.CD IPvd 7 R L A(AB.CD)EEET D
XX X:X IPv6 7 R L AX:X:X:X) & 4R ET 5
any FT_XTO IPVA/IPV6 7 RV AEFRET D
community oA a=T 4 —4(32 LFLN)
T RAGMEEAT S A2 =T 41—
A 2=T 4 —DIREEEE LSS, 77 BARHETRTOaIa =7 ¢ —ICH LT
Mz,
user ¢ 2—P—4 (32 CFLN)
TR EEMAT D —Y—
a—YP—DIEZEIE LIS E. 77 BARFETTXTOa2a—F =3 L CEH &2,
(IR E]
7L
[AJ1E— K]
sa—m\)arZ 47—y arE—FR
[FFA]

SNMP H— "= ~DT 7B AEHTHT 74T Mik%Z IPv4/IPv6 7 KL A THIET %,
AKavwy NIERRKRUEETRENFARRTH Y, LICHRESNTZLONEEL TEHHASND,
Ra<wr FERE LGS, B LESMHEmRIZS2WT 72X 3T X THEST 5,
7L, Ravy REREL TV RWESIX, 3XTOT7 78 RAEZFFAT5,

no WA THEAT LG GIE, & LIERELZHIBRT 5,
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no JEFH T community & U < I% user M L7256, & L7 info DT X TOREZHIRT 5,

no JZ T RTHONT A —=F—%HW Liha, T3TD

==

X AE

ZHIBR T %,

IPV4/IPv6 7 RLAREFE INT-BE. TR TORENHIBRENS,

[BE B

SNMP H—/S—=~D7T 7 & A% 192.168.100.024 DEZ A ") DHFFAIT 5,

SWX2210 (config) #snmp-server access 192.168.100.0/24

o

ARA N % 192.168.100.12 D IRIZHIRT 5,

L2 =T A 4public TF 7 & AFREZR AR A R & 192.168.100.0/24 DIAT, 71X 2 =F 1 K'private' CT 2 & A A[HELR

SWX2210 (config) #snmp-server access 192.168.100.0/24 community public
SWX2210 (config) #snmp-server access 192.168.100.12 community private

Z—HF—%'adminl "T7 7 & A AFE/R AR A R & 192.168.100.0/24 DI, —HF—L'userl " TT 7 & A A[HE/R AR A b &

192.168.100.12 ® I IZTHIFR9 5,

SWX2210 (config) #snmp-server access 192.168.100.0/24 user adminl
SWX2210 (config) #snmp-server access 192.168.100.12 user userl

4.9.8 SNMP =2 X = =5 ¢ —DEHRDOFR

[EFX]
show snmp community
[AJ1E— ]
FEREME EXEC £ — N, FiHE EXEC £— F
[@iA]

SNMP =2 X =2 =7 4 —DIEFHRERRT D,
AIa2=T 45, T BRAE-NERRT D,
[ EH]

SNMP = X =2 =7 4 —DIFHRELTT D,

SWX2210#show snmp community
SNMP Community information
Community Name: public

Access: Read-Only
Community Name: private
Access: Read-Write

4.9.9 SNMP 2 —HF —DRENBTDE T

(&
show snmp user
[AJJE—F]
FEHEHE EXEC & — N, ke EXEC £— R
[FiBA]
SNMP = — '~ DRENE & FTT 5.

T2V ID, 2Pt BTSN —T 5, RAESK, WERERRT 5.

(B EH]
SNMP 2 —H—DFHENE & ERT D,

SWX2210#show snmp user
SNMP User information
EngineID: 0x8000049e0300a0deaeb90e

User Name: adminl
Group Name: admin
Auth: sha
Priv: aes
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User Name: userl
Group Name: guest
Auth: sha

Priv: aes

4.10 TELNET ¥ —/\—

4.10.1 TELNET Y — N\—DEBB L OZM R — " EFDOER

[ER]
telnet-server enable [port]
telnet-server disable

no telnet-server

[F—Y— k]
enable : TELNET H——ZFNZT 5
disable : TELNET %——% 2T %
[T A—F—]
port 1 <1-65535>
TELNET $— "—D Y 2= 7 R— h&K (B L7546 1 23)
[WIHIRRE]
telnet-server disable
[AJ1E—F]
rua—)Narz 4 S L—va rE—R
B

TELNET H— R_—%HhT 5, Fi-. VA= TCP F— FEEEEETAHILENTX B,
no FEXCHEAT L72GE 13 E8hic 4 5,

[BXEHI]

U 2= iR— s 5% 1234512 L C TELNET H— "—%#l#h1 5,

SWX2210 (config) #telnet-server enable 12345

4.10.2 TELNET Y — — DR EREBOFER

[EX]

show telnet-server
[AJ1E— K]
¥iHE EXEC £— F
[REA]

TELNET Y — _—OER N E TR T H, LFOHEEBRFREIND,
«  TELNET #— N—#&EE D A 2/ %)

e VA=V I R—DES

+ TELNET %—X—~D7 7t A& HlIRT 57 4 N Z—

[ EH]

TELNET H— _—D R ER M A E T D,
SWX2210#show telnet-server
Service:Enable

Port:23

Access:

deny 192.168.100.5
permit 192.168.100.0/24
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4103 TELNET Y—RX—~T 7R TE57 54T rDOIP 7 KL RHIR

[EX]

telnet-server access action info

no telnet-server access [action info)

[T A—F—]

action

info

(IR RE]
L
[ASTE—F]

T I ALK T 2EMEERRET D

R EE B
deny FEEES"T 5
permit b N S B )
Mtk &+ B E(ETT IPVA/IPVE 7 R L ATEHRERET 5.
REME B
AB.CD IPv4 7 KL A(AB.CD)&ZET S
P TRy b~ A7 FEMbi)ff & D IPvd 7 K
AB.C.DM L A(AB.CDYZHET D
X:X::X:X IPv6 7 R L AX:X:X:X) &2 FRET 5
XX BT Ry b A7 EMbit)fl & D IPve 7 K
XX:XXM VAX XX X)EHRET D
any FRTOD IPVA/IPV6 7 KL AZ4RET D

Ja—x\)ary 74— g E— R

[FiAA]

TELNET %—N—~D7T VB R ZFFA[$T 57 T4 7T > MmK% IPv4/IPve 7 KL A THIRT 5,
Ko<y RidiK8MHFE TCHRENARETHY, LIREIN- OB L CEAIND,

Ka~vr RERELIZSGA.

Bk LT AT ST 7 AT RTHES T 5,

R, Aawy FERELTOARWNEAIE, TTO7 7 ¥ XE7FT 5,

no I CHEIT L7285

Bl FEE LeREZHIERT 5,

o JERTNRNT A —F —%EBK LT-5E. TXTORELHIRT S,
IPv4/IPv6 7 R LU AREE INT-HE, T X TOHRENHIFRIND,

[/— ]

telnet-server enable 23X E SN TWARWES, Ko< N3 L7

[EE B

Uy,

192.168.1.1 & 192.168.10.0/24 O 7" A b5 D TELNET V—/N—~DT 7 ¥ AD LT a4 5,

SWX2210 (config) #telnet-server access permit 192.168.1.1
SWX2210 (config) #telnet-server access permit 192.168.10.0/24

192.168.10.0/24 >t 7' X > =35 D TELNET — "—~D7T 7 ADHE AT 5,

SWX2210 (config) ftelnet-server access deny 192.168.10.0/24
SWX2210 (config) #telnet-server access permit any

4.11 TFTP Y —/"—
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4.11.1 TFTP Y —_—DEHE L O R— FREDEE

[EX]
tftp-server enable [port]
tftp-server disable
no tftp-server

[F—T— K]
enable © TFTP —_—%FT 5
disable : TFTP h—"—Z T 5
[7%F A—&—]
port : <1-65535>
TFTP #—"—D Y A= VR — &S (M LIZHE : 69)
[WIHIRRE]
tftp-server disable
[AJIE—F]
Ja—N"naryz 4 JL—g T — R
(@]

TETP — "—%2Fihc+ 5, £72. VA= 7 UDP R— " ESEIBET DL ENTE D,
no FEXTHELT L725E 1L TFTP B — —% Wiz 5,

[B% &5

U 2= U iR— NEF% 1234512 LT TETP — "—%ig#h1+ 5,

SWX2210 (config) #tftp-server enable 12345

4.11.2 TFTP y— _— DR EIREDFR R

[EX]
show tftp-server
[AJTE— K]
et EXEC B— RN
B
TFTP % — "— DR ERNEF T 5, LLFOHEAREREINS,
o TFTP $— " —H&RE DA 2N/ H%h
e YRV I R—IOES
o TFTP #—R—~DT7 7 B AZHIBT LT 4V HZ—
[EXEHI]
TFTP $— " — DX ER N E R RT D,

SWX2210#show tftp-server
Service:Enable
Port:69
Access:
deny 192.168.100.5
permit 192.168.100.0/24

4113 TFTP Yy —R—~T I B RTEB7 5347 FOIP T KL ZHIfR

E&

tftp-server access action info
no tftp-server access [action info]

[/XF A—&—]
action TR RARMICKT 2EMERRET D
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L
[AJTE— K]
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REE ek
deny A EE"T 5
permit N T B )
5t &+ B E(E T IPVA/IPVG 7 R L AERERET 5.
REM B
AB.CD IPvd 7 R L A(AB.CD)EFEET D
7Ry b A7 BMbinftE D IPvd 7 K
AB.C.DM L A(AB.CD)ZEET D
X:X:X:X IPv6 7 R L AX:X:X:X) & 4R ET 5
o T xy bv A7 BMbifFED IPve 7 K
XX:XXM L AKX X)EHEET S
any T XTO IPVA/IPV6 7 KL AEFRET D

Ja—x\)aryz 41—y g T —FR

(@]

TFTP Y —/R—~DT I B REHF[TH 7 T4 7 MR % IPv4/IPv6 7 KL A THIFR T 5,

Aoy FIdK 8 HE THRENTETHY, LITRE
RKa<wr RERELTEEA.

SNLORERLCGEASIND,
BEk LTS E i S W T Ve AT T RTHEST S,

EL, Aawr FERELTOAVEAIE, TRTOT 7 ¥ A%FFAT 5,

no FECHEAT L2 GA X, FBE LR ELHIBRT 5,
no JE K T/NT A — X —% W LI=5E.
[Pv4/IPV6 7 R L AN Sni-84 .

[/ — ]

B

tftp-server enable 735X &

[BE B

FTRTORE
TRTORENHIRS D,

ZHIFRT %,

ENTWARWES., Ao~y RIIHERE LW,

192.168.1.1 & 192.168.10.0/24 D& 7 A > ") 6D TFTP r—_"—~DT 7 ¥ ADIHEZIA[T 5,

SWX2210 (config) #tftp-server access permit 192.168.1.1
SWX2210 (config) #tftp-server access permit 192.168.10.0/24

192.168.10.024 D& 7' A > k9> H D TFTP $r—/N—=~DT 7 B ADHEEET 5,

SWX2210 (config) #tftp-server access deny 192.168.10.0/24
SWX2210 (config) #tftp-server access permit any

412 HTTP Y —/3—

4.12.1 HTTP Y — N_—DEENRE L O R — FEFDOER

[EF=

http-server enable [porf]

[T A—F—]

port

<1-65535>

HTTP #+—R_—D U 2= FR— &R (B LT84 1 80)
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[FIHIRR 2]
http-server enable
[AJ1E— K]
sa—\)varZ g S L—varE'— R
B
HTTP #——Z2 G T 5, £72. VA=V T TCP R— "NEBEAIEETHZ ENTE 5,
Zoawy RIFHIBRT D Z ENTERWD, HTITP b — "~ TF#ICAR L 72 D,
[ EH]
VA= 7 R— &5 % 8080 12T 5,
SWX2210 (config) #http-server enable 8080

4122 X =27 HTTP Y —N"—DEEEB L O R— FESFOERE
EY

http-server secure enable [porf]

http-server secure disable
no http-server secure

[F—T—F]
enable D BEFX =7 HTTP b —"—2F T 5
disable ©BF 2T HTTP — =% T 5
[73F A —4—]
port : <1-65535>
TH 27 HTTP = =D U 2= 7R — hEE (B LI-5HEA : 443)
[FIEIRRE]
http-server secure disable
[AS1E— ]
sra—m\)var7 47—y arE—FR
B

X a7 HTTP b — =% HNZT 5, £/2, VA=V T TCP R— hESEHRETH I M TX 5,

no FEX CHAT L= GA 13 shic§ 5,

X a7 HTTP b — "2 G LG E, B LIXY 7 b =TI X > T T b2, 77 4 v 7 &ISLT
CPU EHFNm <725,

AR ARET 572012, Xy alR—RREOHBTHEHFIND Web X—V 22— —TT 7 2T 5HZ
WET 2 DD FE L,

[ EH]

VA= R— h&F% 8080 (2 LT =7 HTTP — —%EHET 5,

SWX2210 (config) #http-server secure enable 8080

4.12.3 HTTP Y — "—DH{/ EREDOFH T

=V

show http-server
[AJ1E— ]
FiHE EXEC E— R
[@i8H]

HTTP ¥ —_—DFRERNE R RT D, UTOHEAREREIND,
o HTTP % — —HEEE DA Zh/ %)
e HITP H—1R_—DJ A= T HR— FDF=



« B =7 HTTP % — N—kRE DA %h/ % 2%h

e TX2T HTTP $—_"—D U Z=2 FR— FDEFE
« HTTP V—R—~D7 7 v AZH|FT 257 4L Z—
« WebGUI DEGE

s A UEA LT T MR

[ E R
HTTP % — "— DR RN = ForT 5,

SWX2210#show http-server
HTTP :Enable (80)
HTTPS:Disable

Access:None

Language: Japanese
Login-timeout: 10 (minutes)
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4124 HTTP/HTTPS ' —R—~T I A TEBL7 7347 D IP 7 KL XHIE

EN
http-server access action info
no http-server access [action info]

[/XT A—F—]
action TR T AEMEERET D
REM A
deny Sz G2
permit St AU R
info SR E T HEEIT IPVAIPVE T R L ATER AR ET D,
R EME B
A.B.CD IPvd 7 R L A(AB.CD)EEET D
HT Ry b A7 EMbiFE D IPvd 7 K
A.B.C.DM L Z2(AB.C.D)&5ET 5
XX X:X IPv6 7 R L A(X:X:X:X) &2 F8ET 5
N FT Ry b A7 EMbiF & D IPv6 7 K
XXX XM L AX: XX X) &R ET 5
any T XTOIPVA/IPV6 7 LA FRET S
[F1H13R 2]
L
[AJ1E— K]
ra—r\var 747 b—va rE— R
B!

HTTP/HTTPS % —_"—~DT7 7 B A&ZFFA[T DT T4 T > MK % IPv4/IPv6 7 KL A THIRET 5,

Ka<y FIRR8HFETRENATRETH Y . LITHE

SNIZbONRERE L THEHA SN D,

action C deny Z67E L7256, infollid any ZHETDH Z LITTER,
Kavy RERELEGE, Bk LRGS0 T 72 23T~ THESR T 5,
l2L, Aa<r FeRELTWRWEEIE, 33 TO7 782 2# T 5,

no JEATHEAT LG AR, FRE LIEREZHIFRT 2,

no JERTNRTA—F —Z2HE LI5S, TXTORELHIRT S,
IPv4/IPv6 7 R ANRET INT=HE. T XTORENEIFRSND,
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[/— "}
http-server enable & L < I http-server secure enable 73i% & SV TWRVES ., Ao~ FIZEREL 22,
Bl
192.168.1.1 & 192.168.10.0/24 D& 7 A > k26 @ HTTP/HTTPS Y —/R—~D7T 7 ¥ ADIHE T[T 5,

SWX2210 (config) #http-server access permit 192.168.1.1
SWX2210 (config) #http-server access permit 192.168.10.0/24

192.168.10.024 O 7 X > k7350 HTTP/HTTPS Hh— S—~DT 7B ADHEELT 5,

SWX2210 (config) #http-server access deny 192.168.10.0/24
SWX2210 (config) #http-server access permit any

4.12.5 WebGUI DEEHRTE

[

http-server language /ang
no http-server language

[/XT A —HF—]
lang SMEEET D
REME S
japanese A AGE
english JEGE
(MR E]
http-server language japanese
[AFIE—F]
sa—\)varZ 4 S b—varyE— R
[

WebGUI DEFEEXHTET D,

no TC K THEAT L 7=5A1E. PR EIZRE S,
[ EH]

WebGUI O S 5B % H#GEICT D,

SWX2210 (config) #http-server language english

mn
2
i}

4.12.6 HTTP/HTTPS r—_—Dua A4 2 A4 LT 7 NEFE D%

[

http-server login-timeout min
no http-server login-timeout

[T A—F—]
min ¢ <1-120>

HA LT U MRS
[WIHRRE]
http-server login-timeout 10
[AFTE—F]
Ja—N")aryz4JL— g F— R
[

HTTP/HTTPS Y—/ "= ~DT 7 B AN WA ICHBINIC e 77 7 b5 TORBEZRET 5,
no TC K THEAT L= A ITUIMRR EIC R 5.
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[/— "}
Ka< s FRER, RO T A CRENLRENEHN S5,
Bl
HTTP/HTTPS $—"—D X A L7 U MR % 5 3SR ET D,
SWX2210 (config) #http-server login-timeout 5

4.13 LLDP

4.13.1 LLDP #rED AL

[EFX]

Ildp run
no lidp run

[WIERRE]

L

[AJ1E— K]

sa—m\)varZ 47—y aryE—FR

[

VAT AE{RT LLDP #fEZ AT 5,

no IR CTHEAT L7=HB1E. v AT ALK T LLDP #pe % 523 5,

[/—}]

AR— MK LT LLDP BB Z ANC T DI F D a~w» RERET 2 HLENH D,
set Ildp enable =~ > K® fype (LLDP T— = > hE— R TMEIZIEL U C txrx, txonly, rxonly Z 5% E T 5,
e« ldprun(Zu— 37 47 L— 3 U E—N)

« lldp-agent (f ¥ —7 = —ZE—R)

+ setlldp enable type (LLDP =— = > FE— )

[BRE 5]

LAN 7R — | #1 @ LLDP #REDIEZAZ 2 AT 2,

SWX2210#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SWX2210 (config)#11ldp run

SWX2210 (config) #interface portl.1l

SWX2210 (config-if) #1ldp-agent

SWX2210 (11ldp-agent) #set 1lldp enable txrx

4132 LLDP =— = > F OVERR

E&
lldp-agent
no lldp-agent

[ E]

L

[ASTE— K]

A H—T x2—AF— ]

B

LLDP =— = FZ2fER L, LLDP =— = > hE— RIEBT 5,
no R TCE(TLI-HEIE, LLDP = —2 = > M a2 BB 5,

[/—F]
LLDP =— Vx> F2HIET5 & LLDP =— Vx> hE— RTERELE-I~Y R YIBREINS,
[B% &)

portl.] CLLDP =—Y x> h&{ER L, LLDP =— = hE— RIZBATT D,
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SWX2210 (config) #interface portl.1l
SWX2210 (config-if) #1lldp-agent
SWX2210 (11dp-agent) #

4.13.3 LLDP %5 — FORE

[
set lldp enable #ype
set lldp disable
no set lldp
[/XT A —=F—]
type DOREEE—F
BREME il
rxonly ZAEHHICHRET D
txonly EEHHICHRET S
txrx EEBLOZEICHRET D
(IR E]
set lldp disable
[AJIE— F]
LLDP =—Y =¥ fE— R
[REFA]

KA B —T 2 — A TOLLDP 7 L —ADEZ(EE— REZRET D,

AlZ. LLDP 7 L— A% EZ(E L0,
X, MIIEREICE S,

set lldp disable D%
no IR CHAT L7255 H
[BREH]

LAN 7R — } #1 @ LLDP #%3%{5E— FEZEHEHIHKET 5,

SWX2210 (config) #11dp run

SWX2210 (config) #interface portl.1l

SWX2210 (config-if) #1lldp-agent

SWX2210 (11ldp-agent) #set 1ldp enable rxonly

4134 EHT7 FL ZAOBEORTE

BN
set management-address-tlv fype
no set management-address-tlv

[73F A —5F—]
type COEEY R 2O
R EM A
ip-address BHT FLAZIPT RLAET D
mac-address BHT FLAZMACT FLAET 5
(W E]
set management-address-tly ip-address
[AS1E—F]
LLDP =Y = hE—F
B

LLDP CET 5, R— FOEHET FLADORIEEHET 5,




aw L RU 77 Ly A | RSE - TEHIRERE | 53
no JEATHEAT LI B3I E IR D,
A% E X LLDP Management Address TLV IZFXE S 415,
[BEH]
LAN R— k #1 OEFHT KL AOHEE MAC 7 R L RAIZEET 5,

SWX2210
SWX2210
SWX2210
SWX2210

config) #11ldp run

config) #interface portl.l
config-if)#lldp-agent

lldp-agent) #set management-address mac-address

413.5LLDP 7 L — ADEERRROERE
EE]

set timer msg-tx-interval x_interval

no set timer msg-tx-interval
P85 A—F ]
tx_interval 1 <5-3600>

LLDP 7 L — A3 R F)
(IR ]

set timer msg-tx-interval 30

[AJTE— K]

LIDP =—Y = b E— K

[FFA]

LLDP 7 L — L DX EMEZHRET D,

no T THEAT LGB ITUHIRR EIZRE 5,

[ E B

LAN R— k #1 T&#ET 5 LLDP 7 L — A D EERIEZ 60 IR ET 5,

SWX2210 (config)#11ldp run

SWX2210 (config) #interface portl.1l

SWX2210 (config-if) #1lldp-agent

SWX2210 (11ldp-agent) #set timer msg-tx-interval 60

4.13.6 B E M ORERE(TTL) 2 BT 372D ORE DR E
[#FX]

set msg-tx-hold value

no set msg-tx-hold

[T R —5—]
value . <1-100>
A E M O LR FERER (TTL) O Z2 BT % 72 O FeHk
[FIEIEXE]
set msg-tx-hold 4
[AJ1E— ]
LLDP =— = hE— R
[RiAA]

PEERIE RO LREFREH] (TTL) 2 HH T 2720 OB A HET D,

no G CTHAT LB AITIREICR 5,

Z OFGEMEIX LLDP 7 L — A 2415 R (msg-tx-interval IC B S 4L, S5+ 1 LCTTLEE) & 725,
TTL fEl%. Time To Live TLV IZF%E SN 5,

TTL = msg-tx-interval x msg-tx-hold + 1 (7))
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[ EH]

LAN R— k #1 THEHE SR OMRFEERN (TTL) 25 H T 27200 FE A 2 ITRET 5,
SWX2210 (config) #11ldp run

SWX2210 (config) #interface portl.1l

SWX2210 (config-if) #11ldp-agent

SWX2210 (1ldp-agent) #set msg-tx-hold 2

4.13.7 N — B TEHE TX SR DR KER R DORE

[EX

set too-many-neighbors limit max value
no set too-many-neighbors limit

[73T7 A =4 —]
max_value ¢ <1-100>
N— b HALTE LT & D& O Rk a
(AR E
set too-many-neighbors limit 5
[AJIE— F]
LLDP =—Y = hE— R
[BLBA]

R— NN CTEH T 2BBRORKERERTET 5,

no JEX CTHEAT LG E TR EICH R D,

R— N ORREREREBZT-568, LW HRE S 72 LLDP 7 L— AT EE 5,
[ EH]

LAN /R— k #1 TR— I CEH TX 2O RKEEE 10 ITHRET 5,

SWX2210 (config) #11dp run

SWX2210 (config) #interface portl.1l

SWX2210 (config-if) #1ldp-agent

SWX2210 (1ldp-agent) #set too-many-neighbors limit 10

4138 4 7 —7 = — ADIKEFRR

EEN
show lldp interface ifname [neighbor]
[F—U—F]
neighbor DR L QW AR OERERRT S,
[R5 A—HF—]
ifname : LANFR— DA U F—T =— R4
T oA H—T 2 —A
[AFTE—F]
FFrHE EXEC E— N, %74 EXEC E— N
[REFA]

ifname CHE LA ¥ —7 = —AD LLDP §l &R 7T 5,

neighbor Zf5/E L72E1EA ¥ — 7 = — RIZHHE L TV D8R OIE R A FRrT 5,
UToHEAMNERIND,

show lldp interface ifname D5

o A H—T 2= AKOZOMFEFH

Agent Mode 7Y v U — K(Nearest bridge [ &)

Enable (tx/rx) REE—FZEET—F (Y A%, N: )
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Message fast transmit time

EEEEHIR O LLDP 7 L — A 413 RIFR ()

Message transmission interval

LLDP 7 L — 1 3%(3 R ()

Reinitialization delay

EE IR 2 b BATHHYE £ T ORFH(ED)

Device Type

T8 AH A 7 (NETWORK_CONNECTIVITY [& )

Total frames transmitted

LLDP 7 L — A DEEK

Total entries aged

TTL UL EZER 22 BHET — 70 LHIBR S L7
RO

Total frames received

LLDP 7 L — A DZEH

Total frames received in error

LLDP 7 L — ADZEx T —¥

Total frames discarded

I X7~ LLDP 7 L — LA D¥K

Total discarded TLVs

IS NT- TLV 0%

Total unrecognised TLVs

ST E o T2 TLV O¥K

show lldp interface ifiame neighbor DIG&

o SRR EG

Interface Name

ZRELIA V=T =— 24

System Name AT DL
System Description AT MDA
Port Description A— ~ D
System Capabilities AT LDRES

Interface Numbering

A B—T 2 —AFEOEAT

Interface Number

A E—=T 2 —AKF

OID Number

OID &=

Management Address

MAC7 RLAE7ZIXIP T RL A

+  Mandatory TLV D1

CHASSIS ID TYPE

CHASSISID TLV @ % A 7" & fli

PORT ID TYPE PORT ID TLV D % A 7 L {#
TTL (Time To Live) AR T M O IRFFRE (FD)

« 8021 ORIGIN SPECIFIC TLV D{F

Port Vlan id A—F VLAN @ ID

PP Vlan id Z7'r k=L VLAN O ID
VLAN ID R— K VLAN @ ID
VLAN Name A"— b VLAN O£ Fr

Remote Protocols Advertised

PR—rFL57m barol x b

Remote VID Usage Digestt

VID Usage Digestt fE

Remote Management Vlan

I VLAN O4

Link Aggregation Status

Vo7 70— arORMNES)

Link Aggregation Port ID

Vo7 7 )r—3aryR—rDID

« 8023 ORIGIN SPECIFIC TLV DO

AutoNego Support

F— RIS m— 3 SHEREDH /R

AutoNego Capability

F— hx Ty m— g UAREZNEIE T
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Operational MAU Type WBEHE LTS Ly AE—FR
MDI power support PoE BERE AN — h D H
PSE power pair PSE /XU — 7 —

Power class

PoE #a& 7 7 A

Type/source/priority

PoEfh&EX A 7. YV — A, EHE

PD requested power value

PD #2303 k95 % /7 (0.1mW A7)

PSE allocated power value

PSE #2503 A T & 5871 (0.1mW HAL)

Max Frame Size

BRZL—LH AR

« LLDP-MED TLV ®Of## (LLDP-MED TLV % %3 L7= B AICFREND)

MED Capabilities

LLDP-MED TLV OFEED U % |k

MED Capabilities Dev Type

LLDP-MED A5 4 7T XA AHX AT

MED Application Type TV r—var AT
MED Vlan id VLAN @ ID

MED Tag/Untag VLAN % 7 O 47 4

MED L2 Priority L2 O

MED DSCP Val DSCP & DOHES

MED Location Data Format

MEFHRDO 7 +—~ v b

Latitude Res FEE OSBRI B E Y M)
Latitude MEG4IE Y M)
Longitude Res TEEE D RBEA 72 LA E Y F )
Longitude G4 E Y b
AT [
LA —HF—
2EADTIT
Altitude Res B D RRE(A 78 BALE Y M)
Altitude BEGBO B b
Datum Tl Hh YR
0: K [E o SR H R (WGS 84)
1AL A U IR (NAD 83)
2:467 A U 1 I A(NAD 83) D -3 BEFE B (S iz
LCI length FLEEHRT —# DR E
What it D AT E
0:DHCP — /3 — D HfT
17747 MilkbiiWeEBEZ bbby NU—7 3
FDONLE
2:7 74T FONE
Country Code a—F
CA type CA (Civic Address) ¥ A
MED Inventory Inventory 1&# U 2 k

NEETEHIZES LTI RFC 3825 # &R
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LAN R— k #1 @ LLDP {2 F T 5,

SWX2210#show 1lldp interface portl 1

Agent Mode

Nearest bridge

Enable (tx/rx) Y/Y
Message fast transmit time 1
Message transmission interval : 30
Reinitialization delay 2

Device Type

av R 77 LA RS - EHRE

NETWORK CONNECTIVITY

LLDP Agent traffic statistics

Total frames transmitted
Total entries aged
Total frames received
Total frames received in
Total frames discarded
Total discarded TLVs
Total unrecognised TLVs
SWX2210#

error

oNoloNoNoNeoNe)

4139 &2 TDHA V2 — T = — R BT AEEER O EHRER

BT % ek dn
iZ show lldp interface ifname neighbor =~ > R % 2 M)

DIFHE ETT D,

[EA
show lldp neighbors
[AJIE— F]
FEFFHE EXEC & — N, %54 EXEC £— N
(@A
EBTCOA L H—T z—RAIZ
(FRIEA
[BX )
it L CO SRR Oz 21 %,

SWX2210#show 1ldp nelghbors

Interface Name
System Name
System Description
Port Description
System Capabilities
Interface Numbering
Interface Number
OID Number
Management MAC Address
Mandatory TLVs
CHASSIS ID TYPE
IP ADDRESS
PORT ID TYPE
INTERFACE NAME
TTL (Time To Live) :
8021 ORIGIN SPECIFIC TLVs
Port Vlan id
PP Vlan id
Remote VLANs Configured
VLAN ID
VLAN Name

portl.l

SWX2210-8G

SWX2210-8G Rev.1.02.13
portl.3

L2 Switching

2

3

ac44.£230.0000

0.0.0.0

portl.3
41

1
0

1
default

Remote Protocols Advertised

Multiple Spanning Tree
Remote VID Usage Digestt
Remote Management Vlan
Link Aggregation Status
Link Aggregation Port ID

8023 ORIGIN SPECIFIC TLVs
AutoNego Support
AutoNego Capability
Operational MAU Type
Power via MDI Capability

MDI power support

PSE power pair

Power class

Type/source/priority

Protocol
0
0
Disabled
0

Supported Enabled
27649
: 30
(raw data)
: 0x0
0x0
0x0
0x0

(Tue Oct 24 16:14:00 2023)

|57
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PD requested power value : 0xO0
PSE allocated power value : 0x0
Max Frame Size : 1522

LLDP-MED TLVs

MED Capabilities
Capabilities
Network Policy

MED Capabilities Dev Type : End Point Class-3

MED Application Type : Reserved

MED Vlan id : 0

MED Tag/Untag : Untagged

MED L2 Priority : 0

MED DSCP Val : 0

MED Location Data Format : ECS ELIN
Latitude Res : 0
Latitude :
Longitude Res
Longitude
AT
Altitude Res
Altitude
Datum
LCI length
What
Country Code
CA type

MED Inventory

ololoNoloNoNololNeNoNe]

SWX2210#

41310 LLDP 7 L — L B U Z—D 7 )T

[EFX]

clear lldp counters
[AJTE— K]
et EXEC E— R
[FAA]
A2TOR—FDLLDP 7L —AL BT Z—% 7 )T+ 5,
[RXEH]
LLDP 7V —Ah O 2 —% 0 ) T4 5,

SWX2210#clear 1lldp counters

4.14 L2MS (Layer 2 management service) DX iE

4.14.1 L2MS E— R~DAT

E=N|
12ms configuration
[ASTE— K]
Ja—)ars7 47—y g F— R
[FRHA]
L2MS OB EZEIT O 725D L2MS E— RIZBITT 5,
[/—}]
L2MS E— R b/ a—_Lary 74 7 b—3 g 08— RICEAIC T exit 2~ RA2fFH L. £# EXEC +— RIZ
REAIIZlXend 2~ FEEHT 5,
[BX EH]
L2MS £&— RIZBITT 5,

SWX2210 (config) #12ms configuration
SWX2210 (config-12ms) #
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4.14.2 L2MS BEEDRE
B

12ms enable
12ms disable
no 12ms

[F—T—F]
enable : L2MS Bérex T 5
disable : L2MS BEreE A L

(AR E]

12ms enable

AT E— K]

L2MS E— K

BN

L2MS #RE T 2 BN ERET D,
no T THEAT L= A ITUIRR EIC R 5.
[ EH]

L2MS #EREZ 9%,

SWX2210 (config) #12ms configuration
SWX2210 (config-12ms) #12ms enable

4.14.3 L2MS §Ifl 7 L— A DEZIZHRE
[EF=]

12ms filter switch

no 12ms filter

[78T7 A —5F—]
switch © L2MS 7 4 L H —DEfE
R EME B
enable L2MS 7 4 VX —ZHHZT D
disable L2MS 7 4 M —H T 5
[WIHIRRE]
12ms filter disable
[AFTE—F]
A —T2—AE— R
[BFA]

L2MS 7 4 VX —OEEERET 5,

L2MS 7 4 VZ —ZHNZTDH L, L2MS il 7 L— L DEZEEZ LT HZ LN TE 5,

no TR TEAT L7 A 13, L2MS 7 4 L X —REESh L 720 | L2MS Ol 7 L — A& EZ[FETEX 5 L 91272 5,
[/—}]

Aawr RiE, AFOA v H—7 2 — AR ETE 20,

« VLANA v Z—7 = —2A

e A LHE—T =—R

AKa<wy ROBEICEADL T, LFOWTNNOFEMEEZGR T L T 2551E, L2MS Ofilfll 7 L — AR ESZ(E S 7z
WZERD D,

o N—THHEHEREIC L > TA ¥ —7 = — A Blocking JREEIZ 72 > T 5

o FEAVH =T = —RITWNE SN TVD
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[ EH]
portl.5 T L2MS DOl 7 L — A% EZ(F LWL 91295,

SWX2210 (config) #interface portl.5
SWX2210 (config-if) #12ms filter enable

4.14.4 L2MS i1 7 L— 2 DA D 7 L — A D EZEHRTE
[EFX]

non-12ms filter switch

no non-12ms filter

[R5 A—5—]
switch : non-L2MS 7 ¢ /L Z —OEhfE
REE Bl
enable non-L2MS 7 4 V& —EH T 5
disable non-L2MS 7 « /L ¥ — %Wz T 5
[WIHIRRE]
non-12ms filter disable
[AJ1E— K]
f B =T 2= AF— |
[FHA

non-L2MS 7 4 V2 —DEHWEEZ R ET D,

non-L2MS 7 A VX —Z FZT D &, L2MSHlHl 7 L— L LS D7 L — LA DERZEZEEILTH 2 LN TE D,

no FETHAT L72A 1, non-L2MS 7 4 L& —3E5h L7020 | L2MS OFfilfl 7 L — A DS D 7 L — A& EZ[E T
HEITRD,

[/—}]

ARa<wr RiE, UFOA 2 —7 2 —RIERETE R,

« VLANA v Z—7 z—XA

o FElA A —Tz—R

[ EH]

portl.5 TL2MS il 7 L— L LIS D 7 L— L EEZE LARVWE I T 5,

SWX2210 (config) #interface portl.5
SWX2210 (config-if) #non-12ms filter enable

4.14.5 L2MS OFBRD KR
[EFX]

show 12ms
[ASTE— R
JEHFHE EXEC £— K, 4%#ME EXEC £— K
[FRHA]
L2MS OEIEREEIZIS U T, LT OEREFRRT D,
o LOMS ¥R — Ty —IZBBLEN TV A0 ED
¢« L2MS ¥ 3 —V ¥ —D MAC 7 RLAEEHIN TV L5558
[/ —}]
L2MS 23ENE L TWO R WA, EIZFER R S 7e 0,
[ E B
L2MS %= £rd 5,
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SWX2210>show 12ms
Role : Agent
Status : Managed by Manager (00a0.deaa.aaaa)

415 77— LU =T EH

4151 77— ALY = T EHY A FORE
B

firmware-update url ur/

no firmware-update url

[73F A —4%&—]

url DOPRAEHETR L OEA R E(255 LTFLN)
Ty =AU = T RBENINTVNS URL

(#1183 E]

SWX2210-8G D515 : firmware-update url http://www.rtpro.yamaha.co.jp/firmware/revision-up/swx2210-8g.bin
SWX2210-16G O34 : firmware-update url http://www.rtpro.yamaha.co.jp/firmware/revision-up/swx2210-16g.bin

SWX2210-24G D54 : firmware-update url http://www.rtpro.yamaha.co.jp/firmware/revision-up/swx2210-24g.bin

[AJ1E— K]

Ja—)aryz 4 lb—y g rEw—NR

[FAH]

WEB V' — NN —|ZEINTCNDE T 77— 02T 77 ANV E S C T 77— 02T Bt HLx0X 70— RED
URL &R ET %,

ANFERIT “http:// P —S—D P T RL A DHWIERA /N AL” L) B E D,

P —X—= DR — FEFH 80 LIS DOEEIT, “http://H— =D P T KL AHDH WL KA MR — &S/ 247 L
WHJERT, URL OFITFRET 2 MERNH 5,

[REHI]

T 7 =AU =T DX a— R URL % http://192.168.100.1/swx2210-8g.bin IZRET 5,

SWX2210 (config) #firmware-update url http://192.168.100.1/swx2210-8g.bin
SWX2210 (config) #

4152 77— AU 2 TEHTHEHR TS HTTP a2 —HP— N—DHRE
EN|

firmware-update http-proxy server port

no firmware-update http-proxy

[/3T A —HF—]

server : AB.CD
HTTP 7' u ¥ o —H— =D IPv4 7 KL A
X: XXX

HTTP 7 &% o —H%— "—D IPv6 7 KL X

IPv6 V> 7 ma—NT RUAZIRET H561E, A V2 —7 = — AL IRET HLEN D
% (fe80::X%vlanN D)

Pofly TR L UNEARL (255 SCTFLIN)

HTTP 7' & &% o —¥%—,3—0 FQDN
port 1 <1-65535>

HTTP e ¥ —Hh—R—D ) 2= VR — &S
[F13E% %]

no firmware-update http-proxy
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[ASTE— K]
Ja—x\)aryz 41—y g T — R
[FRHA]
WEB = N—Z@E PN TWNWDE 77— AT 2T 77 ANEEST T 7 =207 BHTDHEEXOHITP 7 rdx i —
P R—2RET D,
HTTP 7 x 3 —H—NR—NHEINTWARWEES, HTTP e X — Y —R_R—2&hEc 77— L0 = 7 EHN

1IThih s,
no JERTHEIT LA, HITP e x> —H—_"—DRELXHIRT 5.,
[EXEH]

HTTP 7' & &% ¥ —H—/3—% 192.168.100.1(F — hFE 8080)IZi%ET D,

SWX2210 (config) #firmware-update http-proxy 192.168.100.1 8080
SWX2210 (config) #

4153 77— U =T EBHTHEHT S HTTPS ' u % o —H— R—DRE
[EX]

firmware-update https-proxy server port

no firmware-update https-proxy

[$5 A—%—]

server : AB.CD
HTTPS 71 % —H—"—D [Pvd 7 R L A
X: XXX

HTTPS 71 % L —H#— R—D IPv6 7 KL A
IPv6 U > 7 m =0T RURAZARET DEEE, A V2 =T == A LIRET DLEBH
% (fe80::X%vlanN D)
A K ONEAREE(255 SLFELLR)
HTTPS 7’1 &% ¥ —# —/3— FQDN
port 1 <1-65535>
HTTPS 7 a ¥ —H— =D 2= 7 HR— &5

(AR E]

no firmware-update https-proxy

[AJ1E— K]

Ja—N")naryz4JL— g rF— R

e

WEB #— " —ZEINTND T 7 — AT =T 77 A VEEoTT7 7 — Ly =7 BT 5L EOHTTPS 7 r ¥ —
Y= N—ZRET D,

HTTPS 70 3 —H —R—0NRE SN TWARWEAS, HTTPS 7 %o —H —R—2REEFIc 77— L7 = 7 EH

BiThibd,
no B CEIT LA IE. HTTP X L —HF —R— DR EXYIRT 5,
[B%E B

HTTPS 7 12 % L —H—3—% 192.168.100.1(K— k%5 8080) Ik ET 5.

SWX2210 (config) #firmware-update https-proxy 192.168.100.1 8080
SWX2210 (config) #

4154 7 7 — U = T BB DELT
EEy

firmware-update execute [no-confirm]|
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[F—Y—F]
no-confirm D Ty — AU =T B OMESRE LR

[ASTE— R
b EXEC E— RN
[REEA)

WEB = R—IZ@NPNTND T 7 — LU =T 77 ANV EBIEETHTO 7 7 — L0 27DV EV s v aF =y L,
HEHWATH T%ni77—AvI7®)t/a/7/7%£ﬁ¢5

BEWZ ARV EY a D7 7 — LU =7 P FET D &, MEREZROONDHDT, EHTLHHEIL"Y" &,
LAWIGEIL "N Z AT H0E R H 5,

no-confirm Z45E T 25 &, fEREZETICI BV a v T v S EFTT D,

[/— 1]

firmware-update url =~ R CX¥ 7 o — R URL AR TX 5,

firmware-update revision-down enable =~ > RZRET HLHWVWI EVa ~D) BV a VXU T25 891
5,

Bl

WEB %= R_—(Z@NNTNDE T 7 =LV xT 77 ANVTT 7 — LU =T THT 5,

SWX2210#f1rmware—update execute
Found the new revision firmware
Current Revision: Rev.1.02.01

New Revision: Rev.1.02.03
Update to this firmware? (Y/N)y
Download.

%% Completed the firmware download
%% Updating.
SWX2210#

4155 77—y =T XU ra— REZA LT 7 N ORE
[EFR]

firmware-update timeout time

no firmware-update timeout

[73T7 A —=HF—]
time 1 <100-86400>

HA LT U MREHE)
[WIERRE]
firmware-update timeout 300
[AFTE—F]
Ja—N\)nary74JL— g rF— R
[FFA]

WEB h—"R—=n 67 7 =AU =72 X0 —RT5LE0OXA L7 0 MNEHZHET D,
no R TEIT LI AIIWEREICE 5,

[BREH]

Ty =AU T XU R — ROXA LT T NEEE 120 PICRET S,

SWX2210 (config) #firmware-update timeout 120
SWx2210 (config) #

4156 Y EY g ¥ U OFFHE
(&R

firmware-update revision-down switch

no firmware-update revision-down
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[78T7 A= —]
switch D VY a AU ORI ORE
REME B

enable R I 7V - e
disable VEYa Xy EFFRI L7

(AR E]

firmware-update revision-down disable

[ASIE—F]

ra—srgvarz 47— arE—F

B

WEB #—R_R—CBINTND T 7 — LT =T 77 AN A>T T 7 — L0 =T FT5L &, HEOIEYa vk
DVHEENWIEY a3 ~D 77— LT 2T DY g XA Rt 5,

R TET LEEAITIEY a v AT U ZFFa LA,
(B EH]
VeV a X EiFat b,

SWX2210 (config) #firmware-update revision-down enable
SWX2210 (config) #

4.15.7 7 7 — b U = 7 EHHERERE DFR

E&
show firmware-update
[ASTE—F]
FikE EXEC E— R
[FFA]
77—y = T EETERRIC B S BAEOR TR L FTT D,
UTOHEHBPEREND,

« Xwru— N4d URL

HTTP 7'u & v —H%—/3—

+ HTTPS 'm F v —H—/\—

e Xurua—ROXA LT U K
s VB TVa XU o

[BREH]

Ty — AU =T BHEREORERNE LT D,

SWX2210#show firmware-update
url:http://www.rtpro.yamaha.co.jp/firmware/revision-up/swx2210-8g.bin
http-proxy:192.168.100.1:8080

https-proxy:192.168.100.1:8080

timeout:300 (seconds)

revision-down:disable
SWX2210#

416 AT a—)v

E

e

4161 A7 2—D
[EX]

schedule id time date time template_id

no schedule id
[/NT A—F—]
id - <1-10>
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time

template_id
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gy RU 77 LA | RSF - SEIHRE | 65

<1-12> F£721% */<1-12> £ 7213 sun, mon, ... , sat F 7= *

H/R

R D& ER] RENE

1 1A

1,2 1AL 2 H

2- 2AMB 12 AET
2-7 2HAMBTAET
-7 LA™ TAHET

* 3 H

H DR E RENE

1 1H

1,2 1HE2H

2- 2HMNL12AET
2-7 2HMBLTHET
-7 BB T7HET
mon AR

sat,sun +THER & HIER
mon-fri HAERNO&EREH X T
-fri AEHPLEMHRET
* 5 A
<0-23> F721% *: <0-59> F£721% * 1 <0-59>

KF: 0 ) (B DFREIZ B W PIRE

R DEX REH RENE

12 12

12,13 12 KE & 13 FF

12- 12 5 23 FE T
10-20 10 B85 20 B £ T
-20 0 BE/N D 20 BEE T
* i

53 DR TEH RENE

30 30 47

15,45 1555 & 4547

30- 30 53705 59 43 E T
15-45 15575 45 53 £ T
-45 05375 45 5y % T
* (%)
<1-10>

AT a— VT L— N RE
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[FIHEIERE]
L
[AJ1E— K]
sa—\)varZ g S L—varE'— R
[RiAA]
RE LIRS e o Tm E R ICHE SN AV a— LT U7 L— MIRIRENTWET 7 v a v &2 FETT 5,
no B CFEAT LG AIE, BELZID DAY 2 — L EHIBRT 5,
[/—}]
power-inline 52 D =1~ > R{X, PoE fafExfILE 7T /L TDHIELTAHE,
B DA 2 — VR EREZNZFAT SN D6, ID O/NS WD BIRICE TS D,
HOBETHTF LA ZRESHETHRET D Z ILTE RN,
BOREZEM LIZGE. 00 DEEE LICGE LR URIEIZR D,

A B LR OBRE T 2 W -8R ESC" KD BB EETHI LN TE S, 272 LI - "% H
WHHEEEC L DRI EATH I LT TER,

[BX EH]
ARANSEEAETOM. BH R2BL L EICArVa— AT o FL— 4l F(TTEAr TV a— L #l ZRTE
T %,

SWX2210 (config) #schedule 1 time */mon-fri 22:00 1

4162 AP a—NT T L— FNOBBEATDRE
[EF=

description /ine

no description
[78T7 A —=F—]
line DA KON AT (64 SUFLIR)
A Y a—)V T T L— N ORI
(MR E]
no description
[ASIE—F]
A a—NT T —hE—R
[
AP a—NT T L— NOBALERET D,
no B THEAT LG AIX, A7V a—nT 7 b— FOBAEHIBRT 5,
[BEH]
Al a—)VT T L— N #HLICHISCE R ET D,
SWX2210 (config) #schedule template 1
SWX2210 (config-schedule) #description Switch portl.l to disable
4163 AT V2 —NT T L— s OERESHOBRE
[F=

action switch

no action
[P35 A —5—]

switch LRV a— LT L— DT
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RIEE B!
enable A a— T T L — N BAICT 5
disable AT a—NT T = NERNIT S
(AR E
action enable
[AJIE— F]
A a— VT T L—FE— R
B

AT a— VT T — N A ETITESCT D,

Az~ BT disable #RET 52 LT, MY —OERBICEST 7 v a Y OETEIED S ERTE 5,
W ERTET LIEEAIE. AP a—nAT o L— N2BNZT 5,

[B% EH]

A a— )T L— N # BT B,

SWX2210 (config) #schedule template 1
SWX2210 (config-schedule) #action disable

4164 A a— VT T L — FOERE
[EX]

schedule template femplate_id

e

no schedule template
S5 A —&—]
template_id ¢ <1-10>

AP a—NT T L—  NES

(AR E]
L
[AFTE—F]
Ja—)ar 74—y g F— KR
B
AV a— VT T L= MEeRET HE— NIIBITT 5,
no B CTEITLESEAIL, BELEAY YV a—AT 7 L— L &HIRT 5,
[BXE )
AR Ta—T T — M ERET HE— RIBITT 5,

SWX2210 (config) #schedule template 1
SWX2210 (config-schedule) #

e
it

4165 AV a— )T oL — D a<vwr RETO
[ER

cli-command id command

no cli-command id
[/XT A—F—]
id ¢ <1-100>
av s NES

command . avw U R
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[FIHEIERE]
L
[AS1E—F]
AV a—)VFT T L— FNE— R
[RiAA]
AT a—VHSRED R A — S L2 & X ICFATSND A~ RERET D,
no B TIAT LG A ., FELLEEFEFOa~y REHIBrT 5,
[/—}]
RO~ FERELELGE. a3~y FESHNSWIENLIRICEI TSN D,
B DOa~ L FERELESGSG., a~v U RREFTETZ I I LTHEY Da~vy REFEfTIND,
R U A3 EB L7, RFHE EXEC B— R Ta~» RBRFETENL70, 2~ FIZL - T2t — FIC
ERT LD a~v s FbbbE TRET HDLERD D,
REERGFT DHEIKED write 2~ > REEITTHLERD D,
B Ta~y RERET D Z X TE R, fliidf ¥ —7x—2L LTPortl.l DAJE— RIZADLE, int
portl.1 Ti%72< | interface portl.l &Lk 2 MLENH 5,
command \ZIXLL D3~ RORFEET H 2 & DA AlHE,
configure terminal, interface, shutdown, no shutdown, write, end, exit
[ E ]
A a—)T 7 b— K #l O3~ REE #1 2 configure terminal =~ > R, #2 [T interface =~ > R, #3 (Z
shutdown =2~ R&EFEET 5,

SWX2210 (config) #schedule template 1

SWX2210 (config-schedule) #cli-command 1 configure terminal
SWX2210 (config-schedule) #cli-command 2 interface portl.l1l
SWX2210 (config-schedule) #cli-command 3 shutdown

417 r—T N2k

4.17.1 r—7 V2 Wr D FEFT

[EFX]
test cable-diagnostics tdr interface ifname
[/3F A —4F—]
ifname : LANR— DA o H—T 2 — A%
XEBDA LV H—T 2 — A
[AJ1E— ]
FiHE EXEC E— R
B

=T NI FATT B

ARl 2 WS 1% show test cable-diagnostics tdr =~ > KN TR TX 5,

[/ =}

DR RILE AT O R RO MR S, BES — 7 VB & FT LI A RS L E Snd,
[BREH]

portl.1 IZHEE S 1T LAN & — 7 L OBl & HATT 2,

SWX2210#test cable-diagnostics tdr interface portl.l
The port will be temporarily down during test. Continue? (y/N): y
Cable-diagnostic is running...

Port Pair Status Fault distance Length

portl.l 1 OK = 50 +/- 10 m
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2 OK -
3 OK =
4 OK -

SWX2210#

4172 7 — 7 VB R ORT
E&y
show test cable-diagnostics tdr
[AJ1E— ]
FiHE EXEC E— R
B
Hii[E] @ test cable-diagnostics tdr interface =~ > K DEITHER 2 FKRT 5,
(BB
AIEID 7 — 7 VB Wi D FATRER 2 KR T 5,

SWX2210#show test cable-diagnostics tdr
Last run on Fri Feb 26 10:30:00 2021

Port Pair Status Fault distance Length
portl.3 1 OK = =

2 OK =

3 Open 5 +4+/- 10 m

4 Open 5 4+/- 10 m
SWX22104

4173 r—7NBWRERD 7 ) T
[

clear test cable-diagnostics tdr
[AJTE— K]
F¢HE EXEC £— K
B
HiflE] @ test cable-diagnostics tdr interface =~ > KOEITHERZ 7 UV T3 5,
[BRE 5]
HiE DA — T VBW O FITRERE 7 VT3 5,

SWX2210#clear test cable-diagnostics tdr
SWX2210#

4.18 fR-FEAH—M

4.18.1 ;R A N DRE
[EX]

hostname hostname

no hostname [hostname)
[$F A—%—]
hostname DOBEAEETEB IO 2R AL E63 UFELN)
RA N
[WIHIRRE]
hostname SWX2210
[AS1E—F]
rua—s\var7 47 b—varE—NR
B
WA N ERET D,
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Ka<wy RCRELEZAA MTa~vry RFar 7 e LTEAT S,
no I CTHAT LI G &I E A WIIMEIZ R 7,
[BREH
RA N4 % "yamaha"|ZREET D,

SWX2210 (config) #hostname yamaha
yamaha (config) #

4.18.2 VA7 LD HIEH)
E&

reload
[ASIE— K]
Kt EXEC E— R
[
VAT LA HEEIT D,
[/—}]
FATHORE(T =T a7 4 DYRNEBFFOREATY— T v 7 a7 4 7YyNEEBRINTWDHIEA, L)
\Z KO EFE NN/ D720, SIS LT, reload 2~ RFETHIIZ, copy running-config startup-config =~ >~
K. F72i&, write 2~ FEFETTHZ L,
[ EH]
VAT LAEFEHT D,

SWX2210#reload
reboot system? (y/n): y

4.18.3 R EDFIHAL
B

cold start
[ASE— K]
¥iHE EXEC £— K
[FEA]
TH R O E CHEBIT 5, SYSLOG & #H#lkd %,
[/ —h]
o=y REATRHCEE XA — RE ANTINLERSH D,
BHANAT — RBPHIEREDIRETIT, Ra~v U FEFETTLILENTEEYA, Aibo TEHEARAY — RZEH
THVENRDY T,
[BREH]
E 2 T %,

SWX2210#cold start
Password:

4.18.4 F1H] LED = — FOH®RE
[E=X]

led-mode default mode

no led-mode default
[2XT A—&—]
mode T fIHALED E— K
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B EME i
link-act LINK/ACT £— K
off OFF — K
(IR RE]
led-mode default link-act
[AS1E— ]
rua—s\varz 4 b—va e —R
[@ A1

WIH LED £— K& &% ET 5,

link-act Zf8E$ 2 &, A— FOIRREIZIEG U T LED 28k 5,
off Z¥5iET 5 & . LED AT T 5,

no I CTHEATT 5 &, PIMIRREICR D,

[ EH]

WJH# LED & — K% OFF £— RIZHET D,

SWX2210 (config) #led-mode default off

4.18.5 LED E— ROFER
[

show led-mode
[AFTE— K]
JEHME EXEC £ — K., M EXEC ©=— F
[FEHA]
LED E— FOFRECIRELERT B,
IFOEB %2FRT D,
o {JH LED T— ROKE
o HFED LED E— ROIRAEE
(B EH]
LED E— FOBRESCKRELERT B,
SWX2210>show led-mode

default mode : off
current mode : link-act




N|a~vwr R T7 LR | A8 —T7 =— A

BSE
A E—T7 = — AHEH

5.1.1 FRBASCDER
EE

description /ine

el

no description
[73T A =4 —]
line DA ST LU R (80 SLFELI)
KR B —T = — ATKT DA
(AR RE
no description
[AJ1E— F]
A H =T =2—AF—F
(@]
WHRA 2 —7 == AT L TR EZRET D, no JEARTIIT LIGEIE, S CZHIRT 2,
B!

LAN R— R #1 [ZTEBA LR ET D,

SWX2210 (config) #interface portl.1l
SWX2210 (config-if) #description Connected to rtxl2l10-router

512 %y hE TV
B

shutdown

no shutdown
(IR E]
no shutdown
[AJ1E— K]
A H—T 2 —AEF— R
[BiA)
MBRAVH =T 2—A% vy N L TER LWL 1295,
Kavwy RIRRESNTA =T =—AF, B Tb ) 77 v 7 L2,
no IR TEIT LG, HBA =T =2—REHHTE D LD,
[/—}]
AKa<y RILLAN A— B LOGREA v ¥ — 7 = — AT DO HFEE AT HE,
WA S H =T 2= AR L TR~ RERE LTEHAE, €O ¥ —7 = —XITFTRT 52 TD LAN R
— FORENEHEIND,
[ E B
LANAR—F#lZ vy ML THEHA LWL S IZT 5,

SWX2210 (config) #interface portl.1l
SWX2210 (config—-if) #shutdown
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513 BEHE - BEE— FORE
[ER
speed-duplex type
no speed-duplex
[XT A —=F—]
ype DOBEHE - EmEE-RAAT
BERE - BfEe—FN&4A(4 7 B!

auto F— I m—g9
1000-full 1000Mbps/Full
100-full 100Mbps/Full
100-half 100Mbps/Half
10-full 10Mbps/Full
10-half 10Mbps/Half

[ E]

speed-duplex auto

[AJ1E— ]

A F =T z—AEF—FR

[

WEHE L BEE— FERET D,

no TR CIFAT L7 A I3V EICK S,

[/—}]

ARAav FICROREELZIT) &, YA v =T == AR ) 7 X0 T 5,

A< RIiZLAN B— MO LR E T HE,
B&l|

LAN 7R"— b #1 Oi8{3 3 E/1#{E T — N4 100Mbps/Full IZ5%

SWX2210 (config) #interface portl.1l
SWX2210 (config-if) #speed-duplex 100-full

5.1.4 MRU &E

e

[EX]
mru mru
no mru

[/$5 A—%—]

mru 1 <1522-10240>
ZAFAREIRIRR 7 L— LY A X

(AR E

mru 1522

[AJ1E— ]

Jua—nN\)arz7 4 L—varE—FR

[BLB]

ZIRATREIR IR 7 L — LY A RE R ET D,

no FECHEAT LGS I3 WHIREICR 5,

[/ — ]

Ka<y RV AT LAEROBRE L 72D,
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[ EH]
AT AERO mru & 9000 N4 MMIERIET D,
SWX2210 (config) #mru 9000

515 7R/ A kL— HERHBIERE

[F2

mdix auto switch
no mdix auto

[/XT A —=HF—]
switch o Ba RS AR L— kN HEPHIBIOBME
REME S
enable 7 m A/ A b L— h BEER 2 AT 5
disable 7 aR/A N L— N HEPERZ BT 5
[ E]
mdix auto enable
[AFIE—F]
AV B =Tz —AE—F
B

7 v A/A N L— NBEPHBIZ AT D, BT HE AT — T WY A 7 (A ML — hETRY
m A AR L, B e @I RET D,

no TR TIAT L7 5HA 1%, AEPHIBIAEZNIZ /2 Y MDI & 72 5,

[/—}]

A= Rk LAN R — M C OB E T HE,

AKa<w NICEDRELEFEZIT) &, BA v A —T = — AN v 7 X 45,

[BREH]

LANAR—h#1 ®Z7 n A A F L— h O HEVHIBIRRE & BT 5,

SWX2210 (config) #interface portl.1l
SWX2210 (config-if) #mdix auto disable

5.1.6 EEE & 7&

[

eee switch
no eee

[/XT A—F—]
switch . EEE O#){E

ﬁlpll
R
i
g&ll
=

enable EEE ZEhZT 5

disable EEE % 5hiz 9%

[WIHIRRE]

ece disable

[AS1E—F]

A HE =Tz —RAE—NK

B

4% JI¥4HE Energy Efficient Ethernet(EEE) & 023 5,



v R T 7 LU R A ¥ —T = — Al | 75
no A CHEIT L7356, EEE B ERNIC/A2 5,
[/—}]
AKza< 2 R LAN A— MO L ETHE,
RKa<vw FIZEXARELEL AT & B A v —T = —ANR—FIZY v 7 X T 5,
[BREH]
LAN 7R— k #1 ® EEE 26023 %,

SWX2210 (config) #interface portl.1l
SWX2210 (config-if) #eee enable

5.1.7 EEE 27— & X [EREFTRT S

[EX]
show eee status interface ifname
[P85 A — & —]
ifname : LANAKR— DAV Z—T =— A4
KRTHA L H—Tx—A
[AJ1E— K]
FERFHE EXEC £ — I, %5 EXEC E— F
[
fBE LA v 2 —T =—ADEEE AT —4 A% FRT 5,
UTOHEANERESND,
HHE B
interface AU H—T 2 —R%
EEE(efficient-ethernet) EEE 3G 25 D>
[EXEH)

LAN 7R— b #1 ® EEE A7 — ¥ A& KT D,
- EEE DL OB E
SWX2210#show eee status interface portl.l

interface:portl.1l
EEE (efficient-ethernet): Disabled

* EEE BAZIDOHE
SWX2210#show eee status interface portl.l
interface:portl.1l
EEE (efficient-ethernet): Enabled

(1]

508 K" —FIT7—V TORE
EEN

mirror interface ifname direction direct

no mirror interface ifname [direction direct]

[F—T—F]

direction D XTIV TTH N T Ty I FMERET D
[/NT A—=HF—]

ifname : LANKR—hDA v H—T 2 —2%

N7 400 BIT7—) 0 TFTHA L H—Tx—A
direct Y X TV T TA T T 4 v R
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[ AL B!
both ZAFM & FEE MO ST
receive A
transmit EIE A
[FIEARR E]
no mirror interface
[AJTE— K]
A H—T 2 —AE— R
[FRHA]
RGA B —T 2= A% A=T 7 —KR— N ifname Z WA — N & LT, direct TRESNTE N T 74 v %I T—
Vo735,
no B THEITLIZEEIE. X7V 7 oRELZHIKRT 5,
[/—F]

A< Rid LAN R — b OB E A HE,

A=T7 7 —=R—MIRETE DAV F—T7 =—RAIHK T4, 1 DOBEHFR— M2 EROA =7 7 —R— [ TH
RT 5B EIXTERN,

A=T 7 —R—=MIBREENTNWDEAL X —T 2 —AFEHRR—F L LTHAT S Z 21X TE R0,

A o H =T 2= AR L TS LANAR— h &2 A=T7 7 —R— e LTHEHTHZ LITTE RN,

Bail]
LANKR—F#l ZA=T7—R—F L LT LANKR— F #4 DEZET7L—L L LANKR—F#5 DEET7 L —2% 3
=V T35,

SWX2210 (config) #interface portl.1l
SWX2210 (config-if) #mirror interface portl.4 direction both
SWX2210 (config-if)#mirror interface portl.5 direction transmit

519 R—FIF7—1 T DIREER

[EA
show mirror [interface iframe]
[F—U—F]
interface D EBRTHA=T 7 —R— b EIEET D
[/3F A—%—]
ifname : LANAR—FrDA 2 F—=Tx—24
RRTHA=T 7 —HK— |
[AF1E— ]
FERFHE EXEC £— N, FiiE EXEC £— N
[@iA]
R—hIT7 =V T OREELRRT D, interface ZAME LI2HH1E R TOARA=T 7 —AHR— MIT 5 ENR LR S
N5,
1 ODA=T 7 —R—FZ&IT, UFOHABRERIINLD,
HA A
Sniffer Port A=T 7 —HR—bDA L H—T x—RAR%
Monitored Port AR — DA o H—T =2— R
Monitoring direction TV T L T T 4T T
[BREH]

A=T 7 —R— FOREERTT D,




SWX2210#show mirror
Sniffer Port Monitored Port Direction

portl.1l portl.4 both
portl.5 transmit
portl.7 portl.6 both

5110 4 ' Z— 7 = — ZADIREERR

AR R T 7 LA | A 2 —T =— Al 77

[EX]
show interface [ ifname ]
[/$F A—&—]
ifname DA —T = — R
[ASTE— F]

JEHFHE EXEC ©=— K, 5# EXEC £— K
B

ifname CIRELTLA VX —7 = — ADWREEZRTT D, ifname ZEWE LTEEIT., 2 TOA ¥ —7 = —ADKHE

KR T D,
LFOHBENFRREND,
HHE B
Interface AVH—T x— R4
V> AT —H A 32 (shutdown I
TR A FRTT D)
Link is + shutdown % E K : (by shutdown)

o R— b= T —HHE : (by err-
disable)

Hardware is

A A —7 = — AFj(Ethernet,
VLAN 72 )

HW addr

PELMAC)T R L A %1

MRU

Maximum Receive Unit 2

BPDU pass-through

BPDU /X & A /)L— %/ 362

EAP pass-through

EAP /3 A 2 )L— 4/ %2

Description

A H—T 2 — ADFA

ifIndex

A B —T 2 —AA T v I AHKE
%2

ARP ageing timeout

ARP % A 57 7 FEEREI(ARP =2 |
U —{RFFIRE[H) 23

SRR SR DR
Speed-Duplex %ﬂ;ﬁﬂ;il R — ROBIER £ B)
Auto MDI/MDIX Auto MDI/MDIX A%/ #5% %1
[Pva address IP7 RLVR/~AZ R X3P 7 R
ARERFOHRERIND)
broadcast I[P7 10— %y A R7T FLX %3 (IP
T RUABREROHRFRIND)
AA v FHR—FDE— R X2
Switchport mode s access: XL

o trunk: ¥ Jffx




18| 2~ RUT7 LU R | A F—7 =— A

HAE

g&li

BA

Ingress filter

ANJIT7 4 VB U T DIRKE %2
» cnable: A%
« disable : %)

Acceptable frame types

ASTIRE/ R 7 L— A H A 7 %2
Al RTHDTVL—LEZFE Y
HIEARZ2 L)

+ vlan-tagged only : VLAN % 27 O ff
W27 L— LD REE

Default Vlan

X277 L7 L—AL%# 5 VLANID

X2

o XTI LAFA— FOLE:
switchport access vlan =~ > R C
fi7E L7z VLAN

. FIHEE— PORE KA T 4
7 VLAN

o FIUfER—NTEITfFENTY

kD HZAGERE D54 - None

ARFFERF : vlanl

Configured Vlans

W ALK —T 2 — AREE LT
% VLAN ID O —% %2

packets

ZAE/ Ny MR2

bytes

ZAENA M2

input drops

ZERHCEE SN N v ML 32

broadcast-and-multicast-packets

ZETo—FRExy A MBI~ LT
X A MRy M X2

packets

ESERAVAMEE - &)

bytes

ESEPANEIN - @)

output drops

FERHIBEE S LR v M2

broadcast-and-multicast-packets

EE7r— KXy A FBLO~AF
Fy A by MK

XK1 B —T = — ADBFR
O A L F—T 2 — A RS U H—T = — ADBEIR
K3VLAN A V' H— 7 = — ADIHFR

(B EHI]
LAN R— |k #1 OREEZFERT S,

SWX2210# show interface portl.1l
Interface portl.1l
Link is UP
Hardware is Ethernet
HW addr: ac44.£200.0000
MRU 1522
BPDU pass-through: Enabled
EAP pass-through: Enabled
Description: Connected to router
ifIndex 5001
Speed-Duplex: auto (configured), 1000-full (current)
Auto MDI/MDIX: on
Vlan info:

Switchport mode : access
Ingress filter : enable
Acceptable frame types : all
Default Vlan 3 1

Configured Vlans : 1




Interface counter:
input packets
bytes
drops 0

broadcast-and-multicast-packets:

output packets
bytes
drops : 0

broadcast-and-multicast-packets:

VLAN #1 DIRFEAZFRT D,

SWX2210#show interface vlanl

Interface vlanl
Hardware is VLAN
Description: Connected to router (VLAN)
ARP ageing timeout 1200

AR R 77 LA A F—T =— Al |79

320
25875

301
628
129895

628

IPv4 address 192.168.100.240/24 broadcast 192.168.100.255

(u) -Untagged, (t)-Tagged

VLAN ID Name State Member ports

1 default ACTIVE portl.1l(u) portl.2(u) portl.3(u)
portl.4 (u) portl.5(u) portl.6(u)
portl.7 (u) portl.S8 (u)

5011 7V —Lh v —FKmR

[EX]
show frame-counter [ifname)]
[73F A —&—]
ifname LAN R— FDA L F—T = — R4
FRTDHA LV H—T = —A
[AS1E— R
JEFEME EXEC £ — N, Fp#E EXEC £— |
[BLFA]

ifname CHELTEA VX —T 2 —ADT L —LH T ¥ —

S =7 == ADERERTT D,

HHAERRT D, ifname TEME LTIZGEIT. &2TOA >

UTOHANERSNLD,

HAH B
packets HFEZENT Y MR
octets RE/ZEX 7T MR

total-good-packets

EWIZIRE ZEShe T v M

total-error-packets

BE/ZETT =Ty M
(CRCTT—, TIA AL FTT— TL—L¥A A=z
7= &)

drops

ZERHCEES NN > MK
CEERIDO B 7 > ZITHIZ0)

broadcast-and-multicast-packets

AT N B SN SRR 2k R S NOVAY, A NS
B/ =

64octet packets

6447 7 v ROy FRER S R

65-127octet packets

65~127 47T v ROy MEER ZIEHK

128-2550ctet packets

128~255 27 T v NED AT v NEEE ZEHK

256-511octet packets

256~511 42 7 v MRO/S y MEEE 2R

512-10230ctet packets

512~1023 A7 7 v R RO/ v MR EE B




80| 2~ RUT7 LU R | A H—7x=— A

HH B

1024~ KA 7 T v FRCE)D N v MEERE %15

1024-MAXoctet packets
P %

1 MRU OFEMEITHEE L TEET 5,

[RXEH]
IANR—F#1 DT L —A BT X —%FmT 5,

SWX2210#show frame-counter portl.l
Interface portl.l Ethernet MAC counters:

Received:
packets :3501
octets :526319
total-good-packets :3501
total-error-packets :0
drops :0
broadcast-and-multicast-packets :3501
6doctet packets 144
65-127octet packets :1990
128-2550ctet packets :1465
256-51loctet packets :0
512-10230octet packets 12
1024-MAXoctet packets :0

Transmitted:
packets :3766
octets :295617
total-good-packets :3766
total-error-packets :0
drops :0
broadcast-and-multicast-packets :3754
64octet packets :2049
65-127octet packets :1414
128-2550ctet packets 1265
256-511loctet packets : 34
512-10230octet packets :4
1024-MAXoctet packets :0

51127 V—b AV E—DIIT
[F

clear counters ifname

clear counters all

[F—TU—F]

all D ETCDOAE =T 2= ADT =LA A — % T VT T 5

[XF A= —]

ifname : LANA— b ELITGwHEA v F—T 2= ADA V F—T = — X4
MPEDA B —T = — A

[ASTE— F]

FiHE EXEC £— R

B

ifname CYRE LA v X —T 2 —AD T L—Lh I A —% 7 VT4 5,

ifname \ZFERA LB — 7 = — A EFEE LTZGBIE, T0OA v F—T7 = — AR T HRTO LANKR— FD 7 L— A4
N B—% 7 VT T 5,

all ZEE LB AIE, R TCOLAN A= DT L—AA T ¥ —% 7 U T+ 5,

[BREH]

LAN KR—=RF#l DT L —Lh X —% 7 VT35,

SWX2210#clear counters portl.l



E2TDOLANR—F DT V—AH 2 —% 7 T35,

SWX2210#clear counters all

5.1.13 BPDU /3 % 2 L— DAY

A R 77 LA | A 2 —7 =— Al | 81

[EFX]

pass-through bpdu switch
no pass-through bpdu

gﬁlé

BA

BPDU /SR 2 )L—ZHNZT 5

BPDU /XA A )L— %M %

[/XT A—F—]
switch : BPDU /X2 Z/L—D@EE
REE

enable
disable

(AR 2]

pass-through bpdu enable

[AJ1E—F]

Jga—)aryz 4 lb—y g rEw—NR

(B

BPDU /X R A J)L— & 0/ 2+ 5,

no B CEIT L7=5A 1%, BPDU RAZ/L—NEFMNIR 5,

[B%EH)
BPDU /X A A )L— %M+ 5,

SWX2210 (config) #pass-through bpdu disable

5.1.14 EAP /%2 2 L—DAE ML

EEN
pass-through eap switch
no pass-through eap

Bl

EAP /X2 Z )L —Z /T 5

EAP /XA AL — %N T 5

[8F A—F—]
switch . EAP /N R A )L—DENE
XEME

enable
disable

(WX E]

pass-through eap enable

[AJ1E— K]

rsa—)ary7 40— g F— R

BN
EAP /R A A )L— % 5NN 5,

no IR CEIT L7=HA L. EAP RR R L—0RFNT7 5.

(B EH]
EAP /XA 2 )L— M T 5,

SWX2210 (config) #pass—-through eap disable



| A~ RIT7 LU R | A ¥ —T7 x=— X
52V 0077 ) —Ta v

e
el

52 RAEZT 4 v 7BA VI —T =2 —AD
[ER]

static-channel-group link-id

no static-channel-group

[73F A —4—]
link-id o <1-8>
ABT 4y T o H—T = — AF
[AJ1E— K]
A F—T 2—AEF—F
[FLBA]

SRA B —T 22— A% link-id CERELIZAAT 4 v Vi A v 2 —7 2 — A B S8 5,

o R TEIT LSRRI, IBA A —T 2 —RABAXT 4 v IV A VX —T 2 —ANBIREE 5,

[/ —H]

Ko< KL LAN B — IO L& E F I HE,

ABRT 4 PEPAA B —T 2 — ABFLE LW link-id \[2%F LT, LAN FB— R A HTE SEAEAIT. Hilicx 2 r
S TRBIA L H—T 2 — AR EN B,

ABT 4 VRBA U H—T 2 — ANLMIR S RER, TR T2 LAN R— DR ES e /3, AZT 470
B L H—T 2 — ADHIREN S,

1 ODART 4 VA 2 —T 2 — R ZRRKEODLAN R— ARSI AL LN TX 5,

BEIZIFE L CWAR AT 4w Vil V¥ —T7 =2 — R L CATR S D5A1E, LANKR— M ERET ¢ v 7 i
A H =T x2—AT, UTOREEZETHIELZ L, REBBRRIGHITI=T— L7725,

e shutdown =2~ ROHE

¢ VLAN OE

TN AZT 4 VA v — T = — ADRERENHGETE, LAN R — O EFRENAY T 4 v 7 il v ¥
— 7 2 — ADPHIRE LR D,

R—=FIT7—=V T DODA=T 57— R—hrE LTHEHLTWAD LAN KR — MMI, AZT 4 v iAo X —T =2— AT
FEEE2Z EnTERN,

1 2®D LAN R— F &2 EEOGREA L F—7 = — AP I E L Z LTk, no B THBAIE THro R D
A L H—T 2 — AR IS L,

[RXEHI]

LANKR—FH#) Z AL T 4 v ViREA VX —T =2 — A #5 IR & F 5,

SWX2210 (config) #interface portl.9
SWX2210 (config-if) #static-channel-group 5

522 RAFT 4 v ViREA LV E — T =2 — ADREERR
[ER]
show static-channel-group
[AJTE—F]
FERFHE EXEC & — R, FffE EXEC E— R
[
ABT 4 ViBA v H—T = — ADRIEERTRT D,
THETDHDAAT 4 v VB A v A —T x2—AZ LI TOHEENEREIND,
o AZT Ay TwmBA v H—T = —AH
o B— RART U RABERED L— L
« FAIBLTWDLANKR— hDA U H—T =2— R4
12— RXZ 2 ZARERED L— LI DT, port-channel load-balance =1~ > KD fype /3T A —X —SMD = L




AR R 77 LA | A H—T7 =— Al | 83

[ EH]
AT 4 VB, =T 2 — ADIREEEIRT D,

SWX2210#show static-channel-group
% Load balancing: src-dst-mac
Static Aggregator: sal

o° o

Member:
portl.2
portl.3
% Static Aggregator: sab
% Member:
portl.9
portl.1l1
portl.13
portl.15
523 B — FNT 2 ZBERED/V— IV DERTE
[EX]
port-channel load-balance type
no port-channel load-balance
[P35 A—4—
type LR L — T 2 — R EWRD DT DD I—IL
type P
dst-ip 56 5% IPv4/IPV6 7 R L A
dst-mac %849 MAC 7 R LA
dst-port %64 TCP/UDP R — h %5
src-dst-ip BB L8 L O%ESE IPv4/IPv6 7 R LA
src-dst-mac EEILB L U%EHE MAC 7 R LA
src-dst-port (508 L O%ESE TCP/UDP R — R &5
src-ip {5 IPV4/IPv6 7 R L A
src-mac EEITLTMAC 7 R LA
src-port 1%6{5JC TCP/UDP R — K &5
[WIHIRRE]

port-channel load-balance src-dst-mac ( Rev.1.02.03 LLF% )
port-channel load-balance dst-ip ( Rev.1.02.01)

[AS1E— )

Ja—n_par 74— g rE— R

[FHA]

10— RNRT o AREDERES A VX — T 2 — AR RO D2 DDN— LR ET 5,

no TR TIAT L= 8B-A I3HIHIR EITR 5,

[/—H]

AKa<y RIZV AT LAREKOREL 25,

IPV4/IPV6 /37 > R TIE7eWT L—ADLAIE, EESN TN AL— LB 6T, B#ELB X 0%%E MAC 7 KL
A% JCITHRIES A VX — T = — ABRTET D,

[BREH]

m— RXT L ZBERE T, BB I0H L UG SE IPVA/IPVE 7 R L A & JCICHRIEEA v X — 7 = — A B RET D L ) ITRE

T %,
SWX2210 (config) #port-channel load-balance src-dst-ip
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o=
Layer 2 $%5E

6.1 FDB(Z ¢V —F 4 V' T —FZ~N—X)

6.1.1 MAC 7 R L R %2R DR E
[

mac-address-table learning switch

no mac-address-table learning

[73T A =4 —]
switch : MAC 7 KL REEEREOEE
B IEME B!
enable MAC 7 R L 2 EEREAZ AT 5
disable MAC 7 K L R 2R ERE2 BN 5
[FIHIRRE]
mac-address-table learning enable
[AF1E—F]
srua—\)arz 4 b—varE' =R
[

MAC 7 R U R B BERE DA N/ s & 5% €T D,
no JERTEITT D L. MAC 7 R L AR MERERSREN B SN & 72 5,

[/—}]

MAC 7 L RZEEHREN RN 5 A81F, 7L —2%2ZELTHLMACT RLAT—T W IFAF Iy I/ M) —
R S A AN

[B%E B

MAC 7 K L A EEERE 2 2h T 5,

SWX2210 (config) #mac-address-table learning disable
612 A FIv I ) =DV T A LRE

[ER

mac-address-table ageing-time time

no mac-address-table ageing-time

[/3F A —4F—]
time : <10-634>

T T HA B
(R E]
mac-address-table ageing-time 300
[AFIE—F]
sua—\)arz 4 b—varyE—R
[FHA]

A FI v Iy N ==V T HA LERET D,
no JEATHEIT L2 B3I E IR D
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[/— 1]
Ka<y FCRELERH & REIZFA AT Iy 72 U= MACT RLAT =T AnLHAIREN % £ TORH
L DT, BRENELLZHEEN DD,
[BREH
FAFIv I N —D—T 0 T XA L% 600 PIZT 5,
SWX2210 (config) #mac-address-table ageing-time 600

613 XA Iy 7 M) —DHIR
EEN

clear mac-address-table dynamic
clear mac-address-table dynamic adress mac-addr

clear mac-address-table dynamic vlan vian-id
clear mac-address-table dynamic interface ifhame

[F—TU—F]
address : MACT RVAZIETET D
vlan : VLANID #{5&E3 5
interface S AVHE =T 2 —AERETD
[/3T A—HF—]
mac-addr ¢ hhhh.hhhh.hhhh (h /% 16 %)
KR D MAC 7 K LA
ifname : LAN AR— M ELITGREA v ¥ — 7 = — ADLH
RRBOA B —T 2 —R
vian-id 1 <1-4094>
%t VLAN ID
[AJ1E— F]
¥¥iE EXEC E— R
[@iA]

MAC 7 RVAT =T NAnbEAF Iy 7z b —&HIERT 2,

F—U— FEEELLLEIE. HEEMHC—H Lz N =R ZHIRT 5,
F—U—REHELRWEEIE, 2 TOXA T Iy 7= M) —%HIRT 5,
[BXREH)

MAC 7 R L A3 00a0.de11.2233 DX A F I v 7 =2 b — % HIBRT 5,
SWX2210#clear mac-address-table dynamic address 00a0.dell.2233

614 RAFT 4T DY —D
[

mac-address-table static mac-addr action ifname [vlan vian-id)
no mac-address-table static mac-addr action ifname [vlan vian-id]

E

R

[F—U—F]

vlan : VLANID #f5E7 %

[/NT A—=HF—]

mac-addr : hhhh.hhhh.hhhh (h 13 16 %)

*G:D MAC 7 KL &
action : mac-addr S8 7 L — AITxT HEME
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RENE e

forward %35

discard S5
ifname : LAN R— MEITG@wmEA & —7 = — XA D4

SEDA B —T =2 — K

vilan-id o <1-4094>
X152 VLAN ID

(IR RE]
L

[AJTE— K]
Ja—x\)ary7 4L — g — K

[FRA]

MAC 7 VAT —TNVIZAXZT 4 v 72 b)) —%5E5kT 5,

action |Z forward %€ L72HE1X. i%E
A VB —T 2 —ATHRIET D,

L7-MACT RLZBLRVLANID IZ—&LI-ZE7 L —Lo% RELE

action |2 discard ZEZELT-HA51F. ZELE-MACT RLABIWRVLANID IZ—H L7-ZE 7L — L%, fFIET

Do

o ERTETLESEAIE. MACT RLAT—T AN RAZT 4 v b —ZHIRT 5,

vlan ZE M L7256 1L, VLAN #1 Ni%E
[/—F]

Shd,

action 17 discard % E L= BA 1%, mac-addr \lZ~1VF X ¥ A N MACT RLAZIBETDHZ LT TER,
mac-addr (UL DO MAC 7 RUAZIBETAHAZ LI TEX 220,

* 0180.c200.0000~0180.c200.000f
* 0180.c200.0020~0180.c200.002f

[ EH

0020.de11.2233 560 7 L — 2% LAN AR —  #2 [ZHRiET 5 L 5 B#ET 5,
SWX2210 (config) #mac-address-table static 00a0.dell.2233 forward portl.2

6.1.5 MAC 7 RL XA F—7 )L DFHmR

[EX]
show mac-address-table
[AS1E— K]
FERFHE EXEC &£ — R, %7 EXEC E— F
B!
MAC 7 RV AT —T V&R RT 5,
UTOEERRREIND,
e VLANID

e fUH—Tx—RAR%

« MACT7 RL X

o T L —AITKT HENME
s TV RNY—OFE

o T—UUITHAA

[EXEH]
MAC 7 RL AT —T NV E2HRKR-T 5,

SWX2210>show mac-address-table
VLAN port mac
1 portl.l 00a0.dell.2233

fwd
forward

type
static

timeout
0
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1 sal 1803.731le.8c2b forward dynamic 300
1 saz2 782b.cbcb.218d forward dynamic 300
6.2 VLAN

6.2.1 VLAN &— R~DO#1T

[F=
vlan database
[AS1E— K]
Ju—Nar 7 J—varE—F fillarr 7 r—varE—F
[FLHA]
VLAN A > % —7 == ADBRELAT 5 729D VLAN £ — FIZBATT 2,
[/ —}]

VLAN E— b7 a— a7 4 7 b—va 8 — FIRED I exit 2~ REfEH L. Hi#E EXEC & — FiZ
HAHWend 2~ REMEHT S,

[BXEH]
VLAN E&— RIZBITT 5,

SWX2210 (config) #vlan database
SWX2210 (config-vlan) #

622 VLAN A LV Z—T7 = — ADRE
[EFX]

vlan vian-id [name name] [state state]

no vlan vian-id

[F—T— K]
name : VLAN O4HIZHEET 5
state : VLAN ORREZHEET D
[/3T A —F—]
vian-id 1 <2-4094>
VLANID
name DA T L UEATL (32 SUTFEAN)
VLAN D4, Hif
state DT L ADREEAT O I OREE
REE B
enable A TSN ] o S )
disable T L—AEEE LN
[#IEIEXE]
mL
[AJ1E—F]
VLAN E&— R
B

VLAN A V4 —7 = — A% HET 5,

no JERCTHEAT L7I=HAIL. VLAN A v ¥ —7 = — A ZHIRT 5,

name = E W L725A1%. VLAN O FiIZ"VLANxxxx"(xxxx 1% 4 #7D VLAN ID)233% € S LD,
state AW L7255 13, enable 23iXE S 1D,
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[/ —F]
BEIZ name MR E I TUWAD VLANID IZ%F LT, name A L TAa~ L RERELT-HEIE, BRICEREINLTWY
5 name DE FEE IR,

vian-id |23 VLAN ID ZF5EFRE, 727 L. %D VLANID Z#5E L7254 1%, name ZHETHZ LN TR
Uy,

BEIRETHHE. UTo Xz, """ 2HT 52 &,

« VLAN#2 2°5 VLAN #4 £ THIRIRT 2545 2-4

« VLAN# & VLAN #4 # &R+ 2855 2.4

[BREH

VLAN #1000 % Sales & V9 &R CTRET D,

SWX2210 (config-vlan) #vlan 1000 name Sales

6237 JEAR— MNHFTRLR— M)DORE
[EX)]

switchport mode access
(AR E]

switchport mode access

[AS1E—F]
A H =T 2 —AF— R
[BLFA]
XGA VB —T 2 — ADKR— MNERZT 7 AR— MIRET D,
[/— 1]
ARa< 2 FIZLAN R— FBLUGRHEA ¥ —7 = — ATOHBE A HE,
WA =T 2 AERRE L TR FERE LIZGEIE, TOA L F—T7 =—ACHTBT 52 TO LAN R
— FORENERSND,
— MNERE N T 7 R— DT 7B AR— MIAEFE L7254, switchport trunk allowed vlan =~ > R DR E
}QJZU\ switchport trunk native vlan =~ > ND§ E?ﬁ)%}]ﬁ;ﬁ&ﬁ? )jzéé

7 AR— KL LTHET D VLANID (L. switchport access vlan =~ > R TR ET 5,
[ EH]
LAN R— h #1 27 7 E AR — MIEET 5.

SWX2210 (config) #interface portl.1l
SWX2210 (config-if) #switchport mode access

624 7 7B AR— MNE T 7 LAR— MDHIE VLAN DR E
[ER]

switchport access vlan vian-id

no switchport access vlan
[/3F A =4 —]
vian-id - <1-4094>
FTJE 7 % VLAN ID

(AR RE]

switchport access vlan 1

[AJ1E— F]

A H =T 2 —AF— R

[FLFA]

HGA U F =T 2= ANT 7B AR— L LTHTET 2 VLANID 28 ET 2,
no I CTFAT LI E IR EICR 5.
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[/— 1]

A3~ Rid switchport mode access =~ > RV E S LTV D LAN AR — B L OGREA ¥ — 7 = — X TDO ek
E P HE,

FEEA X — T 2= AR L LTAI Y FERE LTZHRIE, TOA ¥ —7 =—RZFHTET 54T LAN &R
— FORENELEIND,

N— MEREZ T 7R — MIER LIELGEIE, Aa~xr FROREVPVIHIREIZR S,

[BRE ]

LANR— M #1 N7 7 AR — K& LTHIRT 5 VLAN % VLAN #10 |Z3% T T 5,

SWX2210 (config) #interface portl.l
SWX2210 (config-if) #switchport access vlan 10

625 b7 I HR— METFER— MNDORE

(BRI
switchport mode trunk [ingress-filter action]

[F—T—F]

ingress-filter CANN T 4B —DOEEERET D

[/8T7 A —F—]

action D AT v —0EE
R B
enable AT AN —FHMNT D
disable AT 4 NE—ZWINT D

[WIHIRRE]

L

[AS1E—F]

A H =T 2—AE— N

[

KIRA B —T 2 —ADKR— MNaEjIZ T 7 R— MIRET D,
ingress-filter 24 Ws L 7235613, enable 28R E SN D,
AT 4 VB —=DSERIRG AL, ZIE7 L —AD VLANID 31 v % —7 =—ADFTE L T\ % VLANID & —E L
L EDH, T—hEWHET D,
AN T 4 B —=DEHRGEIE, TXTOT7 L—AZiRET 5,
[/—}]
ARKa< FIZLAN A — FBXOGHEA v ¥ — 7 = — AZDHKIE AT HE,
A =T 2= RERRE L TARAT Y FERELIEHGAIE, €O F—7 =—XZHET542TD LAN R
— F@Eﬁﬁﬁﬁkﬁéﬂé
— NERAET 7B AR — 06 R T 7R — MIEE L7c5A 1., switchport access vlan =~ > R DF%E 23 FIHIEX
Lu)%éo

NZ 7R —FE LTHTET 5 VLANID i, switchport trunk allowed vlan =~ > R CEHET 5, £/-. XA 747
VLAN O#%E T switchport trunk native vlan =< > R CHET 5,

[ E B

LANR— R #l & b7 7 R— MTRET D,

SWX2210 (config) #interface portl.1l
SWX2210 (config-if) #switchport mode trunk

6.2.6 b7 7 R— MNEZ TFHEFR— N)DFTE VLAN DOFRE
E]

switchport trunk allowed vlan all

switchport trunk allowed vlan none
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switchport trunk allowed vlan add vian-ids
switchport trunk allowed vlan except vian-ids
switchport trunk allowed vlan remove vian-ids
no switchport trunk

[F—U—F]
all ¢ ovlan IV R TRHEINTNDTRTO VLAN IZFTR S ® 5
none : A&TOVLAN Ok s 2%
add : BE L VLAN IZFTR S ' %
except © HE L VLAN LSO, vian 2> RTREINTNDHTXTO VLAN ICFTE S5
remove © HE L7 VLAN B g &5
[T A—%—]
vian-ids 1 <1-4094>
vlan =~ R CRRIE STV % VLAN ID
BERET 256, LTO L ic, """ &llTs2 L
« VLAN#2 7»5 VLAN #4 & TZRIRT 5545 2-4
+ VLAN#2 & VLAN #4 % %IR5 5355: 2,4
[FIHIERE]
L
[AF1E— ]
Ao B =T 2 —RE—F
[FLEA]

MNBA VA =T 2= AN T 7R—FE LTHET S VLANID 3% ET D,
no WX THEAT L7256, FIET 5 VLANID N R CHIBR SV CAR— MERINT 7 B AR — MIEFEIND,

[/ — 1]

A2~ R switchport mode trunk =~ > 3% E I TV D LAN A— B L UGREA v & —7 = — R|ZD IR
JE T HE,

WA S F =T 2 AR E L TR RERE LELAIE, £0A 2 —7 = — IR T 52 TD LAN R
— FORENELEIND,

W— MERZT 72 AR— MIEE LTELEEIE, Aa~xr FOREPPIHREIZE D,

all £7213 except ZHEE L Tax i L7 E 1T, ZOHKICEE L7z vlan 2~ RONENFIIKMEIND,

all £721F except #FHE L TRE LG AIL, LTORELXITI &, FEV OFFE L TW\5 VLANID % add THEL
FREICEFEIND,

« remove X EE L CHTIE L T\ 5 VLAN ID ZHIBR L7234

+ switchport trunk native vlan =~ > R CJE L C\» 5 VLANID Zf5E L 7=56&

except ZHHE L TR EZ 1T > 2%, add 257 L TERAF L CU 7= VLAN ID (IZFTE S B 7288013, e L T\ 5 VLAN
ID % add THE L7eREICEL E 5,

remove & H5E L72%IZHTE L TV VLANID #4887 5 &L =7 —1272 5,

A=< K & switchport trunk native vlan =~ > RORREIL, %“AaEESL LD,

« ARa<r RTHES 72 VLANID %57 L T switchport trunk native vlan =~ > RZ®RE L7546, EELEZ
VLANID 726 iE S ¥ 65,

« switchport trunk native vlan =~ > R CEE ST\ 5 VLAN ID Z45& L CHTIE & ¥ 72354, switchport trunk
native vlan none 235X € 15,

[BXEH]
LANKR—h#l Z b T 7R —MIHEELTVLANR IZFTBEE 5,

SWX2210 (config) #interface portl.1l
SWX2210 (config-if) #switchport mode trunk
SWX2210 (config-if) #switchport trunk allowed vlan add 2
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e
i

62.7 T I R— MNETRER—NDORAT 47 VLAN O
[ER]

switchport trunk native vlan vian-id

switchport trunk native vlan none
no switchport trunk native vlan

[F—TU—F]
none : FRA 7 47 VLAN #2325
85 A —&—]
vian-id 1 <1-4094>
vlan =< > FCRE SN TS VLAN ID
(AR E
switchport trunk native vlan 1
[AJIE—F]
B =T z—AEF—FR
[RA

XGA VB —T 2 —ADFAT 47 VLAN & ET D,

none ZHE L72H AL, 217 4 7 VLAN BRI 5, ZHICK VMRSV H—T =2—ATIE, ZELEH 77
L7 L—LaEET 5,

no IR CHAT L7258 13 EICE D,

[/— 1]

A~ R switchport mode trunk =~ > F3E%E I TV D LAN RA— B L UGREA v & —7 = — R |ZD IR
JE T HE,

WA VA =T 2= AN BRE L TARa~v L RERELEEGAIE. Z0A v F—7 =2 — R IR T 54T LAN R
— FORENPEREIND,

N— MEREZT 7 2 AR — MIER LIEGEIE, Aa~xr FORENPVIHIREICR D,

ARz~ K& switchport trunk allowed vlan =~ > ROFREIL, BEEIL LD,

+ switchport trunk allowed vlan ==~ > R CHJE St7- VLANID #f8E L CARa~ > RERE LHE, BELL
VLANID /05 S 5N 5,

« ARa~ RTEEL VLANID % switchport trunk allowed vlan =~ > K CHE X ¥ 72454, switchport trunk
native vlan none 733X E S 415,

[ E B

LANAR— b #l & F 72 7 R— MIRELTRA 7 47 VLAN IZ VLAN#2 &R ET 2,

SWX2210 (config) #interface portl.1l
SWX2210 (config-if) #switchport mode trunk
SWX2210 (config-if) #switchport trunk native vlan 2

(1]

6.2.8 < /LF 7L VLAN DEEE
[

switchport multiple-vlan group group

switchport multiple-vlan group
no switchport multiple-vlan_group group
no switchport multiple-vlan group

[/3T A —F—]

group i 1IN (R — FORKEET)
TN—T &K

[HIHRRE]

L
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[ASTE— K]

AV HF—T 2 —RAEF— R

[FRHA]

ﬁ%%y&a7muxﬁﬁﬁﬁévw%7wWAN7»~7%%E#60

A B =T 2= AR L TCITN—TE2RBE LTHE. %A ¥ —7 =—ATiL, VLAN R LT, o~ /LF7

JLUVLAN ZV—7NECA v X — 7:%XW®AT B{ET& 5%, FL VLAN T, </VF 7L VLAN 7 /L— 7 Hi&E
9%{3\\ %'fgf%iﬁl{\o

PIHPREE TIXEA ¥ — 7 = — A~ /LT 7L VLAN 7 L—FIZHTR L7200,
no JER CHELT LB 3B EITHE 5,

[/— 1]

A<y RILLAN A— B LOGREA v ¥ — 7 = — AT DO HFHE A HE,
[BX E B

LAN /R— k #1 2~ /LF 7 )L VLAN 7 /L —T#10 |[ZFRET 5,

SWX2210 (config) #interface portl.1
SWX2210 (config-if) #switchport multiple-vlan group 10

6.2.9 VLAN fE# DO FER

&

show vlan vian-id
show vlan brief

[F—U—F]
brief : 2TO VLAN F#EERR-T D
3T A—5—]
vian-id o <1-4094>

#~”4 % VLAN ID
[AJ1E— K]
FEHFHE EXEC £— N, F#tE EXEC E— I
[FEBA]
FEE L7= VLAN ID D% #7715,
LFOmBENRREIND,

HH B
VLAN ID VLAN ID
Name VLAN D4 i
VLAN OIREE (7 L — L ZHRET 5 DY)

State « ACTIVE : #5257 %

+ SUSPEND : #5% L 720>

VLANID (ZFTR L TV oA U H—T =—A
Member ports « :TIZERAR—NEITRLE—D)
e M) FTUUE— NE I ERE—T)

[ EH]

4 VLAN {F#z£R~T 5,
SWX2210>show vlan brief
(u) -Untagged, (t)-Tagged

VLAN ID Name State Member ports

1 default ACTIVE portl.1l(u) portl.2(u) portl.3(u)
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portl.4 (u) portl.5(u) portl.6(u)
portl.7 (u) portl.8(u) sal (u)

6.3 L — 7kl
6.3.1 L —TRRHBREDRE(C AT L)
[EX]
loop-detect switch
no loop-detect
85 A —5—]
switch L VAT AEERON— TR DR E
REME B
bl VAT KRR — T R R A IS
va)
dicable VAT DARD L~ R T
%)
(WX E]
loop-detect disable
[AS1E— K]
sua—n)Narz 4l —yasE'w— R
[BLAA]
VAT DEERON— TR 2 AR E I T S,
no JZTHEAT LI G I3 E IR T,
[/— 1]
N—TRHBEREEZ AT 27201I1E, Ravr FITMA T, 4 ¥ —7 =— A Tb/L— 7R E G T 25
W B D,

N —THRHBERENE 72 BETH, LTOA ¥ —7 2 — A TiI—7BRHEESEEIZEIE L 72,
e X7V VITHREDA=T 7 —R— ML LTEMEL TV 5 LAN R— b

o FmERA X —T 2 — A ITREFE STV D LAN R — |k

(B

YAT AR — T RIHEE T 2,

SWX2210 (config) #loop-detect enable

VAT AT — TR 2 BT B,

SWX2210 (config) #loop-detect disable

6.3.2 V—RRHBEBEDREAL v ¥ —T = —R)
EN

loop-detect switch

no loop-detect
[T A —=HF—]
switch DXREBA B —T 2 — AD N — T RS EE DR E

X EE B!

KB A B —T 2 — ZAD N — TR R EE
B+ 5

WBA L H—T 2 — 2D N— TR EE A
R+ D

enable

disable
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[FIHEIERE]

loop-detect enable

[AS1E— K]

B —T z—AF— R

BN

KA L H—T 2 — ADN—TRHHEERE 2 H RN £ - 13RI 5

no TC K THEAT L7285 ITURR EIZ = T,

[/—F]

Ko< R LAN R— MIDHERE I HE,

N—THBHBSEEEZHCT H720120%, Ao~y Rz T, VAT AR THYL— 7 BHESRE 2 G4 5 %3
75‘)‘&)60

N—THRHHSRENE 2 A TH, LTDOA v 2 —7 = — ATl — 7R BB IZEME L Z2 v,
e IT—V SO A= T 7 —R— & LTEMEL TV LAN R— k

o FPA LA —T 2 —AIZINBEEN TS LAN AR— k

B&l|

LAN R— K #1 OL—T7itre = A 20295

SWX2210 (config) #interface portl.1l
SWX2210 (config-if) #loop-detect enable

LAN R— b #1 OJL— 7k HHERE 2 B2 5

SWX2210 (config) #interface portl.1
SWX2210 (config-if) #loop-detect disable

633 N —7RHHBICE BR— T 0 vx L 7 ORHGREORE

[F=

loop-detect blocking interval interval
no loop-detect blocking interval

[T A—=HF—]
interval : <300-3600>
J— TR HERE ORI (7))
[WIHIRRE]
7L
[AJTE— R
Jsa—x)ars 74— g — R
[FLEA]
W, V— T DRE S D & BIEELC Blocking IEfEBR S U5,
ZDav s RERETDHE, —ERBTLA—7DEIN TV D DHERT DX )15,

Jo— T MR STV IUE Blocking & fif#BRT 523, JL— 7 MM ST RITAUE, FEZ ORI AR H £ T
Blocking Z i 9%,

no JE K CTEIT LA IE. PIHIREIZRE T,

[/—}]
Port Blocking JREED AR — ~ Y 7 X7 o L7235 Port Blocking (XRIRFICHEER S 415,
[ E ]

Port Blocking 0 /L— 7 fig{H a8 0> M FRRF[E 4 300 FHICRET 5.
SWX2210 (config) #loop-detect blocking interval 300

6.3.4 )V —RRHIREDO Y v

[EFX]

loop-detect reset
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[AS1E—F]
F#HE EXEC E— R
[REFA]
ETDAVH—T 2—ADL—THHREEZ V¥ v b5,
[/ — 1]
AKawr Rid, Y AT D20V —TREEEN ARG ORETT LI LR TE 5,
[BREH]
N—TRHREEZ ) Y N5,
SWX2210#loop-detect reset

6.3.5 )L — 7R HIHERE DIREER

&

show loop-detect
[AJTE—F]
FEHEHE EXEC £ — N, ke EXEC £— R
[FiAA]
=T RHERBE DR ERIREB 2 R T 5,
FRHNFILTOLEY,

o VAT AERDN— TR HEERE DR E

Port Blocking @/ — 7 i 4R D M FRFERT("Auto" F 721% "N seconds")

e LANA— FZ Lo —TRtoNREE
s A UH—T x—AL(port)
¢ LAN AR— F O/ — 7 HEEEE DX E (loop-detect), /L — 7R HEBERENSENE L TV D 5E1E. (WP ESh D
o JLb—T7 ORI RE(status)

[BEH]
N—TRRHREEDREEE KRR T 5,
SWX2210>show loop-detect

loop-detect: Enable
blocking interval: 300 seconds

port loop-detect status
portl.1l enable Normal
portl.?2 enable Normal
portl.3 enable (*) Normal
portl.4 enable Normal
portl.5 enable (*) Detected
portl.6 enable (*) Normal
portl.7 enable (*) Blocking
portl.8 enable (*) Normal
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=

Layer 3 $%5E

711Pv4 7 KL A EH

71.11Pv4d 7 RL ZADHRE

[ER
ip address ip_address/mask [label textline]
[F—T—F]
label D IPVAT R AL T NIV ERET D
[NT A—=F—]
ip_address : AB.CD
IPv4 7 RL- X
mask o <1-31>
~YAZEy MK
textline 7L (64 CFELI)
(AR E]
ip address 192.168.100.240/24 *¢VLAN #1 O 7~
[AJ1E— F]
A BF—=T2—AE—F
[REA]

VLAN A V' Z—T7 2 —RAIZX LTCIPVA 7T KL AL Xy b~ AT ZRIET D,
IPvd 7 FLRIHRRIEETHO VLAN f U F — T =2 —RTRETDHI LN TE 5,

ip address ¥ 7= (% ip address dhep =~ > R723 VLAN A V¥ — 7 = — AT E SN TV DIREET, BlJO VLAN A > ¥
—7 = —A|(Z ip address £ 7213 ip address dhep 2=~ > FEZRETH L. HWIE I OREITHIBRSND,

no A TIPVA 7 LA ZHIERT 2 Z LT TE ey,

TV EETE LT84 1%, show interface =~ > R [1Pv4 address] HlIZFE RSN 5,
Zoavry FaeF 79 5L, IPvA 7T RLAZERT L0 E D DOMERA vt —UNFRSN D,
IPvd 7 L AZZEET DL, UTOa~y RBEIRESN D,

* telnet-server access

* http-server access

+ tftp-server access

* snmp-server access

[EE B

VLAN#1 IZIPv4 7 R LA & LT 192.168.1.100 5% ET 5,

SWX2210 (config) #interface vlanl
SWX2210 (config-if) #ip address 192.168.1.100/24
Do you really want to change IP address? [y/N]: y

7.1.21Pv4 7 L ADFKR
[ER]

show ip interface [interface] brief

X5 A—F ]

interface : VLAN A & —T = — R4
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[AS1E— K]

FEFFHE EXEC & — R, F#tE EXEC £— K

[

A H =T 2—RED IPv4 7 NL A &EFKIRT D,
KRANEIFTLTO LB,

e IPv47 FL A

« ip address dhep =1~ > RIZ LK > THEIIC IPv4 7 R L ABEE SN TV EHAIL, [Pvd 7 R L ADRNIC " &
L TERRT 5,
« ipaddress =~ RVEEE STV WEE X "unassigned" & FoRd 5,

o W ORHE

o F—X Y U EDORE

AV B —T 2 — A EELTEAIETDOL v X —T 2 —ADERE . B LTHASILIPvM T RLASRETEX 54
TOA L H—T 2 — ADEREFRT D,

[/—F]

BELIEA VX =T 2—ANIPv4 T RLRAZEID B TENRNEDTHLIGEAITT T —(I2 5,

[ EH]

ETHOVLANA VX —T x—ADIPv4 T L ABFRRT 5,

SWX2210>show ip interface brief

Interface IP-Address Admin-Status Link-Status
vlanl 192.168.1.100/24 up up
vlan2 unassigned up down
713DHCP 7 5 A T MZEBHEH) IPvd 7 RV ADRE
[EX]
ip address dhcp [hostname hostname]
[F—U—F]
hostname . DHCP 7 ATV FDOKRA N EZHRET S
[2XT A—&—]
hostname DR A NG E LTCERT 53T
[F1HIER %]
L
[AFTE— ]
AR —T 2 —AE—FR
B!
DHCP 7 747 v b &fliHH LT, DHCP #— \—nbOff 572 IPvd 7 RL A% VLAN A V' F—7 = — A X LT
E&E#é@
RA N EFRET % & Discover/Request A > Z—1Z HostName 47> 3 > (A7 vara—R12) N4 52
LRTE D,

IPv4 7 RLAZHFF LTRAEETip address =~ RZ2FTT 5L, BAGLTWEZIP 7 RLZADEBA v E—U %
DHCP #—/"—(21k %,

IPv4 7 RU AT K 1EETO VLAN AV F—T7 = —RZEET H I ENTEX D,

no JEZUCTDHCP 7 74 7 > hOXELHIFRT 2 Z LIXTE 7220,

ZDavy REFATTHL IPVAT RLAZELTLH0E ) NOMERA v E—URERREIND,
IPVA7 RLAZEETLH L, LTOa~vy RBHIBRSND,

» telnet-server access
* http-server access
+ tftp-server access
* snmp-server access
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[/ —F]
DHCP H— _"—|Zx} L CHER T2 U — AT 2 IR CEE 95, 2L, EBERICU — 2 X5 HR X DHCP
— N — DR EATT D,
Ko< RIZEY DHCP Y — =MW F 74V b — U2 A, DNSV—R— FT7 3L+ RAL VA EFE LT
%A b, ip route, dns-client name-server, dns-client domain-name =~ > KO EDIT ) DB SN D,
Ko<y REZELTSH DHCP — —25 IPv4 7 R L AREETX /204, Auto IP HEREIZ > CIPv4 U 7
0= LT7 R L A(169.254.xxx.xxx/16)75 HENEIZEI D M THR 5,
IPv4 V7 a—hnT R ANERRENZ#%IC DHCP — 83—/ 5 IPvd 7 R L A& Hif5 L7234 . DHCP ¥ —/3—
MWOHRB LI IPVA T RLAZFEHT 5,
[B%E B
VLAN #100 (Z DHCP 7 A4 7> MZ Lo TIPv4 7 KL A& {5925,

SWX2210 (config) #interface vl1anl00
SWX2210 (config-if) #ip address dhcp
Do you really want to change IP address? [y/N]: y

714 DHCP 7 54 T F DIREBDORT
EEy

show dhcp lease
[AJ1E— ]
FEHFHE EXEC E— I, #§HE EXEC £— N

[FLAA]
DHCP 7 A4 7 v hOWREEZRTRT H, LFTOHERRRIND,
« DHCPZ A7 FELTEEL TS A X —T 2—A
« BB THENTZIPVET FL R
. U—ZHIR
o U —RIERFRIIR
o U —Z2HEUSFHIR
« DHCP #—/3—4
« DHCP A7v a & LTHISL-EH
S N N
s TIFNINF—FU=A
o U — RIEFH
e DNS #—,3—
« DHCP #—/3—ID
KA A 4
[ EH]
DHCP 7 A4 7 > hDIREE FRT D,

SWX2210>show dhcp lease
Interface vlanl

IP Address: 192.168.100.2

Expires: 2018/01/01 00:00:00

Renew: 2018/01/01 00:00:00

Rebind: 2018/01/01 00:00:00

Server:

Options:
subnet-mask 255.255.255.0
default-gateway 192.168.100.1
dhcp-lease-time 259200
domain-name-servers 192.168.100.1
dhcp-server-identifier 192.168.100.1
domain-name example.com

7.2 TPv4 % B% il
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7.2.1 IPv4 BRAUREBEERE

[EFX]

ip route 0.0.0.0/0 gateway
ip route 0.0.0.0 0.0.0.0 gateway

no ip route 0.0.0.0/0 [gateway)
no ip route 0.0.0.0 0.0.0.0 [gateway]

[R5 A—5—]
gateway : AB.CD
T—=RUxADIPv4 7 KL A

[FIHAER E]

L

[ASE— K]

Ja—naryr7 4 Jb—y g rF— R

[FHA]

IPv4 DO FHIREEE 2B N3 5,

no B CTHEAT L1413, H5E LI-REZHIBRT 5,
[BXEH]

FIHIN =T oA % 192.168.1.1 &7 5,

SWX2210 (config) #ip route 0.0.0.0/0 192.168.1.1

7.2.2 IPv4 Rk TR DFER
[ER

show ip route
[AF1E— ]
FEHFHE EXEC — R, $§#E EXEC ©— K
B!
IPv4 #53%3% (FIB: Forwarding Information Base) % #/~9 %,
[ EH]
IPv4 BRER KR T D,

SWX2210>show ip route
Codes: C - connected, S - static
* — candidate default

Gateway of last resort is 192.168.1.1 to network 0.0.0.0

S 0.0.0.0/0 [1/0] via 192.168.1.1, vlanl
C 192.168.1.0 is directly connected, vlanl
7.3 ARP

7.3.1 ARP T — 7 )VDFE R
[EX]

show arp
[AJ1E— K]
FERFME EXEC £ — K, 5t EXEC E— K
[
ARP ¥ v v v a2 EKRT D,
IP address FNHTER SN D,
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[BREH]
ARP ¥ v v v 2R T 5,
SWX2210>show arp

IP Address MAC Address Interface Type
192.168.100.10 00a0.de00.0000 vlanl Dynamic
192.168.100.100 00a0.de00.0001 vlanl Dynamic

732 ARP T— 7 )V DEE

[ER]
clear arp-cache
[AJ1E— F]
F#E EXEC E— K
[
ARP ¥ v a2/ U745,
[BREBH]
ARP ¥ ¥ v =227 VT4 2%,
SWX2210#clear arp-cache

733 ARP ZA LT 7 NDHIE

[ER
arp-ageing-timeout time
no arp-ageing-timeout [time]
[/3T7 A —F—]
time : <1-3000>
ARP = | U —{RFFIEH (FD)

(R
arp-ageing-timeout 1200
[AFIE— K]

A E—=Tz—RAE—F
[FAA]

R VLAN A F—7 = —RA|ZEI1T5H ARP = MU —REFFEHEZ LT T 5, ZOREBRNICZE S7e) - 72 ARP
= U —THIBRE NS,

no R THEIT LE-HE 1T, ARP = b U —Fff 4 1200 #1245,
[B%E B
VLAN #1 ® ARP = » U —{REFRER %2 5 DA ET 5,

SWX2210 (config) #interface vlanl
SWX2210 (config-if) #arp-aging-timeout 300

7.4 1Pv4 EE Eﬁmu\

7.4.1 IPv4 BEHER
EEN
ping Kost [repeat count] [size datalen] [timeout timeout|
[F—T—F]
repeat COETRER AR ET D
size : ICMP T —H# 0 OFE (A MEMD)ERET D

timeout : 171553 Bcho V 7 = A h & 8(E LT DISERF LM 2R TET DS
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[R5 A—%—]
host : ICMP Echo #%{5 9 %565
RA NG, F12iE, 585D P 7 R A(A.B.C.D)
count DT (AR LIESE 0 5)
RIEE B!
<1-2147483647> feE Lo BIECEEITT %
continuous Ctl+C DA EIN D FTHEITEM Y KT
datalen . <36-18024>
ICMP 7 — X #5r DE S(NA b)) (Bl L7254 : 56)
timeout : <1-65535>
JISBEAF HRFHI(EME L7256 1 2)
F4TME$ % continuous |2 L 7= AT EHR I NS
[AS1E— K]
R EXEC E— K
[FLA]

ICMP Echo Z#457E L 72 AR A MZEH L. ICMP Echo Reply D% Z 150,

ISENRBHIE., TOEEFERTH, A~y ROKTRICHKHEREFRT 5,

[ E ]

IP 7 R A 192.168.100.254 56 CIZT — & YA X 120 /34 b, FATEIERIT 3 [0 CEREMERZ1T 9,

SWX2210#ping 192.168.100.254 repeat 3 size 120

PING 192.168.100.254 (192.168.100.254): 120 data bytes
120 bytes from :192.168.100.254, seg=0 ttl=64 time= 8 ms
120 bytes from :192.168.100.254, seg=1 ttl=64 time= 9 ms
120 bytes from :192.168.100.254, seg=2 ttl=64 time=10 ms

--- 192.168.100.254 ping statistics ---
3 packets transmitted, 3 packets received, 0% packet loss
round-trip min/avg/max = 8/9.00/10 ms

7.51Pv6 7 N L 2

7.5.1 IPv6 DR E
[

ipv6 switch

no ipvé

[/XF A—F—]

switch : IPve OERE
EME P
enable IPv6 ZHNZT 5
disable IPv6 % XN 5

[#IH#13% 2]

ipv6 disable

[AS1E— K]

A E =Tz —RAE—F
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B
VLAN A > Z—7 =2 — R LTIPV6 ZENC LY 7 a—AT RL A& HERRET 5,
IPV6 TR R I fHETCHO VLAN A X —T =2 — A THEMNCT DL LN TE S,

ipv6 enable =~ > R73 VLAN A ¥ — 7 = — AR E SN TWHIRRE T, BD VLAN A % —7 = — | ipv6
address =~ K% § Eﬁ—é L HWIED OREFTHIFRS D,

IPv6 Z N L= sE . BIET 20E bRIRFICHIFRS N D,

no I TIAT L7285 ifmﬂ;ﬁaﬁﬁ IR %,

[/—}]

HEhE Sz 7 n—H4/L7 KL AL, show ipv6 interface brief =~ > R CHER T 5,
[B% E 5]

VLAN #1 @ IPv6 = HhZT 5,

SWX2210 (config) #interface vlanl
SWX2210 (config-if) #ipv6 enable

7521Pv6 7 KL A DERE

E&

ipv6 address ipv6_address/prefix_len
no ipv6 address [ipv6_address/prefix_len)

[7NT A —=HF—]
ipv6_address D XeXeXeX

IPv6 7 R L A
prefix_len o <1-127>

IPV6 7'V 7 4 v 7 Af
[AFTE—F]
AH =T 2—RAE— R
B

VLAN A 2 —T7 2—AIZXLTIPV6 7 RLA LT LT 4 v 7 RAEEZRET D,

IPv6 7 K L A% ipv6 enable =~ > RAFHEZ LTS VLAN £ VX —7 = — R IHET DH I ENTEX 5,

1 OO VLAN A VX —T 2 — A7/ a— LT RLAE D 70 —hNLT RLA%Z 1 OTORETE 5,

ipv6 address autoconfig =~ > R3FRE SV TWDHIREET, Ka~ v FERIE L7-HE 1L, ipv6 address autoconfig =
~ v FOREIZAHEICHIFREN D,

no I THAT LA 11X, FBE LR ELHIBRT 5,

no JERT/RNT A= —% B LI=Ga, TXTORELHIFRT S,

IPv6 7 L AZERTH L, LITOa~<» RRHIFRSN S,

* telnet-server access
* http-server access
+ tftp-server access
* snmp-server access

[/ —H]
Rev.1.02.03 LLFETlE, no B T/RT A — X —Z 35T L CTIEBNZER T & HIBR vl HE,
(R EHI]

VLAN #1 |2 IPv6 7 R L2 & LT 2001:db8:1::2 3R ET 5,

SWX2210 (config) #interface vlanl
SWX2210 (config-if) #ipv6 address 2001:db8:1::2/64

7531Pv6 7 KL A®D RA &

EEN
ipv6 address autoconfig
no ipvé address



[P E]

L

[ASE— K]

Ao HF—T 2 —AF—FR

[FRHA]

RA ZMH LT, VLANA > X —7 = —RIZIPv6 7 KL AXERET 5,
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RA [T ipv6 enable =~ > R E SV TWD VLAN A U X —T7 = —RIIRETDH I ENTE D,
ipv6 address ipv6_address/prefix_len =~ > R2FHE SN TWDHIREET, K~ REFE LA X, ipv6 address

ipv6_address/prefix_len =~ > KO EIXHEIZHIFR S D,
no IR CTIAT L7 A 15, RA OREZHIFRT 5,

IPv6 7 FLAZEESH L, UFDa~r RBfRESND,

* telnet-server access

* http-server access

» tftp-server access
* sSnmp-server access

[BXEH]
VLAN#1 |2, RAZFEHALTIPV6 7 RL RAZRET 5,

SWX2210 (config) #interface vlanl
SWX2210 (config-if) #ipv6 address autoconfig

7.5.41Pv6 7 KL ZADEKR

[
show ipv6 interface [interface] brief

[T A—F—]

interface : VLAN A V¥ —7 = — A4
TR THA U H—T 2 —R&

[AJ1E— F]

JERFME EXEC £ — K, 5t EXEC E— 1

B

A H =T 2 —RFEDIPV6 7 KL A B R RT 5,
e IPV6 7 FL R
o IPV6 7 R UADEE S TWRWGA L "unassigned” & 725,
. WEEORE
o T—XU L IEORE

A B =T 2 —AREE LR EITEDA 2 —T = —ZADFEREY . B LI

TOA B —T =2 —ADIEREFTT 5,

[BREH]
ETHOVLANA v H—T7 2—ADIPv6 7 KL ABERRT 5,
SWX2210>show ipv6 interface brief

Interface IPv6-Address

Link-Status

vlanl 2001:db8:1::2/64
fe80::2a0:deff:fe:2/64

vlan2 unassigned

down

7.6 IPv6 % B 51

AT IPve 7 RLANBEINTZEL

Admin-Status

up up
up
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7.6.1 IPv6 EHIFE R E

[ER
ipv6 route ::/0 gateway
ipv6 route 0:0:0:0:0:0:0:0/0 gateway
no ipvé6 route ::/0 [gateway|
no ipvé6 route 0:0:0:0:0:0:0:0/0 [gateway]

[T A—F—]

gateway D X XeXeX
T—h U =ADIPv6 7 FLA
IPv6 U7 a—1)V7 RUALZIRET D & Ed, KA VX =T = — A bFETDHLENH
% (fe80::X%vlanN D)

[AS1E—F]

Jgua—\)aryz 4 l—y g rEw—NR

[FEBA]

IPv6 DHEIREES 21819 %,
no JEATHEAIT LG AT, 188 LICREE ZHIFRT 5,

[/—
TIANVIT =T = OREIF, RAICKDHRELY b, FHHORKIC L ORENREL SN D,
[EE B

T 7 4 = b7 = A R VLAN #1 L0 fe80::2a0:deff:fe:1 &35,
SWX2210 (config) #ipv6 route ::/0 feB80::2al0:deff:fe:l%vlanl

7.6.2 IPv6 EEi%R DFEIR

[EX]
show ipv6 route
[ASTE— K]
FHHFHE EXEC £— R, #5#E EXEC £— K
[RA]
IPv6 #5157 (FIB: Forwarding Information Base) % #&/~9 %,
[B%E B
IPv6 BRIk R A RN T D,

SWX2210>show ipv6 route
Codes: C - connected, S - static
Timers: Uptime

::/0 via 2002:db8:1::1, vlanl, 00:00:03

::/0 via fe80::2a0:deff:fe67:ddld, vlanl, 00:21:17
2001::/64 via ::, vlanl, 00:21:17

fe80::/64 via ::, vlanl, 00:23:28

QO Qwn

7.7 Neighbor %% > ¥ =

7.7.1 Neighbor ¥ ¥ v ¥ =27 —7 LV DFER

EEN
show ipv6 neighbors
[AJIE— F]
FEREME EXEC £ — N, FiHE EXEC £— F
(A

Neighbor ¥ ¥ v ¥ 27 —7 )V ERKRT D,
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[ EH]
Neighbor ¥ ¥ v ¥ 27— 7 )V ERKRT B,
SWX2210>show ipv6 neighbors

IPv6 Address MAC Address Interface Type
2001:db8:1:0:3538:5dc7:6bc4:1a23 0011.2233.4455 vlanl dynamic
2001:db8:cafe::1 00a0.de80.cafe vlanl dynamic
fe80::0211:22ff:£e33:4455 0011.2233.4455 vlanl dynamic
fe80::6477:88ff:£e99:aabb 6677.8899.aabb vlanl dynamic

7.7.2 Neighbor ¥ ¥ v ¥ 27 —7 VDHEE
[E=]
clear ipv6 neighbors
[AS1E— ]
F¢HE EXEC £— R
[
Neighbor ¥ ¥ v > =227 U745,
[BXE B
Neighbor ¥ ¥ v > =247 U745,
SWX2210#clear ipv6 neighbors

7.8 IPv6 B ERER
7.8.1 IPv6 BLERER
(&)
ping6 host [repeat count] [size datalen] [timeout timeout]
[ZF—T— K]
repeat COEITRE AR ET D
size : ICMPv6 7 — 5y DR S (N MR ZRET D
timeout D FHTIEHUY D Echo U 7 = A R & X5 LIt DISERF DR 2R ET 5
[73T A =4 —]
host AR A RN FEL IPVe T R L A(X:X:X:X)
ICMPv6 Echo % %57 % 565%
IPv6 U > 7 v—HNT RURAZBET 25E1E, BHA v =7 = — 2B BET 2L ERDH
% (fe80::X%vlanN DOFE)
count DT (B LTESE 0 S)
RUEME B9
<1-2147483647> AR L7 BIERAT 3 5
continuous Ctr+C MAN SN D ETHFEITZHRY KT
datalen 1 <36-18024>
ICMP 7 — X5 DR S(N b)) (Bl L7255 56)
timeout 1 <1-65535>
ISERF DR (B LSS 1 2)
FEATEI$ % continuous (2 L= AR SN D
AHE— K]

HrfE EXEC £— R
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[@iA]

ICMPv6 Echo # 87 L7274 A MZiEH L, ICMPv6 Echo Reply 2335 51T < % D EFFD,
EONTED, TOFEEFRT D, a~vr K TT 5 LEHERARFEREZRT D,

[FE B

fe80::2a0:deff:fe11:2233 56 TIZBUAMERS 21T 9,

SWX2210#ping6 fe80::2a0:deff:fell:2233%vlanl

PING fe80::2a0:deff:fell:2233%v1lanl (fe80::2a0:deff:fell:2233): 56 data bytes
56 bytes from fe80::2a0:deff:£fell:2233: seqg=0 ttl=64 time=2 ms

56 bytes from fe80::2a0:deff:fell:2233: seqg=1 ttl=64 time=4 ms

56 bytes from fe80::2a0:deff:fell:2233: seg=2 ttl=64 time=10 ms

56 bytes from fe80::2a0:deff:fell:2233: seqg=3 ttl=64 time=10 ms
56 bytes from fe80::2a0:deff:£fell:2233: seg=4 ttl=64 time=10 ms

-—— feB80::2a0:deff:fell:2233%vlanl ping statistics ---

5 packets transmitted, 5 packets received, 0% packet loss
round-trip min/avg/max = 2/7.20/10 ms

79DNS 72 A7 b

7.9.1 DNS ~DORWA b EREDERTE
EEN

dns-client switch

no dns-client

[NT A—=F—]
switch : DNS 7 747 hOEE
REE B
enable DNS 7 A4 7 v NaHMIT 5
disable DNS 7 74 7 v & HhZT %
(AR E
dns-client disable
[AS1E—F]
Ja—n"narz4 7 b—varE—F
B

DNS ~DOWE B HRE 2 A3 F 72 13 E3hic 9 5,

no JE K THEAT L= 3BA 1T |RhIC T 5,

[/ —F]

dns-client =~ NZFRE L7- & T IZEIT 72 D DL dns-client domain-name. dns-client domain-list, dns-client name-
server 1~ RIZXDREDHRTH Y | ip address dhep =2~ > KIZ L > TDHCP h— =0 5HE L7z KA A U4
DNS OH—/3—1P 7 R L A ZEL L7,

[ EH]

DNS ~D W& b HEREE BT D,

SWX2210 (config) #dns-client enable

7.9.2 DNS — 13—V 2 K DOFRE
[ZR)

dns-client name-server server

no dns-client name-server server
[R5 A—%—]
server . AB.CD
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DNS #—/ =D IPv4 7 F L A

X: XXX

DNS #—/3—®D [Pv6 7 R L&

IPv6 ) > 7t =T RUAZIRET 2HEIE, diA v =7 2 —AbRET OLERH
% (fe80::X%vlanN D)

(IR E]

L

[AJTE— K]

sa—R"rary7 4l — g% — R

[FREA]

DNS H—/3—1 2 MZH— "—%BINT 5,

P N—IIH K IFETEHETE D,

no JEXTEIT LA, HE LY —/3—% DNS —— U 2 kB HIERT 5,
[/ —}]

ip address dhep =~ > K2 & > T DHCP #—/3—75 DNS —"—U X hEFG LIZBE. Ao~ FORENE
ahs,

7277 L, AKa< FIZ X D DNS — 38— 2 F OB 3 AR OSAIE. 833 TY 2 F®REIZC DHCP
P —_R—=NHEE L7 DNS —— 1 X L ZBINd 5,

(B EH]

DNS #—/X—U 2 MZIP 7 FL % 192.168.100.1. 2001:db8::1234, fe80::2a0:deff:fe11:2233 BT %,

SWX2210 (config) #dns-client name-server 192.168.100.1
SWX2210 (config) #dns-client name-server 2001:db8::1234
SWX2210 (config) #dns-client name-server fe80::2a0:deff:fell:2233%vlanl

E

e

7935 7 IV KN RKAL LD
EE

dns-client domain-name name

no dns-client domain-name name
%5 A—4—]
name D RAA % (K255 XXF)

[FIEAER E]

L

[AJTE— K]

Ja—x\)ary7 4L —vg T — R

[FREA]

DNS WA DB T ST 7 4Lk AL VA EZRET D,

o R TETLESEAIET 74V h RAAL U4 2HIBT 5,

[/—F]

ip address dhep =~ > RIZ X > TDHCP y— =0T 74 /L N RAAL VAT v ara— RISERE LY
B, Ko< FOREMERIN D,

dns-client domain-list 7~ > R CTHRE R A A U A MRRESNTWDIHEAIL, Aa~ > RCTRELET 74V R KR
AA 4%, BEON ipaddressdhep 2~ RIZX > THERRESNTZT 74/ b KA A AT S e,

[BREH]
T 74 N RAA 4% example.com ([ZFXET D,
SWX2210 (config) #dns-client domain-name example.com
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7194 BB RAL LV X S ORE
[ER]

dns-client domain-list name

e

no dns-client domain-list name
[/NT A—F—]
name D RAA % (K255 XF)

(18I E]

L

[AF1E— ]

ra—)var 74— g e — R

[FEEA]

DNS fiWEDERHIEHT 2B R AL U XA M RAAL A EZBINT 5,

BB RAAL YA MIRKO6MFETRAL UV EBEKTE D,

o X TEITLIEEARIL. HELERAAL VA EBRBERAAL Y A M BHIBRT 5,

[/ —h]

Ka<w RTHRERAA Y XA MDRREINTWSEA . dns-client domain-name =1~ > R CRELEZT 74/ F K
AA %, BEON ipaddressdhep 2~ RIZX > THERRESNTZT 7 4/ b KA A AT S e,
[BXE B

R A A >4 examplel.com, example2.com ZfR5E K A A > U A MZBMNT 5,

SWX2210 (config) #dns-client domain-list examplel.com
SWX2210 (config) #dns-client domain-list example2.com

7.9.5DNS 7 T4 7 v MEBOFER

[ER]
show dns-client

[ AJTE— K]
JEHHE EXEC £=— K, %5# EXEC £— K
BN
DNS 7 54 7 v MEREERT D,
FTRHNFIILLTFDOEEBY,

HH HH

DNS Client is enabled DNS 7 4 7 v N3 %)

DNS Client is disabled DNS 7 7 A 7 > k)3 %)

Default domain FIHIV N RAAL 4

Domain list FREE R AA LU AR

Name Servers DNS #—/"—1U X ~NIP 7 R L R)
[ E ]

DNS 7 74 7 v ME#ERRT 5,
SWX2210>show dns-client

DNS client is enabled

Default domain : example.com
Domain list : examplel.com example2.com
Name Servers : 192.168.100.1 2001:db8::1234 fe80::2a0:deff:fell:2233%vl1anl

* - Values assigned by DHCP Client.
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R

IP = /L F % ¥ A ~MEIHE

81IGMP AX—t v

8.1.1 IGMP R X— L DAL, BEhHRE

[EX]
ip igmp snooping switch
no ip igmp snooping

[R5 A—&—]
switch : IGMP A X —E > 7 OEE
RIEME B
enable IGMP A X — ¥ > 7 HZT 5
disable IGMP A X — "> 7 % iz 4 5
[WIHRRE]
ip igmp snooping enable
[AFIE—F]
f B =T 2= AFE— |
[

AL B =T 2—ADIGMP A X —t  ZOEEEZRET 5,
no BN CHEAT LGS I3WIHIREICR 5,

[/—}]

ARKa<2 FIZVLAN f V¥ —7 = — R |ZOIHHETE D,
[B% 2 5]

VLAN#2 O IGMP A X — Y 7 2G0T 5,

SWX2210#configure terminal
SWX2210 (config) #interface vlan2
SWX2210 (config-if) #ip igmp snooping enable

VLAN #2 ® IGMP 2 X —t° > 7 2 #hz+5,

SWX2210#configure terminal
SWX2210 (config) #interface vlan2
SWX2210 (config-if) #ip igmp snooping disable

812 v VT F ¥ X ML—F —DERRICDERE

E&

ip igmp snooping mrouter interface ifname
no ip igmp snooping mrouter interface ifname

[RF A—%—]

ifname : LANFR— DA U F—T =— R4
BRETDHA LV H—T =—RA

(WX E]

L

[AFIE— F]

A HF—Txz—AF—FR
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[FEHA]
VN TF X x A ML—F =B S I TV D LAN R — R 2R ET S,
no X THFITT D &, RELWIET D,
[/ — 1]
ARa<2 RIZVLAN A VX —7 2 —AZOHRFETE B,
BE L7 LAN AR— M, vV TFF v A MA—F =R s Tnd 2 &, Lr—3=75 IGMP LAR— F & %5
T5HE, BEL LAN R— MMIiEET 5,
[ 2 H]
AT F ¥ A M—F =Dk L LT LAN R— s #8 R ET 2,

SWX2210#configure terminal
SWX2210 (config) #interface vlan2
SWX2210 (config-if) #ip igmp snooping mrouter interface portl.8

TNTFx X ML—F =D LAN AR — [ #8 2445,

SWX2210#configure terminal
SWX2210 (config) #interface vlan2
SWX2210 (config-if)#no ip igmp snooping mrouter interface portl.8

8.1.3 v /L F ¥ ¥ R h)—F —EfHR— MEROFR

EEV

show ip igmp snooping mrouter ifname
[/3T A —HF—]
ifname : VLAN A V' F—T = — A%

RRTDHA L H—Tx—RA

[AJ1E— ]
FHHFHE EXEC £ — P, FrkE EXEC £— R
[RLBA]
B SN, EREENICRE LYV T X v X My —F —iA— MR ERRT 5,
[BEH]

VLAN#2 O~ /VTFF ¥ A M—F —ih— b OEREFRRT D,

SWX2210#show ip igmp snooping mrouter vlan2
VLAN Interface IP-address Expires
2 portl.8 (dynamic) 192.168.100.216 00:00:49

8.1.4 IGMP Z )L —F A LR — v FIEHOFR
[EX]

show ip igmp snooping groups
show ip igmp snooping groups 4.8.C.D

show ip igmp snooping groups ifname

[T A =5 —]

A4B.CD D RATFRY AN N—=TT FLA

ifname : VLAN A ' HZ —7 = — A4,
FRT DAV H—T = —RA

[AS1E— K]

FEHEHE EXEC £ — N, ke EXEC £— R

[FEHA]

IGMP 7/ V=T A =y T A RTFT 5,

[BXEH]

IGMP 7 V=T A =y T DIEREFTT 2,
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SWX2210#show ip igmp snooping groups

IGMP Snooping Group Membership

Vlan Group Address Interface Uptime Expires Last Reporter Version
1 239.255.255.250 portl.5 01:06:02 00:03:45 192.168.100.11 V3

815 (% —7 = —AD IGMP BHHEERZHZR

E&y

show ip igmp snooping interface ifname
T R =5
ifname : VLAN A V' F—T = — R4

BRI DAV H—T 2 —A

[AJ1E— ]
FHHFHE EXEC & — N, FrkE EXEC £— R
B
VLAN A > % —7 = — A D IGMP Bh#IEH 2 £RT 5,
[ B

VLAN #1 @ IGMP B#fE#R 2 =R T 2,
SWX2210#show ip igmp snooping interface vlanl

IGMP Snooping information for vlanl
IGMP Snooping Enabled
Group Membership interval is 260 seconds
Router port detection using IGMP Queries
Number of router-ports: 1
Number of Groups: 1
Number of vl-reports: 0
Number of v2-reports: 6
Number of v2-leaves: 0
Number of v3-reports: 127
Active Ports:
portl.5
portl.8

81.6 IGMP /L —F AL R_R— v 7Dy b Y —HI&
EEN

clear ip igmp snooping
clear ip igmp snooping group 4.8.C.D

clear ip igmp snooping interface ifname

[¥F—TU—F]
group OHIBRT A AT XY A NI NA—TT RLRAZRET D
interface © HIBRT D VLAN A ¥ —7 = —AEIEET D
[R5 A—&—]
A.B.C.D VTR ARNTNL—TT KL A
I T MY —
ifname : VLAN A > ¥ —7 = — A4
HIbRd 54 v 4 —7 = — A
[AJ1E— F]
HHE EXEC £— R
[FHA]

IGMP v —F AR =y 7Oz ) —ZHIRT 5,
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[BREH]
VLAN #1 O IGMP ' v —TF A =2y FOxr b U =%l 5,
SWX2210#clear ip igmp snooping interface vlanl

82MLD AX—¥ 7

8.2.1 MLD R X — V' 7 DAL EHRE

EEN
ipv6 mld snooping switch
no ipvé6 mld snooping

[/3F A —&—]
switch : MLD A X—E 7 DOEE
REM A
enable MLD A X —t > 7 4T
disable MLD A X—Vt 7 &M+ 2%
[WIERRE]
ipv6 mld snooping enable
[AS1E—F]
A F—=Tx—AF—FN
B!

A E—T 2 —ADMLD AX—¥Y TV OEWELHRET S,
no IR CHAT L7258 I3 EICE D,

[/ —F]

AKa<w 2 RIZVLAN A Vv Z—T 2 — AZDHHKRETE 5,
[ EH]

VLAN#2 O MLD A X — > 72 BT 5,

SWX2210#configure terminal
SWX2210 (config) #interface vlan2
SWX2210 (config-if) #ipv6 mld snooping enable

VLAN #2 O MLD A X — bt F 2+ 5,

SWX2210#configure terminal
SWX2210 (config) #interface vlan2
SWX2210 (config-if) #ipv6 mld snooping disable

822 w/NLF X ¥ R ML—F —DEEFLEDRTE

[

ipv6 mld snooping mrouter interface ifname
no ipv6 mld snooping mrouter interface ifname

[/XT A—&—]

ifname : LANA— DA X —T x— R4
WRETDHA LV H—T 2—R

[FIERRE]

L

[AF1E—F]

AH =T 2 —AF— K
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[FEHA]
VT X v A R —HF =N STV D LAN R— k2 FFICERET D,
no A TIATT H L, RELWIET S,
[/ — 1]
ARa<2 RIZVLAN A V' H —7 2 — A |ZDHFRETE D,
BE L7 LAN AR— M, vV FF v XA ML—F =PI Tns e, Lir—"—=2b MLD LAR— F&%(3E
I 5L, BE L LAN R— MIEEET D,
[ 2 H]
YT XX X M—Z—DERideE LT LAN AR — M #8 R ET D,

SWX2210#configure terminal
SWX2210 (config) #interface vlan2
SWX2210 (config-if) #ipv6 mld snooping mrouter interface portl.8

TNTFx X ML—F =D LAN AR — [ #8 2445,

SWX2210#configure terminal
SWX2210 (config) #interface vlan2
SWX2210 (config-if) #no ipv6 mld snooping mrouter interface portl.8

823 v /NF X ¥ R h—F—EHR— MEROFR

EEV

show ipv6 mld snooping mrouter ifname
[/3T A —HF—]
ifname : VLAN A & —T = — R4

FKRTHA L H—Tx—A

AF1E— K]
FHHFHE EXEC £ — P, FrkE EXEC £— R
[BLHA]
B SN, EREENICRE LYV T X v X My —F —iA— MR ERRT 5,
[BEH]

VLAN#2 O~ /VTFF ¥ A M—F —ih— b OEREFRRT D,

SWX2210#show ipvé mld snooping mrouter vlan?2
VLAN Interface IP-address Expires
2 portl.1l1l (dynamic) fe80::aed44:£2f£f:£fe30:291 00:01:04

8.2.4 MLD Z/V—F R R —3 v FIERDFR R
[EX]

show ipv6 mld snooping groups
show ipv6 mld snooping groups X:X:: XX

show ipv6 mld snooping groups iframe

[R5 A—&—]

XX X:X DVATX XY AN A—T T KL R

ifname : VLAN A V' Z—7 = — R4
FRTHEA L H—T =2 —A

[AS1E— R

FERFME EXEC £ — K, 5t EXEC E— K

[FLAA]

MLD 7 v—TF A n—y Tl ERRT 5,

[ EH]

MLD /L —TF A =y TOFEREFRTT 5,
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SWX2210#show ipv6 mld snooping groups

MLD Snooping Group Membership

Vlan Group Address Interface Uptime Expires Last Reporter Version
1 1533l portl.3 00:00:44 00:01:07 fe80::a00:27ff:fe8b:87e3 V2

825 & —7 =—AD MLD BEEEHRZFZR

E&y

show ipv6 mld snooping interface ifname
[73F A —4F—]
ifname : VLAN A ¥ —7 = — A4,

BRI DAV H—T 2 —A

ASE— K]
FHHEHE EXEC E— N, ik EXEC £— R
B
VLAN A > % —7 = —AD MLD Ei#lF# % FRT 5,
Bl

VLAN #1 @ MLD Bl z £~3 %,
SWX2210#show ipv6 mld snooping interface vlanl

MLD Snooping information for vlanl
MLD Snooping Enabled
Group Membership interval is 260 seconds
Router port detection using MLD Queries
Number of router-ports: 0
Number of Groups: 0
Number of vl-reports: 0
Number of vl-leaves: 0
Number of v2-reports: 12
Active Ports:
portl.8

826 MLD L —F A _"— v DTy b —HilR

[EA
clear ipv6 mld snooping
clear ipv6 mld snooping group X:X:: X:X
clear ipv6 mld snooping interface ifname

[F—T—F]

group OHIBRT A AT XY A NI NL—TT RLRAERET S

interface o HIBRT D VLAN A VX —7 = —AZHETH

[/3F A —5&—]

XX XX D RILTFXFYARNTNL—TT RL A
RUES S ANES

ifname : VLAN A V' F—T = — A4
HIBRT 54 v —7 2 — R

[AS1E— F]

¥t EXEC £—

B

MLD Z)v—TF A N—=2y T DT b —ZHIRT 5,

[BREBH]

VLAN#1 O MLD Z —F AN~y TOxy U —%HIRT 5,



av L R 77 LA |IP /LT F v A MMilfE | 115
SWX2210#clear ipv6 mld snooping interface vlanl
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A

N7 7 4 v 7l

9.1 ACL

9.1.11Pv4 7 7R Y 2 N DAERK

[EX

access-list ipv4-acl-id [seq_num] action [protocol] src-info [src-port] dst-info [dst-port]

no access-list ipv4-acl-id [seq_num] [action [protocol] src-info [src-port] dst-info [dst-port]]

access-list ipv4-acl-id [seq_num) action src-info

no access-list ipv4-acl-id [seq_num] [action src-info]

[/3T A =4 —]
ipv4-acl-id

seq _num

action

protocol

sre-info

src-port

<1-2000>
IPv4 7 7 EAY XD ID
<1-65535>

VU AEE, MBRT VAV R MNIZBIT AR M) —ONEEZETET 5,
VU AZEERE LG AIE, VA NOEBREICZ N —EBNENS, Tk X,
BFEORBRETZ MU =210 ZMME LENFHRT N —0F 5L L THBRESND,
(BN —r o ARB R L TEMLESES, = N —OFFL 1012725, )

T 7R ARMEIH T DEEEIRET D

R EME A
deny FIFEEELRT D
permit FEEFTAI"T D

HRLTLH7m b arf@plafiES S

7a R alEEEAK LG AIE. TRXTOIPVE X7y ekt b5,

B EME B
<0-255> IP~yXO7a kanrgs
tep TCP /7 v b
udp UDP /37 b

FIEETDXETLIPVE T FL A RERET D

REME

Gl

AB.CDEF.GH

T A RH— ey MEF.GH)fE O IPv4
7 FLA(AB.CD)ZEET D

TRy b AT BEMbinftE D IPvd 7 R

A.B.C.D/M

L A(AB.CD)ZHEET D
host A.B.C.D H—DIPv4 7 L A(AB.CD)EET S
any TRTOIPvE T RLAZXGET D
<0-65535>
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protocol {Z tep, udp ZHEE L7256, b & T MG R — FES<0-65535>%HET 5., A
W42 2 &b A

BEFIE 2EH
eq X A= FEFX)EHEET D
range X Y A= FEFX)NLY)EHRET D
dst-info ST AL IPVE T RLURIEREZHRET D
REME Bk
AN RA— Rty MEF.GHfZ D IPv4
ABCDEFRGH 7 KL A(AB.CD)&F5ET 5
BT Ry b A7 EMbit)ft & D IPv4 7 K
A.B.CDM L %(AB.CD)&FEET %
host A.B.C.D H—OIPv4 7 RL A(AB.CD)AEET D
any TRTCOIPvE T RLAZRSRET D
dst-port 1 <0-65535>

protocol |Z tep, udp Z 87 L7c 8. &l & 3255008 — & H<0-65535>% fRET 5, Hg
T5HZ L HAEE

fBES L B

eq X A= FESFX)ERET D

range X Y A= FEZX)NOY)EHEET D
[FIEIEXE]
7L
[AT1E—F]
Jua—\)narz 4 b—varE— R
[RLBA]

IPv4d 7 72U X R &RAERT 5,
R LT T 72 A ) A M, EHRMAX: 128 DO E&fE 4 ET 5 2 LN TE D,

R LT IPVA 7 7 B AU 2 R S BB E AL, A v H—7 = —AF— KT access-group =~ > K& AT 5.
no JE2C action LIS A 38 L7281, SR THR BT 2 IPvd 77 &2 U X M &HIRT 5,

no JER. T action LA Z 5 L7220 123081, 727 E8RAV A MO ID A —EHTHIPvAa T 7R Y 2 NEHIRT 5,

[/—F]
LANR— MIEALTWAT 7R Y X M, no B NTHIFRT 2 Z i3 T 72\, L9 EAZMERRL THLHIBRT
6: }:O

src-port, dst-port 351Z range THIPHNFEE T, TCP, UDP 1L Z4 T 4 O THEFIHE, src-port & dst-port % ] /7 &
& range THEE L7256, 2 DD range fRE X THE T 5,

(B EHI]
E(EIC 192.168.1.024 DE T A2 " EOBEZEST S IPvd 77 A Y X | #l1 Z1EKT 5,

SWX2210 (config) #access-1ist 1 deny 192.168.1.0 0.0.0.255
IPv4 7 722U A #l ZHIET 5.

SWX2210 (config) #no access-1list 1

912IPV4 77 BRA U X v a X BN
[

access-list ipv4-acl-id description line
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no access-list ipv4-acl-id description

[T A —4&—]
ipv4-acl-id : <1-2000>
A NEBMTHIPvE T 7 EAY XA SO ID
line DB 5 AR b, ?&FRE ASCIL T 32 LT E THRE
[FIIRRE]
7L
[AS1E— R
sa—m\)var7 47—y aryE—FR
B

ERLTHDIPVE T 7R R MZa Ay MER)ZBINT 5,
o B TET LGS, IPAT 78X XA MDAy NEHIRT 5,

[/— ]

LANAR— NMZT7 7RV A A SSRGS, KRa~vy RTaxy M2BMT 52 EEAkE, (REDa AL bR

EEETD)
[ EH]

PEIEIT 192.168.1.024 DT AL L OBIEEHETTHIPvE 77 AU A M #] #ERL L, = A2 | Test 218419

60

SWX2210 (config) #access-1list 1 deny 192.168.1.0 0.0.0.255

SWX2210 (config) #access-1list 1 description Test

913IPvd 77 ERU R ~DEHA

EEN
access-group ipv4-acl-id direction
no access-group ipv4-acl-id direction

[R5 A—&—]
ipv4-acl-id : <1-2000>

WHT2IPva 772U A2 RO ID
direction AT L—LADFERET S

R EE Bk

in ZEZLV—LH L THEASED
[HIHRRE]
L
[AS1E— K]
f B =T 2= AE— R
[FHA

LANR— NP4 727 EZY 2 NE2EAT S,

ZETL—LRT /R AY R PO E—HKLEHE, T/ ERV A DOT 7 a i

> = (permit, deny) & 72 5,

no B TIAT LG A, WA LT 78R Y X M& LAN R— M HIBRT 5,

[/—F]
TRV ZANMI, Fl—OA 2 F—T7x2—RT1DOFTOULNBEETX R,

HEA L —T 2 —AZHTB LTS LANAR— M7 7R XA MRBEHIN TS

DERAFR— MIEH SN TV LREDN, MOFTEFA— MIb#EH S5,

LY6. Mmoo —T = — A

YT L — AT BT
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[ EH]
LANR—F#l OZETL—AIK LT, 778XV A N# 2 EHT 5,

SWX2210 (config) #interface portl.1l
SWX2210 (config-if) #access-group 1 in

9.1.4IPv6 77 AU X K DAERK

EEN

access-list ipv6-acl-id [seq_num) action src-info

no access-list ipv6-acl-id [seq_num] [action src-info]

[/3T A—&—]
ipvo-acl-id 1 <3001-4000>
IPv6 77 & AU A @ ID
seq_num 1 <1-65535>
= VAT, RRT 7RV A NACBIT AT N O EEEET S,
= U AT AN Lf:i;%é.\ai\ VA MDOERFBREIZZ M) —=MBEhbd, 2oL E,
BFORBRE= N —I2 10 ZMBE LIERFH= b —DF 5L L THERESND,
WINZ =T P AR ER L TCEBMLIESGSE, = P —0OFFIL1012725, )
action T RASGHICHT AEMER R ET D
R EM B
deny FIFEEELRT D
permit B S o B )
src-info DR LT DEEILIPVE T R LA ARET D
REME LA
XX TT Ry M A7 BMbit)ff X D IPve 7 K
XXEXXM L AX: XX X) &R ET D
any T_XTOIPv6 7 R L A%Z%ZIFAND
[FIHIRR E]
2L
[AJ1E— K]
Jya—rnarz4 S —yarE'w—R
[@HA]

IPv6 77 AU A hEAERT D,

AR LTET 77 A Y A MO, BEHMAX: 128 thDO&MEE R ET 5 Z LN TE 5,

AR L7277 2AY A M SE5551F, 4 ¥ —7 = —AF— KT aceess-group 2~ > REFEHT 5,

no JEI T action LAREZ 45 7E L7235A 13, R TH T HIPve 727 A Y X M &HIBRT 5,

no JER. T action LI ZFRE L2728 801, 77 BAVA DO ID B—FTHIPv6 77 AU A R &HIBRT 5,
[/—}]

LAN R— MIEHA L TWD 7 78R Y X ME, no B THIBRT 2 Z LIXTE R, LT EHZ MR L THBHIBRT
5HZ &,

[BREH]

3ffe:506::/32 DD /XT y b &ML T L IPve 77 E XU A K #3002 Z1FRT 5,

SWX2210 (config) #access-1list 3002 deny 3ffe:506::/32
IPv6 77 & AU A k #3002 ZHId 5,
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SWX2210 (config) #no access-list 3002

915IPv6 77 AV X rda X KB
&R

access-list ipv6-acl-id description line

no access-list ipv6-acl-id description

[NT A—=HF—]
ipv6-acl-id : <3001-4000>
2R NEBMT5HIPv6 T 7 EAY A LD ID
line DBINTSa A b, ?2&BRE ASCI T 32 LFF TRE ATHE
[WIERRE ]
7L
[AJ1E— R
Ja—\)arz 4 b—varE— R
[RLBA]

ERLTHDIPV6 T 7 AT A MZa Ay MGER)ZEINT 5,
R THET LSS, IPV6 727 ERAY A MDa Ay FN&HIBRT 5,
[/—F]

LAN R— M7 78RV A 2@ ESE#L, KAa~vw 2 RTa Ay ME2BINT 52 LI rRE, (BEDa AL BT
FEXT5)

[% EH]
3ffe:506::/32 3Dy N EIEGETDHIPv6 778 AU A k#3002 Z/EAA L. = A2 b Test Z1BINT 5,

SWX2210 (config) #access-1list 3002 deny 3ffe:506::/32
SWX2210 (config) #access-1ist 3002 description Test

9.1.6IPv6 77 AU X N DEH
B

access-group ipvo-acl-id direction

no access-group ipv6-acl-id direction

[7%T A—F—]
ipv6-acl-id : <3001-4000>
HWHT 5 IPv6 77 EAU A R ID
direction D WALV MERET D
RAEME B
in ZEZ7V—LIIH L THEASED
[FIHIERE]
7L
[ASTE— F]
A EF—T 2 —AE—F
[BLAA]

LAN AR— MZIPv6 77 R U R b &2EHAT 5,

ZETV—LRT 7 BAV R NOERMELE—ELTEGAE, T7RBAVANDT 7 v a NS 7 L—IIkT57 7
3 (permit, deny) & 72 5,

o XK TEITLESEA, WHLEZT 7 RAY A F% LAN R— F2HHIBRT 5,
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[/ —}]
TI7ERAURANMI, Fl—DA L —T7x2—RT 1 DT DOLNEEETI R0,

WA A =T 22— AR L TCWVWA LAN AR —MZIT 78 A A MREHA SN TWBEIES, i/ v X —T 2 —A
DEAEFZFER— MIEH SN TWAREN, MOFTERFA— MZbEH IS,

[ E B
LANKR— M #l ODZET7 L —AIZX LT, IPv6 7278 AU A - #3002 29 5,

SWX2210 (config) #interface portl.1
SWX2210 (config-if) #access—-group 3002 in

9.1.7 MAC 7 7R Y 2 FDAERR
[ER]

access-list mac-acl-id [seq_num] action src-info [dst-info)
no access-list mac-acl-id [seq_num] [action src-info [dst-info]]

[78T7 A —=F—]
mac-acl-id ;. <2001-3000>
MAC 7 7 & AU % h® ID
seq_num 1 <1-65535>
V= U AE G, MNET 7B AV A MNAICK T LT MY —DNEEEET S,
VT U AZEEAE LIS EE. VA NORBRIZ= N —RBNENnD, ZOL X,
BEFORZET= MU —I210 ZMME LERFHT N —0F 5L L THBIRESND,
AN — 7  AE R LTBMLEZSE, = F)—0OFBZIX 1012725, )
action s TR RARMBICKRT 2 ERfRET D
REME B!
deny FEEHEST 5
permit P S L T R )
src-info LT AEIETMAC T FLAFRERET D
R EM B
AL RH—RE Y b
$§$£g$£$§%WW (WWWW.WWWW.WWWW)ff % © MAC 7
‘ ’ K L A (HHHH.HHHH.HHHH) % f&§ €3 %
T — ﬁngMC7FVXMMMHMMHMM)
%ﬁﬁﬁE@‘%
any TRTOMACT FLAZXG LT 5
dst-info DM ET A5 MAC T RLAERERET H, AMET 52 & HATHE,
REME S
ANV —FREY b
$g$£%$£$gaww (WWWW.WWWW.WWWW)f & 0 MAC 7
: . R U A(HHHH.HHHH.HHHH) % {§ &3 %
P — $22)MC7FVXMMﬁHMMHﬁmm
EIRET D
any TRTOMACT RLAZRG LTS
[FIHIRR 2]

L
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[AJTE— K]
Ja—x\)aryz 41—y g T — R
[FRHA]

MAC 7 7RV A NEART D,

AR LT 722 Y A MIE, BEMAX 28 )D& 2BRETDHZENTE 5,

AR LT 78R A Ml SE 5551, 4 % —7 = —AF— KT aceess-group 2~ > R&ETT 5,

no FEE T action AR ZH5E L7254 13. M2 TH T 5 MAC 778 A U X M &HIRT %,

no FE T action AREZFEE Lo 7oA, 7278 AV A MO ID 3 —ET 25 MAC 77 AU A M &HIRT 5,

[/ —H]

LANAR— MIBEALTWAT 7R X M, no B THIBRT 2 Z L3 T 722V, LPEAZMERLTHOHHEIBRT
é\—&o

"W", "H"X 0-9,a-f,A-F 5725 1 XFER 5,

[BXEH]

MAC 7 KL & 00-A0-DE-12-34-56 7>6 D7 L — A ZHEAAT 5 MAC 77 AU &+ #2001 Z1ERT 5,

SWX2210 (config) #access-1list 2001 deny 00AO0.DE12.3456 0000.0000.0000
MAC 7 7 AU A | #2001 ZHIFRT %,

SWX2210 (config) #no access-1list 2001

9.1.8MAC T Z kAU R Dz X MBI
[E=RX

access-list mac-acl-id description /ine

no access-list mac-acl-id description

[R5 A—H—]
mac-acl-id : <2001-3000>
A NEBMTSHMACT Z7EAYARDID
line BT Aa Ay b, ?&FRE ASCH T 32 3CFE THRE Al HE
(IR E]
L
[AJ1E— K]
sra—m\)varZ 47—y arE—FR
[BFA]

ERLTHDMACT 7R Y A MIaAy NIER)ZEBMT 5,
no JERTET LSS, MACT 7 ERAY XA M a Xy FEHIRT 5,
[/—F]

LAN H— M7 72 A ) A MFMASE-%L. Ao~y RTa Ay haBIT 52 LIXATRE, (BAED 2 A L R3S
E#ExT25)

[RRE B
MAC 7 KL A 00-A0-DE-12-34-56 705D 7 L— Lz il 4% MAC 77 £ A U A b #2001 Z{ER L, =2 A2 | Test
2B 5,

SWX2210 (config) #access-1list 2001 deny 00AO0.DE12.3456 0000.0000.0000
SWX2210 (config) #access—-1ist 2001 description Test

9.1.9MAC T 7R Y X FDEH
B

access-group mac-acl-id direction
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no access-group mac-acl-id direction

[T A—F—]
mac-acl-id : <2001-3000>
HWHT5MACT7 7 EAU A RDID
direction D WA L—LADFmEEET S
REME B
in ZEZ7U—LMIXLTHEHASES
[FIHIERE]
7L
[AF1E— K]
A EF—T 2 —AEF—F
[FLFA]

LAN R— M LTMACT Z7 AU A NaEHT 5,

ZIETV—LNT VAV A ROEKMEE B LEESA, T78AVANDT 72 a VNS 7 L— NIkt 5T7 7
3 (permit, deny) & 72 5,

no XK TEITLIZSEA, WHLEZT 71 RAY A F% LAN R— F2HHIBRT 5,

[/—}]

TR AYANME, =D Z—=T7x2—AT 1 DOFTOLBEETE 720,

A A =T 2= A ZFTB L TCVWD LANAKR—MZT 782U 2 "B EHAINTWHEE, flAf v ¥ —7 = —&
DERAEFER— MIEHA SN TWDLRED, MOFTER— MIbEHINnD,

[ E B

LAN R—h #1 OZE7 L—AIZx LT, 727ERAU R K #2001 Zi#@HT 5,

SWX2210 (config) #interface portl.1l
SWX2210 (config-if) #access—group 2001 in

9110 K L7277 AU A FNDEMR

E=N
show access-list [ac/ id]
[7$5 A —&—]
acl-id : <1-2000>, <2001-3000>, <3001-4000>
778 AJARDID
[AJ1E— ]
JEFFHE EXEC & — N, 454 EXEC E— N
B

BEINTWDLT 7 EBAY A NeRRT 5,
acl id ZBW LTI256H1E, 2 TOT 78RV A MeRRT 5D,

[BE B
—RERTRT D,

SWX2210>show access-1list
IPv4 access list 1
10 deny 192.168.1.0/24
MAC access list 2001
10 deny host 00AO0.DE12.3456
IPv6 access list 3002
10 deny 3ffe:506::/32
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9111 AV F—T7 =— R ZHEALET 7RV X bOFER

[ER]
show access-group
[ASIE—F]
FEFFHE EXEC £ — N, 454 EXEC £— K
[FiFA]
AV H—T 2=, WHENTWHELET 7ERAY A D ID 2R T 5,
(BB
—RERTT D,

SWX2210>show access—-group

Interface portl.1l : IPv4 access group 1 in
Interface portl.7 : IPv6 access group 3002 in
Interface portl.8 : MAC access group 2001 in

9.2 QoS (Quality of Service)

9.2.1 QoS DAEZ - FEhHHH

ESN!
qos switch
no ¢os

[T A—F—]
switch © QoS OEME

Bl

%
Rl
o

enable QoS AT 5

disable QoS Z NI %

(AR E]

qos disable

[AJ1E— ]

Jsa—)vars 74—y g — R

B

QoS Z AT 5,

no JEATHEIT L72HE. QoS #MMNZT 5, Zo& &, BET 5 QoS &RiE b RIFHZHIFRS 115,

[/—}]

QoS IZEAT AL F D~ RiZ, QoS NI DIRE TIZEIT T 72\,
* (qos cos

* (qos trust

* qos port-priority-queue

» show qos interface

[BXE B

QoS Z AT 5,

SWX2210 (config) #gos enable
QoS Z N+ %,

SWX2210 (config) #gos disable
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922577 F)V bk CoS DETE
[ER]

qos cos value

no qos cos
[XT A —=F—]
value 1 <0-7>
774 /V |k CoSfE
(AR E
qos cos 0
[AJIE— K]
AP =T 2 —AF— N
[@iA]

?7ﬁWFC$%ﬁﬁTé
no JEXCHEAT L7256, WIHHME(CoS=0)2 & ET 5,

?7?»%&ﬁm\$—%@b7xb%—bﬂﬂﬂ&% SHNTWAREETEZ 7R L7 L— A %525 LB
b,

[/—}]

Ao~y REFITTHITE, QoS #H LT Z &,

FATT DR =D N T A FE— RN CoS THRWGEA, Ka~vy NIZEfT=I—LD,

FEEA v H —T7 = — A ZFTE LTS LAN AR — R Z QoS DR ENHEH S TW A LA A v X — 7 = — AD
HHEAR— MEA SN TOWDEHEN, thofiErA— Mob@EAIns,

B!

T 74/~ CoSHl%Z 2 IZRET D,

SWX2210 (config-if) #gos cos 2

7 7 %V b CoS 2z WIHMEIC RS,

SWX2210 (config-if) #no gos cos
923 h T R hE— FORE

[ZER]

qos trust mode

no qos trust

[73T7 A —=F—]
mode : FIZABRE—NR
R EME B
cos HEEF¥ 2 —% CoSEIZESWTIRIET S
dscp EfE ¥ 2 —% DSCP EIZESWTIRET S
port-priority ZER— MIRESNTBEELHETT S
[WIEIRRE]
qos trust cos
[AFTE— F]
AV B =T 2= RE—F
B

IANT—F@F7XF%—F% RTET D,
no FECTHEAT L72GE . WIHME(CoS N 7 X ME— MZRET D,
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hZ A FE— R cos D ZIE7 L —L0D CoSEZMH L THEEF 2 —DRIEZITV, dsep DHEIT, =Z1fE
7 L— 2 DSCP i % 1 L“Cﬂéh‘"r:**@ﬂ%ﬂi%ﬁ? port-priority DAL, ZfEA X — 7 = — RTHEI N
TR HESWT, HMEF 2 —DIREZIT D,

CoS <> DSCP I IfHT HIEEF = —1F, BHTDH T &N TERNY,

728, QoS D—HDMMHDOH T, EEX a2 —Z2RETHEETHXAI VT 2HED D,

1. FEF 2 —HFID Y Th

2. V~—F U JRE

21X R 7 A FE— R"CoS"£ 72 IX"DSCP"DELE D AHFFEFRETH VD |V ~—F 7 Zi17z CoS fEX® DSCP EIZE > T
EEXa—nEVYTHND,

[/—}]

Ao~y REFATTDHICE, QoS #AMc LT Z &

WELA > #—7 = — AR LTV D LAN A— h iz @s@ REAEA STV DGRBS — T = — A0k
FHHFER— MIEHEIN TV HEREN, oA — Mob#EHA IR 5,

QoS HERETIZ, FT A ME—NIZL o THEITHIBRRH D H DR, RARFEROBRDLEDONH 5,

RIEH]

LAN R— D 5 A hE— K% DSCP IZ#HET D,

SWX2210 (config-if) #gos trust dscp

LANAR—FD R T A ME—RET 7 4L MNCoS)IZFEET B

SWX2210 (config-if) #gos trust cos

9.2.4 R — MEFLEDRE
Ey

qos port-priority-queue queue-id

no qos port-priority-queue

[T A—F—]
queue-id : o <0-7>
LAN R — MIRET HXEF 2 —ID
[WIEARRE]
gos port-priority-queue 2
[ASTE—F]
A H—T2—AE— R
B
LAN R— NI, ZEA ¥ —7 = — ARG T DEIEECEE X =2 — ID)EHET D,
no IR TIAT LA, HBELIEA VX —T7 2 —ADEEF 2 — ID 2HIEQICET,
N— MBI, 1\71 FE— FR"R— MBS E SN TV AEEDOREE X 2 —OWREICHEH LS,
[/— 1]

Ka<r REFEITT BT, QoS Az LT

FEITTHA 0 F—T2—AD N T A NE— FR"R— MEE"TIERWGA, Ka~vr FIxET=I7—L7 b,
A A —T =2 — AR L TUWAD LAN AR — M2 QoS DR ENEH SN TV AEE HTA v X —T =2 — A DK
FFRAR— MIEA SN TWBEREN, ofiER— MoblEH SN D,

[ EH]

LAN R— h #1 OFR— MEEEL LT, EEF=2—ID#M 2EH0 4 T5,

SWX2210#interface portl.1l
SWX2210 (config-if) #gos port-priority-queue 4

9.2.5 QoS HERE DR TR DR
[

show qos
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[AJS1E—F]

FRFME EXEC £ — N, b EXEC E— K

B

QoS #§HRED A %N (Enable), #E%h(Disable)iRiEZ £RT 5,
[BREH]

VAT KD QoS DREEIRIELFRT Do

SWX2210#show gos
Enable

9.2.6 LAN R— b ® QoS fFHDFER

EN
show qos interface [ifname]
[/3T A —HF—]
ifname : LAN KA— M, BREFTER— FE2xt5 L7 5,
RKRTHA I =T 2—R

[AJ3E— K]
FHFiHE EXEC £ — N, %5# EXEC £— N

[RLEA]

fEAE L7 LAN R— b @ QoS BEF 2 £n ¥ 5, FrRAFEFLLTO LK,

HH B

Port Trust Mode LAN " — R ® k7 A K E— R(CoS/DSCP)
Port Default CoS Priority 7 7 4V & CoS fE(GE 1)

Port-Priority-Queue R— MEJEEE(E 3)

Remarking value CoS F7/21X DSCP DV ~—3 » JE(E 4)
Queue Scheduling EEXa—DRAFVa—) 7R EEAR, BEAOMHE

LEE, EEX 2 —DEHAERERRIND,

CoS (Queue) CoS-EfGF = — ID BT — 7 L({E D)
DSCP (Queue) DSCP-i5(5 % = — ID A#a7T — 7 V(1% 2)

H1) FT7 A ME— RR"CoS"DYGHDAHFERIIND,

H2) h 7 A ME— RN"DSCP"OHFADHERIND,

H3) h7 A ME— RR"R— MEE"ODLAEOARFRREIND,
E 4 remark 2~ RNRFETEINTWDIHEARDOALFRIND,
[/ — 1]

AKa<wr FEFETTHITE, QS E#AMILTHELL I &,

[ E 5]

LAN /R— K #1 @ QoS X Ex &£~ T D, (7 A FE— K CoS)
SWX2210#show gos interface portl.1l

Port Trust Mode: CoS
Remarking: 2
Port Default CoS priority: 0

Queue Scheduling:

Queue( : Weighted 1 ( 5%)
Queuel : Weighted 1 ( 5%)
Queue2 : Weighted 2 (10%)
Queue3 : Weighted 2 (10%)
Queued : Weighted 3 (15%)
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Queueb : Weighted 3 (15%)
Queueb : Weighted 4 (20%)
Queue7 : Weighted 4 (20%)

Cos (Queue): 0(2), 1(0), 2(1), 3(3), 4(4), 5(5), 6(6), 7(7)
LAN AR— |k #1 ® QoS X E & #/~T D, (M7 A FE— K DSCP)
SWX2210#show gos interface portl.l

Port Trust Mode: DSCP
Remarking: 33

Queue Scheduling:

Queuel : Weighted 1 ( 5%)
Queuel : Weighted 1 ( 5%)
Queue2 : Weighted 2 (10%)
Queueld : Weighted 2 (10%)
Queued : Weighted 3 (15%)
Queueb : Weighted 3 (15%)
Queueb : Weighted 4 (20%)
Queue7 : Weighted 4 (20%)
DSCP (Queue): 0(2), 1(2), 2(2), 3(2), 4(2), 5(2), 6(2), 7T(2)
8(0), 9(0), 10(0), 11(0), 12(0), 13(0), 14(0), 15(0)
16(1), 17(1), 18(1), 19(1), 20(1), 21(1), 22(1), 23(1)
24(3), 25(3), 26(3), 27(3), 28(3), 29(3), 30(3), 31(3)
32(4), 33(4), 34(4), 35(4), 36(4), 37(4), 38(4), 39(4)
40(5), 41(5), 42(5), 43(5), 44(5), 45(5), 46(5), 47(5)
48 (6), 49(6), 50(6), 51(6), 52(6), 53(6), 54(6), 55(6)
56(7), 57(7), 58(7), 59(7), 60(7), 61(7), 62(7), 63(7)
9.2.7 EfE ¥ = —HHAEORR
[ER]
show qos queue-counters [ifname]
[T A—F—]
ifname : LAN R— M, BRI ERN— M E2xdRET 5,
RRT DA H—Tx2—A
[AJIE— F]
FERFHE EXEC E— N, ¢t EXEC E— N
[RLBA]

FRELTZ LAN R— FOFEF 2 —HONT v by 7 7R EZERTT 5,

Ny Ry T 7 X T RTOR— N THEFINLTD, Fa—EO Ty bRy 77 HHRIIER— PRV AT A
DIy "8y T A ERRIIC k- TEBT 5,

[/—H
K= FiE QoS DIRBE(H N ELNIZ D LT TE 5,
Bl

LAN R—F #1 OF 2 — (R E2FRT 5,

SWX2210#show gos queue-counters portl.l
QoS: Enable
Interface portl.l Memory Usage:

Queue 0 59.4 %
Queue 1 15.0 %
Queue 2 0.0 %
Queue 3 0.0 %
Queue 4 0.0 %
Queue 5 3.6 %
Queue 6 0.0 %
Queue 7 0.1 %



928 U~—F 7D

e

&l

av  RU 77 Ly R NT T 4w 7129

[EFX]

remark type value
no remark

(P85 A —%—]
type

value

[BIHARRE]
mL
[AJ1E— F]

UV ~—% 2 7R

RIEE B
cos CoSfEzY~—F 795
dscp DSCP iz Y ~—% > /¥ %
<0-7>

CoS V~—% > 7H
<0-63>
DSCP V ~—F% /&

A HE—T2—RAE— R

[FAA]

LAN R— DY ~v—F 0 T OEMEEZRET 5,
V=—F% 27 D7=dlZ, CoSTEE /I DSCPEEZIEET DHI ENTE S,

no B CHEAT LI=56E.

UJ~—F% 7 OREZHIRT %,

typelZ qostrust A~ N8 D NI A NE— REBELELGAI=T — L5,

[/ — ]

V~—% 0 ZEBESE D121 QoS BNAZN TRIT UL B 72008, QoS DNERN TH - Th AT~ v ROFEITILFHE,
RFC THERRE S D DSCP flElX. TEDOEEBY,

PHB DSCP f& RFC
default 0 2474
Class Selector 0, 8, 16, 24, 32, 40, 48, 56 2474
Assured Forwarding ;3,12,14,18,20,22,26,28,30,34,36, 2597
Expedited Forwarding(EF) 46 2598

[BE B

LAN R— R #1 CZ{EL7-7 L —A% DSCPE 10 ICBXH 2 5,

SWX2210 (config) #interface portl.1l
SWX2210 (config-if) #remark dscp 10

929 A7V a—Y T HFRORE

[EF2

qos scheduling #ype

no qos scheduling
[78T7 A —=HF—]

type

AT a—=U 7K
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BRIEME i
WIT WRR(EAfFE T T Rr b )
sp SP(ifa ki 5) J7 50
(IR RE]
qos scheduling wrr
[AJ1E— F]
rua—s\varz 4 b—va e —R
[@ A1

ATV 2= )VITRDREZIT 9,

no R TIIT LA, A7 P a— L FRITWRREAME TV Fue e s,
[ E ]

AV a— )V A% SPGB ET S,

SWX2210 (config) #gos scheduling sp

9.3 7 1 —l{H

9.3.1 7 o —H##H(IEEE 802.3x PAUSE DEZIE)DRE(R AT D)

[

flowcontrol switch
no flowcontrol

[T A —F—]
switch o 7 e —ilEoEE
R EE Bk

enable 7 v —Hfil#E G T 5
disable 7 v —il{H = BT D

(WX E]

flowcontrol disable

[AJ1E—F]

Jua—N\)narz4 b —varE— R

[RLBA]

AT LAED 7 1 —HI#EI(IEEE 802.3x PAUSE 7 L — A2 2 AT 5,

no X THAT LA, 7 a—Hili#Ez o35,

[/—}]

7 u—fill 2 G LA, BEIIC T —v ey TREREIT DI D,

PAUSE 7 L — ADEEDHIMG SN DBEIX. AT ARER— DOy by 7 7 HRPRGIC K - TEET 5,
AV E—T 2 —2FEOT7a—flfNE, AT AMUEA L E—T 2 —Z[O T v —HERE EFNENEIN LY
BDOHEIET D,

[ EH]

VAT ADOT a—Hl#lEFNT D,

SWX2210 (config) #flowcontrol enable

9.3.2 7 u —fHfHI(IEEE 802.3x PAUSE DIEZIZ)DREMA v F—T7 = —R)

[E=]

flowcontrol switch
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no flowcontrol

[78T7 A= —]
switch D 7 e —ilEOBE
REME B

enable 7 u—lEEGENCT D
disable 7 v —filH z BT 5

(AR E]

flowcontrol disable

[ASIE—F]

A B—=T 2 —AE—F

B

LAN R— b ® 7 1 —#I{I(IEEE 802.3x PAUSE 7 L — A% (E) 2 H T 5,

no B CHEAT LA, 7 e —HiliElz ®\ehicd 5,

[/— 1]

A= RIiE LAN R — MMZO R E HE,

VAT LD T a— NN 2R G A EE LR,

PAUSE 7 L — L DFE L ZE XM Yy N THRIEDORE L 125, (FELZEDOEL LN DB EHATHK
ETDHI LT TE RN

ch B B SR I AL 5L A3 2412975 PAUSE 7 L— A D HIBIERIE, OXFFFF(65535) & 4 %,

PAUSE 7 L — LADREPHB SN D EEIL. VAT AR0KR— FORT y by 7 7 RGIC L > TEBT 5,
[ EH]

LAN R— bk #1 © 7 v —#lil 2 G295,

SWX2210 (config) #interface portl.1l
SWX2210 (config-if) #flowcontrol enable

LAN 7B— k #1 © 7 0 —§fH % i+ 5,

SWX2210 (config) #interface portl.1
SWX2210 (config-if) #no flowcontrol

9.3.3 7 v —fHlH OEEIREEDFR

EN
show flowcontrol [inteface ifname)]
[F—U— ]
interface D RARTAA L E—T 2 —ABRET D
[T A—F—]
ifname : LANAR— MM, BRI RA X —T = — ARG LT 5,
RRTDHA L H—T z2—RA
[AJ1E— ]
FHFrHE EXEC £ — R, F§#E EXEC £—
[RiAA]
7 v —HIENC B A G HROE 21/4E%h, PAUSE 7 L — LD EZER) 2 Ford 5,
[/—}]

PAUSE 7 L — AEZERIT, SR — O 7o —HIHRNE2 L 2o TV AEADLFETREND,
PAUSE 7 L — A %5220 %. clear frame-counters =1~ > RETHHZ 7 U T &N 5,

[ EH]

LAN F—  #1 7 o —#HIffE S+ #5795,
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SWX2210#show flowcontrol portl.1l
Port FlowControl RxPause TxPause

portl.1l Enable 4337 0

ER— bO7u—HflEERE LR TS
SWX2210#show flowcontrol
System flow-control: Enable

Port FlowControl RxPause TxPause
portl.1l Enable 4337 0
portl.2 Disable = =
portl.3 Enable 0 1732
portl.4 Disable = =
portl.5 Disable = =
portl.6 Disable = =
portl.7 Disable = =
portl.8 Disable = =

9.4 A b — Al

9.4.1 A h—LHBEDRE
[EX]

storm-control #ype [type..] level level

no storm-control

[2XT A—&—]
type R N—AHE S AT
A b — AL EZ AT B
broadcast ZDHF%?XFXF“Aﬁ@%ﬁﬁﬂﬁ
multicast <N TFF¥ A PR =LAl EBINCT D
. SESEAR D2 =% ¥ X b7 L — Al %
unicast Y
level : <0.00-100.00>
B % B RiE D S — v 7 — U THRET D
BIMEIT/ R T 2 L E TRRIETE D
[F1H13R E]
no storm-control
[ A1 E— K]
AR —=T 2—AF— K
B

LAN F— M L7 0 — F¥ ¢ X b X b— LRI, v FF 52 k2 F— LB EO, S8ERAOL=% % % b
7L —LDHIEEZAN L, ZIEHIRAE T 5,

B2 B2 TCZE L7 L—23EEESNS, 7272 L. BED 100% 05813 ZEHIRIZ Ly, BfEize7 L—2
B THY . AFNCIIERETE 2,

(B EH]

LANER— R #l D7 a—R¥xy XA FA =A<~ LFF¥ 2 bR b—LEHIE B UBIE30% 2R ET 5,

SWX2210 (config) #interface portl.1
SWX2210 (config-if) #storm-control broadcast multicast level 30

9.4.2 2 b— Ll 28 LIREDORT
[#=X)

show storm-control [ifname]
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[7XF A —&—]

ifname : LANFR— DA U F—T = — R4
FRTHA L E—T =2 — R

[FIEIER E]

L

[AF1E— F]

JERFHE EXEC £ — N, F5#E EXEC £— F

[FHA]

7 L—LADXAE EREEZFTRT D,

A E =T 2= A0 B LTS EE. B =T == AR LR D,
[BEH]

A B —T 2 — ADREWREEFTT D,

SWX2210#show storm-control

Port BcastLevel McastLevel UcastLevel
portl.1l 30.00% 30.00% 100.00%
portl.2 20.00% 20.00% 20.00%
portl.3 100.00% 100.00% 100.00%
portl.4 100.00% 100.00% 100.00%
portl.5 50.00% 50.00% 100.00%
portl.6 100.00% 100.00% 100.00%
portl.7 100.00% 100.00% 30.00%
portl.8 100.00% 100.00% 30.00%



13| 2~ R 77 LA |5

e2]

A I
access-group (IPv4) 118 ip address 96
access-group (IPv6) 120 ip address dhep 97
access-group (MAC) 122 ip igmp snooping 109
access-list (IPv4) 116 ip igmp snooping mrouter interface 109
access-list (IPv6) 119 ip route 98
access-list (MAC) 121 ipv6 101
access-list description (IPv4) 117 ipv6 address 102
access-list description (IPv6) 120 ipv6 address autoconfig 102
access-list description (MAC) 122 ipv6 mld snooping 112
action 66 ipv6 mld snooping mrouter interface 112
arp-ageing-timeout 100 ipv6 route 103
C L
clear arp-cache 100 12ms configuration 58
clear boot list 26 12ms enable 58
clear counters 80 12ms filter enable 59
clear ip igmp snooping 111 led-mode default 70
clear ipv6 mld snooping 114 line vty 31
clear ipv6 neighbors 105 1ldp run 51
clear 1ldp counters 58 Ildp-agent 51
clear logging 36 logging format 34
clear mac-address-table dynamic 85 logging host 34
clear test cable-diagnostics tdr 69 logging stdout info 36
cli-command 67 logging trap debug 35
clock set 28 logging trap error 35
clock timezone 28 logging trap informational 35
cold start 70 loop-detect (f ' # —7 = —AF— F) 93
copy running-config startup-config 23 loop-detect (' v —r ST 4 JL—3 9 E— R)93
loop-detect blocking interval 94
D loop-detect reset 94
description 72 M
description (schedule) 66
dns-client 106 mac-address-table ageing-time 84
dns-client domain-list 107 mac-address-table learning 84
dns-client domain-name 107 mac-address-table static 85
dns-client name-server 106 mdix auto 74
mirror interface 75
E mru 73
eee 74 N
enable password 20
erase startup-config 25 non-12ms filter enable 60
exec-timeout 32 ntpdate interval 30
ntpdate oneshot 30
F ntpdate server 29
firmware-update execute 62 P
firmware-update http-proxy 61
firmware-update https-proxy 62 pass-through bpdu 81
firmware-update revision-down enable 63 pass-through eap 81
firmware-update timeout 63 password 20
firmware-update url 61 password-encryption 21
flowcontrol (f > % —7 = —AFE— R) 130 ping 100
flowcontrol (/' 22— b7 ¢ 7 L—3 3 F— K) 130 ping6 105

port-channel load-balance 83

H
Q

hostname 69

http-server 47 qos cos 124

http-server access 49 qos enable 124

http-server language 50 qos port-priority-queue 126
http-server login-timeout 50 qos scheduling 129

http-server secure 48 qos trust 125



R

reload 70
remark 128

S

save logging 36

schedule 64

schedule template 67

service terminal-length 33

set 1ldp 52

set management-address-tlv 52
set msg-tx-hold 53

set timer msg-tx-interval 53

set too-many-neighbors limit 54
show access-group 123

show access-list 123

show arp 99

show boot 25

show clock 29

show dhcp lease 98

show dns-client 108

show eee status interface 75
show environment 27

show firmware-update 64

show flowcontrol 131

show frame-counter 79

show http-server 48

show interface 77

show inventory 26

show ip igmp snooping groups 110
show ip igmp snooping interface 111
show ip igmp snooping mrouter 110
show ip interface 96

show ip route 99

show ipv6 interface 103

show ipv6 mld snooping groups 113
show ipv6 mld snooping interface 114
show ipv6 mld snooping mrouter 113
show ipv6 neighbors 104

show ipv6 route 104

show 12ms 60

show led-mode 71

show lldp interface 54

show lldp neighbors 57

show logging 37

show loop-detect 95

show mac-address-table 86

show mirror 76

show ntpdate 31

show qos 126

show qos interface 127

show qos queue-counters 128
show running-config 24

show snmp community 43

show snmp user 43

show startup-config 24

show static-channel-group 82
show storm-control 132

show tech-support 27

show telnet-server 44

show test cable-diagnostics tdr 69
show tftp-server 46

show users 22

show vlan 92

shutdown 72

snmp-server access 42
snmp-server community 40
snmp-server contact 39
snmp-server enable trap 38
snmp-server host 37

snmp-server location 40
snmp-server user 40
speed-duplex 72
static-channel-group 82
storm-control 132

switchport access vlan 88
switchport mode access 88
switchport mode trunk 89
switchport multiple-vlan group 91
switchport trunk allowed vlan 89
switchport trunk native vlan 90

T

telnet-server 44

telnet-server access 44

terminal length 32

test cable-diagnostics tdr interface 68
tftp-server 45

tftp-server access 46

U

username 21

\%

vlan 87
vlan database 87

W

write 23
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